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Chapter-2 Common Security Requirements 
Section 1: Access and Authorization 

2.1.1TSTP for Evaluation of Management Protocols Mutual 
Authentication 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.1.1 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

                   

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization  
2. <Security Requirement No & Name >2.1.1: Management Protocol Mutual 

Authentication 
3. <Requirement Description:> The protocols used for the ONU/ONT management 

and maintenance shall support mutual authentication mechanisms only Secure 
cryptographic controls prescribed in Table1 of the latest document “Cryptographic 
Controls for Indian Telecom Security Assurance Requirements (ITSAR)” shall only be 
used for ONU/ONT management and maintenance. 

 

[Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.4.4.1] 

4. DUT Confirmation Details: 
 

 

5. DUT Configuration: 
Configure SSH, HTTP/HTTPS, TACACS+, SNMP v3 and SFTP on Management Interface of 

DUT. 
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a) HTTP Configuration 
i. The Tester connects the DUT through LAN port and visits the default ip of the 

DUT which is http://192.168.1.1 

ii. verifies that no additional configuration is required to access the DUT as 

HTTP/HTTPS is pre-configured on the DUT. 

iii. HTTP secure server cipher suite specifies the encryption algorithm and digest 

algorithm to use on an SSL connection. Web browsers offer a list of supported 

cipher suite when connecting to the HTTPS server, and the client and server will 

negotiate the best encryption algorithm to use from those that are supported by 

both. 

 

b) HTTPS Configuration 
i. The Tester connects the DUT through LAN port and visits the default ip of the 

DUT which is https://192.168.1.1 

ii. verifies that no additional configuration is required to access the DUT as HTTPS 

is pre-configured on the DUT. 

iii. For OLT configuration - Configure performance management settings on the OLT 

from PC2  

 

6. Pre-Condition:  Documentation that lists each of the management protocols 
supported by DUT and describes the authentication mechanism used for each one. 
 

7. Test Objective: To check if the DUT supports mutual authentication for the 

supported management protocols 

 

8. Test Plan  
8.1  Number of Test Scenarios: 3 

8.1.1 Test Case 01: Physical verification of available Interfaces & supported 

management protocols on DUT. 

8.1.2 Test case 02: Establish connection between the Test machine and DUT using 

configured mutual authentication method for both positive and negative 

scenarios. 

8.1.3 Test case 03: Ensure mutual authentication between ONT and OLT. 

8.2   Test-bed diagram:  
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8.3 Tools required: 

i. Wireshark 
ii. Zenmap 

iii. GUI 
 

8.4  Test Execution steps 

i. The tester shall attempt to access the DUT with configured management protocols 
ii. The Tester shall verify if mutual authentication exists between DUT and Test 

Machine for each management protocol supported by the DUT. 
iii. Tester shall verify the mutual authentication between OLT and ONT. 

 
9. Expected Results for Pass: - 

i. The DUT and the tester machine shall mutually authenticate each other for all the 
management protocols supported by the DUT. 

ii. ONT and OLT should also support mutual authentication. 
 

10. Expected Format of Evidence: screenshots 
 

11. Test Execution:  
11.1Test Case Number: 01 

11.1.1 Test case Name: Management protocol verification 
11.1.2 Test Case Description: Physical verification of available Interfaces & 

supported management protocol on DUT using zenmap. 
11.1.3 Execution Steps: 

i. The Tester should verify all the available physical interfaces on DUT and cross 
verify with OEM Documentation (below are front and side view of the DUT). 
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Fig: Front and side view of ONT 

 

Fig: Rear view of OLT 

ii. The Tester makes note of all management protocols supported by DUT in 
document provided by OEM and also verifies using zenmap 

» SSH 
» SSL/TLS 
» SNMP v3 
» HTTP/HTTPS 
» Telnet  

 

11.2 Test Case Number: 02 

11.2.1 Test case Name: Mutual authentication for the configured management 
protocols 

11.2.2 Test Case Description: Testing mutual authentication for the configured 
management protocols 

11.2.3 Execution Steps: 
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a) HTTP Configuration:  
i. The tester opens the DUT’s Web GUI (http://192.168.1.1/) in web browser 

of the test machine (192.168.1.22) and capture traffic between DUT and test 
machine in Wireshark to verify the mutual authentication between both the 
entities. 

 

 

ii. The tester observed that there is no mutual authentication between DUT and 
Test machine but the connection is established successfully. 

 
b) HTTPS Configuration: 

i.  Tester connects the DUT through LAN port and visits the default ip of the 
DUT which is https://192.168.1.1 
HTTP secure server cipher suite specifies the encryption algorithm and 
digest algorithm to be used for an SSL connection. Web browsers offer a list 
of supported cipher suite when connecting to the HTTPS server, and the 

https://192.168.1.1/
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client and server will negotiate the best encryption algorithm to use from 
those that are supported by both. 

 

ii. The tester opens the DUT’s Web GUI (http://192.168.1.1/) in web browser 
of the test machine (192.168.1.22) and captured traffic between DUT and 
test machine in Wireshark to verify the mutual authentication between both 
the entities. 

 

iii. The tester observed that there is no mutual authentication between DUT and 
Test machine but the connection is established successfully. In Wireshark, 
can see Server and client exchanging the keys between each other but that 
cannot be considered mutual authentication. 
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iv. To test the negative test case scenario (can only be tested from client side as 
server side doesn’t offer any identity verification to the client), tester 
supplies the wrong password and observe the response of DUT. 

 
 
 
 

v.  If the DUT supports Telnet: connect to the DUT using the telnet command 
<screenshot connecting to DUT using telnet> 

Check if there’s mutual authentication using TELNET 

- Upon entering the password, we get the access to the ONT 
- Capture the same on wireshark 

<wireshark screenshot> 

- Observe if there is mutual authentication using TELNET 
 

11.3 Test Case Number: 3 

11.3.1 Test case Name: Mutual Authentication between ONT and OLT 
11.3.2 Test Case Description: The tester verifies the mutual authentication between 

ONT and OLT 
11.3.3 Execution Steps 

i. The OLT authenticates the ONT by retrieving Prikey1 and Prikey2, while the 
ONT authenticates the OLT, it’s not showing in the log OEM need to provide. 
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ii. Communication between OLT and ACS server running in PC2 can also be 

captured in wireshark to check if the encryption used is according to the Crypto 
control or not 

11.3.4 Test Observations: 
i. Test case01:  The tester verifies the available protocols using zenmap and 

verifies using OEM documentation 
ii. Test case02: The tester observed that there was no mutual authentication 

present when attempting to connect to client using HTTP and HTTPs. 
iii. Test case03: Tester observed that mutual authentication is taking place 

between ONT and OLT 
11.3.5 Evidence Provided: Screenshots are attached above 
 

12. Test Case Results:  
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 Management protocol verification   

2 Mutual authentication for the configured 

management protocols 

  

3 Mutual Authentication between ONT and OLT   
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2.1.2 TSTP for Evaluation of Management Traffic Protection  
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.1.2 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

                       

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization  
2. <Security Requirement No & Name > 2.1.2: Management Traffic Protection 
3. <Requirement Description:> ONT management traffic shall be protected strictly 

using secure cryptographic controls prescribed in Table1 of the latest document 
“Cryptographic Controls for Indian Telecom Security Assurance Requirements 
(ITSAR)” only. 
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.2.3.2.4] 
 

4. DUT Confirmation Details: 

 

5. DUT Configuration: Configure the DUT to enable the supported management 
protocols if needed 
 

6. Pre-Condition:  
i. Network product documentation containing information about supported OAM 

protocols provided by OEM. 
ii. A peer implementing the security protocol configured by the OEM (e.g., SSH client 

supporting SSHv2 or HTTPS client) shall be available. 
iii. For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310. 

For IKE and IPsec, the tester shall base the tests on the profile defined by 3GPP in TS 
33.210. For protocols, for which 3GPP did not define a security profile, e.g., SSH, the 
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tester shall base the tests on a widely recognized and publicly available security 
profile. 

 
7. Test Objective: To verify that DUT communicates with management entities using 

secure ciphers as per table 1 of cryptographic controls ITSAR. 
 

8. Test Plan  
8.1 Number of Test Scenarios:2 

8.1.1 Test case01: Secure cipher verification 

8.1.2 Test case02: Weak cipher / null cipher test case 

8.2   Test-bed Diagram:  

 

8.3 Tools required: 

i. Wireshark 
ii. Zenmap 
iii. GUI 
iv. testssls 

 
8.4 Test Execution  

i. The tester shall review the OEM documentation to check for the supported 
ciphers and manually check for the same with relevant commands for the ciphers 
supported 

ii. The DUT shall be accessed by the tester for all the supported management 
protocols and also capture the session on wireshark  

iii. The wireshark pcap file will be inspected to check for the supported ciphers used 
in the traffic between the DUT and test machine 

 

9. Expected Results for Pass: - The DUT should support secure ciphers in accordance 
with the crypto controls in communication with the test machine 
 

10. Expected Format of Evidence: Screenshots, pcap files 
 
11. Test Execution:  

11.1 Test Case Number: 1 
11.1.1 Test case Name: Review the OEM documentation. 
11.1.2 Test Case Description:  Check the OEM document describing the secure 

communication services/protocols supported on the DUT, details of Crypto 
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modules used, Cryptographic protocols and algorithms, command to verify 

the related configuration in the DUT. 
11.1.3 Execution Steps: 

i. Tester checks the supported protocols on the DUT by running nmap on 
the DUT with command nmap -p-192.168.1.1 

 

ii. The tester shall review the OEM documentation and verify if the ciphers 
supported by DUT are in compliance with cryptographic controls ITSAR. 

  
11.2 Test Case Number: 2 

11.2.1 Test case Name: Secure cipher verification  
11.2.2 Test Case Description: Verify the traffic between DUT and test machine 

through HTTPS, HTTP and Telnet is exchanged using secure ciphers as per 
the cryptographic controls ITSAR. 

11.2.3 Execution Steps: 
a) HTTPS: 

i.  Tester opens web browser in test machine (192.168.1.22) to connect DUT 
(https://192.168.1.1/) through TLS v1.2 protocol. 

ii. Tester attempts to login DUT using “admin” account. The Tester created a 
“admin” account on DUT. 

iii. Tester enters the correct password and reach to DUT’s web browser. 
iv. Tester attempt to access the DUT and captured the network traffic 

between DUT and Test machine in Wireshark. 
v. Tester can verify the ciphers supported by DUT for HTTPS traffic using  

./testssl.sh https://<DUT IP> command 
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vi. Tester should analyse the Wireshark output and observe that traffic is 
going in encrypted format on TLS v1.2 protocol. 

vii. Verify the mechanisms implemented to protect data and information in 
transfer to and from the DUT. 

b) HTTP 
i. The Tester opens web browser in test machine (192.168.1.22) to 

connect DUT (http://192.168.1.1/) through http protocol. 
ii. The Tester attempts to login DUT using “admin” account. The Tester 

created a “admin” account on DUT. 
iii. The Tester enters correct password and reach to DUT’s web browser. 

iv. The Tester should attempt to access the DUT and captured the network 
traffic between DUT and Test machine in Wireshark. 
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v. Tester should analyse the Wireshark output and observe that traffic is 
going in encrypted format on TLS v1.2 protocol. 

vi. It is observed that the traffic to and from the device is not protected with 
secure ciphers. 

 
c) Telnet  

i. Telnet is not enabled by default in the DUT, tester enables/configures the 
telnet protocol. 

ii. The Tester opens command line interface in test machine (192.168.1.22) 
to connect DUT (http://192.168.1.1/) through telnet protocol. 

iii. The Tester logins with the correct credentials of the “admin” user to 
access the DUT via telnet. 

 

iv. The Tester attempt to access the DUT and captured the network traffic 
between DUT and Test machine in Wireshark. 
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v. The Tester Verified that there are no mechanisms implemented to 
protect data in transfer to and from the DUT and it can be seen in the 
clear text. 

 
11.3 Test Case Number: 03 
11.3.1 Test case Name: Weak cipher/ null cipher verification 
11.3.2 Test Case Description: Verify that the traffic between DUT and Test machine 

is not with null or weak ciphers. 
11.3.3 Execution Steps: 

i. To get full cipher suite supported by DUT, the Tester should use a suitable tool 
(such as testssl.sh) for automated discovery of supported Ciphers for TLS/SSL 
protocols.  

ii. The Tester runs the testssl.sh https://192.168.1.1 through Kali Linux – 
192.168.217.128 virtually hosted on   Test machine (192.168.1.22) and 
captured the response.  
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iii. Tester observed that DUT is not supporting null or weak cipher for both the 
protocols HTTP and HTTPS. 

iv. Tester observed that the traffic between server and client is protected via 
permitted cipher only, but DUT supports TLS 1.1 as well and traffic is not 
protected when the DUT is accessed via http and telnet protocols. 

 

a) HTTP (80):  

i. The Tester opens web browser in test machine (192.168.1.22) to connect DUT 
(http://192.168.1.1/) through http protocol. 



 

19 

 

ii. The Tester attempts to login DUT using “admin” account. The Tester created a 
“admin” account on DUT. 

iii. The Tester supplies the correct password and reach to DUT’s web browser. 
iv. The Tester attempt to access the DUT and captured the network traffic between 

DUT and Test machine in Wireshark. 
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v.   The Tester analysed the Wireshark output and observed that traffic is going in 
encrypted format on TLS v1.2 protocol. 
 

b) HTTPS:  

i. The Tester opens web browser in test machine (192.168.1.22) to connect DUT 
(https://192.168.1.1/) through TLS v1.2 protocol. 

ii. The Tester attempts to login DUT using “admin” account. The Tester created a 
“admin” account on DUT. 

iii. The Tester supplies the correct password and reach to DUT’s web browser. 
iv. The Tester attempt to access the DUT and captured the network traffic between 

DUT and Test machine in Wireshark. 
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v. The Tester analysed the Wireshark output and observed that traffic is going in 

encrypted format on TLS v1.2 protocol. 
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vi. The Tester Verified the mechanisms implemented to protect data and 

information in transfer to and from the DUT. 
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c) Telnet: 

i. Telnet is not enabled by default, tester enables/configures the telnet protocol. 
ii. The Tester opens command line interface in test machine (192.168.1.22) to 

connect DUT (http://192.168.1.1/) through telnet protocol. 
 

iii. The Tester logins with the correct credentials of the “admin” user to access the 
DUT via telnet. 

iv. The Tester attempt to access the DUT and captured the network traffic between 
DUT and Test machine in Wireshark. 
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v. The Tester Verified that there are no mechanisms implemented to protect data 

in transfer to and from the DUT and the username & password can be seen in the 
clear text. 
 

11.3.4  TSTP Observation: 
i. Test case01: The tester shall review the OEM documentation and verify if the 

ciphers supported by DUT are in compliance with cryptographic controls 

ii. Test case02: The Tester Verified in HTTPS the mechanisms implemented to 
protect data and information in transfer to and from the DUT. The Tester 
Verified in HTTP and Telnet there is no mechanisms implemented to protect 
data and information in transfer to and from the DUT. 
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iii. Test case03: DUT doesn’t support encryption in HTTP/HTTPS/Telnet 
management protocols.  

 

11.3.5 Evidence Provided: Screenshots are attached above 
 

12. Test results: 

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 Review the OEM documentation   

2 Secure cipher verification   

3 Mutual Authentication between ONT and OLT   
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2.1.3 TSTP for Evaluation of Role-Based access control 
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 
ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.1.3 

 

DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

                    

1. ITSAR Section No & Name> Section 1.1: Access and Authorization  
2. Security Requirement No & Name > 2.1.3: Role-Based Access Control 
3. <Requirement Description:>:  ONU/ONT shall support Role-Based Access Control 

(RBAC) which provides at least three different access levels or domains to guarantee 
that individuals can only perform the operations that they are authorized for. The 
RBAC system controls how users are allowed access to the various domains and what 
type of operations.  
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.6.2] 
 

4. DUT Confirmation Details: 

 
 

5. DUT Configuration: There is no additional configuration required for this test case. 
 

6. Pre-Condition:  Documentation describing the role-based access control system 
including details on which user roles are defined. 

 
7. Test Objective: To verify the RBAC supported by the DUT 

 

8.  Test Plan  
8.1 Number of Test Scenarios: 

8.1.1  Review the OEM documentation for the user roles supported by the DUT of 
different privileges 
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8.1.2 Creation of 3 user IDs with different privileges. 
8.2   Test-bed Diagram:  

 
8.3 Tools required: GUI or CLI  

8.4 Test Execution 

i. The Tester shall review the OEM documentation for the user roles supported 
by the DUT 

ii. The Tester shall create user accounts for these roles  
iii. The tester shall check for the privileges for each user role 

 
9. Expected Result for Pass: - The DUT supports at least 3 user roles with different 

privileges  
 

10. Expected Format of Evidence: screenshots 
 
11. Test Execution: 

11.1  Test Case Number: 01 

11.1.1 Test case Name: Review the OEM documentation for user roles  

11.1.2 Test Case Description:  Review the OEM documentation for user roles 

with different privileges and verify that minimum 3 user roles exist 

11.1.3 Execution Steps: 

i. Review the OEM documentation for user roles with different privileges and 
verify that minimum 3 user roles exist 
 

11.2 Test Case Number:02 

11.2.1 Test case Name: Creation of 3 user IDs with different privileges. 

11.2.2 Test Case Description:  Creation of 3 user IDs with different privileges. 

11.2.3 Execution Steps: 

i. The Tester logged in to DUT through https with default admin privileged user. 
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ii. Tester navigates to the management tab and selects the user management 

option.  

 

 

 

iii. The Tester observes that DUT supports only single user configuration, in this 
test case “admin” is the only and default user and its username can’t be 
modified. 

iv. The Tester also observed that there is no option to assign the privilege to the 
pre-configured user “admin”. 

➢ Note: DUT comes with a pre-configured or a default user name “admin” and 
tester do not have any option to change the username or privilege level. This 
DUT does not provide the CLI access also.  
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11.2.4 Test Observation: Tester observed that DUT does not support the role-

based access control and there is not option the create or delete the users. 

11.2.5  Evidence Provided: Screenshots are attached above 

 
12. Test Case Results:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 Review the OEM documentation for the user 
roles supported by the DUT of different 
privileges 

  

2 Creation of 3 user IDs with different privileges. 
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2.1.4 TSTP for Evaluation of User Authentication – Local and Remote 
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.1.4 

 

DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name>  Section 1.1: Access and Authorization  
2. <Security Requirement No & Name >2.1.4: User Authentication – Local/Remote 
3. Requirement Description:  Local and Remote access to the ONU/ONT for 

configuration and maintenance purposes shall be granted only to authenticated users 
or machines using at least one authentication attribute. This authentication attribute 
when combined with the username shall enable unambiguous authentication and 
identification of the authorized user. No methods to exist providing authentication-
bypass attacks to succeed under all combinations of interface / methods of 
authentication.  

i. Local access: The access from Console interface, from local Console network, from 

LMT (Local Maintenance   Terminal interface) or from ONU/ONT local hardware 

interface. 

ii. Remote access: The access which is not Local access. This includes access from the 

EMS (Element Management System) network, and access that originates or passes 

through the internet. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.2.1] 

 

4. DUT Confirmation Details: 

 

5. DUT Configuration: There is no additional configuration required for this test case. 
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6. Pre-Condition: OEM shall documentation stating the supported access methods 
into DUT 

 
7. Test Objective:  To verify that minimum two of the above authentication attributes 

shall be mandatorily combined for protecting all the accounts from misuse and for 
local access and machine accounts, at least one authentication attribute shall be 
supported 

 
8. Test Plan  

8.1 Number of test scenarios: 
8.1.1. Remote/local access authentication 
8.1.2. Bypass authentication.  

8.2    Test bed Diagram:  

 

8.3 Tools required: null 
8.4 Test Execution steps:  

i. The tester shall access the DUT with the configured access modes 
ii. The tester shall check if there is at least one authentication before DUT is 

accessed  
iii. the tester shall also attempt password bypass authentication attack on DUT 

 

9. Expected Result for pass 
i. The DUT should authenticate the user on at least one authentication attribute  

ii. The DUT shouldn’t let authentication bypass 
 

10. Expected format of evidence: Screenshot of Terminal 
 

11. Test Execution:  
11.1 Test Case Number: 01  

11.1.1.1 Test case Name:  Test scenario for Remote/local access authentication 

11.1.1.2 Test Case Description:  The Tester shall attempt to access the DUT to 

identify the authentication for remote and local access  
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11.1.1.3 Execution Steps: 

i. The Tester opens web browser in test machine (192.168.1.22) to connect DUT        

(https://192.168.1.1 ) 

 

ii. After successful authentication with user name and password the tester is 

able to access the DUT. 

 

11.2 Test Case Number: 02 

11.2.1 Test case Name: Bypass authentication attack 

11.2.2 Test Case Description:  The Tester shall attempt to bypass the 

authentication system of DUT 

11.2.3 Execution Steps: 

i. The Tester shall attempt to perform authentication bypass the web interface 

of the DUT using the SQL injection  
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ii. The tester can use the ‘OR ‘1’ = ‘1 sql injection attack to bypass the 

authentication 

iii. SQL Map can be used for automated SQL Injection Testing  

  
11.2.4 Test Observations:  

i. Test case01: After successful authentication with user name and password 

the tester is able to access the DUT. 

The Tester observed that DUT doesn’t have console port. DUT can be 

configured remotely through web interface http://192.168.1.1/ only. 

ii. Test case02: The test needs to be performed 

 
11.2.5 Evidence Provided:  Screenshots are attached above 

 
12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 Remote/local access authentication   

2 Bypass authentication attack   
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2.1.5 TSTP for Evaluation of Remote login restrictions for privileged 
users 

 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.1.5 

 

DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

                   

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization  
2. <Security Requirement No & Name >2.1.5: Remote login restrictions for privileged 

users 
3. Requirement Description:  Login to ONU/ONT as root or equivalent highest 

privileged user shall be limited to the system console only. Root user will not be 
allowed to login to ONU/ONT remotely i.e. remote login access for 
root/admin/highest privileged users, by default shall be disabled permanently at the 
time of first installation. 
This remote root user access restriction is also applicable to application software / 

tools such as TeamViewer, desktop sharing which provide remote access to the 

ONU/ONT. 

[Reference TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.6] 

4. DUT Confirmation Details: 

 
 

5. DUT Configuration: The DUT should be configured to disallow root login into the 
DUT 
 

6. Pre-Condition: OEM shall provide details remote management standards such as 

TR-069 and entity mutual authentication, encryption of the management traffic. 

OEM to provide the credentials of the highest privilege root account 
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7. Test Objective: To verify that DUT restricts direct remote root login  

 

8. Test Plan  
8.1. No of Test Scenarios: 

8.1.1 Test case 01: Verification of remote root login 
8.2. Test-bed Diagram: 

 
8.3. Test tool required: 

i. TR-069-ACS-Windows Server 
ii. Wireshark 

 
8.4. Test Execution: 

i. The tester shall log into the DUT through console to confirm the existence of the 
root account with its credentials 

ii. The tester shall remotely login into the DUT using the root credentials to check 
if the DUT permits root login into the DUT 
 

9. Expected result for pass: The DUT disallows the remote root login into the DUT 
 

10. Expected Format of Evidence: screenshots 
 

11. Test Execution:  
11.1 Test Case Number: 01 

11.1.1 Test case Name: Verification of remote root login 

11.1.2 Test Case Description:  The tester shall try to login to the DUT using the 

credentials of the root or equivalent highest privileged user from to check 

whether DUT is restricting the remote login or not. 

11.1.3 Execution Steps: 
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i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of 

the test machine (192.168.1.22) using pre-defined account “admin” with 

using the respective authentication attribute(password). 

 

 

 
 

11.1.4 Test Observation: The DUT allows remote login of the root/admin account. 

The Tester observed that it was possible to login with the admin account 

remotely 

11.1.5 Evidence Provided: Screenshots of the DUT remote management. 

 

12 Test Case Results:  

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 Verification of remote root login   
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2.1.6 TSTP for Evaluation of Unambiguous identification of the user & 
group accounts removal 

 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.1.6 

 

DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section 1.1: Access and Authorization  

2) <Security Requirement No & Name >2.1.6: Unambiguous identification of the user 

& group accounts removal 

3) Requirement Description: The ONU/ONT shall identify each login user 

unambiguously. ONU/ONT shall be able to assign individual accounts per user, where 

a user could be a person, or, for Machine Accounts, an application, or a system. It is a 

desirable feature to configure user preferred USERID name in configuration menu 

instead of pre-configured ADMIN User ID. Use of group accounts or group credentials, 

or sharing of the same account between several users shall not be enabled by 

ONU/ONT.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 vV.1.0.0. Sections 4.2.3.4.1.2] 

 

4) DUT Confirmation Details: 

 

5) DUT Configuration: There is no additional configuration required for this test case. 

 

6) Pre-Condition:   

i. OEM shall provide all predefined accounts available on DUT as categorized below– 
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a. Machine Accounts: These will be used for authentication and authorization from 
system to system or between applications on a system and cannot be assigned to 
a single person or a group of persons. 

b. Local access: The access from Console interface, from local Console network, from 
LMT (Local Maintenance Terminal interface) or from DUT local hardware 
interface. 

c. Remote access: The access which is not Local access. This includes access from 
the EMS (Element Management System) network, and access that originates or 
passes through the internet. 

ii. OEM shall share configuration document to define unique identification (UID) to 

each user accounts. 

 

7) Test Objective: To verify that DUT has unique user identification 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test case:01 OEM Documentation review 

8.1.2 Test case:02 verify unique identification 

8.1.3 Test case:03 duplicate user id 

8.1.4 Test case:04 simultaneous logins 

8.1.5 Test case:05 Unique UID 

8.1.6 Test case:06 Group account policy verification 

8.2   Test bed Diagram:  

 

8.3 Tools required: Burpe Suite Professional 

8.4 Test Execution:  

i) The tester shall verify existing individual user accounts user id 

ii) The tester shall verify that every user account has individual/unique user id 

iii) The OEM documentation shall be reviewed for the group account policy 

supported by the DUT 
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iv) The tester shall also verify the disallowance of the concurrent sessions in the 

DUT 

 

9) Expected Results for Pass: The DUT shall unambiguously assign individual user 

accounts and also support group account policy in accordance to the ITSAR 

 

10) Expected Format of Evidence: screenshots 

 

11) Test Plan: 

11.1 Test Case Number: 01 
11.1.1 Test case Name: OEM documentation review 
11.1.2 Test Case Description:  The Tester reviews the system documentation (in 

particular operations manual) provided by OEM whether it encourages or 
requires the use of group accounts, group credentials, or sharing of the same 
account between several users. 

11.1.3 Execution Steps: The Tester shall review the user accounts and the group 
account policy supported by the DUT 
 

11.2 Test Case Number: 02 
11.2.1 Test case Name:  verify unique identification 
11.2.2 Test Case Description:  The Tester attempts to create new user in the ONT 

with existing username that is already available in ONT to verify if the ONT 
handles ambiguous identification. 

11.2.3 Execution Steps: 
i. The tester observed that ONT doesn’t support multiple user accounts. It uses 

only one user account. Hence, ambiguity cannot be verified. 

 

 

11.3 Test Case Number: 03 
11.3.1 Test case Name: duplicate user id  
11.3.2 Test Case Description:  The Tester shall verify that system should not allow 

creation of duplicate user IDs. 
11.3.3 Execution Steps: 

i. The Tester observed that in DUT there is no user creation feature. 
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11.4 Test Case Number: 04 
11.4.1 Test case Name: simultaneous logins 
11.4.2 Test Case Description:  The Tester shall verify that simultaneous login is 

restricted to one session per user ID (concurrent sessions). 
11.4.3 Execution Steps: 

i. The tester attempts to login with the same user’s name in the multiple 

browsers and it should not be allowed to login with the same user at same 

time. 

 

 

11.5 Test Case Number: 05 
11.5.1 Test case Name: Unique UID 
11.5.2 Test Case Description:  The Tester shall verify that unique UIDs are 

assigned for each account. 
11.5.3 Execution Steps: 

i. The tester creates new users and check their user id and they should be 

unique in the nature to distinguish each user irrespective of their username. 
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11.6 Test Case Number: 06 
11.6.1 Test case Name: Group account policy verification 
11.6.2 Test Case Description:  The Tester shall verify that there should not be any 

group account password. 
11.6.3 Execution Steps:  

i. The tester attempts to create user group account in the DUT and it should not 

be allowed to create or user group accounts or group credentials. 

  

11.6.4 Test Observations: 
i. Test case01: Need to perform the test 

ii. Test case02: The tester observed that the DUT comes with a pre-define 
single user management configuration. 

iii. Test case 03: DUT does not allow creation of new user or removal of any 
pre-defined user. 

iv. Test case 04: In the DUT there is not option to check the user id of each user. 
v. Test case 05: DUT does not allow group users and group user IDs. 

vi. Test case 06: DUT does not allow to create duplicate, as it comes with a pre-
defined single user.  
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11.6.5 Evidence Provided: Screenshot of the management >user management and 
log in tabs of the DUT. 

   
12) Test Case Results:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 OEM documentation review   

2 verify unique identification   

3 Duplicate user id   

4 simultaneous logins   

5 Unique UID   

6 Group account policy verification   
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Section 2: Authentication Attribute Management 

2.2.1 TSTP for Evaluation of Authentication Policy  
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.1 

 

DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

                   

1) <ITSAR Section No & Name> Section 2.2: Authentication Attribute Management 

2) <Security Requirement No & Name >2.2.1: Authentication Policy 

3) Requirement Description:  The usage of a system function without successful 

authentication on basis of the user identity and at least two authentication attributes 

(e.g. password, certificate, token) shall be prevented. System functions comprise, for 

example network services (like SSH, SFTP, Web services), local access via a 

management console, local usage of operating system and applications. This 

requirement shall also be applied to accounts that are only used for communication 

between systems. This requirement shall also be applied to accounts that are only used 

for communication between systems. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.1.1] 

 

4) DUT Confirmation Details: 

 

5) DUT Configuration: There is no additional configuration required for this test case. 

 

6) Pre-Conditions:  

i. OEM shall supply the list of system functions which include network services, local 
access via a management console, local usage of operating system and applications 
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ii. OEM shall supply the list of access entries for system functions. 
7) Test Objective: To verify that the DUT authenticates the usage of the system function 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test case 01: OEM documentation review 
8.1.2 Test case 02: Two factor authentication verification 

8.2  Test-bed Diagram: 

 
8.3 Tools required: CLI 

8.4 Test Execution:  

i. Verify the OEM documentation to check the system functions supported by the 

DUT 

ii. Verify that the DUT authenticates the user attempting to access the system 

functions with at least two authentication attributes 

 

9) Expected Results for Pass: DUT should authenticate the user attempting to access 

the system functions with at least two authentication attributes 

 

10) Expected Format of Evidence: screenshots 

 

11) Test Execution: 

11.1   Test Case Number: 01 
11.1.1 Test case Name: OEM documentation review 
11.1.2 Test Case Description:  The tester verifies the list of system functions (like 

SSH, SFTP, Web services), local access via a management console, local usage 
of operating system and applications mentioned in document provided by 
OEM and on based of his/her own experience, verifies that the list is adequate. 
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11.1.3 Execution Steps: The Tester reviewed the DUT document available on OEM 
website and identified that DUT supports Web service, SSH 

11.2 Test Case Number: 02 
11.2.1 Test case Name: Two factor authentication verification 
11.2.2 Test Case Description:  The tester verifies that the access entries to use 

system functions, which are listed by the manufacturer, require successful 
authentication on the basis of the username and at least two authentication 
attribute such as “Password / Token / Certificate”. 

11.2.3 Execution Steps: 
a) LAN Interface: Web GUI 

i. The tester logged into the DUT’s Web GUI (http://192.168.1.1)  in web 
browser of the test machine (192.168.0.22) account “admin” with using the 
respective authentication attribute(password) through Web Interface. 

 

 

ii. The Tester is able to login to the DUT successfully with one authentication 
attribute (password). 
 

b) Telnet 

i. Connect to DUT using telnet  
<screenshot> 

http://192.168.1.1/
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11.2.4 Test Observations: 
i. Test case01: The Tester observed that was only one authentication attribute 

password while authenticating user. DUT only authenticates user using 
password authentication attribute  

ii. Test case02: DUT does allow to access to any system function provided by the 
manufacturer with a successful user authentication attribute is password but 
as per clause authentication on basis of the user identity, at least two 
authentication attributes (e.g. password, certificate, token) shall be prevented. 

 
12) Test Case Results:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 OEM documentation review 
 

  

2 Two factor authentication verification 
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2.2.2 TSTP for Evaluation of Authentication support - External 
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.2 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management  
2. <Security Requirement No & Name > 2.2.2: Authentication support – External 
3. Requirement Description:  If the ONU/ONT supports external authentication 

mechanism such as AAA server ( for authentication, authorization and accounting 
services ), then the communication between ONU/ONT and the external 
authentication entity shall be protected using the authentication and related service 
protocols built strictly using the secure cryptographic controls prescribed in Table1 
of the latest document “Cryptographic Controls for Indian Telecom Security 
Assurance Requirements (ITSAR)” only. 
 OEM/TSP shall disable permanently the supported weaker algorithm other than 

specified in ITSAR crypto control list document.  

 

4. DUT Confirmation Details: 

 

5. DUT Configuration: Configure the DUT connection with the external AAA server 
 

6. Pre-Conditions:  
i. OEM shall provide configuration documentation if DUT supports external 

authentication mechanism. 
ii. If DUT supports external authentication, then OEM shall provide confirmation that 

it is have protection mechanism and communicate securely. 
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7. Test Objective: To verify that the DUT communicates with the external authentication with 
secure ciphers 
 

8. Test Plan  
8.1. Number of Test Scenarios: 

8.1.1 Test case: 01 OEM documentation review 

8.1.2 Test case: 02 Communication with external AAA server 

8.2. Test-bed Diagram:  

 

8.3. Tools required: external authentication server, wireshark 

8.4. Test Execution:  

i. Review the OEM documentation to check for the supported external AAA server 

supported by the DUT 

ii. Post configuration attempt to access the DUT with configured external 

authentication.  

iii. Simultaneously capture the communication between the DUT and the AAA 

server and analyze the ciphers used to verify if they are in accordance to the 

Crypto control ITSAR.  

 

9. Expected Results for Pass: DUT uses secure ciphers to communicate with the AAA 

server for external authentication of the user 

 

10. Expected Format of Evidence: Screenshots 

 

11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test case Name: OEM documentation review 

11.1.2 Test Case Description:  The Tester shall review the OEM documentation if DUT 

supports external authentication mechanism. 

11.1.3 Execution Steps: Review the OEM documentation for the supported external 

AAA servers by the DUT 

 

11.2 Test Case Number: 02 
11.2.1 Test case Name: Communication with external AAA server 
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11.2.2 Test Case Description:  The Tester shall configure the External 

Authentication Server (AAA) on DUT and established a connection between 

DUT and AAA server. 

11.2.3 Execution Steps: 

i. The Tester observed that DUT doesn’t have external authentication 

mechanism. 

 

11.2.4 Test Observation:  Tester observed that DUT doesn’t have external 

authentication mechanism. 

Additional Observations 

i. If the DUT supports external authentication (eg: RADIUS), use a tool 
supporting RADIUS server (eg: free radius) and configure the connection with 
DUT, by inputting the DUT ip address and credentials at the radius server side.  

ii. Attempt to connect to DUT from the tester machine and capture the whole 
login session on a packet capturing tool (eg: Wireshark), and inspect for 
RADIUS packets to check for secure ciphers and leak of sensitive data 

 
11.2.5 Evidence Provided: Screenshots are attached above. 

 
12 Test Results:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 OEM documentation review   

2 Communication with external AAA server   
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2.2.3 TSTP for Evaluation of Protection against brute force and 
dictionary attacks 

 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.3 

 

DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

1) <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management  

2) <Security Requirement No & Name > 2.2.3: Protection against Brute force and 

Dictionary attacks 

3) Requirement Description: ONU/ONT shall have a mechanism that provides a 

protection against brute force and dictionary attacks which aim to use 

manual/automated guessing to obtain the passwords for user and machine accounts. 

ONU/ONT to detect repeated invalid attempts to sign into an account with incorrect 

passwords during a short period of time and it may implement at least one of the 

following most commonly used protection measures 

a) Increasing the delay (e.g. doubling) for each newly entered incorrect password. 

b) Blocking an account after a specified number of incorrect attempts (typically 5) 

for a certain period of time. 

c) Using CAPTCHA to prevent automated attempts 

This feature to be enabled for login attempts for ONU/ONT and on authentication 

attempts on ONU/ONT access through SSID with PSK. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.3.3] 

 

4) DUT Confirmation Details: 
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5) DUT Configuration: There is no additional configuration required for this test case. 

 

6) Pre-Condition:  

i. OEM shall provide detail if DUT have mechanism that provides a protection against 
brute force and dictionary attacks. 

ii. OEM shall provide instruction to configure following most commonly used protection 
measures - 

a. Increasing the delay (e.g., doubling) for each newly entered incorrect password.  
b. blocking an account after a specified number of incorrect attempts (typically 5) for 

a certain period of time.  
c. using CAPTCHA to prevent automated attempts.  
This feature to be enabled for login attempts for ONT and on authentication attempts 

on ONT access through SSID with PSK. 

 

7) Test Objective:  To verify that the DUT has protection mechanism against brute force 

and dictionary attack. 

 

8) Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test case 01: DUT protection mechanism verification 
8.1.2 Test case 02: Brute force/dictionary attack protection 

8.2 Test-bed Diagram:  

 

8.3 Tools required: Burp Suite Professional 

8.4 Execution steps:  

i. The tester shall manually input multiple incorrect attempts to verify the DUT’s 

protection mechanism against repeated attempts 

ii. The tester shall perform brute force and dictionary attack on the DUT using the 

necessary tools and verify the DUT’s response on the same  

 

9 Expected Results for pass: The DUT shall have protection mechanism against brute 

force and dictionary attack  

 

10 Expected Format of Evidence: screenshots 
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11 Test Execution 

11.1 Test Case Number: 01 
11.1.1 Test case Name: DUT protection mechanism verification 

11.1.2 Test Case Description: Tester shall configure password policy management 

of the DUT to set - 

i. timer delay after each incorrect password input. 

ii. block an account following a specified number of incorrect password attempts 

(typically 5).  

iii. CAPTCHA feature on web interface to prevent automated attempts 

11.1.3 Execution Steps: 

i. Tester observed that DUT doesn’t have password policy management feature 

on DUT however the Tester attempts to test timer delay feature after each 

incorrect password input. 

ii. Tester login on DUT (http://192.168.1.1/ ) using test machine 192.168.0.22 

with user “admin” and incorrect password multiple times and observed DUT 

doesn’t have any feature for timer delay after each incorrect password input. 

     

 

iii. Tester login on DUT http://192.168.1.1) using test machine 192.168.1.22 

with user “admin” and incorrect password and observed have feature for 

block an account following a specified number of incorrect password attempts 

(typically 3).  

 

iv. Tester visits on DUT (http://192.168.1.1) using test machine 192.168.1.22 

and observed have CAPTCHA feature on web interface to prevent automated 

attempts. 

http://192.168.1.1/
http://192.168.1.1/
http://192.168.1.1/
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v.  Tester observed that DUT doesn’t have below mentioned features by default 

or available to configure timer delay after each incorrect password input.  

 
11.2 Test Case Number: 02 

11.2.1 Test case Name: Brute force/dictionary attack protection 

11.2.2 Test Case Description:  The Tester shall perform Brute force and dictionary 

attacks on both CLI or GUI interfaces and supporting evidences needs to be 

attached in the report. 

11.2.3 Execution Steps: 

i. The Tester login into DUT’s Web GUI with used id “admin” and captured the 
sessions in Burp suite.  

 

ii. The Tester sent session to Intruder. 

 

iii. The Tester selects the Authorization value (Password of admin user ID) to apply 
a payload for Brute force Attack. 
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iv. Below screenshots showing the process of applying Brute force attack through 
Burp Suite. 
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v. The Tester observed that DUT didn’t compromise due to Brute Force attack. 
(similarly dictionary attack can also be performed on DUT) 

vi. The tester performed using pre-defined default user as “admin”. 
 

 

11.2.4 Test Observation: 

i. Test case 01:  DUT doesn’t have feature for Timer delay after each incorrect 
password input is configured and tested. DUT have feature for Block an 
account following a specified number of incorrect attempts is configured and 
tested. DUT have feature for pre-configuring CAPTCHA on web interface. 

ii. Test case 02: DUT didn’t compromise on Brute Force attack. DUT doesn’t have 
feature to be enabled for login attempts for ONU/ONT and on authentication 
attempts on ONU/ONT access through SSID with PSK. The Tester observed 
that DUT has limited protection features and doesn’t get exposed to brute 
force attack 
 

11.2.5 Evidence Provided: Screenshots are attached above 
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12 Test Case Results:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 DUT protection mechanism verification   

2 Brute force/dictionary attack protection   
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2.2.4 TSTP for Evaluation of Enforce Strong Password 
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.4 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management  

2) <Security Requirement No & Name > 2.2.4: Enforce Strong Password 

3) Requirement Description:  ONU/ONT shall only accept passwords that comply with 

the following complexity criteria:  

a) Password containing a minimum length of 8 characters are only permitted by 

default. shorter lengths shall be rejected by the ONU/ONT.  

b) Minimum password length - the default minimum value of 8 characters.  

c) Password comprises at least three of the following categories:  

- at least 1 uppercase character (A-Z)  

- at least 1 lowercase character (a-z)  

- at least 1 digit (0-9)  

- at least 1 special character (e.g. @; $.)  

ONU/ONT shall support password field length of minimum 64 characters. This Feature 

to be enabled for ONU/ONT. Login-IDs as well as for the PSK key associated with SSID for 

Wi-Fi access. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.2.3.4.3] 

 

4) DUT Confirmation Details: 

 

5) DUT Configuration: There is no additional configuration required for this test case. 
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6) Pre-Condition:  

i. OEM shall provide OEM documentation that describes the password complexity 
criteria supported by DUT. 

ii. If DUT supports password complexity criteria, then it must support following criteria  
a. Password containing a minimum length of 8 characters are only permitted by 

default. shorter lengths shall be rejected by the DUT 
b. Minimum password length - the default minimum value of 8 characters. 
c. Password comprises at least three of the following categories:  

• at least 1 uppercase character (A-Z)  
• at least 1 lowercase character (a-z)  
• at least 1 digit (0-9)  
• at least 1 special character (e.g. @;!$.) 

iii. Tester has rights to create user account. 
 

7) Test Objective: To verify the DUT’s password policy is in accordance with the ITSAR 

 

8) Test Plan  

8.1 Number of Test Scenarios 

8.1.1 Test case 01: Password policy review from OEM documentation or in the DUT 

8.1.2 Test case 02: Password policy verification 

8.1.3 ONT Login ID password policy 

8.2 Test-bed Diagram:  

 

 

8.3 Tools required: NA 

8.4 Test Execution:  

i. Verify the user’s password length if it’s below the configured length 

ii. Verify the password policy by attempting negative test cases 

iii. Verify the same for PSK at the ONT access users 
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9) Expected Results for pass: 

i. DUT should follow the configured password policy as well as the min length of the 

password 

ii. The password should also be followed for the PSK for Wi-Fi access users 

 

10) Expected Format of Evidence: Screenshots 

 

11) Test Execution 

11.1 Test Case Number: 01 
11.1.1 Test case Name: Password policy review from OEM documentation or in 

the DUT 

11.1.2 Test Case Description: The Tester shall configure password policy on the 

DUT as per criteria mentioned in ITSAR. 

11.1.3 Execution Steps: 

i. The Tester observed that in DUT there is no password policy feature. 

 
 

11.2 Test Case Number: 02 
11.2.1 Test case Name: Password policy verification 

11.2.2 Test Case Description:  The Tester creates a USER A following the password 

complexity criteria. (Positive Test). 

11.2.3 Execution Steps: 

i. The Tester observed that in DUT there is no user creation and password 

complexity criteria feature. 

 
11.3 Test Case Number:03 

11.3.1 Test case Name: ONT login ID password policy 

11.3.2 Test Case Description This feature to be enabled for ONT Login-IDs as well 

as for the PSK key associated with SSID for Wi-Fi access. 

11.3.3 Execution Steps: The Tester should observe if the DUT doesn’t have feature 

to enforcing strong password.  

11.3.4 Test observation:  

i. Test case01: Tester observed that in DUT there is no password policy 
feature. 

ii. Test case02:  Tester observed that in DUT there is no user creation and 
password complexity criteria feature. 
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iii. Test case03: Tester observed that DUT doesn’t have feature to enforcing 
strong password for CPE Login-IDs as well as for the PSK key associated with 
SSID for Wi-Fi access. 

11.3.5 Evidence provided: NA 

 

12) Test Case Results:  

  

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 
Password policy review from OEM 

documentation or in the DUT 
  

2 Password policy verification   

3 CPE Login ID password policy   
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2.2.5 TSTP for Evaluation of Inactive Session Timeout  
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.5 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed  

 

1. <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management  
2. <Security Requirement No & Name > 2.2.5: Inactive Session Timeout 
3. Requirement Description:  ONU/ONT shall monitor inactive sessions of 

administrative login users, Data users either on LAN or Wi-Fi and initiate session 
locking mechanism based on user configurable timers. Unlocking the session shall be 
permissible only by authentication. If the inactivity period further continues for a 
defined period, Session /user ID time out must occur after this inactivity. The timer 
values can be admin configurable as per requirement. When the time out occurs, the 
same screen must be cleared of all displayed information. 
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.5.2] 
 

4. DUT Confirmation Details: 

 

5. DUT Configuration:  
i. Configure the DUT to set inactive session timeout 
ii. The Tester observed that DUT have configuration feature of Inactive Session timeout 

setting. 
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6. Pre-Condition:  

i. OEM shall provide details on by default Inactive Session Timeout duration configured 
on DUT. 

ii. OEM shall share instructions to configure inactive session timeout on DUT for each 
user. 
 

7. Test Objective:  To verify that DUT supports inactive session timeout upon being 
idle 

 
8. Test Plan  

8.1. Number of Test Scenarios: 

8.1.1 Test case 01: Session timeout verification 
8.1.2 Test case 02: Log analysis 

8.2.  Test-bed Diagram: 

 
8.3. Tools required: NA 

8.4. Test Execution 

i. Post configuration access the DUT  

ii. Stay idle for the configured time 

iii. Check if session timeout is initiated by the DUT and the user gets logged out 

iv. Analyze the logs for timestamps of log in and log out 

 

9. Expected Results for pass: DUT should log out the user upon exceeding the 

configured session timeout  
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10. Expected Format of Evidence: Screenshots 
 

11. Test Execution: 

11.1. Test Case Number: 01 
11.1.1 Test case Name: Session timeout verification. 

11.1.2 Test Case Description:  Log into the DUT administrative interface and wait 

for the specified session timeout period to elapse. If the session times out, the 

DUT should automatically log you out and require you to log in again. 

11.1.3 Execution Steps: 

i. The tester login the DUT’s Web GUI (http://192.168.1.1)  in web browser of the 

test machine (192.168.1.22) account “admin” with using the respective 

authentication attribute(password) through Web Interface. 

 

 

ii. The tester observed that after 5 minutes DUT’s Session was timeout asked for 

authentication again. 

http://192.168.1.1/
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11.2. Test Case Number: 02 
11.2.1 Test case Name: Log analysis 

11.2.2 Test Case Description: The Tester analyses the inactive timeout setting in log 

file also to verify login and logout time.  

11.2.3 Execution Steps: The Tester looked for DUT system log to verify login and 

logout time but DUT doesn’t have feature recorded login/logout. 

11.2.4 Test Observations: 

i. Test case01: The tester observed that after 5 minutes DUT’s Session was 
timeout asked for authentication again. The tester observed that DUT have 
feature to configure inactive session timeout. Operationally, the Tester verified 
that DUT have by default configuration of inactivity time-out period for 5 
minutes. 

ii. Test case02: The Tester looked for DUT system log to verify login and logout 
time but DUT doesn’t have feature recorded login/logout. 

 
12. Test Case Results:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 Session timeout verification   

2 Log analysis   
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2.2.6 TSTP for Evaluation of Password Changes 
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.6 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management  

2) <Security Requirement No & Name > 2.2.6: Password Changes 

3) Requirement Description: If a password is used as an authentication attribute, then 

the system shall offer a function that enables a user to change his password at any 

time. When an external centralized system for user authentication is used it is 

possible to redirect or implement this function on this system. 

Password change shall be enforced after initial login. 

The system shall enforce password change based on password management policy. 

In particular, the system shall enforce password expiry. ONU/ONT shall support a 

configurable period for expiry of passwords. Previously used passwords shall not be 

allowed up to a certain number (password history). 

The number of disallowed previously used passwords shall be: 

• Configurable; 

• Greater than 0; 

• And its minimum value shall be 3. This means that the ONU/ONT shall store 

at least the three previously set passwords. The maximum number of 

passwords that the ONU/ONT can store for each user is up to the 

manufacturer. 

When a password is about to expire, a password expiry notification shall be provided 

to the user. 

Above requirements shall be applicable for all passwords used (e.g. application-level, 

OS level, etc.). An exception to this requirement is machine accounts. 

 

ONU/ONT to have in-built mechanism to support this requirement. If a central 

system is used for user authentication password policy, then additional assurance 

shall be provided that the central system enforces the same password change policies 

as laid down for the local system in this subclause. 



 

79 

 

And if a central system is not used for user authentication, the assurance on password 

changes rules shall be performed on the ONU/ONT. 

 [Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.3.2] 

 

4) DUT Confirmation Details: 

 
5) DUT Configuration: There is no additional configuration required for this test case. 

 

6) Pre-Condition:  

i. OEM shall provide documentation which describes that DUT enforce password 
change on 1st installation. 

ii. OEM shall provide documentation which describes that DUT provide a function that 

facilitates the user to change his password at any time. 

iii. OEM shall provide confirmation that DUT shall not allow the previously used 

passwords up to a certain number (Password History). 

 

7) Test Objective: To verify that DUT supports password changes in accordance to the 

ITSAR 

 

8) Test Plan  

8.1 Number of Test Scenarios: 

8.1.1 Test case01: Password change anytime 
8.1.2 Test case02: Password change anytime (external authentication) 
8.1.3 Test case 03: Password change after initial login  
8.1.4 Test case 04: The Tester verify that DUT enforce password change based on 

password management policy. (if central system used then the management 
policy should be reflected there) 

8.1.5 Test case05: Password History. 
8.1.6 Test case 06: The Tester verify that limit of previously used password is working 

or not. (Positive and Negative scenarios)    
8.2 Test-bed Diagram:  
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8.3 Tools required: Burp Suite Professional 

8.4 Test Execution:  

i. The tester shall verify password change anytime and also after initial login 

ii. The tester shall verify the password management policy and test the same 

iii. The tester shall verify the password history feature supported by the DUT 

 

9) Expected Results for pass: DUT follows the password change policy in accordance 

to the ITSAR 

 

10) Expected Format of Evidence: Screenshots 

 

11) Test Execution 

11.1 Test Case Number: 01 
11.1.1 Test case Name: Password change anytime 

11.1.2 Test Case Description: The Tester verify that the DUT allow user to change 

his password at any time. 

11.1.3 Execution Steps: 

i. The tester login the DUT’s Web GUI (http://192.168.1.1)  in web browser of the 

test machine (192.168.1.22) account “admin” with using the respective 

authentication attribute(password) through Web Interface. 

 
 

http://192.168.1.1/
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ii. The tester clicks on Administration > User Management. 

iii.  The Tester observed DUT can allow to User can change password.   

 
11.2  Test Case Number: 02 

11.2.1 Test case Name: Password change anytime (external authentication) 

11.2.2 Test Case Description:  If external Authentication System is in used, then 

the Tester verify that it allows user to change his password at any time. 

11.2.3 Execution Steps: The Tester observed that DUT doesn’t have external 

authentication mechanism. 

 

11.3 Test Case Number:03 
11.3.1  Test case Name: Password change after initial login  

11.3.2  Test Case Description: The Tester verify that DUT enforce password 

change after initial login. 

11.3.3 Execution Steps: 

i. The tester login the DUT’s Web GUI (http://192.168.1.1)  in web browser of 
the test machine (192.168.1.22) account “admin” with using the respective 
authentication attribute (password) through Web Interface. 

 
 

ii. The Tester observed DUT have enforced password change after initial login. 

 
 

 
11.4  Test Case Number: 04 

11.4.1 Test case Name: The Tester verify that DUT enforce password change based 

on password management policy. 

http://192.168.1.1/
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11.4.2 Test Case Description: The Tester verify that DUT enforce password change 

based on password management policy. 

11.4.3 Execution Steps: 

i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of the 
test machine (192.168.1.22) account “admin” with using the respective 
authentication attribute(password) through Web Interface. 

 
ii. The Tester observed DUT can allow to user change password. 

iii. The Tester observed that DUT have enforce feature password management 
policy but not proper configured  

 
 

iv. The Tester observed that DUT support two combinations (lower case and 
number and length 6 characters). 

 
v. (if central system used for authentication, then password management policy 

should be enforced there as well) 
 

11.5 Test Case Number: 05 
11.5.1  Test case Name: The Tester verify that limit of previously used password is 

working or not. (Positive and Negative scenarios). 

11.5.2 Test Case Description: The Tester verify that limit of previously used 

password is working or not. (Positive and Negative scenarios). 

http://192.168.1.1/
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11.5.3 Execution Steps: The Tester observed during password change that DUT 

doesn’t have feature to configure the limit of previously used passwords 

(Password History). 

 
11.6  Test Case number: 06. 

11.6.1  Test Case Name: Password Expiry Notification 

11.6.2 Test Case Description: To check if DUT sends notification upon password 

expiry 

11.6.3 Execution Steps: -<> 

11.6.4 Test observations: 

i. Test case01: The Tester observed DUT can allow to User can change password.   

ii. Test case02: The Tester observed that DUT doesn’t have external 

authentication mechanism. 

iii. Test case 03: The Tester observed DUT have enforced password change after 
initial login. 

iv. Test case04: The Tester observed that DUT has enforced feature password 
management policy but not proper configured. 

v. Test case05: Tester observed during password change that DUT doesn’t have 
feature to configure the limit of previously used passwords (Password History). 

vi. Test case 06: Tester verified enforce password change after initial login. 
 
12) Test Case Results:  

 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1    
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2.2.7 TSTP for Evaluation of Protected Authentication feedback  
 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.7 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section No: 1.2 Authentication Attribute Management  

2) <Security Requirement No & Name > 2.2.7 Protected Authentication feedback  

3) Requirement Description: The Authentication attribute shall not be displayed in 
such a way that it could be seen and misused by a casual local observer. Typically, the 
individual characters of the password are replaced by a character such as "*". 
 

4) DUT Confirmation Details: 
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Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2 Port(s) Physical LAN1, LAN2 
FXS 1 Port(s) Physical FXS 
GUI  - Man-Machine  Syrotech 
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5) DUT Configuration: No configuration needed 

 

6) Pre-Condition: One DUT Documentation that lists each of the password access 

methods of DUT 

 

7) Test Objective: to verify that DUT’s authentication attribute shouldn’t be visible  

 

8)  Test Plan  

8.1 Test Cases: 
8.1.1 Test case01: Password text during login 
8.1.2 Test case02: Password text during Wi-Fi connection 
8.1.3 Test case03: Password text during password change 

8.2   Test-bed Diagram:  

 
Figure Test-Bed Set-up Diagram. 

 
8.3 Test tool required per scenario/test case: 
8.4 Test Execution steps 

i. Open a web browser and enter the default gateway address (192.168.1.1), 
Therefore, enter the username "admin" and password "admin123" in the login 
dialog box to check 

ii. In PuTTY, enter the ONT's IP address (192.168.1.1) in the "Host Name" field and 
set the port to your desired number (e.g., 22 for SSH). Then click "Open" and user 
is prompt to enter username “admin” and password “admin123” for login into 
the ONT. 

iii. On the Wi-Fi quick setting, select Manage Wi-Fi connections.  
a. Choose the Wi-Fi network, here it is SSID FTTH-210F, then select Connect.  
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b. Verify whether the password is displayed in an encrypted format or in plain 
text, after entering the network password 12345678. 

iv. Open a web browser and enter the default gateway address (192.168.1.1), 
Therefore, enter the username "admin" and password "admin123" in the login 
dialog box to login. 
a. In the Management setting section, navigate to the user management tab. 

Change the password. 
b. Verify that password is encrypted format while changing via web access. 

v. In PuTTY, enter the ONT's IP address (192.168.1.1) in the "Host Name" field and 
set the port to your desired number (e.g., 22 for SSH). Then click "Open" and user 
is prompt to enter username “admin” and password “admin123” for login into 
the ONT. 
a. To change the password of user “admin”, execute the below command. 
b. config account password user “admin” oldpasswd “admin123” newpasswd 

“admin@123”. 
c. Verify that password is encrypted format while changing via CLI access. 

 
9) Expected Results for Pass: - The DUT and the operator shall mutually authenticate 

each other for every management protocol supported by the DUT  

 

10) Expected format of evidence: screenshots 

 

11) Test Execution:   

11.1  Test Case Number: 01 
11.1.1 Test case Name: Password text during login 
11.1.2 Test Case Description: The tester verifies if the password is displayed in an   

encrypted format while logging. 
11.1.3 Execution Steps:  

a) Web Access 
i. Open a web browser and enter the default gateway address (192.168.1.1), 

Therefore, enter the username "admin" and password "admin123" in the login 
dialog box to check - as show in figure  

 
Figure: Login page of DUT 
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b) CLI Access. 
i. In PuTTY, enter the ONT's IP address (192.168.1.1) in the "Host Name" field and 

set the port to your desired number (e.g., 22 for SSH). Then click "Open" and the 
user is prompt to enter username “admin” and password “admin123” for login 
into the ONT - as show in figure  

 
Figure Login page of DUT via CLI access. 

11.1.4 Evidence Provided: The password is obfuscated while login over the web 
interface. 

 
- No password is displayed while login through SSH. 
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11.2 Test Case Number: 02 

11.2.1 Test case Name: Password text during Wi-Fi connection 
11.2.2 Test Case Description: The tester verifies if the password is displayed in an 

encrypted format during Wi-Fi connection 
11.2.3 Execution Steps: 

i. On the Wi-Fi quick setting, select Manage Wi-Fi connections.  

 
Figure Select Manage Wi-Fi Connection 

ii. Choose the Wi-Fi network, here it is SSID FTTH-210F, then select Connect.  
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Figure Connect to FTTH-210F Wi-Fi Connection 

iii. Verify whether the password is displayed in an encrypted format or in plain 
text, after entering the network password 12345678. 

11.2.4 Evidence Provided: No password was displayed during Wi-Fi connection. 

 
11.3 Test Case Number: 8.3 

11.3.1 Test case Name: Password text during password change 
11.3.2 Test Case Description: The tester verifies if the password is displayed in an 

encrypted format during password change. 
11.3.3 Execution Steps 

a) Web Access. 
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i. Open a web browser and enter the default gateway address (192.168.1.1), 
Therefore, enter the username "admin" and password "admin123" in the 
login dialog box to check - as show in figure  

 
Figure Login page of DUT 

ii. In the Management setting section, navigate to the user management tab. 
Change the current user password - as shown in figure  

 
Figure Password Change 

iii. Verify that password is encrypted format while changing via web access. 
 

b) CLI Access. 
i. In PuTTY, enter the ONT’s IP address (192.168.1.1) in the "Host Name" field 

and set the port to your desired number (e.g., 22 for SSH). Then click "Open" 
and user is prompt to enter username “admin” and password “admin123” for 
login into the ONT. 

ii. To change the password of user “admin”, execute the below command. 
iii. config account password user “admin” oldpasswd “admin123” newpasswd 

“admin@123” 
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Figure Password Change via CLI access. 

iv. Verify that password is encrypted format while changing via CLI access. 
11.3.4  Evidence Provided: Password is not visible during password change over 

web interface. 

 
- Password is visible during password change for SSH session. 

 
 

11.3.5 Test Observations  
i. Test Case :01  

a. The tester verified that the password is not displayed in plain text format 
while login over the web interface. 

b. The tester verified that the password is not displayed in plain text while 
logging in through CLI. Hence, the test scenario is passed. 

ii. Test Case:02 
a. The tester verified that the password is not displayed in plain text in Wi-Fi 

access. Hence, the test scenario is passed. 
iii. Test Case:03 

a. The tester verified password security by confirming that passwords were 
not displayed in plain text during the web-based change process. 

b. The tester verified that the password is displayed in plain text while 
password change through CLI access. Hence, the test scenario is failed. 
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12 Test Results:  

 
Sl. No Test name Actual Result 

1. Password text during login 
 

2. Password text during Wi-Fi connection 
 

3. Password text during password change  
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2.2.8 TSTP for Evaluation of Removal of predefined or default 
authentication attributes 

 

Optical Network Terminal (ONT) - 
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.2.8 

 

<DUT Details: > GPON-ONT 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name>1.2 Authentication Attribute Management 
2. <Security Requirement No & Name: - 2.2.8: Removal of predefined or default 

authentication attributes  
3. Requirement Description:  ONU/ONT may come with predefined (by the vendor, 

developer or producer) authentication attributes such as password or cryptographic 
keys. ONU/ONT shall remove the predefined / default authentication attributes from 
its run-time configuration. Such predefined authentication attributes can be restored 
only through factory reset, preferably through operating a physical button. 
 

4. DUT Confirmation Details: 
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Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2 Port(s) Physical LAN1, LAN2 
FXS 1 Port(s) Physical FXS 
GUI  - Man-Machine  Syrotech 
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5. DUT Configuration: Factory reset the DUT 
 

6. Pre-Condition:  Documentation that lists each of the default accounts and also the 
path to access the run time configuration 

 

7. Test objective: To verify DUT’s predefined authentication attributed can be disabled 
or removed. 

 
8.  Test Plan  

8.1 Test Cases: 
8.1.1 Test case01: removal of predefined account or default authentication attributes  
8.1.2 Test case02: Factory reset restoring 

8.2 Test-bed setup Diagram:  

 
8.3 Test tool required per scenario/test case: Nil 
8.4 Test Execution steps 

8.4.1 Test Case 1 
i. Initially, Reset the ONT by pressing a physical button.  

ii. Access the DUT 
iii. Now it will prompt to change the password for current logged in user (admin).  
iv. The system requires a new password to be set, this indicates that the system 

enforces automatic password changes as expected.   
v. Now set the new password and access the DUT  

vi. Also check the run time configuration to check the presence of the DUT default 
credentials 

8.4.2 Test Case 2 
i. Reset the DUT 

ii. Post reset attempt to access the DUT with default credentials 
 

9. Expected Results for Pass 
i. DUT should let the user change the default credentials of the user 

ii. Upon reset the default credentials should be restored 
 

10. Expected Format of evidence: screenshots 
 

11. Test Execution:   
11.1 Test Case Number: 01 

11.1.1 Test case Name: removal of predefined account or default authentication 
attributes  
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11.1.2 Test Case Description: The tester checks that the removal of predefined or 
default authentication attributes. 

11.1.3 Execution Steps: 
i. Initially, Reset the ONT by pressing a physical button.  
ii. Now starting the ONT for the first time, to log into the web interface of the 

router, open a web browser and enter the default gateway address 
(192.168.1.1) in the address bar. Then, enter the username admin and 
password Syro@43210$ in the login dialog box.    

iii. Now it will prompt to change the password for current logged in user (admin) 
– as shown in figure 4.1.6.1. 

 
Figure No Default password change. 

iv. The system requires a new password to be set, this indicates that the system 
enforces automatic password changes as expected.   

v. Now set the new password as admin123 and confirm the password then 
logout. Login with newly set password – as shown in figure  

 
Figure No Check login post password change 

11.1.4 Evidence Provided: The DUT prompts for a password change after the 
initial login following a DUT reset. 

 
11.2 Test Case Number: 8.2 

11.2.1 Test case Name: Factory reset restoring 
11.2.2 Test Case Description: The tester verifies that predefined authentication 

attributes can be restored only through factory reset. 
11.2.3 Execution Steps: 
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i. To verify if the DUT accepts default attributes (like default password), navigate 
to Management > User management. Provide the old password as admin123 
and try to change the password to default password “Syro@43210$” – as shown 
in figure  

 

 
Figure  – Change password from admin123 to Syro@3210$ 

 
Figure DUT does not allow to set default password. 

ii. To check that the ONT authentication attributes can be restored through factory 
reset, Reset the ONT by pressing a physical button.  

iii. Post reset, log back into the admin account using predefined authentication 
attributes by entering the username as admin and password Syro@43210$  .– 
as shown in figure  
Figure– Check default password is recovered/ asked after reset. 

11.2.4 Evidence Provided: The predefined authentication attribute (i.e: Default 
Password) can be restored only through reset. 
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i. The DUT does not accept default password when trying to change the 

password. 

 
11.2.5 Test Observations  

i.  Test Case 01: The DUT enforces a password change post reset on initial login. 
Hence the default credentials get changed 

ii. Test Case 02: The tester verified that predefined authentication attributes 
can be restored only through factory reset. 

 
12. Test Result 
 

ITSAR ONU-ONT No. Test name Actual Result 

1. Removal of default credentials 
 

2. Factory reset restoring 
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Section 3: Software Security 

2.3.1 TSTP for Evaluation of Secure Update 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.1 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2. 3.1 Secure Update 

3. <Requirement Description: > ONU’s/ONT’s system software updates shall be 

carried out strictly using the secure cryptographic controls prescribed in Table1 of the 

latest document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” only. ONU/ONT shall allow updates only if code signing 

certificate is valid and not time expired. Software update integrity shall be verified 

strictly using the secure cryptographic controls prescribed in Table1 of the latest 

document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” only. 

 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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5. DUT Configuration: 

i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

 
ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 
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6. Precondition: OEM should provide document regarding how many modes the DUT 

firmware/software can be updated. OEM should provide the firmware/software file 

for software update. For negative testcase, tester should have Tampered firmware 

image file in the tester machine for software update. To create a tampered firmware 

file, open the firmware file in HxD. Replace random values from the hexa-decimal file, 

and then save it as a new file (Tampered_firmware.tar). This will tamper with the 

integrity of the file.  

 
Save the tampered file as Tampered_firmware.tar 

 
7. Test Objective: To verify that DUT have mechanism that validates the software 

package integrity based on digital signature during installation/update stage 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 4 

8.1.1 Test case01: Verify that the network product enforces secure software updates 

based on signed certificates and code integrity verification for correct firmware. 
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8.1.2 Test case02: Verify that the code signing certificate associated with the update 

package is valid and not expired. 

8.1.3 Test case03: Verify that the network product enforces secure software updates 

based on signed certificates and code integrity verification for tampered 

software. 

8.1.4 Test case04: Verify that a low-privilege user cannot perform update/upgrade 

actions. 

8.2 Test Setup Diagram 

 
8.3 Tools Used:  HxD, Web browser (For access GUI of DUT) 

8.4  Test Execution Steps 

8.4.1 Test case01:   Verify that the network product enforces secure software 

updates based on signed certificates and code integrity verification for correct 

firmware. 

i. To log into the web interface of the ONT, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username as admin and password is admin123 in the login dialog box.   

ii. Navigate to Management > Device Manage > Update Image. 
iii. To browse the firmware image to Update, click on the “Browse” button and select 

the firmware to Update and click on “Update”. 
iv. The Update process will start, and the DUT will be automatically rebooted post 

Update. 
o Note: Before initiating the software update process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. Hence, 

OEM documentation is required to explain the details clarifying the Digital 

Certificate used for authenticity and hashing mechanism used for integrity 

verification by the DUT. 

 
8.4.2 Test case02: Verify that the code signing certificate associated with the update 

package is valid and not expired. 

o Note: The ONT does not provide access to viewing the code signing certificate 

associated with the update package. Hence, OEM documentation is required 

explaining the code signing certificate used for the specific DUT and its firmware. 

 

a) Access the ONT Management Interface: 
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i. Connect to the ONT: 
o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi. 

ii. Open a Web Browser: 
o Open a web browser and enter the ONT's management IP address (e.g., 

http://192.168.1.1). 
iii. Log In: 
o Enter the login credentials. The default username and password are often 

provided in the ONT's manual or on the device itself. 
 

b) Navigate to the Firmware or Software Update Section: 

i. Locate the Firmware Section: 
o Once logged in, navigate to the section related to firmware updates. This is 

often found under "System", "Administration", "Maintenance", or a similar 
menu. 

ii. View Current Firmware: 
o In the firmware section, you should see the currently installed firmware 

version and details about its digital signature. 
 

c) View the Code Signing Certificate: 

i. View Digital Signature Details: 
o Look for options like "Signature", "Certificate", "Details", or "Verify" related to 

the firmware. These options will display the digital signature and certificate 
information. 

ii. Check Certificate Information: 
o Click on the details to view the issuer, subject, validity period, and other 

relevant details of the code signing certificate. 
 

8.4.3 Test Case02: Verify that the network product enforces secure software updates 

based on signed certificates and code integrity verification for tampered 

software. 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username admin, password admin@123 and verification code in the login 
dialog box. 

ii. Checking the hash of the tampered firmware (Tampered firmware) using 
PowerShell by executing the following command. 

iii. Get-FileHash LoadDef_HG323DACv2_all_V2.1.08-240403_Digisolver.tar 
iv. Get-FileHash Tampered_firmware.tar  
v. To enable maintain mode, navigate to management > maintain and click End 

maintain. 
vi. Then navigate to Update image > browser > upload the tampered file 

(Tampered_firmware.tar) and click Update. 
vii. Wait until the ONT reboots. 

o Note: Before initiating the software update process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. 

Hence, OEM documentation is required to explain the details clarifying the 

Digital Certificate used for authenticity and hashing mechanism used for 

integrity verification by the DUT. 
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8.4.4 Verify that a low-privilege user cannot perform update/upgrade actions. 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username user, password user@123 and verification code in the login dialog box. 

ii. Navigate to management > device manage. 
iii. Verify that the low-privilege user cannot perform update or upgrade actions. 

 
9. Expected Results for Pass: Software package integrity shall be validated using 

cryptographic means, e.g. Digital certificate (digital signature) in the 

installation/upgrade stage. Tampered software shall not be executed or installed if 

integrity check fails. Only authorized person, can able to do software update. 

 

10. Expected Format of Evidence: Screenshots of terminal  

 

11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Description: The tester verifies that the secure software updates 

based on signed certificates and code integrity verification for correct 

firmware. 

11.1.2 Execution Steps: 

i. To log into the web interface of the ONT, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username as admin and password is admin123 in the login dialog box. 

ii. Navigate to Status and check the software version 

 
iii. Navigate to Management-> Device Manage -> Upgrade Image. 
iv. To browse the firmware image to Update, click on the “Browse” button and select 

the firmware to Update and click on “Update”. 
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Firmware update initiation.’ 

v. The Update process will start, and the DUT will be automatically rebooted post 
Update. 

vi. Navigate to Status and check the software version for whether software update 
is done or not. 

o Note: Before initiating the software update process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. 

Hence, OEM documentation is required explaining the details clarifying the 

Digital Certificate used for authenticity and hashing mechanism used for 

integrity verification by DUT. 

 

11.2 Test Case Number: 02 
11.2.1 Test Case Description: Verify that the code signing certificate associated 

with the update package is valid and not expired. 

11.2.2 Execution Steps: 

o Note: The ONT does not provide access to viewing the code signing certificate 

associated with the update package. Hence, OEM documentation is required 

explaining the code signing certificate used for the specific DUT and its firmware. 

a) Access the ONT Management Interface: 

i. Connect to the ONT: 
o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi. 

ii. Open a Web Browser: 
o Open a web browser and enter the ONT's management IP address (e.g., 

http://192.168.1.1). 
iii. Log In: 
o Enter the login credentials. The default username and password are often 

provided in the ONT's manual or on the device itself. 
 

b)  Navigate to the Firmware or Software Update Section: 

i. Locate the Firmware Section: 
o Once logged in, navigate to the section related to firmware updates. This is 

often found under "System", "Administration", "Maintenance", or a similar 
menu. 

ii. View Current Firmware: 
o In the firmware section, you should see the currently installed firmware 

version and details about its digital signature. 
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c)  View the Code Signing Certificate: 

i. View Digital Signature Details: 
o Look for options like "Signature", "Certificate", "Details", or "Verify" related to 

the firmware. These options will display the digital signature and certificate 
information. 

ii. Check Certificate Information: 
o Click on the details to view the issuer, subject, validity period, and other 

relevant details of the code signing certificate. 
 

11.3 Test Case Number: 03 
11.3.1 Test Case Description: The tester checks that the network product enforces 

secure software updates based on signed certificates and code integrity 

verification for tampered software. 

11.3.2 Execution Steps: To log into the web interface of the router, open a web 

browser and enter the default gateway address (192.168.1.1) in the address 

bar. Then, enter the username admin, password admin@123 and 

verification code in the login dialog box. 

 
Given username, password and verification code on login page. 

i. Checking the hash of the tampered firmware (Tampered_firmware) using 
PowerShell by executing the following command 

ii. Get-FileHash LoadDef_HG323DACv2_all_V2.1.08-240403_Digisolver.tar 

iii. Get-FileHash Tampered_firmware.tar  
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Compare tampered hash value with download option. 

iv. To enable maintain mode, navigate to management > maintain and click End 

maintain. 

 

 
Enable maintain mode before update firmware. 

v. Then navigate to Update image > browser > upload the tampered file 

(Tampered_firmware.tar) and click Update - as shown in figure Wait until the 

ONT reboots. 

 
Upload the tampered firmware file. 
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Reboot the ONT. 

 
o Note: Before initiating the software update process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. 

Hence, OEM documentation is required to explain the details clarifying the 

Digital Certificate used for authenticity and hashing mechanism used for 

integrity verification by the DUT 

 

11.4 Test Case Number: 04 
11.4.1 Test Case Description: The tester should add a test case to verify that an low-

privilege user cannot perform update/upgrade actions. 
11.4.2 Execution Steps: 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username user, password user@123 and verification code in the login dialog 
box. 

 
low privilege user login 

ii. Navigate to management > device manage  
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iii. verify low privilege cannot perform update/upgrade. 
iv. Verify that the low-privilege user cannot perform update or upgrade actions. 

 
11.4.3 Test Observation: 

i. Test case01:  

• The DUT successfully does checks and updates the DUT firmware but the 

integrity check, hashing mechanism and digital certificates are not visible to 

check the security controls of the mechanisms used. 

• For this OEM documentation is required. Hence the testcase is “Not Tested.” 

ii. Test case02:  Hence the testcase is “Not Tested.” 

iii. Test case03:  The DUT successfully does checks and rejects the tampered DUT 

firmware but the integrity check, hashing mechanism and digital certificates are not 

visible to verify the security controls of the mechanisms used. For this OEM 

documentation is required. Hence the testcase is “Not Tested” 

iv. Test case04: A low-privilege user does not have the option to perform updates or 

upgrades. Hence the testcase is Pass. 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 01   

2 02   

3 03   

4 04   
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2.3.2 TSTP for Evaluation of Secure Upgrade 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.2 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.2 Secure Upgrade 

3. <Requirement Description: > 

(i) ONU/ONT Software package integrity shall be validated in the installation and 

upgrade stages strictly using the secure cryptographic controls prescribed in Table1 

of the latest document “Cryptographic Controls for Indian Telecom Security 

Assurance Requirements (ITSAR)” only.  

(ii) ONU/ONT shall allow upgrades only if code signing certificate is valid and not time 

expired. To this end, the ONU/ONT shall have a list of public keys or certificates of 

authorized software sources, and uses the keys to verify that the software upgrade 

is originated from only these sources.  

(iii) Tampered software shall not be executed or installed if integrity check fails.  

(iv) ONU’s/ONT’s software upgrades shall be carried out strictly using the secure 

cryptographic controls prescribed in Table1 of the latest document “Cryptographic 

Controls for Indian Telecom Security Assurance Requirements (ITSAR)” only.  

(v) A security mechanism is required to guarantee that only authorized individuals can 

initiate and deploy a software upgrade.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.3.5]  

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

 

The below screenshot shows the firmware version of the DUT 
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Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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5. DUT Configuration: 

i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

 
ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 
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6. Precondition:  

i. OEM should provide document regarding how many modes the DUT 

firmware/software can be upgraded. 

ii. OEM should provide the firmware/software file for software upgrade 

iii. For negative testcase, tester should have Tampered firmware image file in the tester 

machine for software upgrade 

iv. To create a tampered firmware file, open the firmware file in HxD. Replace random 

values from the hexa-decimal file, and then save it as a new file 

(Tampered_firmware.tar). This will tamper with the integrity of the file.  

 
Save the tampered file as Tampered_firmware.tar 

 
 

7. Test Objective: To verify that DUT have mechanism that validates the software 

package integrity based on digital signature during installation/upgrade stage 
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8. Test Plan: 

8.1 Number of Test Case Scenarios: 4 

8.1.1 Test case01: Verify that the network product enforces secure software upgrades 

based on signed certificates and code integrity verification for correct firmware. 

8.1.2 Test case02: Verify that the code signing certificate associated with the upgrade 

package is valid and not expired. 

8.1.3 Test case03: Verify that the network product enforces secure software upgrades 

based on signed certificates and code integrity verification for tampered 

software. 

8.1.4 Test case04: Verify that a low-privilege user cannot perform upgrade/upgrade 

actions. 

8.2 Test Setup Diagram 

 
8.3 Tools Used: HxD, Web browser (For access GUI of DUT) 

8.4 Test Execution Steps 

8.4.1 Test case:01 Verify that the network product enforces secure software upgrades 

based on signed certificates and code integrity verification for correct firmware. 

i. To log into the web interface of the ONT, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username as admin and password is admin123 in the login dialog box.   

ii. Navigate to Management > Device Manage > Upgrade Image. 
iii. To browse the firmware image to Upgrade, click on the “Browse” button and 

select the firmware to Upgrade and click on “Upgrade”. 
iv. The Upgrade process will start, and the DUT will be automatically rebooted post 

Upgrade. 
➢ Note: Before initiating the software upgrade process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. Hence, 

OEM documentation is required to explain the details clarifying the Digital 

Certificate used for authenticity and hashing mechanism used for integrity 

verification by the DUT. 

8.4.2 Test case 02: Verify that the code signing certificate associated with the upgrade 

package is valid and not expired. 

➢ Note: The ONT does not provide access to viewing the code signing certificate 

associated with the upgrade package. Hence, OEM documentation is required 

explaining the code signing certificate used for the specific DUT and its firmware. 
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➢ Sample steps 

(A) Access the ONT Management Interface: 

1. Connect to the ONT: 
o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi. 

2. Open a Web Browser: 
o Open a web browser and enter the ONT's management IP address (e.g., 

http://192.168.1.1). 
3. Log In: 
o Enter the login credentials. The default username and password are often 

provided in the ONT's manual or on the device itself. 
 

(B)  Navigate to the Firmware or Software Upgrade Section: 

1. Locate the Firmware Section: 
o Once logged in, navigate to the section related to firmware upgrades. This is 

often found under "System", "Administration", "Maintenance", or a similar 
menu. 

2. View Current Firmware: 
o In the firmware section, you should see the currently installed firmware version 

and details about its digital signature. 
 

(C) View the Code Signing Certificate: 

1. View Digital Signature Details: 
o Look for options like "Signature", "Certificate", "Details", or "Verify" related to 

the firmware. These options will display the digital signature and certificate 
information. 

2. Check Certificate Information: 
o Click on the details to view the issuer, subject, validity period, and other relevant 

details of the code signing certificate. 
 

8.4.3 Test case03: Verify that the network product enforces secure software upgrades 

based on signed certificates and code integrity verification for tampered 

software. 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username admin, password admin@123 and verification code in the login dialog 
box. 

ii. Checking the hash of the tampered firmware (Tampered firmware) using 
PowerShell by executing the following command. 

a. Get-File Hash LoadDef_HG323DACv2_all_V2.1.08-240403_Digisolver.tar 
b. Get-FileHash Tampered_firmware.tar  

iii. To enable maintain mode, navigate to management > maintain and click End 
maintain. 

iv. Then navigate to Upgrade image > browser > upload the tampered file 
(Tampered_firmware.tar) and click Upgrade. 

v. Wait until the ONT reboots. 
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➢ Note: Before initiating the software upgrade process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. Hence, 

OEM documentation is required to explain the details clarifying the Digital 

Certificate used for authenticity and hashing mechanism used for integrity 

verification by the DUT. 

8.4.4 Test case04:  verify that a low-privilege user cannot perform upgrade/upgrade 

actions. 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username user, password user@123 and verification code in the login dialog box. 

ii. Navigate to management > device manage. 
iii. Verify that the low-privilege user cannot perform upgrade or upgrade actions. 

 
9. Expected Results for Pass: Software package integrity shall be validated using 

cryptographic means, e.g. Digital certificate (digital signature) in the 

installation/upgrade stage. Tampered software shall not be executed or installed if 

integrity check fails. Only authorized person, can able to do software upgrade. 

 

10. Expected Format of Evidence: Screenshots of GUI, log  

   

11. Test Execution: 

11.1  Test Case Number: 01 
11.1.1 Test Case Description: The tester verifies that the secure software upgrades 

based on signed certificates and code integrity verification for correct 

firmware. 

11.1.2 Execution Steps: 

i. To log into the web interface of the ONT, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username as admin and password is admin123 in the login dialog box. 

ii. Navigate to Status and check the software version 

 
iii. Navigate to Management-> Device Manage -> Upgrade Image. 
iv. To browse the firmware image to Upgrade, click on the “Browse” button and 

select the firmware to Upgrade and click on “Upgrade” – as shown in figure  
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Firmware upgrade initiation.’ 

v. The Upgrade process will start, and the DUT will be automatically rebooted post 
Upgrade.  

vi. Navigate to Status and check the software version for whether software upgrade 
is done or not 

➢ Note: Before initiating the software upgrade process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. Hence, 

OEM documentation is required explaining the details clarifying the Digital 

Certificate used for authenticity and hashing mechanism used for integrity 

verification by DUT. 

 

11.2 Test Case Number: 02 
11.2.1  Test Case Description: Verify that the code signing certificate associated 

with the upgrade package is valid and not expired. 

11.2.2 Execution Steps: 

➢ Note: The ONT does not provide access to viewing the code signing certificate 

associated with the upgrade package. Hence, OEM documentation is required 

explaining the code signing certificate used for the specific DUT and its firmware. 

1. Access the ONT Management Interface: 

a) Connect to the ONT: 
o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi. 

b) Open a Web Browser: 
o Open a web browser and enter the ONT's management IP address (e.g., 

http://192.168.1.1). 
c)  Log In: 
o Enter the login credentials. The default username and password are often 

provided in the ONT's manual or on the device itself. 
 

2.  Navigate to the Firmware or Software Upgrade Section: 

a) Locate the Firmware Section: 
o Once logged in, navigate to the section related to firmware upgrades. This is 

often found under "System", "Administration", "Maintenance", or a similar 
menu. 

b) View Current Firmware: 
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o In the firmware section, you should see the currently installed firmware 
version and details about its digital signature. 

 

3.  View the Code Signing Certificate: 

a) View Digital Signature Details: 
o Look for options like "Signature", "Certificate", "Details", or "Verify" related 

to the firmware. These options will display the digital signature and 
certificate information. 

b) Check Certificate Information: 
o Click on the details to view the issuer, subject, validity period, and other 

relevant details of the code signing certificate. 
 

11.3  Test Case Number: 03 
11.3.1 Test Case Description: The tester checks that the network product enforces secure 

software upgrades based on signed certificates and code integrity verification for 

tampered software. 

11.3.2 Execution Steps: To log into the web interface of the router, open a web browser and 

enter the default gateway address (192.168.1.1) in the address bar. Then, enter the 

username admin, password admin@123 and verification code in the login dialog 

box as shown in figure  

 
Figure: given username, password and verification code on login page. 

i. Checking the hash of the tampered firmware (Tampered firmware) using 
PowerShell by executing the following command- as shown in the figure  

ii. Get-FileHash LoadDef_HG323DACv2_all_V2.1.08-240403_Digisolver.tar  

iii. Get-FileHash Tampered_firmware.tar  
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Figure - Compare tampered hash value with download option 

iv. To enable maintain mode, navigate to management > maintain and click End 

maintain as shown in the figure  

 
Figure:  Enable maintain mode before upgrade firmware. 

v. Then navigate to Upgrade image > browser > upload the tampered file 

(Tampered_firmware.tar) and click Upgrade - as shown in figure  

 
Figure- Upload the tampered firmware file. 

vi. Wait until the ONT reboots - as shown in figure  
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Figure - Reboot the ONT. 

➢ Note: Before initiating the software upgrade process, the DUT performs integrity 

check, but the same is not visible and hence cannot be verified by the tester. Hence, 

OEM documentation is required to explain the details clarifying the Digital 

Certificate used for authenticity and hashing mechanism used for integrity 

verification by the DUT. 

 

11.4 Test Case Number: 04 
11.4.1 Test Case Description: The tester should add a test case to verify that an low-privilege 

user cannot perform upgrade/upgrade actions. 

11.4.2 Execution Steps: 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username user, password user@123 and verification code in the login dialog 
box - as shown in figure  

 
figure -low privilege user login 

ii. Navigate to management > device manage – as shown in figure  
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figure -verify low privilege cannot perform upgrade/upgrade. 

iii. Verify that the low-privilege user cannot perform upgrade or upgrade actions. 
 

11.4.3 Test Observation:   

i. Test case03: The DUT successfully does checks and rejects the tampered DUT 

firmware but the integrity check, hashing mechanism and digital certificates are 

not visible to verify the security controls of the mechanisms used. 

For this OEM documentation is required. Hence the testcase is “Not Tested” 

ii. Test case04: A low-privilege user does not have the option to perform upgrades 
or upgrades. Hence the testcase is Pass. 

 

13Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1    

2    

3    

4    
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2.3.3 TSTP for Evaluation of Source code security assurance 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.3 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section 3: Software Security 

2) <Security Requirement No & Name > 2.3.3 Source code security assurance 

3) <Requirement Description: > 

a) Vendor should follow best security practices including secure coding for software 

development. Source code shall be offered to designated TSTP for source code 

review. It may be supported by furnishing the Software Test Document (STD).  

b) Also, Vendor shall submit the undertaking as below: (i) Industry standard best 

practices of secure coding have been followed during the entire software 

development life cycle of the ONT/ONU software, which includes vendor developed 

code, third party software and open-source code libraries used/embedded in the 

ONT/ONU. (ii) The ONT/ONU software is free from CWE top 25 & OWASP top 10 

security weaknesses on the date of offer of ONT/ONU to designated TSTP for testing. 

For other security weaknesses, OEM shall give mitigation plan. (iii) The binaries for 

ONT/ONU and upgrades/updates thereafter generated from the source code are 

free from all known security vulnerabilities stated in bullet (ii) above. 

4) DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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5) DUT Configuration: Load the source code into tester’s machine for source code 

analysis. 

 

6) Precondition:  

i. OEM should provide undertaking as per the ITSAR requirement. 

ii. OEM should provide source code of DUT software along with STD (Software Test 

Document) document. 

 

7) Test Objective: To verify that the DUT software is free from recently published CWE 

top 25(SANS) & OWASP top 10 security weaknesses and very high CWE technical 

impacts (CWSS) related weaknesses. 

 

8) Test Plan: 

8.1 Number of Test Case Scenarios: 2 

8.1.1 Test case01: Verify that the OEM undertaking provided for DUT software is as 
per the ITSAR requirement. 

8.1.2 Test case 02: Verify that DUT software doesn’t have any OWASP top 10(latest), 
SANS top 25(latest) and very high CWE technical impacts (CWSS) related 
weaknesses with the support of STD 

8.2 Test Setup Diagram: - NA 

8.3 Tools Used A suitable source code analysis tool having support for the 

programming language of the source code & having capabilities to detect 

vulnerabilities as per the requirement clause. 

8.4 Test Execution Steps 

8.4.1 Test case01: Verify that the OEM undertaking provided for DUT software is   as 
per the ITSAR requirement. Verify that the OEM given undertaking, as per the 
following paragraph 

(i) Industry standard best practices of secure coding have been followed during the 

entire software development life cycle of the ONT/ONU software, which includes 

vendor developed code, third party software and open-source code libraries 

used/embedded in the ONT/ONU. (ii) The ONT/ONU software is free from CWE 

top 25 & OWASP top 10 security weaknesses on the date of offer of ONT/ONU to 

designated TSTP for testing. For other security weaknesses, OEM shall give 

mitigation plan. (iii) The binaries for ONT/ONU and upgrades/updates thereafter 

generated from the source code are free from all known security vulnerabilities 

stated in bullet (ii) above. 

 

8.4.2 Test case02:  Verify that DUT software doesn’t have any OWASP top 10(latest), 
SANS top 25(latest) and very high CWE technical impacts (CWSS) related 
weaknesses with the support of STD 

i. Configure the source code analysis tool as per DUT software code bases. 

ii. Perform source code analysis on source code of DUT software 

iii. Generate report as per the ITSAR standard (OWASP top 10, SANS Top 25 and 

very high CWE) 
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9) Expected Results for Pass: 

i. The OEM undertaking as per the ITSAR requirement 
ii. The Source code analysis report shows the DUT software free from OWASP top 

10, SANS Top 25 and very high CWE 
 

10) Expected Format of Evidence: Screenshots of Tool configuration, STD report  

 

11) Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Description: The tester verifies that the OEM submitted 

undertaking as per ITSAR requirement. 

11.1.2 Execution Steps: Verify that the OEM given undertaking, as per the following 

paragraph 

(i) Industry standard best practices of secure coding have been followed during 

the entire software development life cycle of the ONT/ONU software, which 

includes vendor developed code, third party software and open-source code 

libraries used/embedded in the ONT/ONU.  

(ii) The ONT/ONU software is free from CWE top 25 & OWASP top 10 security 

weaknesses on the date of offer of ONT/ONU to designated TSTP for testing. For 

other security weaknesses, OEM shall give mitigation plan.  

(iii) The binaries for ONT/ONU and upgrades/updates thereafter generated from 

the source code are free from all known security vulnerabilities stated in bullet 

(ii) above. 

 

11.2 Test Case Number: 02 
11.2.1 Test Case Description: Verify that DUT software doesn’t have any OWASP top 

10(latest), SANS top 25(latest) and very high CWE technical impacts (CWSS) 
related weaknesses with the support of STD. 

11.2.2  Execution Steps: 
i. Configure the source code analysis tool as per DUT software code bases. 

ii. Perform source code analysis on source code of DUT software 

iii. Generate report as per the ITSAR standard (OWASP top 10, SANS Top 25 and 

very high CWE) 

iv. Compare TSTP report with OEM STD document. 

11.2.3 Test Observation:  Not Tested 
 

12) Test Case Result: 
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1   Not Tested 

2   Not Tested 
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2.3.4 TSTP for Evaluation of Known Malware and backdoor Check 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No:  
ITSAR403012311 

Clause no:2.3.4 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section 3: Software Security 

2) <Security Requirement No & Name > 3.4 Known Malware and backdoor Check 

3) <Requirement Description: > Vendor shall submit an undertaking stating that 

ONU/ONT is free from all known malware and backdoors as on the date of offer to 

the TSTP for testing and shall submit Malware test document (MTD). 

 

4) DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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5) DUT Configuration: NA  

 

6) Precondition:  

• OEM should provide undertaking as per the ITSAR requirement. 

• OEM should provide malware test document (MTD) of DUT software. 

 

7) Test Objective: To verify that there is no malware present on the DUT from date of 

testing 

 

8) Test Plan: 

8.1 Number of Test Case Scenarios: 2 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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8.1.1  Test case 01: Verify that the OEM undertaking provided for DUT software is as 

per the ITSAR   requirement. 

8.1.2  Test case 02: Verify that DUT software doesn’t have any known malware based 

on MTD 

8.2 Test Setup Diagram: - Based on OEM MTD testing 

8.3 Tools Used:  A suitable tool with malware database updated regularly 

8.4 Test Execution Steps 

8.4.1  Test case01: 

i. Verify that the OEM undertaking provided for DUT software is as per the ITSAR 

requirement. 

ii. Verify that the OEM given undertaking, as per the following para, 

iii. We are undertaking that ONU/ONT (DUT name with software version) is free 

from all known malware and backdoors as on the date. 

 
8.4.2 Test case 02: Verify that DUT software doesn’t have any known malware based    

on MTD 

i. Check the malware database updated date and malware scan date will be same 

or not (based on MTD) 

ii. Check malware scan directory coverage (what are the directories covered inside 

in the DUT software). 

iii. Check there is no known malware present on the DUT based on MTD 

 

9) Expected Results for Pass: 

i. The OEM undertaking as per the ITSAR requirement 
ii. The MTD report showing there is no malware present on the DUT. 

 
10) Expected Format of Evidence: Screenshots of Tool configuration, MTD Report 

   

11) Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description: The tester verifies that the OEM submitted 

undertaking as per ITSAR requirement. 

11.1.3. Execution Steps: Verify that the OEM given undertaking, as per the following 

paragraph, We are undertaking that ONU/ONT (DUT name with software version) 

is free from all known malware and backdoors as on the date. 

 

11.2 Test Case Number: 02 

11.2.1.Test Case Name: 8.1.2 

11.2.2.Test Case Description: Verify that DUT software doesn’t have any known 

malware based on MTD 

11.2.3.Execution Steps: 
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i. Check the malware database updated date and malware scan date will be same 

or not (based on MTD) 

ii. Check malware scan directory coverage (what are the directories covered inside 

in the DUT software). 

iii. Check there is no known malware present on the DUT based on MTD 

 

11.2.4.Test Observation: Not Tested 

 

12) Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not Tested 

2 8.1.2  Not Tested 
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2.3.5 TSTP for Evaluation of No Unused software  
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.5 

 

<DUT Details: > Syrotech SY-GPON-1110-WDONT (HGU)  

<DUT Software Version:> 1.0.38-230104  

<Digest Hash of OS> xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.5 No unused software 

3. <Requirement Description: > Software components or parts of software which are 

not needed for operation or functionality of the ONT/ONU shall not be present. 

Orphaned software components /packages shall not be present in ONT/ONU. OEM 

shall provide the list of software that are necessary for its operation. OEM shall furnish 

an undertaking as “ONT/ONU does not contain Software that is not used in the 

functionality of ONT/ONU”  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.3] 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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Interfaces No.of Ports Interface Type Interface Name 

PON 1 Port(s) Physical PON 

LAN 2 Port(s) Physical LAN1, LAN2 

FXS 1 Port(s) Physical FXS 

GUI - Man-Machine Syrotech 

 

5. DUT Configuration: 
i. The DUT (IP:192.168.1.1) is connected with Lab’s Testing Machine (IP:192.168.1.2) 

via LAN2. 
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ii. DUT is pre-configured with SSID (FTTH-210F) having Key “12345678”.  

 
iii. DUT is pre-configured with Boa as a webserver having 0.93.15 version.  

 
6. Precondition:  

1.1.1. A list of all available software and libraries and associated components 
containing at least the following information shall be included in the OEM 
documentation accompanying the DUT(SBOM): 

1.1.2. name of the software / library; 
1.1.3. version of the software / library installed; 
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1.1.4. list of dependencies and versions; 
1.1.5. any add-ons and functions; 
1.1.6. any special hardware/debugging ports; 
1.1.7. software support type; 
1.1.8. licensing information; 
1.1.9. brief description of their purpose. 
1.1.10. OS level access is required 
1.1.11. OEM should provide the list of software that are necessary for its 

operation 
1.1.12. OEM should provide an undertaking as “ONT/ONU does not contain 

Software that is not used in the functionality of ONT/ONU”  
 

7. Test Objective: To ensure that there is no unused software or associated components 

that might be installed in the network product which are not required for its operation 

or functionality. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 2 

8.1.1 Test case01: Verify that the OEM undertaking provided for DUT software is as per 

the ITSAR requirement. 

8.1.2 Test case02: No Unnecessary software  

8.1.3 Test case 03: No orphaned (EoL) software/packages 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - CLI(OS) of DUT, XEOL  

8.4 Test Execution Steps 

8.4.1 Test case 01: Verify that the OEM undertaking provided for DUT software is as 
per the ITSAR requirement. 

i. “ONT/ONU does not contain Software that is not used in the 
functionality of ONT/ONU”  

8.4.2 Test case02:  No Unnecessary software  
i. Find the list of installed software in the DUT 

ii. Compare the list of installed software with OEM declared necessary software  

8.4.3 Test case03:No orphaned software/packages 
i. Find the EoL for opensource/third-party/proprietary software installed in the 

DUT 

 

9. Expected Results for Pass: 
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i. The OEM undertaking as per the ITSAR requirement 
ii. No unused software present in the system 

iii. No EoL software present in the system 
 

10. Expected Format of Evidence: Screenshots of CLI, Tool report  

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Description: The tester verifies that the OEM submitted 

undertaking as per ITSAR requirement. 

11.1.2. Execution Steps: Verify that the OEM undertaking provided for DUT software 

is as per the ITSAR requirement. 

“ONT/ONU does not contain Software that is not used in the functionality of 

ONT/ONU”  

 

11.2  Test Case Number: 02 

11.2.1. Test Case Description: verify there is No Unnecessary software present in 
the DUT 

11.2.2. Execution Steps: 
i. Login to the shell (OS) of DUT  

ii. Find the list of installed software in the DUT 

➢ NOTE 1: The identification of software could be done by, e.g. consulting the 

package manager of the OS/distribution (e.g. apt, dpkg, rpm, pacman, flatpack, 

snap…) and package managers of available runtimes (e.g. pip (Python), npm 

(JavaScript), composer (PHP)…), scanning for executables (global or focused on 

PATH variable of all available users), scanning for script files related to the 

available interpreters or listing images and their dependencies when 

virtualization or containerization is used. 

iii. Compare the list of installed software with OEM declared necessary software 

  

11.3 Test Case Number: 03 

11.3.1.Test Case Description: No orphaned software/packages present in the DUT 

11.3.2.Execution Steps: 

i. Upload SBOM to XEOL tool for finding the EoL for opensource/third party 

software 

ii.For proprietary software check with OEM 

11.3.3.Test Observation: Not Tested 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1   Not Tested 

2   Not Tested 

3   Not Tested 
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2.3.6 TSTP for Evaluation of Insecure Services/protocol Removal 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.6 

 

<DUT Details: > Alphion AONT100C 

<DUT Software Version:> R2.0.9.6 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > Insecure Services/protocol Removal 

3. <Requirement Description: > The OEM to provide list of essential services and the 

related ports required for functioning of ONU/ONT, list of optimal services supported 

by ONU/ONT and their related ports. The ONU/ONT shall only run protocol handlers 

and services which are needed for its operation, and which do not have any known 

security vulnerabilities. In particular, by default the following services and their ports 

shall be initially configured to be disabled on the ONU/ONT by the vendor.  

- FTP 

- TFTP 

- Telnet 

- rlogin, RCP, RSH 

- HTTP - SNMPv1 and v2 

- SSHv1, HNAP 

- TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime) 

- Finger 

- BOOTP server 

- Discovery protocols (CDP, LLDP) 

- IP Identification Service 

- PAD 

- MOP 

Full documentation of required protocols and services (Communication matrix) of the 

Network product and their purpose needs to be provided by the OEM as prerequisite for 

the test case.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.1] 

4. DUT Confirmation Details: Use the command line/GUI interface to get details of the 

machine on which test is conducted.  
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i. Use GUI to get Application No/Version No & hardware Info 

 
ii. The below screenshot shows the firmware version of the DUT 

 
iii. The below screenshot shows the DUT configuration file 

 
 

5. DUT Configuration: 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root ” account.  

 
iii. Verify the DUT information through device info 
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6. Precondition: A list of all required network protocols and services containing at least 

the following information shall be included in the documentation accompanying the 

Network Product: 

i. protocol handlers and services needed for the operation of network product; 
ii. their open ports and associated services; 

iii. and a description of their purposes. 
iv. The tool used shall be capable to detect and identify the protocol handlers 

and running services in the system. 
 

7. Test Objective: To ensure that on all network interfaces, there are no unsecure 

services or protocols that might be running. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 3 

8.1.1 Test case 01: Verify that only required services are active on the ONU/ONT and 

compare with the OEM-provided list of services. 

8.1.2 Test case 02: To verify that Unsecure Service are disabled by default 

8.1.3 Test case 03: Verify Running Services and their Vulnerabilities. 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - Port scanning tool (Nmap) 
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8.4 Test Execution Steps 

8.4.1 Verify that only required services are active on the ONU/ONT and compare with 

the OEM-provided list of services. 

i. Perform factory reset on the DUT and Run the port scanning tool (Nmap) on 
192.168.1.251 of DUT 

ii.List the running services in the DUT by Nmap 
iii.compare port scanning results with OEM document  

8.4.2 To verify that Unsecure Service are disabled by default 

i. Perform factory reset on the DUT 
ii. Run the port scanning tool (Nmap) on 192.168.1.1(default IP) of DUT 

iii. Compare Nmap results with our ITSAR document, 
- FTP 

- TFTP 

- Telnet 

- rlogin, RCP, RSH 

- HTTP - SNMPv1 and v2 

- SSHv1, HNAP 

- TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime) 

- Finger 

- BOOTP server 

- Discovery protocols (CDP, LLDP) 

- IP Identification Service 

- PAD 

- MOP 

8.4.3 Verify Running Services and their Vulnerabilities. 

i. Run the port scanning tool(Nmap) on 192.168.1.1 of DUT 
ii. List the running services with version details in the DUT by Nmap 

iii. Check the running services have affected by any known vulnerability (NIST)  

 

9. Expected Results for Pass: 

i. No unnecessary service running in the DUTs 
ii. No vulnerable service running in the DUT 

 
10. Expected Format of Evidence: Screenshots of CLI, Tool report (Nmap)  

 

11. Test Execution: 

11.1Test Case Number: 01 

11.1.1. Test Case Description: Verify that only required services are active on the 

ONU/ONT and compare with the OEM-provided list of services. 

11.1.2. Execution Steps:  

1. Login to the ONT GUI(http://192.168.1.251:80) 

http://192.168.1.251/
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2. Go to Maintain -> Factory Default and click “Reset” in the ONT GUI 

 

 
3. Perform port scanning on ONT Interface(Default) 

Command for TCP : sudo nmap -p- -sT -A -Pn 192.168.1.251) 
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Command for SCTP : sudo nmap -p- -sY -A -Pn 192.168.1.251 

Command for UDP : sudo nmap -p- -sU -A -Pn 192.168.1.251 

4. Compare port scan result with OEM document 
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11.2Test Case Number: 02 

11.2.1. Test Case Name: 8.1.2 

11.2.2. Test Case Description:  To verify that Unsecure Service are disabled by 

default 

11.2.3. Execution Steps: 

1. Login to the ONT GUI(http://192.168.1.251:80) 

 
2. Go to Maintain -> Factory Default and click “Reset” in the ONT GUI 

 

 
3. Perform port scanning on ONT Interface(Default) 

http://192.168.1.251/
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Command for TCP : sudo nmap -p- -sT -A -Pn 192.168.1.251) 

 

 
Command for SCTP : sudo nmap -p- -sY -A -Pn 192.168.1.251 

 
Command for UDP : sudo nmap -p- -sU -A -Pn 192.168.1.251 
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4. Compare port scan results with ITSAR unsecure services (enabled by 

default) 

 
11.3Test Case Number: 03 

11.3.1. Test Case Name: 8.1.3 

11.3.2. Test Case Description: Verify Running Services and their Vulnerabilities. 

11.3.3. Execution Steps: 

1. Perform port scanning on ONT Interface(Default) 

Command for TCP : sudo nmap -p- -sT -A -Pn 192.168.1.251) 

 

 
Command for SCTP : sudo nmap -p- -sY -A -Pn 192.168.1.251 
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Command for UDP : sudo nmap -p- -sU -A -Pn 192.168.1.251 

2. Check the version name and version of running services In the nmap 

result 

Sl.No Service Name Application name Service version 

1. Telnet telnetd  

2. DNS dnsmasq 2.4.1 

3. HTTP GoAhead 

Webserver 

 

3. Check the vulnerability details in 

https://cve.mitre.org/cve/search_cve_list.html 

 

https://cve.mitre.org/cve/search_cve_list.html
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The above screenshot showing vulnerabilities related to dnsmasq 2.4.1  
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11.3.4. Test Observation:  

i. Test case 01: By default, the following services are open in the ONT, 

• telnet (23),  
• DNS (53) 
• HTTP (80)   
 

ii. Test Case 02: It is observed that, ONT using following unsecure services 

enabled by default, 

• Telnet (23) 
• HTTP (80)  
 

iii. Test case 03: It is observed that dnsmasq 2.4.1, Goahead and telnet having known 

vulnerabilities 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Based OEM document 

2 8.1.2 FAIL  

3 8.1.3 FAIL  
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2.3.7 TSTP for Evaluation of Restricting System Boot Source 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.7 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.7 Restricting System Boot Source 

3. <Requirement Description: > ONU/ONT shall boot only from memory devices 

intended for this purpose 

 [Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.3.2] 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 
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6. Precondition:  

i. OEM clarity on which specific memory devices are designated for booting the device 

by default. 

ii. The OEM should provide documentation describing how to boot through external 

device (like USB, network, etc), if external booting is possible. 

iii. OEM document clarifying if any mechanisms are used to detect and prevent 

tampering with the boot process or firmware access. 

 

7. Test Objective: Verify that the network product can only boot from memory devices 

intended for this purpose (e.g. not from external memory like USB key, network if not 

mentioned in the manual/document). 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 2 

8.1.1  Verify that the DUT can boot only from memory device intended for this purpose.  

8.1.2  The tester verifies that there is no possibility to access and modify the firmware 

of the network product without successful authentication and the authenticated 

subject (e.g., person or process) has no possibility to access and modify the 

firmware without privileged access rights. 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - Network file transfer protocols (FTP, TFTP, SCP, BOOTP), Web   

browser (For access GUI of DUT), USB 

8.4 Test Execution Steps 

8.4.1 Access the DUT.  

1. Wait till the reboot process is completed.  
2. Check whether after reboot, the boot image address is same as mentioned in 

the OEM document. 
8.4.2 Boot from TFTP  

1. Configure TFTP server over same subnet.  

2. Store the firmware file that is to be booted, in TFTP-Root directory.  

3. Check whether TFTP server is reachable from the DUT.  

4. Initiate TFTP boot using TFTP server and verify whether boot is successful from TFTP 

server. 
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8.4.3 Boot with external USB drive 

1) Connect testing machine to the DUT through serial console using terminal 

emulator tool like PuTTY. 

2) Store the firmware file that is to be booted, in USB Drive. 

3) Login using highest/root privilege user. 

4) Connect USB Drive to the DUT and try to boot from External memory device 

(USB). 

 

9. Expected Results for Pass: DUT should boot firmware from OEM documented devices 

only  

 

10. Expected Format of Evidence: Screenshots of terminal  

   

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description:  Verify that the DUT can boot only from memory 

device intended for this purpose.  

11.1.3. Execution Steps: 

i. Access the DUT.  

ii. Wait till the reboot process is completed.  

iii. Check whether after reboot, the boot image address is same as mentioned in 

the OEM document. 

 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: 8.1.2 

11.2.2. Test Case Description: The tester verifies that there is no possibility to 

access and modify the firmware of the network product without successful 

authentication and the authenticated subject (e.g., person or process) has no 

possibility to access and modify the firmware without privileged access 

rights 

11.2.3. Execution Steps: 

1. Boot from TFTP  

2. Configure TFTP server over same subnet.  

3. Store the firmware file that is to be booted, in TFTP-Root directory.  

4. Check whether TFTP server is reachable from the DUT.  

5. Initiate TFTP boot using TFTP server and verify whether boot is successful from TFTP 

server. 

6. Boot with external USB drive 

7. Connect testing machine to the DUT through serial console using terminal emulator tool 

like PuTTY. 

8. Store the firmware file that is to be booted, in USB Drive. 
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9. Login using highest/root privilege user. 

10. Connect USB Drive to the DUT and try to boot from External memory device (USB). 

 

11.2.4. Test Observation: Hence the testcase is “Not Tested.” 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not tested 

2 8.1.2  Not Tested 
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2.3.8 TSTP for Evaluation of Secure Time Synchronization 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.8 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.8 Secure Time Synchronization 

3. <Requirement Description: > The ONU/ONT shall support time synchronization 

feature for its core functionality or for the additional supported functionality. For 

ONU/ONT ‘s that have time synchronization feature, it shall support the secure time 

synchronization feature preferably by using Network Time Protocol NTP. The 

ONU/ONT clock shall be synchronized with NTP server in a secure manner. The 

ONU/ONT client should be able to verify the authentication and authorization of the 

NTP Server. OEM shall plugin well known vulnerabilities, input validation 

vulnerabilities related to NTP feature. 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
iv. Configure the NTP server ip address in the ONT GUI 

 

6. Precondition:  

i. OEM should provide the document related to NTP configuration in the DUT 
ii. OEM document describing well-known NTP vulnerabilities and applied patches on 

the ONT. 
 

7. Test Objective:  Verify that the DUT support NTP based time synchronization in a 

secure manner 
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8. Test Plan: 

8.1  Number of Test Case Scenarios : 3 

8.1.1 Verify that the DUT supports the time synchronization feature as part of its core 

or additional functionality. 

8.1.2 Confirm that the DUT can securely synchronize its clock with an NTP server and 

validate the server's authentication and authorization. 

8.1.3 Validate that the OEM has addressed well-known vulnerabilities and 

implemented proper input validation in the NTP feature. 

8.2 Test Setup Diagram 

 
8.3 Tools Used:- Wireshark, python script for spoof NTP packet 

8.4 Test Execution Steps 

8.4.1 (A) 
1. Log into the DUT on PC1 using the admin account with the username admin and 

password admin123. Then, navigate to Network > Time > Time Server and check 
the current time. 

2. Choose the time zone, enter the NTP server IP address, select Sync via LAN(NTP 
server), and apply all changes. 

3. Verify that the ONT supports time synchronization functionality. 
 

8.4.2 (B) Confirm that the DUT can securely synchronize its clock with an NTP server 
and validate the server's authentication and authorization. 

1. To verify secure clock synchronization with the NTP server. 
2. Log into the DUT on PC1 using the admin account with the username admin and 

password admin123. Then, navigate to Network > Time > Time Server and check 
the current time. 

3. Choose the time zone, enter the NTP server IP address, select Sync via LAN(NTP 
server-PC1), and apply all changes. 

4. Use Wireshark to capture the traffic between DUT and PC1 
5. Open Wireshark on PC1, which is connected to the OLT, and verify that the ONT 

securely synchronizes its clock with the NTP server, ensuring the server's 
authentication and authorization are validated. 

 

8.4.3 (C)Validate that the OEM has addressed well-known vulnerabilities and 
implemented proper input validation in the NTP feature. 

a. Manual: 
i. Check the running version of NTP server 

ii. Check the vulnerability details in MITRE website. 
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iii. Verify the identified well-known NTP vulnerabilities and applied patches on the 
DUT against the information provided in the OEM documentation. 

b. Automatic: 
i. Use vulnerability Assessment tool for finding the NTP related vulnerabilities 

 

9. Expected Results for Pass: 

1.1.13. DUT have a NTP time sync with NTP server in a secure manner 
1.1.14. DUT doesn’t have any known vulnerabilities related to NTP 

 

10. Expected Format of Evidence: PCAP, screenshot of wireshark, GUI/CLI 

configuration, MITRE (or) Vulnerability Assessment tool 

   

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description:  Verify that the DUT supports the time 

synchronization feature as part of its core or additional functionality. 

11.1.3. Execution Steps: 

1. Log into the DUT on PC1 using the admin account with the username admin and 
password admin123. Then, navigate to Network > Time > Time Server and check 
the current time. 

2. Choose the time zone, enter the NTP server IP address, select Sync via LAN (NTP 
server), and apply all changes. 

3. Verify that the ONT supports time synchronization functionality. 
 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: 8.1.2 

11.2.2. Test Case Description:  Confirm that the DUT can securely synchronize its 

clock with an NTP server and validate the server's authentication and 

authorization. 

11.2.3. Execution Steps: 

1. To verify secure clock synchronization with the NTP server. 
2. Log into the DUT on PC1 using the admin account with the username admin 

and password admin123. Then, navigate to Network > Time > Time Server and 
check the current time. 

3. Choose the time zone, enter the NTP server IP address, select Sync via LAN 
(NTP server-PC1), and apply all changes. 

4. Check the NTP server time and DUT time is sync or not 
5. To Perform NTP spoof, send an NTP spoofed packet to the DUT 
6. Check the time of DUT is changed or not after spoofed NTP packet 
7. If time settings not changed, execution steps 8 & 9 will applicable. 
8. Use Wireshark to capture the traffic between DUT and PC1 
9. Open Wireshark on PC1, which is connected to the ONT, and verify that the ONT 

securely synchronizes its clock with the NTP server, ensuring the server's 
authentication and authorization are validated using as per the “Crypto-
Controls-V1.0.0” ITSAR crypto algorithms. 
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11.3 Test Case Number: 03 

11.3.1. Test Case Name: 8.1.3 

11.3.2. Test Case Description:  Validate that the OEM has addressed well-known 

vulnerabilities and implemented proper input validation in the NTP feature. 

11.3.3. Execution Steps: 

a. Manual: 
1. Check the running version of NTP server 
2. Check the vulnerability details in MITRE website. 
3. Verify the identified well-known NTP vulnerabilities and applied patches on 

the DUT against the information provided in the OEM documentation. 

b. Automatic: 
1. Use vulnerability Assessment tool for finding the NTP related vulnerabilities 

11.3.4. Test Observation: Not Tested 

 

12.  Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not tested 

2 8.1.2  Not Tested 

3 8.1.3  Not Tested 
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2.3.9 TSTP for Evaluation of Restricted reachability of services 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.9 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.3.9 Restricted reachability of services 

3. <Requirement Description: > The ONU/ONT shall restrict the reachability of 

services so that they can only be reached on interfaces where their usage is required. 

OEM to map the essential services required to be accessed from WAN side, LAN side to 

limit access to services only on need / functionality basis. For Interfaces on which 

services are active, the reachability to be limited to legitimate communication peers. 

One such Use-case scenario is to restrict web-management access of ONU/ONT to only 

LAN ports and not to permit access on Wi-Fi, WAN side  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.3.2.2] 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii.  The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 
i. The DUT (192.168.1.1) is connected to the Lab’s Testing Machine’s (192.168.1.2 and 

192.168.1.3) via LAN1 interface.  

ii. The DUT (192.168.2.1) is connected to the Lab’s Testing Machine’s (192.168.2.2 and 

192.168.2.3) via LAN2 interface. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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iii. HTTPS is enabled. 

 
iv. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
v. Configure the NTP server ip address in the ONT GUI 

 

6. Precondition: OEM need to provide document regarding the DUT have the capability 
to restrict services reachability to only declared ports and the nodes authorized to 
access them. In case, the OEM shall detail how this capability can be configured.  
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7. Test Objective:  To verify that it is possible to bind the services only to the interfaces 
from which they are expected to be reachable. 
 

8. Test Plan: 
8.1 Number of Test Case Scenarios: 3 

8.1.1 To verify that it is possible to bind the services such as HTTP and SSH only to the 

authorized interfaces (LAN) and legitimate user. 

8.1.2  To verify that services such as HTTP and SSH are not accessible from 

unauthorized interface (WAN) and illegitimate user.  

8.2 Test Setup Diagram 

 
8.3 Tools Used: - GUI/CLI of DUT, Port scan tool 

8.4 Test Execution Steps 

8.4.1 (A) To verify that it is possible to bind the services such as HTTP and SSH only to 

the authorized interfaces (LAN) and legitimate user.  

1. Launch PuTTY, Enter the DUT's IP address 192.168.1.1 in the "Host Name " field, 
set connection type SSH, specify port 22 and Click "Connect". 

2. Enter the username “admin” and password “admin123”. 
3. Create firewall rules on the DUT to accept SSH and HTTP connections for all the 

legitimate users connected on authorized ports.   
4. To check for services that are open and filtered on all connected authorized ports, 

utilize the Nmap tool to verify the status of services.  
5. Using Putty, login into the DUT’s SSH service from a legitimate user.  
6. Check the logs for SSH attempt via authorized interface and legitimate user.  
7. Attempt HTTP connection via authorized interface and legitimate user, open a 

web browser and enter the default gateway address (DUT’s ip) in the address 
bar. Then, login with the admin user.  

8. Check the logs for HTTP attempt via authorized interface and legitimate user. 
1.1.15.  
8.4.2 (B) To verify that services such as HTTP and SSH are not accessible from 

unauthorized interface (WAN) and illegitimate user.  
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i. Launch PuTTY, Enter the DUT's IP address 192.168.1.1 in the "Host Name " field, 
set connection type SSH, specify port 22 and Click "Connect". 

ii. Enter the username “admin” and password “admin123”. 
iii. Create a Firewall rule on DUT to drop SSH connection for any interface and user 

except authorized interface and legitimate user.   
iv. Try to access SSH via unauthorized interface, open PuTTY, enter the DUT's IP 

address in the "Host Name" field and set the port to your desired number 22 for 
SSH. Then click "Open" and log in.  

v. Check the logs for SSH attempt via unauthorized interface.  
vi. Try to access SSH via illegitimate user and authorized interface, open PuTTY, enter 

the DUT's IP address in the "Host Name" field and set the port to your desired 
number 22 for SSH. Then click "Open" and log in.  

vii. Check the logs for SSH attempt via illegitimate user via authorized interface.  
viii. Attempt HTTP connection via unauthorized interface, open a web browser and 

enter the default gateway address (DUT’s ip) in the address bar.   
ix. Check the logs for HTTP attempt via unauthorized interface.  
x. Attempt HTTP connection via illegitimate user and authorized interface, open a 

web browser and enter the default gateway address (DUT’s ip) in the address bar. 
Then, login with admin user.  

xi. Check the logs for HTTP attempt via unauthorized interface.  
 
9. Expected Results for Pass: 

1.1.16. DUT should be accessed through authorized interface only 
1.1.17. DUT should be accessed through authorized entity only  

 
10. Expected Format of Evidence: GUI/CLI configuration, Nmap results 

   
11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description:  To verify that it is possible to bind the services such 

as HTTP and SSH only to the authorized interfaces (LAN) and legitimate user.  

11.1.3. Execution Steps: 

1. Log into the DUT on PC1 using the admin account with the username admin and 
password admin123.  

2. Then go to the “Security -> IP/Port filtering” in the GUI. 
3. Enable the management protocols (SSH, HTTP/HTTPS) on the LAN side and 

disable it on WAN side. 
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4. Create IP filter rule for only legitimate user(entity) able to access the DUT. 

Security -> IP/Port Filtering 

 

 
5. Try to access the DUT from LAN side (legitimate user) – ping , ssh, http/http 
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11.1.4. Test Observation: Not tested 

 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: 8.1.2 

11.2.2. Test Case Description: To verify that services such as HTTP and SSH are not 

accessible from unauthorized interface (WAN) and illegitimate user.  

11.2.3. Execution Steps: 

1. Log into the DUT on PC1 using the admin account with the username admin 
and password admin123.  

2. Then go to the “Security -> IP/Port filtering” in the GUI. 
3. Enable the management protocols (SSH, HTTP/HTTPS) on the LAN side and 

disable it on WAN side. 

 
4. Create IP filter rule for only legitimate user(entity) able to access the DUT. 

Security -> IP/Port Filtering 
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5. Try to access the DUT from WAN side (ilegitimate user) – ping , ssh, http/http 

 
11.2.4. Test Observation: Not Tested 
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12. Test Case Result: 
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not tested 

2 8.1.2  Not Tested 
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2.3.10 TSTP for Evaluation of Avoidance of Unspecified Mode of Access 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.3.10 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

2. <ITSAR Section No & Name> Section 3: Software Security 

3. <Security Requirement No & Name > 2.3.10 Avoidance of Unspecified Mode of 

Access 

4. <Requirement Description: > An undertaking shall be given by the vendor as follows: 

"The ONU/ONT does not contain any wireless, optical, magnetic or any other 

component that may be used as a covert channel"  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . Section 4.2.3.4.6.1] 

5. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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6. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
iv. Configure the NTP server ip address in the ONT GUI 

 

7. Precondition: OEM should provide the undertaking as per the ITSAR requirement 

 

8. Test Objective:  Verify that the DUT does not have any covert channel 

 

9. Test Plan: 

8.1 Number of Test Case Scenarios: 1 
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8.1.1 Verify that the DUT does not support covert channel with support of 

undertaking document 

8.2 Test Setup Diagram 

 
8.3 Tools Used:- Monitoring tools, logs of DUT 

8.4 Test Execution Steps 

i. Check the OEM undertaking, as per the ITSAR requirement or not 

ii. Check the DUT logs for any traffic initiated by external devices or not  

iii. Monitor the DUT incoming/outgoing traffic  

10. Expected Results for Pass: 

i. OEM undertaking document stating that “The ONU/ONT does not 
contain any wireless, optical, magnetic or any other component that 
may be used as a covert channel”.  

ii. There should not be any unauthorized (Undocumented) 
communication channel present. 

 
11. Expected Format of Evidence: Wireshark screenshots, DUT Logs  

 

12. Test Execution: 

11.1Test Case Number: 01 

12.1.1. Test Case Name: 8.1.1 
Test Case Description:  
Verify that the DUT does not support covert channel with support of undertaking 
document 
Execution Steps: 

i. Check the OEM undertaking, as per the ITSAR requirement or not 

ii. “The ONU/ONT does not contain any wireless, optical, magnetic or any other 

component that may be used as a covert channel”. 

iii. Check the DUT logs for any traffic initiated by external devices or not  

iv. Monitor the DUT incoming/outgoing traffic  

Test Observation: - Not tested 

 
13. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not tested 
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Section 4: System Secure Execution Environment 

2.4.1 TSTP for Evaluation of No unused functions 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.4.1  

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 4: System Secure Execution Environment 

2. <Security Requirement No & Name > 2.4.1 No unused functions 

3. <Requirement Description: > Unused functions i.e. the software and hardware 

functions which are not needed for operation or functionality of the ONU/ONT shall 

not be present in the ONU/ONT’s software and/or hardware. List of the used functions 

of the Networks s software and hardware as given by the vendor shall match the list of 

used software and hardware functions that are necessary for the operation of the 

ONU/ONT.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.4] 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii.  The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 
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6. Precondition: OEM have to provide document regarding a list of all available software 

or hardware and associated components containing at least the following information 

shall be included in the documentation accompanying the Network Product: 

13.1.1. name of the software or hardware; 
13.1.2. version of the software or hardware installed; 
13.1.3. list of dependencies and versions; 
13.1.4. any add-ons and functions; 
13.1.5. any special hardware/debugging ports; 
13.1.6. software or hardware support type; 
13.1.7. licensing information; 
13.1.8. requirement during functioning of system; 
13.1.9. brief description of their purpose. 
13.1.10.  

7. Test Objective: To verify that DUT does not have any unused hardware and software 

functions  

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 3 

8.1.1 Verify that the OEM submitted document as per the precondition 

8.1.2 Verify that the no unused hardware functions present in the DUT compare with 

OEM document 

8.1.3 Verify that the no unused software functions present in the DUT compare with 

OEM document 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - Web browser (For access GUI of DUT), CLI of DUT 

8.4 Test Execution Steps 

8.4.1. (A) Verify that the OEM submitted document as per the precondition, 

i. Verify that submitted BOM will be as per the precondition 
ii. To verify software function from software bill of materials (SBOM) 

iii. To verify hardware function from hardware bill of materials (HBOM) 
 

8.4.2.  (B)Verify that there is no unused hardware functions present in the DUT 

compare with OEM    document 

i. Login to the DUT by CLI(SSH) 
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ii. Check the any unused (which may not be needed for DUT functionality) hardware 
functions (USB) present in the CLI of DUT 

iii. Validate with OEM document 
 

8.4.3.  (C) Verify that there is no unused software functions present in the DUT 

compare with OEM document 

i. Login to the DUT by CLI(SSH) 
ii. Check the any unused (which may not be needed for DUT functionality) software 

functions (File transfer) present in the CLI of DUT 
iii. Validate with OEM document 

 

9. Expected Results for Pass: There is no unused software/hardware functions present 

in the DUT  

 

10. Expected Format of Evidence: Screenshots of terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description:  Verify that the OEM submitted document as per the 

precondition 

11.1.3. Execution Steps: 

i. Verify that submitted BOM will be as per the precondition 
ii. To verify software function from software bill of materials(SBOM) 
iii. To verify hardware function from hardware bill of materials(HBOM) 

 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: 8.1.2 

11.2.2. Test Case Description: Verify that there is no unused hardware functions 

present in the DUT compare with OEM document 

11.2.3. Execution Steps: 

i. Login to the DUT by CLI(SSH) 
ii. Check the any unused (which may not be needed for DUT functionality) hardware 

functions (USB) present in the CLI of DUT 
iii. Validate with OEM document 

 

11.3 Test Case Number: 03 

11.3.1. Test Case Name: 8.1.3 

11.3.2. Test Case Description: Verify that there is no unused software functions 

present in the DUT compare with OEM document 

11.3.3. Execution Steps: 

i. Login to the DUT by CLI(SSH) 
ii. Check the any unused (which may not be needed for DUT functionality) software 

functions (File transfer) present in the CLI of DUT 
iii. Validate with OEM document 
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12. Test observation: The testcase is “Not Tested” 

 

13. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not tested 

2 8.1.2  Not tested 

3 8.1.3  Not tested 
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2.4.2 TSTP for Evaluation of No unsupported components 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.4.2 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

1. <ITSAR Section No & Name> Section 4: System Secure Execution Environment 

2. <Security Requirement No & Name > 4.2 No unsupported components 

3. <Requirement Description: > The ONU/ONT shall not contain software and 

hardware components that are no longer supported by their vendor, producer or 

developer, such as components that have reached end-of-life or end-of-support. 

Excluded are components that have a special support contract. This contract shall 

guarantee the correction of vulnerabilities over components' lifetime. OEM to provide 

report and declaration to this effect. 

 [Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.5] 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

iii. The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
 

6. Precondition: OEM have to provide document regarding a list of all available software 

or hardware and associated components containing at least the following information 

shall be included in the documentation accompanying the Network Product: 

13.1.11. name of the software or hardware; 
13.1.12. version of the software or hardware installed; 
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13.1.13. list of dependencies and versions; 
13.1.14. any add-ons and functions; 
13.1.15. any special hardware/debugging ports; 
13.1.16. software or hardware support type; 
13.1.17. licensing information; 
13.1.18. requirement during functioning of system; 
13.1.19. brief description of their purpose. 
13.1.20.  

7. Test Objective: To ensure that all software and hardware components running in the 

network product are still supported and have not reached either their end-of-life or 

end-of-support. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 3 

8.1.1 Verify that the OEM submitted document as per the precondition 

8.1.2 Verify that the no EoL hardware functions present in the DUT compare with 

OEM document 

8.1.3 Verify that the no EoL software functions present in the DUT compare with OEM 

document 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - Web browser (For access GUI of DUT), CLI of DUT, XEOL 

8.4 Test Execution Steps 

8.4.1 (A) Verify that the OEM submitted document as per the precondition, 
i. Verify that submitted BOM will be as per the precondition 

ii. To verify software function from software bill of materials (SBOM) 
iii. To verify hardware function from hardware bill of materials (HBOM) 

 

8.4.2 (B) Verify that there is no EoL hardware functions present in the DUT 
compare with OEM document 

i. Login to the DUT by CLI(SSH) 
ii. Check the list of installed hardware functions in the CLI of DUT 

iii. Check the EoL of software by internet search/automated tool 
iv. Validate with OEM document 

 

8.4.3 (C) Verify that there is no EoL software functions present in the DUT compare 
with OEM document 

i. Login to the DUT by CLI(SSH) 
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ii. Check the list of installed software functions in the CLI of DUT 
iii. Check the EoL of software by internet search/automated tool(XEOL)  
iv. Validate with OEM document 

 
9. Expected Results for Pass: There is no EoL software/hardware functions present in 

the DUT  

10. Expected Format of Evidence: Screenshots of terminal    

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description:  Verify that the OEM submitted document as per the 

precondition 

11.1.3. Execution Steps: 

i. Verify that submitted BOM will be as per the precondition 
ii. To verify software function from software bill of materials (SBOM) 

iii. To verify hardware function from hardware bill of materials (HBOM) 
 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: 8.1.2 

11.2.2. Test Case Description: Verify that there is no EoL hardware functions present in 

the DUT compare with OEM document 

11.2.3. Execution Steps: 

i. Login to the DUT by CLI(SSH) 
ii. Check the list of installed hardware functions in the CLI of DUT 

iii. Validate with OEM document 
 

11.3 Test Case Number: 03 

11.3.1. Test Case Name: 8.1.3 

11.3.2. Test Case Description: Verify that there is no EoL software functions present 

in the DUT compare with OEM document 

11.3.3. Execution Steps: 

i. Login to the DUT by CLI(SSH) 
ii. Check the list of installed software functions in the CLI of DUT 

iii. 3. Validate with OEM document 
 

11.3.4. Test observation: The testcase is “Not Tested” 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not tested 

2 8.1.2  Not tested 

3 8.1.3  Not tested 
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Section 5: User Audit 

2.5.1 TSTP for Audit Event Generation 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.5.1 

 

<TSTP Document ID:> 

<Applicant Name:>  

<Application Number>  

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: > 

 

1. <ITSAR Section No & Name> Section 5– User Audit 

2. <Security Requirement No & Name > 2.5.1 Audit Event Generation 

3. <Requirement Description: > ONU/ONT to have capability to log important Security 

events. The audit logs may preferably be stored in non-volatile memory. If applicable 

(for cyber-cafe, Public Data Office usage scenario) provision for secure log export 

should exist and logs may capture unique System Reference such as website address, 

IP Address, MAC address, hostname, login attempts etc.  

[Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.6.1;  

        2) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.2.5] 

 

4. DUT Confirmation Details: 
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5. DUT Configuration: The DUT must grant required privileges to the user/tester to 

generate the mentioned events and access the log files on the system. 

i. The DUT ( IP: 192.168.1.1) is connected to the Lab Testing Machine over LAN 2. 
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ii. HTTPS, SSH and FTP services are enabled 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.  

 
 

6. Preconditions:  

i. Vendor to provide documentation (administration guide or any other document) on 
how to configure audit logs to be access controlled for various privilege levels.  

ii. The following information shall be provided by the documentation (administration 
guide or any other document) accompanying the network product:  
o The log where the event is recorded and how it can be accessed (e.g., the complete 

path).  
o If the event type is enabled by default or how to enable it.  

iii. Documentation (administration guide or any other document) describing where 
logs are stored and how these logs are accessed, and the Network Product interfaces 
that these logs can be accessed from.  

iv. Tester has the highest level of access to DUT.  
 

7. Test Objective: - To verify that all the Security events are logged together with a 

unique system reference (e.g. host name, IP or MAC address) and the exact time the 

incident occurred. For each security event, the log entry shall include user name 

and/or timestamp and/or performed action and/or result and/or length of session 

and/or values exceeded and/or value reached. 
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8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 To verify that DUT logs important security events. 

8.1.2 To verify that provision for secure log export is present in DUT. 

8.1.3 To verify that audit logs preferably stored in Non-volatile memory. 

8.1.4 To verify that High privilege user can read the logs but not to delete the logs. 

8.1.5 To verify that low privilege users cannot read the logs also are not able to delete 

the logs. 

8.2 Test Setup Diagram:  

 
8.3 Tools Used: - Wireshark 

8.4 Test Execution Steps 

i. The Tester sequentially triggers each security event,  

ii. The Tester verifies whether the security events, and their individual options, were 

correctly logged. In particular it is verified whether they include at least the event 

data specified as required to be logged. 

 
9. Expected Results to Pass: The security events are properly logged along with the 

minimum required details as mentioned. 

 

10. Expected Evidence: The testing report contains the following information for each 

security event: 

i. List of O&M services. 

ii. Commands executed per O&M services  

iii. The relevant parts of the logs in appropriate form (e.g. file, screenshot). 

 

11. Test Execution: 

11.1 Test Case Number: 1 

11.1.1 Test Case Name: TC_AUDIT_EVENT_GENERATION 
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11.1.2 Test Case Description:  To verify that the network product correctly logs all 

required security event. 

11.1.3 Execution Steps: 

11.1.4 Execution Steps: 

i. Launch Wireshark to capture packets on the "Ethernet" interface. 

ii. To log into the web interface of the ONT, open a web browser and enter the 

default gateway address (192.168.1.1) in the address bar.  

iii. To login through Administration Account, enter the username admin and 

password “admin123” in the login dialog box. 

iv. Open the new private window to login DUT through Lowest Privilege user, enter 

the username “user” and password “user123” in the login dialog box.  

 

 
v. Check the logs in DUT for below mention security events occurred in DUT. 

A. Log Generation 1: Incorrect Log In attempts (Mandatory) 

Check the initial logs before incorrect login.  
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a. Try to log in with an incorrect password for the "admin" user with 

administrative privileges and try to log in with an incorrect username using the 

"user" account, which has the lowest privilege level.  

 
 

 
b. Check the logs for incorrect login attempts by administration Privilege user 

“admin”, Lowest privilege user “user”. 

B. Log Generation 2: Administrator Access (Mandatory) 

a. Check the initial logs before administrative access. 
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b. To access the DUT’s web interface, login with administrative privilege user 

“admin” and low privilege user “user” with correct credentials 

 
c. Check the logs for administrative access privilege user “admin” and low level 

privilege “user”.  

 
C. Log Generation 3: Account Administration (Mandatory) 

a. Check the initial logs before all account administration activity configure, 

deleting, enabling, and disabling any activity.  

b. To test the ability to create, modify, and manage activities using both 

administrative “admin” and low-privilege “user” accounts. 

c. Following are some activity to check if logs are generated for above mention 

ability: 

Try to configure IP/Port filtering to check if logs are generated for the same, 

navigate to the Security tab and select IP/Port Filtering. Enable IP address 

filtering and activate the blacklist option, then click Submit to save your 

changes.  
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d. To check if logs are generated for the below blacklist activity, configure the 

Upstream Blacklist, click "ADD" and enter the necessary details as follows. 

• Filter Name:  IPBLACK34 

• Select IP Version: IPv4 

• Select Protocol: ICMP 

• Enter Source IP Address : 192.168.3.1 

• Enter Source Subnet Address: 255.255.255.0 

• Enter Destination IP address : 192.168.1.2 

• Enter Destination Subnet Address: 255.255.255.0 

• Enter Source PORT: 23 

• Enter Destination PORT :23  

• Click on Apply changes Button 

 
e. To check if logs are generated for delete configuration activity, delete selected 

Upstream Black List Configuration.  
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f. Verify that DUT generates log.   

D. Log Generation 4: Resource Usage (Mandatory) 

Note: The features to set the parameter values such as disk space, CPU load 

are not available in this DUT. Hence the tester has provided general guidelines 

for performing this test.  

a. Check the initial logs before resource usage.     

b. Locate the option to define thresholds for critical resource utilization levels 

(These thresholds indicate when resource usage becomes excessive. For 

example: Disk space, CPU load threshold etc.)   

c. To test resource usage exceeding the defined thresholds by following:   

• Transferring large amounts of data to test disk space limitations   

• Running resource-intensive applications to increase CPU load.   

d. Verify that DUT generates log.  

e. Log Generation 5: Configuration change (Mandatory) 

• Check initial logs before changing configuration 

 
f. To enable all services for both the "admin" user with administrative privileges 

and the "user" with lower privileges on the DUT. Navigate Security > IP/Port 

Filtering > Common Filtering click radio button to enable. 
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g. Check the logs for changes made in configuration of DUT via administration 

privilege user “admin” and privilege user “user”. 

E. Log Generation 6: Reboot/shutdown/crash (Mandatory) 

a. Check initial logs before rebooting DUT. 

 
b. Reboot the DUT via administration privilege user “admin” and low privilege 

user  
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c. Check the logs post reboot. 

F. Log Generation 7: Interface status change (Mandatory) 

a. Check initial logs before changing interface status.  

 
b. Initially plug the ethernet cable in “LAN-1” and check the status of LAN-1, 

Navigate to Status > user info > LAN info > LAN-1-  
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c. Now remove the ethernet cable from LAN-1 and insert it into LAN-2 and 

check the status of LAN-2, Navigate to Status > user info > LAN info > LAN-

2.  

 
d. Check the logs for interface status changes. 

G. Log Generation 8: Change of group membership or accounts (Optional) 

Note: The features Change of group membership or accounts are not 

available on this  

a. Check initial logs before changing group via administration privilege user 

“admin” and low privilege user “user”. 

b. (Browser A) login with low privilege user and check whether this user can have 

any change of group membership for accounts. Then logout from the current 

user account.   

c. (Browser B)  login with admin privilege user and check whether this user can 

have any change of group membership for accounts.   

Check the logs for changes made via administration privilege user “admin” and 

low privilege user “user”.  

 

H. Log Generation 9: Resetting Passwords (Optional) 

a. Check initial logs before resetting password of administration privilege user 

“admin” and access privilege user “user”.  
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b. Steps to reset password of administration privilege user “admin” and low 

privilege user “user”.  

 

 
c. Check the logs for changes made in password of administration privilege user 

“admin” and low privilege user “user”.  

 

I. Log Generation 11: user Login (Mandatory) 

a. Check initial logs. 
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b. Below is the sample to check if logs are generated for the authentication 

mechanism used in the DUT while accessing: 

o Login into DUT via administration privilege user “admin” and low privilege 

user “user 

 

 
c. Check logs for user identification details. 

 

J. Log Generation 14: Time Change (Mandatory) 

a. Check initial logs before making changes in DUT time.  



 

200 

 

 
b. To change time of DUT via administration privilege user “admin” and low 

privilege user “user”, navigate Network > Time. 

 
Note: In this DUT, users with low privilege cannot modify the date and time. If 

the date and time modification functionality is available for a normal user, the 

OEM must provide the relevant OEM documentation.  

 
c. Check logs for changes made in time of DUT via administration privilege user 

“admin” and low access privilege user “user”. 
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K. Log Generation 16: Audit Changes (Mandatory) 

a. Check initial logs before making changes in DUT log.  

 
b. Clear the audit data or logs records.   

 
c. Launch Putty to access DUT’s CLI mode via SSH service with admin 

privilege user. Enter username “admin” and password “admin123”. - 

 
d. Access the Linux shell using the following command. - Enter Linux shell ls 

 
e. Access “syslogd.txt” file using the following command- 

cd var/config ls 

 



 

202 

 

f. Check “syslogd.txt” file before manually add logs using the following 

command. –  cat syslogd.txt 

 
g. Add manually fake logs in syslogd.txt file using the following command.  

echo “1971-04-01 01:47:39 [Warning] kernel:DUT Fake log” >> syslogd.txt  

 
h. Check “syslogd.txt” file before manually add logs using the following 

command. cat syslogd.txt 

 
i. To confirm that logs are added, login into DUT Web interface via 

administration privilege user “admin. 

 

11.1.5 Evidence Provided: 

1. Log Generation 1: Incorrect Log In attempts (Mandatory) 

- Logs for Incorrect login attempts present in DUT with following details. 

i. username: Not Present 

ii. Source IP: Present 

iii. Outcome of Event: Present 

iv. Timestamp: Present 
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2. Log Generation 2: Administrator Access (Mandatory) 

- In This DUT administrator can access web GUI access. But normal user can’t 

access administrator level feature in this DUT. 

i. Username: Present 

ii. Timestamp: Present 

iii. Length of session: Not Present 

iv. Outcome of event (Success or failure) : Present 

v. Source (IP address) if remote access : Present 

 
3. Log Generation 3: Account Administration (Mandatory) 

- Logs for IP Port filtering configuration in DUT with following details. 

i. Administrator username: Not Present 

ii. Administered account: Not Present 

iii. Source IP: Not Present 

iv. Activity performed (configure, delete, enable 

v. and disable): Not Present 

vi. Timestamp: Not Present 

 
4. Log Generation 4: Resource Usage (Mandatory) 

Note: The features to set the parameter values such as disk space, CPU load are 

not available in this DUT.  
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5. Log Generation 5: Configuration change (Mandatory) 

- Lowest privilege user “user” doesn’t have rights to make changes in 

configuration of DUT hence log is not generated for same. 

- Configuration changes via administration privilege user “admin” are visible in 

DUT log with the following details. 

i. username: not Present 

ii. Timestamp: Present 

iii. Changes made: Present. 

iv. Outcome of Event: Present 

 

 
6. Log Generation 6: Reboot/shutdown/crash (Mandatory) 

- After rebooting, DUT logs for same are not present in DUT. 

i. Action Performed: Not Present. 

ii. Outcome of Event: Not Present 

 
7. Log Generation 7: Interface status change (Mandatory) 

- After changing interface status log is visible for same in DUT log. 
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i. Interface name and Type: Present 

ii. Status: Present. 

iii. Outcome of Event: Not Present 

 
8. Log Generation 8: Change of group membership or accounts (Optional) 

Note: The features Change of group membership or accounts are not available 

on this DUT.  

 

9. Log Generation 9: Resetting Passwords (Optional) 

- The tester found that a user with low privileges ‘user’ and a user with high 

privileges “admin” can change the password. But the DUT does not show the 

event in the log file. 

i. Username: Not Present 

ii. account: Not Present 

iii. Activity performed: Not Present 

iv. Outcome of event: Not Present 

v. Timestamp: Not Present 

 
10. Log Generation 11: user Login (Mandatory) 

- user identification details are present in DUT for login activity performed by 

user Admin. 

i. username: Not Present 

ii. Administered account: Not Present 

iii. Activity Performed: Present 

iv. Outcome of Event: Present 

v. Timestamp: Present 
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11. Log Generation 14: Time Change (Mandatory) 

- In this DUT Local time configuration feature is not available.  

- The lowest privilege user “user” doesn’t have rights to make changes in DUTs 

time hence log is not generated for same. 

- After changing time in DUT via administration privilege user “admin” log is not 

visible for same in DUT log. 

i. Old value of Time: Present 

ii. New value of Time: Not Present 

iii. Origin of attempt to change time: Not Present 

iv. Outcome of Event: Not Present 

v. Timestamp: Not Present 

vi. user Identity: Not Present 

 
12. Log Generation 16: Audit Changes (Mandatory) 

i. Timestamp: Present 

ii. Type of event (audit data deletion, audit data modification) : Present 

iii. Outcome of event (Success or failure, as applicable) : Not Present 

iv. Subject identity: Not Present 

v. user identity: Not Present 

vi. origin of attempt to change time (e.g. IP address) : Not Present 

vii. Details of data deleted or modified: Present 
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11.2 Test Case Number: 2 

11.2.1. Test Case Name: TC_SECURE_LOG_EXPORT 

11.2.2. Test Case Description: DUT to have capability to log important 
Security events. The secure log export is present in DUT. 

11.2.3. Execution Steps: Execution steps can be referred from TSTP of clause 5.2 

11.2.4. Evidence Provided: Screenshots to be captured. 

 

11.3 Test Case Number: 3 

11.3.1. Test Case Name: TC_NON_VOLATILE MEMORY 

11.3.2. Test Case Description: DUT to have capability to log important Security events. 

The audit logs preferably stored in Non-volatile memory. 

11.3.3. Execution Steps: 

A) Default logs storage to non-volatile memory.  

i. To reset DUT to its default configuration, navigate management > Device 

manage > Load Default >click on Restore Factory Configuration  

 
B)  Resetting the DUT via High privilege user(admin). 

i. To log into the web interface of the ONT, open a web browser, and enter the 

default gateway address in the address bar. 

ii. To login through Administration Account, enter the username admin and 

password “admin123” in the login dialog box. 

iii. To check the current logs, navigate to Management> Logs File> check the Logs 

info 
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login to DUT via administrative access user “admin” 

iv. To Disable the services, navigate to Security > IP/Port Filtering > Common 

Filtering, disable Telent, https service and check the log was generated for 

Telent, https service disable  

 
C) Disable the Telent, Https service. 

i. Reboot the DUT. 

ii. To check the logs post reboot, Log into the Browser of the ONT, enter IP 

address in the address bar. To login through Administration Account, enter the 

username admin and password “admin123” in the login dialog box. Navigate 

to Logs and check the logs present post reboot 

iii. Evidence Provided:  

 

D) Default logs storage to non-volatile memory.  

i. Logs before reboot. 
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ii. DUT Logs after disable Telent and https service. 

 
iii. Logs after reboot. 

 
 

11.4 Test Case Number: 4 

11.4.1 Test Case Name: TC_PRIVILEGE_USER_UNABLE_TO_DELETE_LOGS 

11.4.2 Test Case Description:  To verify that the network product correctly logs all 

required security event types. 

11.4.3 Execution Steps: 

i. To log into the web interface of the ONT, open a web browser and enter the 

default gateway address (192.168.1.1) in the address bar.  

ii. To login through Administration Account, enter the username admin and 

password “admin123” in the login dialog box. 
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iii. All types of logs generated in DUT are stored at a location called “log info” and 

administrative privilege user “admin” can access that location, Navigate > 

Management>Log File >Log Info  

 
iv. To verify that High privilege user is not able to delete the log, Navigate 

Management > Log File > Clear log > Click “Log level 

 
11.4.4 Evidence Provided:  

i. Logs before deletion. 
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ii.  High privilege user “admin” can delete the DUT logs 

 
 

11.5 Test Case Number: 5 

11.5.1. Test Case Name: TC_LOW_PRIVILEGE_USER_UNABLE_TO_DELETE_LOGS 

11.5.2. Test Case Description: DUT to have capability to log important Security 

events. Also, the low privilege user is not able to read or delete logs. 

11.5.3. Execution Steps: 

i. To log into the web interface of the ONT, open a web browser and enter the 

default gateway address (192.168.1.1) in the address bar.  

ii. To login through Low privilege user account, enter the username user and 

password “user123” in the login dialog box. 

iii. To verify that Low privilege user is not able to read and delete the log, Navigate 

Management > Log File > click on Clear log  
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Note: In This DUT Low level privilege user can’t access Log File tab in 

Management. 

11.5.4. Evidence Provided: In this DUT, a low-level privilege user cannot access the 

Log File tab under Management. This means users with the lowest privilege 

level are unable to read or delete logs." 

 
 

12.Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ AUDIT_EVENT_GENERATION   

2 TC_SECURE_LOG_EXPORT   

3 TC_NON_VOLATILE MEMORY   

4 TC_PRIVILEGE_USER_UNABLE_TO_DELETE_LOGS   

5 TC_LOW_PRIVILEGE_USER_UNABLE_TO_DELETE_

LOGS 
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2.5.2 TSTP Evaluation for Secure Log Export. 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.5.2 

 

<DUT Details: >  

<DUT Software Version:>  

<Digest Hash of OS>   

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 5 - User Audit 

2. <Security Requirement No & Name > 2.5.2 Secure Log Export. 

3. <Requirement Description: > 

i) (a)The ONT/ONU shall support forward of security event logging data to an external 

system by push or pull mechanism.  

(b)Log functions should support secure uploading of log files to a central location.  

ii)  ONT/ONU shall be able to store generated audit data itself, may be with limitations.  

iii) ONT/ONU shall alert administrator when its security log buffer reaches configured 

threshold limit.  

iv) In the absence of external system (due to loss of connectivity or due to node failure 

or due to any other reasons), ONT/ONU shall have mechanism to store audit data 

locally. ONT/ONU shall have sufficient memory (minimum 15 MB) allocated for this 

purpose. vendor to submit justification document for sufficiency of local storage 

requirement.  

v) Secure Log export shall comply the secure cryptographic controls as prescribed in 

Table 1 of the latest document of "Cryptographic Controls For Indian Telecom 

Security Assurance Requirements (ITSAR)" only. 

 

4. DUT Confirmation Details: 

 
Below Screenshot is IP address of DUT Test Machine: 
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Additionally, to ensure the connectivity between the DUT and the test machine, a ping test 

is conducted. This test verifies the ability to test machine to communicate with the DUT 

over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo 

replies. A successful ping indicates that the network connection is established and 

functioning properly, enabling further testing and data transfer between the DUT and the 

test machine. 
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5. DUT Configuration: 

i. The tester accesses the DUT via web browser and navigate to management >> log file 
and enables logging and changes the mode to both local and remote 

 
ii. The tester than configures the external sys log 

  
 

6. Preconditions: 

i. The manufacturer shall list the standard protocols which transfer security event 

logging data in the Vendor Documentation.  

ii. The Vendor must provide the documentation for the central location / external 

storage specifying the storage location for log files. 

iii. The session between network product and central location or external system for 

network product log functions has been set up.  

iv. The tester has privilege to operate network product and related logs can be 

outputted. 

v. The OEM should provide configuration file path along with the access parameters. 
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vi. The OEM should provide details about DUT’s threshold alert mechanisms. 

 

7. Test Objective: To verify that logs are securely transferred to the centralized storage  

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test ensures secure log export 

8.1.2 Storing the logs locally with sufficient memory 

8.1.3 DUT sends alerts to sys admin 

8.2 Test Setup Diagram: 

 
8.3 Tools Used: Command Line, Wireshark 

8.4 Test Execution Steps:  

i. The tester configures the network product to forward event logs to an external 

system (according to bullet a) of requirement) and related logs are sent out.  

ii. The tester checks whether the used transport protocol for log file upload is a 

secure standard protocol.  

iii. The tester checks whether the central location or external system for network 

product log functions has stored the related logs.  

iv. The tester configures the network product for secure upload of event log files to 

an external system (according to bullet b) of requirement) and performs a log file 

upload.  

v. The tester checks whether the central location or external system for network 

product log functions has stored the related logs. 

vi. The tester should check the mechanism to alert administrator when its security 

log buffer reaches configured threshold limit.  

vii. The tester should verify internal log storage mechanisms in case of absence of 

external systems. 

 

9. Expected Results to Pass: 

i. The OEM listed transport protocols are secure protocols as per latest cryptographic 
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control ITSAR. 

ii. The used transport protocol for log file upload is a secure protocol as per latest 

cryptographic control ITSAR.  

iii. The DUT should store at least 15MB of security logs locally. 

iv. The central location/external system for network product should store the security 

related logs. 

v. The DUT alerts the administrator when the security log buffer reaches configured 

threshold limit.  

 

10. Expected Format of Evidence:  Screenshot, packet trace of evidence (pcap file) 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test case Name: Forwarding of the security logs to external secure system. 

11.1.2 Test Case Description:  To verify that the DUT is forwarding security logs to 

an external secure system  

11.1.3 Execution Steps: 
i. Tester triggers event of password changes and checks whether the log export 

is secure or not by capturing the packets in Wireshark. 
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Here, tester should verify if the ciphers used during log transfer to external system are 

compliant with Cryptographic Control ITSAR.  

ii. Tester also confirms from the external syslog server. 

 
iii. Uploading of log file to a central location securely  
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The tester should verify if the log files can be uploaded from DUT to the central log server. 

11.1.4 Test Observation: 
i. ONT is forwarding logging data to external system by push mechanism as all the 

logs are pushed to external syslog server.  
ii. Logs pushed to external sys log server are not secure as it is using UDP and they 

are in plain text in transit.  
iii. There is no functionality in the DUT to upload log files to a central location, it 

can be only downloaded to local test machine.   
11.1.5 Evidence Provided: Screenshots of logs files and log configuration 
 

11.2 Test Case Number: 2 

11.2.1. Test case Name: Storing the logs locally with sufficient memory  

11.2.2. Test Case Description:  Logs are stored locally and storage allocated is 

sufficient (15 mb min)  

11.2.3. Execution Steps: 

i. The tester accesses the DUT via web browser and navigate to management >> 

log file  
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ii. Tester navigates to system logs and get access to system logs  

 
iii. The tester should verify the configuration files and check the memory 

allocation for logs. 

➢ NOTE:  The path to configuration file and access parameter should be provided 

by the OEM. 
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11.2.4. Test Observation: 

i. Tester observed that DUT is storing the logs locally. 

ii. There is no information about the logs file size, OEM support may be required 

to get the information about the storage. 

iii. As per the running configuration max log length is mention as 51200, OEM may 

provide more information on this. 
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11.2.5. Evidence Provided: Screenshots of logs files and log configuration 

 

11.3 Test Case Number: 3 

11.3.1. Test case Name: DUT sends alerts to sys admin 

11.3.2. Test Case Description:  To verify that the DUT is triggering alarm when logs 

storage reaches to threshold.  

11.3.3. Execution Steps: 

i. The tester accesses the DUT via web browser and navigate to management >> 

logs files. 

 
ii. Tester looks for the option to configure alarms and alerts for sys admin or 

network admin. 

 
11.3.4. Test Observation:  DUT is not having any option to configure the alerts and 

alarms when logs are full and it’s not generating any alarm or alert. 
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11.3.5. Evidence Provided: Screenshots of logs files and log configuration 

 

12. Test Results: 

   

S. No TEST CASE NAME PASS/FAIL Remarks 
1  Forwarding of the security logs to 

external secure system 

  

2 Storing the logs locally with sufficient 

memory 

  

3 DUT sends alerts to sys admin   
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Section 6: Data Protection 

2.6.1 TSTP for Evaluation of Cryptographic Based Secure 
Communication with connecting entities 

 
Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.6.1 

 
Applicant Name: Tejas 
Application Number: GE-BE-1103240001 
DUT Details: ONT 
DUT Software Version:2.3.4.50B 
Digest Hash of OS: Hash of DUT OS is required 
Digest Hash of Configuration: Hash of DUT configuration is required 
Applicable ITSAR:  ONT ITSAR403012311  
ITSAR Version No: 1.0.1 
OEM Supplied Document list:  NA 

 
1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name>2.6.1: Cryptographic Based Secure 

Communication with connecting entities 
3. Requirement Description:  ONU/ONT shall Communicate with the connected 

entities strictly using the secure cryptographic controls prescribed in Table1 of the 
latest document “Cryptographic Controls for Indian Telecom Security Assurance 
Requirements (ITSAR)” only. 
 

4. DUT Confirmation Details: 

 
 
5. DUT Configuration: 

i. Configure the DUT for the supported management protocols  
ii. Configure the DUT for control pane communication with any other connected entity 

(eg: OLT)  
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6.    Pre-Condition:  OEM shall provide detail of cryptographic algorithms used by DUT 

for communication between the CPE and connected entities. 
 

7. Test Objective: To verify that the DUT communicates with connected entities with 

secure ciphers in accordance to crypto control ITSAR 

 
8. Test Plan  

8.1 Number of Test Scenarios: 

8.1.1 OEM documentation review 
8.1.2 Secure communication verification 
8.1.3 Control plane communication verification  
8.1.4 /+ 

8.2    Test-bed setup Diagram:  

 
 

8.3 Test tool required per scenario/test case: Wireshark 

 
9. Expected Results for Pass: DUT communicates with connected entities with secure 

ciphers in accordance to crypto control ITSAR 

 
10. Expected Format of Evidence: Screenshots 

 
11. Test Execution:  

i. Review the OEM documentation to check for the supported connected entities 
and the protocol with which it communicates with  

ii. Attempt to connect with each entity and capture the same on Wireshark 
iii. Analyze the packets and verify the ciphers used in the communication 

 
11.1 Test Case Number: 01 

11.1.1 Test case Name: Review the OEM documentation. 
11.1.2 Test Case Description: Check the OEM document describing the secure 

communication services/protocols supported on the DUT, details of Crypto 
modules used, Cryptographic protocols and algorithms, command to verify 
the related configuration in the DUT. 

11.1.3 Execution Steps: 
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i. Review the OEM documentation to check for the supported connected entities 
and the protocol with which it communicates with  

ii. Attempt to connect with each entity and capture the same on wireshark 
11.1.4 Test Observations: Check the OEM document describing the secure 

communication services/protocols supported on the DUT, details of Crypto 
modules used, Cryptographic protocols and algorithms, command to verify 
the related configuration in the DUT. 

11.1.5 Evidence Provided: -NA- 
 

11.2 Test Case Number: 02 
11.2.1 Test case Name:  Secure cipher communication (1) 
11.2.2 Test Case Description: The Tester shall check the DUT specifications and 

the cryptographic protocols it uses for communication. 
11.2.3 Execution Steps: DUT only support HTTP for communication. 

i. The Tester connects the DUT through LAN port and access HTTP using 
following http://192.168.1.1 in browser of the test machine (192.168.1.22). 

 
ii. The Tester captured traffic between DUT and test machine in Wireshark to 

verify the secure ciphers used in the communication 

 

http://192.168.1.1/
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a. Testssl 
i. The Tester install testssl from this url 

https://github.com/drwetter/testssl.sh.git on Kali Linux ( test machine1)  to 
verify ciphers on DUT. 

ii. The Tester used this command ./testssl.sh 192.168.1.1 and observed that DUT 
is not supporting any cipher. 

iii. The Tester observed that DUT did not use any ciphers for secure 
communication 
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iv. The Tester observed the communication between Web client and Web server 
is not protected using industry standard secured communication protocols 
such as TLS/HTTPS. 

 
11.2.4 Test Observation: Tester verified no secure communication mechanism 

between the Network product and the connected entities. Not using industry 
standard and NIST recommended cryptographic protocols. 

 
11.2.5 Evidence Provided: Screenshots are attached above 

 
11.3 Test Case Number: 03 

11.3.1 Test case Name:  Secure ciphers to be used (2) 
11.3.2 Test Case Description: The Tester shall capture the  communication between 

the DUT and OLT to check for secure ciphers 
• Note : Due to unavailability of OLT the following executions steps have been 

given on  generalized manner for reference purpose 
11.3.3 Execution Steps: 

i. Trigger the communication between ONT and OLT and simultaneously 
capture the same on wireshark. 

ii. Expected control plane communication : OMCI (ONT Management and Control 
Interface) 

11.3.4 Test Observations: NA 
11.3.5 Evidence Provided: NA 

                  
12) Test Case Result: 

 
SL. No TEST CASE NAME PASS/FAIL Remarks 

1 Review the OEM documentation   

2 Secure ciphers used 1   

3 Secure ciphers to be used 2   
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2.6.2 TSTP for Evaluation of Cryptographic Module Security Assurance   
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: 
ITSAR403012311 

Clause no:2.6.2 

 
Applicant Name: Tejas 
Application Number: GE-BE-1103240001                                  
DUT Details: ONT 
DUT Software Version:2.3.4.50B 
Digest Hash of OS: Hash of DUT OS is required 
Digest Hash of Configuration: Hash of DUT configuration is required 
Applicable ITSAR:  ONT ITSAR403012311 
ITSAR Version No:  1.0.1 
OEM Supplied Document list: NA 
 
1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name>1.6.2: Cryptographic Based Secure 

Communication on WiFi Access 
3. Requirement Description: An undertaking is to be submitted by the vendor 

mentioning that “Cryptographic module embedded inside the ONU/ONT (in the form 
of hardware, software or firmware) that provides all the necessary security services 
such as authentication, integrity and confidentiality is designed and implemented in 
compliance with FIPS 140-2 or later as prescribed by NIST standards.” 
 
Vendor shall submit cryptographic Module testing document and the detailed self / 
Lab test report along with test results for scrutiny 
 

4. DUT Confirmation Details: 

 
 
5. DUT Configuration: There is no additional configuration required for this test case. 
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6. Pre-Condition: OEM shall provide the cryptographic Module testing document and 
the detailed self / Lab test report along with test results   

 
7. Test Objective: - To review the undertaking provided by the OEM  

 
8. Test Plan  

8.1 The Tester shall review the undertaking provided by the vendor as below. 
8.2 Test-bed setup Diagram:  

 

 
8.3 Test tool required per scenario/test case: NA 
8.4 Test Execution Steps: Review the OEM undertaking  

 
9. Expected Results for pass: The submitted undertaking is as per the ONT ITSAR 

 
10. Expected Format of Evidence:  

 
11. Test Execution 

11.1 Test Case Number: 01 
11.1.1 Test case Name: Review the undertaking provided by the vendor 
11.1.2 Test Case Description: Review the undertaking provided by the vendor 
11.1.3 Execution Steps: 

i. The Tester shall review the undertaking provided by the vendor as below: 
Cryptographic module embedded inside the Network product (which may be in 
the form of hardware, software or firmware) that provides all the necessary 
security services such as authentication, integrity and confidentiality are 
designed and implemented in compliance with FIPS 140-2 standards for 
different levels of security. 

ii. The Tester searched cryptographic module mentioned on OEM website so find 
below. However, no undertaking is available form OEM. 

11.1.4 Test Observation: OEM undertaking required 
11.1.5 Evidence Provided:   -NA- 
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12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL REMARKS 
1 Review the undertaking 

provided by the vendor 
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2.6.3 TSTP for Evaluation of Cryptographic Algorithms implementation 
Security Assurance 

 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:6.1.3 

 

TSTP Document ID: GE-BE-1103240001 v001 

DUT Details: ONT 

DUT Software Version: 2.3.4.50B 

Digest Hash of OS:Hash of DUT OS is required 

Digest Hash of Configuration: Hash of DUT configuration is required 

Applicable ITSAR:  ONT ITSAR403012311 

ITSAR Version No:  1.0.1 

OEM Supplied Document list: NA 

 

1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name> 2.6.3: Cryptographic Algorithm 

Implementation Security Assurance 
3. Requirement Description: An undertaking is to be submitted by the vendor 

mentioning that “Cryptographic algorithms embedded in the crypto module of 
ONU/ONT shall be implemented in compliance with respective FIPS standards (for 
the specific crypto algorithm).” 
Vendor shall submit cryptographic algorithm implementation testing document and 

the detailed self / Lab test report along with test results for scrutiny.  

4. DUT Confirmation Details: 

 
5. DUT Configuration: There is no additional configuration required for this test case. 
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6. Pre-Condition: The vendor shall submit cryptographic algorithm implementation 
testing    document and the detailed self / Lab test report 

 

7. Test Objective/ Purpose:  To review the undertaking provided by the OEM 
 

8. Test Plan  
8.1 Review the undertaking provided by the vendor. 
8.2 Test-bed setup Diagram:  

 
8.3 Test tool required per scenario/test case:  1. Manual 
8.4 Test Execution Step: Review the OEM undertaking 

 
9 Expected Results: The submitted undertaking is as per the ONT ITSAR 

 
10 Expected Format of Evidence: 

 

11 Test Execution:  
11.1 Test Case Number: 01 

11.1.1 Test case Name: Review the undertaking provided by the vendor 
11.1.2 Test Case Description: Review the undertaking provided by the vendor 
11.1.3 Execution Steps: The Tester shall review the undertaking that is provided by 

the vendor as below: An undertaking shall be provided by the vendor as below: 
Cryptographic algorithms embedded in the crypto module of Network product 
are implemented in compliance with respective FIPS standards (for the specific 
crypto algorithm). 

11.1.4 Test Observation: OEM undertaking required 
11.1.5 Evidence Provided: -NA- 

 

12 Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 Review the undertaking 

provided by the vendor 
  

         OEM undertaking required 
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2.6.4 TSTP for Evaluation of Protecting data and information – 
Confidential System Internal Data 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.6.4 

            

DUT Details: ONT 

DUT Software Version: 2.3.4.50B 

Digest Hash of OS: Hash of DUT OS is required 

Digest Hash of Configuration: Hash of DUT configuration is required 

Applicable ITSAR: ONT ITSAR403012311 

ITSAR Version No:  1.0.1 

OEM Supplied Document list: NA 

 

1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name> 1.6.4: Protecting data and information – 

Confidential System Internal Data 
3. <Requirement Description:> When ONU/ONT is in normal operational mode (i.e., 

not in maintenance mode PINs, Cryptographic Keys, passwords, cookies) there shall 
be no system function that reveals confidential system internal data in the clear to 
users and administrators 
Access to maintenance mode shall be restricted only to authorized privileged user. 

4. DUT Confirmation Details: 

 
 

5. DUT Configuration: Check if the DUT can be configured for normal operation mode 
and maintenance mode 
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6. Pre-Condition:  
i. The OEM shall provide documentation describing how confidential system internal 

information that could possibly be revealed in clear text is handled by system 

functions.   

ii. OEM shall provide a list of all system functions in the ONT, information on how to 

enable and execute them should be provided as a part of the vendor's 

documentation.  

 

7. Test Objective: To verify that the DUt doesn’t include a system function that exposes 
sensitive data in clear text 

 
8. Test Plan  

8.1 Test Cases: 
8.1.1 Review the documentation provided by the vendor describing how confidential 

system internal information is handled by system functions.  
8.1.2 The Tester shall connect DUT locally using command line interface or web 

interface and see the running configuration details, user details, error messages, 
logging messages, alarms, export mechanism. 

8.1.3 The Tester shall check if the maintenance mode (if supported) is only accessed 
by authorized user  

8.2 Test-bed setup Diagram:  

 

8.3 Test tool required per scenario/test case: CMI/GUI Interface 
8.4 Test Execution Steps 

i. Verify the normal operational and the maintenance mode feature present in the 

DUT from the OEM documentation 

ii. Verify the possible sensitive data at the directories and check if its visible in clear 

text 

iii. If maintenance mode supported by the DUT check if its only operated by the 

authorized mode 
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9. Expected Results for Pass: To verify that the DUt doesn’t include a system function 
that exposes sensitive data in clear text 
 

10. Expected Format of Evidence: - Screenshots 
 

11. Test Execution:  
11.1 Test Case Number: 01 

11.1.1 Test case Name: OEM documentation for sensitive data  

11.1.2 Test Case Description: Review the documentation provided by the vendor 

describing how confidential system internal information is handled by system 

functions.  

11.1.3 Execution Steps: Review the OEM documentation to check for the sensitive 

data present at the possible directories (may also require shell access) 

11.1.4 Test Observation: NA 

11.1.5 Evidence Provided:  -NA- 

 

11.2 Test Case Number: 02 

11.2.1 Test case Name: Sensitive data check  
11.2.2 Test Case Description: The Tester shall connect DUT locally using command 

line interface or web interface and see the running configuration details, user 
details, error messages, logging messages, alarms, export mechanism. 

11.2.3 Execution Steps: 
i. Tester login DUT (192.168.1.1) via web interface using username and password 

from test machine (192.168.1.22). 

  
ii. The Tester Click Device info > summary for view configuration details of DUT.  
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iii. The Tester Click Device info > PON info  for view configuration details of DUT.  

 
iv. The Tester Click on management > Access control for view user details 

configuration details of DUT.  
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v. The Tester Click on management > system log for view logging messages details 

of DUT.  

 
11.2.4 Test Observation: The Tester concludes no confidential system internal data 

revealed in the clear by each system function. 
11.2.5 Evidence Provided: Screenshots are attached above 
 

12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 OEM documentation for sensitive 

data 
  

2 Sensitive data check   
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2.6.5 TSTP For Protecting data and information in storage 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.6.5 

 

DUT Details: ONT 

DUT Software Version:2.3.4.50B 

Digest Hash of OS: Hash of DUT OS is required 

Digest Hash of Configuration: Hash of DUT configuration is required 

Applicable ITSAR: ONT ITSAR403012311 

ITSAR Version No: 1.0.1 

OEM Supplied Document list: NA 

 

1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name> 2.6.5: Protecting data and information in 

storage 
3. Requirement Description:  For Sensitive (eg PINs, cryptographic keys, password, 

cookies) data in storage (persistent or temporary), read access rights shall be 
restricted. Files of ONU/ONT system that are needed for the functionality shall be 
protected against manipulation strictly using the secure cryptographic controls 
prescribed in Table1 of the latest document “Cryptographic Controls for Indian 
Telecom Security Assurance Requirements (ITSAR)” only with appropriate 
nonrepudiation controls. 
In addition, the following rules apply for: 

(i) Systems that need access to identification and authentication data in the 

clear/readable form e.g. in order to perform an activity/operation, such systems 

shall not store this data in the clear/readable form , but scramble or encrypt it by 

implementation-specific means. 

(ii) Systems that do not need access to sensitive data in the clear. Such systems shall 

hash this sensitive data strictly using the secure cryptographic controls prescribed 

in Table1 of the latest document “Cryptographic Controls for Indian Telecom 

Security Assurance Requirements (ITSAR)” only. 

(iii) Stored files: Shall be protected against manipulation strictly using the NCCS 

approved secure cryptographic controls prescribed in Table1 of the latest document 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements 

(ITSAR)” only. 

Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.2.3.2.3; 

4. DUT Confirmation Details: 
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11. DUT Access Credentials: 
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Username of 
the Account 

Password of the 
Account 

Group Privileges 

admin  Digisol@321(Default) Administrator  Admin – Highest 
Privilege  

user user Normal user Low Privilege  

admin admin123 Administrator  Admin – Highest 
Privilege  

e8ftp e8ftp FTP user FTP level privilege 

 

12. Wireless Access Credentials: 

SSID Password Frequency Security 

DIGISOL_5G 12345678 5GHz WPA2-Personal 

DIGISOL_2.4G 12345678 2.4GHz WPA2-Personal 

 

13. DUT Interface Information: 

 

 

5. DUT Configuration: 
i. SSH is enabled. 

 
ii. DUT is pre-configured with BOA as a webserver and its version 0.93.15. 

 
 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2 Port(s) Physical LAN1, LAN2 
GUI - Man-Machine 

Interface (MMI) 
- 
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6.  Pre-Condition: OEM shall provide detail of sensitive data in (persistent or 
temporary) and where it is stored and who all have access to read/ write. 
 

7. Test Objective/ Purpose:  To verify that the DUT stores the sensitive information in 
encrypted/hashed format 
 

8. Test Plan 
8.1  Number of Test Scenarios:  

8.1.1 To verify that sensitive data in (persistent or temporary) storage read access 
rights shall be restricted.   

8.1.2 The tester shall verify the unauthorized manipulation of the sensitive data is not 
possible. 

8.1.3 The Tester shall check if sensitive data is encrypted or hashed in accordance to 
crypto control ITSAR 

8.2 Test-bed setup Diagram:  

 
8.3 Test tool required per scenario/test case: CLI/GUI Interface 
8.4 Test Execution step: 

i. The tester accesses the DUT remotely and navigates to the directory of the sensitive 
data (in accordance to OEM documents) 

ii. The tester shall check if read access is restricted 
iii. The tester shall also attempt to manipulate the sensitive files  
iv. If the sensitive files are encrypted or hashed the tester shall the used ciphers  

 
9. Expected Results: DUT stores the sensitive data in encrypted format or hashed 

format which cannot be manipulated  
 

10. Expected Format of Evidence: screenshots 
 
11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1 Test case Name: Read access rights restricted 
11.1.2 Test Case Description: The tester shall check if read access rights of the 

sensitive files are restricted 
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11.1.3 Execution Steps: 
i. Open PuTTy application, provide the hostname as 192.168.1.1, port as 22, 

connection type as SSH and click on open. For authentication, provide the 
username as admin and password as admin123. 

ii. To check the read access of sensitive data in (persistent or temporary) storage, 
execute the following command – as shown in figure 4.1.6.1. 
Enterlinuxshell 
ls -la /var/tmp 

iii. To check the read permissions of the sensitive data like password, execute the 
below command – as shown in figure 4.1.6.1. 
ls -la /etc/passwd 

 
Figure no. 4.1.6.1: Check read permission of sensitive files 

 
11.1.4 Test Observation: Normal users are restricted from accessing the Linux shell, 

and their privileges differ from those of admin users. Only admin users have 
read and write access to sensitive information. 

 
11.1.5 Evidence Provided: Screenshots above 

 
11.2 Test Case Number: 02 

11.2.1 Test case Name: Manipulation protected 
11.2.2 Test Case Description: The tester shall attempt to manipulate the sensitive 

files  
11.2.3 Execution Steps: 
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i. To check the write access of sensitive data in storage, execute the following 

command – as shown in figure  

• enterlinuxshell 

• cd /etc 

• cat passwd 

• cat >> passwd 

• enter “Hiiii” 

• cat passwd 

 
Figure CLI access of DUT. 

 
Figure no. Check write permission of sensitive files. 

11.2.4 Test Observations: It was observed that passwd files (that’s needed for the 
functionality of ONT) allows   manipulation by the user. 

 
11.3 Test Case Number: 03 

11.3.1 Test case Name: Encrypted or Hashed sensitive files 
11.3.2 Test Case Description: The tester shall verify the ciphers used in encrypting or 

hashing the sensitive files  
11.3.3 Execution Steps 

i. To check if hashing is used to protect sensitive data, execute the following 

command – as shown in figure 4.3.6.1. and 4.3.6.2 
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• enterlinuxshell 

• cd /etc 

• cat passwd 

 
Figure CLI access of DUT. 

 
Figure Check the hashing used for password 

• Compare the hash found with cryptographic control of ITSAR. 

 

11.3.4 Test Observation: 
i. The hashing used is MD5 as the hash begins with $1$ which is not as per 

Prescribed Cryptographic Control. 
ii. (The tester may also confirm from the OEM for the supported ciphers by the ONT 

to encrypt or hash the sensitive data) 
11.3.5 Evidence Provided:  

 

12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 Read access rights restricted   
2 Manipulation protected   
3 Encrypted or Hashed sensitive files   
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2.6.6 TSTP Report for Protection against Copy of Data 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.6.6 

 

DUT Details:  ONT 

DUT Software Version: 2.3.4.50B 

Digest Hash of OS: Hash of DUT OS is required 

Digest Hash of Configuration: Hash of DUT configuration is required 

Applicable ITSAR: ONT ITSAR403012311 

ITSAR Version No: 1.0.1 

OEM Supplied Document list: NA 

 

1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name> 2.6.6: Protection against copy of data 
3. Requirement Description: Without authentication, ONU/ONT shall not create a copy 

of data in use or data in transit. Protective measures shall exist against use of available 
system functions/software residing in ONU/ONT to create copy of data for illegal 
transmission. The software functions, components in the ONU/ONT for creation of 
data copy are to be disabled or sufficiently secured to prevent illegal copy of data. 
 

4. DUT Confirmation Details: 
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14. DUT Interface Information: 

 

5. DUT Configuration: There is no additional configuration required for this test case. 
 

6. Pre-Condition:  OEM shall provide detail of available system functions / software (ex. 
FTP, TFTP, NFS etc.)  residing in ONT to create copy of data for illegal transmission. 

 

7. Test Objective / Purpose:  To verify that DUT doesn’t allow unauthorized copying of 
data in use and transit 

 
8. Test Plan: 

8.1 Test Cases: 
8.1.1 Copy of data in use 
8.1.2 Copy of data in transit 

8.2 Test Bed Diagram:  
 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2 Port(s) Physical LAN1, LAN2 
GUI - Man-Machine 

Interface (MMI) 
- 
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8.3 Test tool required per scenario/test case: CLI/GUI Interface 
8.4 Test Execution 

i. The Tester shall review OEM documentation for the supported system functions 

used for copying of data and check if copying of data in use is possible without 

authentication 

ii. The Tester shall transfer data from ONT to another connected entity and check if 

data in transit been encrypted 

 

9. Expected Results:  
i. DUT has protection measure against copying of data (by asking for authentication or 

only restricting it to authorized users only) 
ii. DUT shall check if copying of data is possible for data in transfer 

 

10. Expected Format of Evidence: screenshots 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1 Test case Name: The Tester checks copying of data in use  
11.1.2 Test Case Description: The Tester shall check if copy of data is possible for data 

in use 
11.1.3 Execution Steps: 

i. The Tester shall review OEM documentation for the supported system functions 
used for copying of data and check if copying of data in use is possible without 
authentication 

ii. The tester checks if system functions for copying of data is possible without 
authentication 

iii. The tester can also check if copying of data is permitted to authorized users only 
 

11.1.4 Test Observation: The Tester observed that there is no such system function 
present in the DUT 

11.1.5 Evidence Provided: screenshots 
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11.2 Test Case Number: 02 

11.2.1 Test case Name: Copying of data in transfer. 
11.2.2 Test Case Description The tester checks if system functions for copying of data 

in transfer is possible without authentication 
11.2.3 Execution Steps: 

i. Setup the FTP service in the DUT as mentioned in precondition.  
ii. Open the FTP client and provide the details to establish connection as below:  

• Host: 192.168.1.1  
• Username: e8ftp 
• Password: e8ftp  
• Port:21  

iii. Click on ‘Quickconnect’ to establish the connection.  
iv. Upload file ‘authinfo’ file from the DUT (Remote site) to the client (Local site) by 

dragging the file from remote site to local site – as shown in figure 4.1.6.1. 
 

 
Figure Checking copy of data over ftp transfer. 

• Check if a copy of the file ‘authinfo’ is created at the local site (192.168.1.33) 
or at the DUT (192.168.1.1) 

 
11.2.4 Test Observation: 

i. Transfer of data does not create a copy of the data on the server, nor does it 
create copy on the client side. 

ii. The DUT also asks for authentication before the transfer of data. 
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11.2.5 Evidence Provided:  Screenshots above 

 

12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 The Tester checks copying of 
data in use 

  

2 Copying of data in transfer   
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2.6.7 TSTP Report for Protection against Data Exfiltration - Overt 
Channel 

 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.6.7 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name> 2.6.7: Protection against Data Exfiltration – 

Overt Channel 
3. Requirement Description: ONU/ONT shall have mechanisms to prevent data 

exfiltration attacks for theft of data in use / data in transit. Establishment of outbound 
overt channels such as, HTTPS IM, P2P, Email etc. are to be forbidden if they are auto-
initiated by / auto-originated from the Network product. 
Session logs shall be generated for establishment of any session initiated by either 
user or ONU/ONT. 
 

4. DUT Confirmation Details: 

 
 

5. DUT Configuration: There is no additional configuration required for this test case. 
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6. Precondition: OEM to provide the documentation describing the supported overt 
outbound protocols 

 

7. Test Objective: To verify that DUT’s overt channels cannot be used for data 
exfiltration 

 
8. Test Plan  

8.1 Test Cases: 

8.1.1 The Tester shall review the document from OEM explaining the mechanism 

implemented to meet the clause and the default configuration. 

8.1.2 The Tester shall check if any of the services is used for Outbound channel. 
8.2    Test-bed setup Diagram:  

 
8.3  Test tool required per scenario/test case: CLI/GUI Interface 

8.4 Test Execution Steps 

i. The Tester shall review the OEM documentation for the supported outbound overt 
channels 

ii. The Tester shall verify the protection mechanism implemented for the 
establishment of outbound overt channel 

iii. The Tester shall verify the presence of monitoring logs for established outbound 
overt channel 

 

9. Expected Results for Pass:  DUT’s overt channels cannot be used for data exfiltration 
 

10. Expected Format of Evidence: screenshots 
 
11. Test Execution:  

11.1 Test Case Number: 01 

11.1.1 Test case Name: OEM document review for outbound overt channel 
11.1.2 Test Case Description: OEM shall provide detail of mechanisms used to 

prevent data exfiltration attacks for theft of data in use / data in transit. 
11.1.3 Execution Steps: 
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i. The Tester shall review the OEM documentation for the supported outbound 
overt channels and verify its existence 

ii. The Tester may use any port scanning tool (eg: nmap) for its verification 
11.1.4 Test Observation: 
11.1.5 Evidence Provided:-NA- 
 

11.2 Test Case Number: 02 

11.2.1 Test case Name: Protection for outbound overt channel establishment  
11.2.2 Test Case Description: The Tester shall check if any of the services is used for 

Outbound channel has protection mechanism 
11.2.3 Execution Steps: 

i. The tester shall review the OEM documentation if any protection feature is 
present for the usage of outbound overt channel 

ii. The tester shall verify by establishing connection with any connected entity and 
check if its only possible for authorized users only 

iii. The tester shall check if any authentication is asked before the establishment of 
outbound overt channel. 

11.2.4 Test Observation: 
11.2.5 Evidence Provided: -NA- 

 
11.3 Test Case Number: 03 

11.3.1 Test case Name: Monitoring log system 
11.3.2 Test Case Description: To Verify the Session logs must be generated for all user 

and ONU/ONT initiated session. 
11.3.3 Execution Steps: 

i. Verify that which outbound services present on the DUT. 
ii. Try to initiate the session by using any of this outbound service FTP, HTTP, 

HTTPS IM, P2P supported by DUT. 
iii. Verify that DUT generated session log if any of the outbound service such as 

FTP, HTTP, HTTPS IM, P2P initiate by DUT. 
 

11.3.4 Test Observation 
11.3.5 Evidence Provided: -NA- 
 

12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 
OEM document review for outbound 

overt channel 
  

2 
Protection for outbound overt channel 

establishment 
  

3 Monitoring log system   
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2.6.8 TSTP Report for Protection against Data Exfiltration - Covert 
Channel 

 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.6.8 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.6: Data Protection 
2. <Security Requirement No &Name > 2.6.8: Protection against Data Exfiltration – 

Covert Channel 
3. Requirement Description:  NE shall have mechanisms to prevent data exfiltration 

attacks for theft of data in use / data in transit. Establishment of outbound covert 
channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP Tunnel, TLS, SSL, SSH, 
IPSEC VPN, RTP Encapsulation etc. are to be forbidden if they are auto-initiated by / 
auto-originated from the Network Product. 
Session logs shall be generated for establishment of any session initiated by either 

user or ONU/ONT.  

4. DUT Confirmation Details: 

 
5. DUT Configuration: OEM shall provide details on what mechanisms are used to 

prevent data exfiltration attacks for theft of data in use/data in transit and 
Establishment of outbound covert channels and tunnels such as DNS Tunnel, HTTPS 
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Tunnel, ICMP Tunnel, TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation, etc. are to be 
forbidden. if they are initiated by CPE and how to monitor anomalous channels. 
 

6.  Precondition: OEM shall provide details what mechanisms used to prevent data 
exfiltration attacks for theft of data in use / data in transit and Establishment of 
outbound covert channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP 
Tunnel, TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation etc. are to be forbidden. if they 
are initiated by CPE and how to monitoring anomalous channels. 

 

7. Test Objective: To check DUT’s protection against establishment of covert channel for 
data exfiltration 
 

8. Test Plan  
8.1 Test Cases: 

8.1.1 Test Scenario to review the OEM documentation and check if the mentioned 

covert channels are used as overt channels 

8.1.2 Test Scenario to check for the establishment of covert channel  

8.1.3 Test Scenario to check if any monitoring feature exists for any channel 

establishment  

8.2 Test-bed setup Diagram:  

 
8.3 Test tool required per scenario/test case: CLI/GUI Interface 

8.4 Test Execution  

i. The Tester shall review the OEM documentation to check if any covert channels can 

be figured out  

ii. The Tester shall attempt to establish covert channels from DUT to other connected 

entity 

iii. The Tester shall check for any monitoring features present in DUT upon 

establishment of any channel   
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9. Expected Result for pass: The DUT should have protection measures against 
establishment of covert channel 
 

10.  Expected Format of Evidence: screenshots 
 
11. Test Execution:  

11.1 Test Case Number: 01 

11.1.1.Test Case Name: Review the OEM documentation 

11.1.2.Test Case Description: The Tester shall check if any of the services are used for 

the Outbound covert channel. 

11.1.3.Execution Steps: The Tester shall review the OEM documentation for the 

mentioned overt channels and figure out the possible covert channels 

11.1.4.Test Observation: The Tester explored the DUT and didn’t find any outbound 

covert channels such as FTP, HTTPS IM, P2P, Email, etc. other than HTTP. HTTP 

channel is used for the management/configuration of DUT. 

11.1.5.Evidence Provided: -NA- 

 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: Covert channel establishmentt 

11.2.2. Test Case Description: The Tester shall attempt to establish the covert 

channels from DUT to any other connected entity 

11.2.3. Execution Steps 

i. The Tester shall attempt to establish covert channel Dns tunnel 

ii. Attempt to connect the WIFI CPE to a testing machine via ethernet and capture 

the same on wireshark  filter the packets captured on port 53 and inspect the 

packet traces. Check if any dns tunnel query is found in      the traces (looking for 

unusual characteristics like frequent, short queries with seemingly random 

domain names, large numbers of subdomains within a single domain, or unusual 

query types, which could indicate data being encoded within the DNS requests) 

iii. If the DUT supports the tool “iodine” or “dnscat2” , thesetools can be used to 

establish dns tunnel (Similarly the tester can check for the establish of other 

covert channels from DUT using relevant commands) 

11.2.4.  Test Observation: -NA- 

11.2.5. Evidence Provided: -NA- 

 

11.3 Test Case Number: 03 

11.3.1 Test Case Name: Monitoring feature in DUT 
11.3.2 Test Case Description:  The Tester shall check for any monitoring features 

present in DUT upon establishment of any channel   

11.3.3 Execution Steps: 

i. The Tester shall attempt to establish of a channel (covert or overt)  

ii. The Tester shall check if the DUT logs the establishment of the channel 

11.3.4 Test Observations: -NA- 

11.3.5 Evidence provided: -NA- 
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12. Test Case Results:   
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 Review the OEM documentation   

2. Establishment of covert channels   

3. Monitoring of establishment   
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Section 7: Network Services 

2.7.1 TSTP for Evaluation of Traffic Separation  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.7.1 

 

<DUT Details: >  

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 7: Network Services 

2. <Security Requirement No & Name > 1.7.1 Traffic Separation 

3. <Requirement Description: > ONU/ONT shall support physical and/or logical 

separation of Operation & Maintenance traffic and control plane traffic. See RFC 3871 

[3] for further information.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.5.1]. 

 
4. DUT Confirmation Details:  

i. Use the command line interface to get details of the machine on which test is 

conducted.  

ii. Use command to get Interfaces details  

iii. Use command to get Application No/Version No & Kernel Info 

Command used: do show int (To find all interfaces in the DUT) 

show int (To find all interfaces in the DUT) 

 
Command used: show version (To get Application No/Version No & Kernel Info) 
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5. DUT Configuration: 

i. Tester should configure the DUT interfaces to support O&M and Control plane 

traffic separately. 

ii. IP address of Management interface: x.x.x.x 

iii. IP address of Data interface: x.x.x.x 

 

6. Preconditions 

i. The network product has at least two separate physical or logical interfaces. 

ii. OEM should provide details about interface configuration. 

i.  

7. Test Objective: DUT shall support physical or logical separation of O&M and Control 

Plane traffic. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 01 

8.1.1 Test Scenario for physical or logical traffic Separation  

8.2 Test Setup Diagram: 

13.1.21.  
8.3 Tools Used: Command line interface of DUT, Ping 

8.4 Test Execution Steps 

192.168.129.250 

(Management) 

10.9.9.1 (Control)  

Test Machine 2 

Test Machine 1 
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i. Test Machine 1 and Test Machine 2 will try to send the ICMP messages to system 

over separate interfaces. 

ii. DUT should allow the traffic to separately handle at the two interfaces. 

iii. Test Machine 1 will be sending the traffic to DUT over interface I/F 1 

iv. Test Machine will be sending the traffic of icmp messages to DUT over interface 

with ip address I/F 2 

 

9. Expected Results for Pass:   

i. The ping messages for the Test Machine 1 will be successfully transmitted without any 

loss when sent to the interface 1 of the DUT. But the ping messages fail to reach interface 

2 of the DUT. 

ii. The ping messages for the Test Machine 2 will be successfully transmitted without any 

loss when sent to the interface 2 of the DUT. But the ping messages fail to reach interface 

1 of the DUT. 

iii. This is because the traffic is separated by DUT to different domains for handling the icmp 

messages from different Test Machine. 

 

10. Expected Format of Evidence: Evidence in the form of the screenshot of the 

command line can be submitted. 

 

11. Test Execution: 

11.1 Test Case Name: TC_TRAFFIC_SEPARATION 

11.2 Test Case Description:  The DUT should support the physical or logical separation 

of traffic belonging to different network domains. 

11.3 Execution Steps:  

i. Case 1 – Physical separation of O&M and Control Traffic.: Below screenshots 

shows DUT has separate interface for O&M traffic and separate for data plane 

traffic. 

 
15. Figure: Console and Management Interface of DuT 

 

ii. Case 2 – Logical Separation of O&M and Control plane Traffic. 

16. Tester will ping the DUT using command line of the Test Machine 1 

17. ping 192.168.129.250 

18. Tester will ping the DUT using command line of the Test Machine 2 
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19. ping 10.9.9.1 

20. Tester will ping the DUT using the command line of Test Machine 1 but this time at the 

other interface 

21. ping 10.9.9.1 

 

 
22. Tester will ping the DUT using the command line of  Test Machine 2 but this time at the 

other interface. 

23. Ping 192.168.129.250 

 

 
11.4 Test Observations: 

i. The ping messages for the Test Machine 1 will be successfully 

transmitted without any loss when sent to the interface 1 of the DUT. 

But the ping messages fail to reach the interface 2 of the DUT. 

ii. The ping messages for the Test Machine 2 will be successfully 

transmitted without any loss when sent to the interface 2 of the DUT. 

But the ping messages fail to reach the interface 1 of the DUT. 

iii. This is because the traffic is separated by DUT to different domains for 

handling the ICMP messages from different Test Machines. 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ TRAFFIC_SEPARATION   
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2.7.2 TSTP Evaluation for Traffic Filtering – Network Level 
Requirement 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.7.2 

 

<DUT Details: > SyroTech 

<DUT Software Version:>  V 3.2.02-231205 

<Digest Hash of OS>   

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 7: Network Services     

2. <Security Requirement No & Name > 2.7.2 Traffic Filtering – Network Level 

Requirement 

3. <Requirement Description: > ONT/ONU shall provide a mechanism to filter 

incoming IP packets on any IP interface. In particular the Network product shall 

provide a mechanism: 

i. To filter incoming IP packets on any IP interface at Network Layer and Transport 
Layer of the stack ISO/OSI. 

ii. To allow specified actions to be taken when a filter rule matches. In particular at least 
the following actions should be supported: 
• Discard/Drop: the matching message is discarded; no subsequent rules are 

applied and no answer is sent back. 

• Accept: the matching message is accepted. 

• Account: the matching message is accounted for i.e. a counter for the rule is 

incremented. This action can be combined with the previous ones. This feature is 

useful to monitor traffic before its blocking. 

iii. To enable/disable for each rule the logging for Dropped packets, i.e. details on 
messages matching the rule for troubleshooting. 

iv. To filter on the basis of the value(s) of any portion of the protocol header. 
v. To reset the accounting. 

vi. The Network product shall provide a mechanism to disable/enable each defined rule. 
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.6.2.1] 

 
4. DUT Confirmation Details:  
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5. DUT Configuration: 

Below screenshot is IP address of DUT: 

 

 
Below Screenshot is IP address of DUT Test Machine: 

 



 

265 

 

 
Additionally, to ensure the connectivity between the DUT and the test machine, a ping test 

is conducted. This test verifies the ability to test machine to communicate with the DUT 

over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo 

replies. A successful ping indicates that the network connection is established and 

functioning properly, enabling further testing and data transfer between the DUT and the 

test machine. 

 
6. Preconditions 

i. The DUT has packet filtering enabled. 

ii. The DUT should have at least 2 different logical or physical ports and each port is 

connected to a host. 



 

266 

 

iii. OEM should submit document about filtering features available in DUT. 

 

7. Test Objective: To check that DUT shall provide a mechanism: 

i. To filter incoming IP packets on any IP interface at Network Layer and Transport 
Layer Of the stack ISO/OSI. 

ii. To allow specific actions to be taken when a filter rule matches. In particular at least 
the following actions should be supported: 

a. Discard/Drop: the matching message is discarded, no subsequent rules are applied 
and no answer is sent back. 

b. Accept: the matching message is accepted. 
c. Account: the matching message is accounted for i.e. a counter for the rule is 

incremented. This action can be combined with the previous ones. This feature is 
useful to monitor traffic before its blocking. 

iii. To enable/disable for each rule the logging for Dropped packets, i.e. details on 
messages matching the rule for troubleshooting. 

iv. To filter on the basis of the value(s) of source IP, destination IP and port addresses of 
protocol header. 

v. To reset the accounting. 
vi. The DUT shall provide a mechanism to disable/enable each defined rule. 

 
8. Test Plan: 

8.1 Number of test scenario: 

8.1.1 Packet filtering for HOST 1 

8.1.2 Packet filtering for HOST2. 

8.1.3 Enable/Disable logging 

8.1.4 Port Filtering 

8.1.5 To enable or disable filter. 

8.1.6 To reset the counter 

8.1.7 Packet Filtering account. 

8.2 Test Setup Diagram:  

 
8.3 Tools Used: Command line interface, IP tables 

8.4 Test Execution Steps 

i. Firstly, the network should be established as such in which DUT is the Server and 

2 Hosts (For simulation purposes we have taken 2 Hosts/Clients) are connected to 

the Server. 

ii. Obtain the IP Address of the DUT and the Hosts. 
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iii. Configure the Rules in the DUT for Packet Filtering as follows. 

Name Ip Address Rules 

(HOST1) 172.20.0.4 ACCEPT ICMP echo messages 

(HOST2) 172.20.0.3 DROP ICMP echo messages 

(SERVER/DUT) 172.20.0.2 - 

iv. In case iptables is implemented then below command should be used in command 

line of DUT for accepting the icmp echo messages from HOST 1. 

v. iptables -A INPUT -p icmp --icmp-type 8 -s <HOST1 ip Address> -j ACCEPT 

vi. In case iptable is implemented then below command should be used in command 

line of DUT for dropping the icmp echo messages from HOST 2. 

vii. iptables -A INPUT -p icmp --icmp-type 8 -s <HOST2 ip Address> -j DROP 

viii. The tester configures the Network Product to only allow ICMP traffic from host 1. 

(Check if option is available at network level) 

ix. The tester initiates ping traffic from host 1. 

x. The tester initiates ping traffic from host 2. 

 

9. Expected Results for Pass: Host 1 will receive a 'ping' answer back, but host 2 will 

not. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

11.1Test Case Number: 01 

11.1.1. Test Case Name: TC1_PACKET_FILTERING_HOST1 

11.1.2. Test Case Description: As per the Rules mentioned in the table, DUT should 

respond to ICMP messages sent from HOST 1. 

11.1.3. Execution Steps: 

i. Check that precondition is already satisfied by the DUT. 

ii. Use the command line of the HOST1 to ping the DUT. 

iii. Use the following command. 

iv. ping -I <HOST1 IP Address> <DUT IP Address> 

v. Capture the response on the HOST1 for the above command. 

11.1.4. Test Observations: 
i. Case 1: DUT’s response is positive for the HOST1’s icmp messages (PASS CASE) 

Below image can be used as a reference that HOST1 is getting positive response 

from DUT to ICMP messages sent. 
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ii. Case 2: DUT is not responding to icmp echo messages by HOST1(FAIL CASE) 

Below image can be used as a reference that HOST1 is getting no response from 

DUT to ICMP messages sent. 

 
11.2 Test Case Number: 02 

11.2.1. Test Case Name: TC2_PACKET_FILTERING_HOST2 

11.2.2. Test Case Description: As per the Rules mentioned in the table, DUT should 

not respond to ICMP messages sent from HOST2. 

11.2.3. Execution Steps: 

i. Check that precondition is already satisfied by the DUT. 

ii. Use the command line of the HOST2 to ping the DUT. 

iii. Use the following command 

iv. ping -I <HOST2 IP Address> <DUT IP Address> 

v. Capture the response on the HOST2 for the above command. 

11.2.4. Test Observations: 
i. Case 1: DUT is not responding to ICMP echo messages by HOST2 (PASS CASE) 

Below image can be used as a reference that HOST1 is getting no response from 

DUT to icmp messages sent. 
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ii. Case 2: DUT’s response is positive for the HOST2’s ICMP messages (FAIL CASE) 

Below image can be used as a reference that HOST2 is getting positive response 

from DUT to icmp messages sent. 

 
11.3Test Case Number: 03 

11.3.1. Test Case Name: TC3_ENABLE_LOGGING 

11.3.2. Test Case Description: DUT should have a functionality to enable or disable 

logging for each filter. 

11.3.3. Execution Steps: 

i. Check that the precondition is already satisfied by the DUT. 

ii. Drop all incoming packets and enable logging for it. A sample script is added 

below. 

NOTE: Following commands are OEM dependent  

# Clear existing rules 

sudo iptables -F 

# Set default policies to DROP 

sudo iptables -P INPUT DROP 

sudo iptables -P FORWARD DROP 

sudo iptables -P OUTPUT ACCEPT 

# Allow loopback traffic 

sudo iptables -A INPUT -i lo -j ACCEPT 

# Allow established connections 

sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT 

# Log and drop all other incoming packets 

sudo iptables -A INPUT -j LOG --log-prefix "IPTables-Dropped: " --log-level 4 

sudo iptables -A INPUT -j DROP 

# Log and drop all forwarded packets 
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sudo iptables -A FORWARD -j LOG --log-prefix "IPTables-Dropped: " --log-level 4 

sudo iptables -A FORWARD -j DROP 

Then the DUT is pinged from another source 

 

11.3.4. Test Observations: 

i. CASE 1: The desired rule which we intend to log gets logged (PASS CASE) 

Command : sudo tail -n 20 /var/log/syslog | grep “IPTables-Dropped” 

 
This is happening because the ping fails 

 
ii. CASE 2: The desired rule which we intend to log is not logged (FAIL CASE) 

 

11.4Test Case Number: 04 

11.4.1 Test Case Name: TC4_PORT_FILTERING 

11.4.2 Test Case Description: DUT should have a functionality to filter on the basis of 

the value(s) of source IP, destination IP and port addresses of protocol header. 

11.4.3 Execution Steps: 

i. Check that the precondition is already satisfied by the DUT. 

ii. First only allow a specific IP to reach the DUT on a particular port and check that 

DUT is reachable on that particular port. 

iii. Next disallow an IP and a particular port and next check that DUT CANNOT be 

reached by that IP and on that port. 

iv. Sample script to be run on DUT and Testing machine is attached below. Actual 

script should be provided by the OEM. 

IP_TABLES CONFIGURE SCRIPT - TO BE RUN ON DUT 

#! /bin/bash 

# Define variables 

ALLOWED_SRC_IP="192.168.137.15"   # Allowed source IP 

DISALLOWED_SRC_IP="192.168.137.157" # Disallowed source IP 

PROXMOX_IP="192.168.137.96” # IP of DUT 

ALLOWED_PORT="23” # Allowed port (e.g., random) 



 

271 

 

DISALLOWED_PORT="22” # Disallowed port (e.g., SSH) 

#When wanting to test allowed change allowed to 22 and disallowed to 

random number 

#When wanting to test disallowed, change disallowed to 22 and allowed to 

random number 

# Clear existing iptables rules 

echo "Flushing existing iptables rules..." 

sudo iptables -F 

# Set default policies to DROP 

echo "Setting default policies to DROP..." 

sudo iptables -P INPUT DROP 

sudo iptables -P FORWARD DROP 

sudo iptables -P OUTPUT ACCEPT 

# Allow loopback traffic 

echo "Allowing loopback traffic..." 

sudo iptables -A INPUT -i lo -j ACCEPT 

# Allow established connections 

echo "Allowing established connections..." 

sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED, RELATED -j ACCEPT 

# Allow incoming traffic from the allowed source IP 

echo "Allowing traffic from source IP: $ALLOWED_SRC_IP" 

sudo iptables -A INPUT -s $ALLOWED_SRC_IP -j ACCEPT 

# Allow incoming traffic to the Proxmox host on the allowed port 

echo "Allowing traffic to Proxmox IP $PROXMOX_IP on port $ALLOWED_PORT" 

sudo iptables -A INPUT -d $PROXMOX_IP -p tcp --dport $ALLOWED_PORT -j ACCEPT 

# Log and drop all incoming traffic to a specific disallowed port 

echo "Dropping traffic to Proxmox IP $PROXMOX_IP on port $DISALLOWED_PORT" 

sudo iptables -A INPUT -d $PROXMOX_IP -p tcp --dport $DISALLOWED_PORT -j LOG 

--log-prefix "IPTables-Dropped: " --log-level 4 

sudo iptables -A INPUT -d $PROXMOX_IP -p tcp --dport $DISALLOWED_PORT -j DROP 

# Log and drop all other incoming packets 

echo "Logging and dropping all other incoming packets..." 

sudo iptables -A INPUT -j LOG --log-prefix "IPTables-Dropped: " --log-level 4 

sudo iptables -A INPUT -j DROP 

echo "iptables rules configured successfully." 
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TESTING SCRIPT TO BE RUN ON TEST MACHINE 

#! /bin/bash 

# Define variables 

PROXMOX_IP="192.168.137.96"    # IP of Proxmox host 

PORT="22" # Allowed/Disallowed port 

echo "Are you allowed or disallowed IP?" 

read name 

# Function to test ping 

test_ping()  

{echo "Testing ping to $PROXMOX_IP..." ping -c 3 $PROXMOX_IP echo ""} 

# Function to test SSH (allowed port) 

test_ssh() 

{echo "Testing SSH connection to $PROXMOX_IP on port $PORT..." ssh -o Connect 

Timeout=5 -p $PORT root@$PROXMOX_IP || echo "SSH connection failed." echo ""} 

# Execute tests 

echo "Running tests from ($name) ..." 

test_ping 

Test_ssh 

 

11.4.4 Test Observations: 
i. CASE 1: The allowed IP and port is able to reach DUT (PASS CASE) 

 
ii. CASE 2: The DISALLOWED IP and port is unable to reach DUT (PASS CASE) 
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iii. CASE 3: Any other case apart from above (FAIL CASE) 

 

11.5Test Case Number: 05 

11.5.1.Test Case Name: TC5_ENABLE/DISABLE_FILTERING 

11.5.2.Test Case Description:  
i. DUT should have a functionality to enable or disable each filter. 

ii. DUT should disable the desired rule for the corresponding filter. 

11.5.3. Execution Steps: 

i. Check that the precondition is already satisfied by the DUT. 

ii. Use the command line of the HOST2 to ping the DUT. 

iii. Use the following command iptables -L 

iv. The list of rules will be shown in the command line shown below: 

i.  

 

 

 

 

 

 

v. use the below command to delete 2nd  rule. 

iptables -D INPUT -p icmp --icmp-type 8 -s 172.20.0.4 -j DROP 

vi. use the below command to see the rules listed in iptables and capture the result. 

iptables –L 

11.5.4.Test Observations: 

i. CASE 1: The desired rule which we intend to delete gets deleted (PASS CASE)  

See that the second rule got deleted from the table of rules 
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ii. CASE 2: The desired rule which we intend to delete is not deleted (FAIL CASE) 

 

11.6Test Case Number: 06 

11.6.1 Test Case Name: TC6_FILTERING_COUNTER_RESET 

11.6.2 Test Case Description: DUT should have a functionality to reset the counter 

available to count the data packet received under each rule. 

11.6.3 Execution Steps: 
i. Check that precondition is already satisfied by the DUT. 

ii. Use the command below to see the current counter value for each filter in DUT. 

iptables -vL 

iii. The output like this will be displayed as per the below figure. 

 

 

 

 

 

 

iv. Use the command below to set the counters to zero. iptables -Z 

v. Use the command below to see the current counter value for each filter in DUT 

and capture the result displayed in the command line. iptables –vL 

11.6.4 Test Observations: 

i. CASE 1: The counters for each rule is set to zero after the above command is run 

(PASS CASE) Please see the below screen shot for Reference. 

 
ii. CASE 2: The counter for each rule is not set to zero after the above command is 

run  (FAIL CASE) 

 

11.7Test Case Number: 07 

11.7.1 Test Case Name: TC7_PACKET_FILTERING_ACCOUNT 
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11.7.2 Test Case Description: DUT should have a functionality to ensure the matching 

message is accounted for i.e. a counter for the rule is incremented. 

11.7.3 Execution Steps: 

i. Check that the precondition is already satisfied by the DUT. 

ii. The tester should use the command below to set up rules to log and count ICMP 

trafficking  HOST 1. 

sudo iptables -A INPUT -p icmp --icmp-type echo-request -j LOG --log-prefix 

"PING REQUEST: " 

sudo iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT 

iii. Then From HOST2 ping HOST1. 

iv. In HOST1 check the iptables counter to see if the packets matching the rule were 

logged: sudo iptables -L -v -n 

v. Again, from HOST2 ping HOST1. 

vi. Again, in HOST1 check the counters to see if they have increased. 

11.7.4 Test Observations: The counters have increased. 
 

 

 
 

 

 

 
 

 

 

 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL (Please see Note Below) 
1 TC1_PACKET_FILTERING_HOST1  

2 TC2_PACKET_FILTERING_HOST2  

3 TC3_ENABLE/DISABLE_FILTERING  

4 TC4_FILTERING_COUNTER_RESET  

5 TC5_ENABLE/DISABLE_FILTERING  

6 TC6_FILTERING_COUNTER_RESET  

7 TC7_PACKET_FILTERING_ACCOUNT  

FINAL RESULT   
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2.7.3 TSTP for Evaluation Traffic Protection –Anti-Spoofing  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no2.7.3 

 

<DUT Details: > SyroTech 

<DUT Software Version:>  V 3.2.02-231205 

<Digest Hash of OS>   

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. ITSAR Section No & Name: Section 7: Network Services    

2. Security Requirement No & Name: 1.7.3: Traffic Protection –Anti-Spoofing  

3. Requirement Description: ONT shall not process IP packets if their source address is 

not reachable via the incoming interface. This feature can be implemented in several 

ways like use of IPsec, TLS, "Reverse Path Filter" .  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.3.1.1] 

4. DUT Confirmation Details: 

 

5. DUT Configuration:  

Below Screenshot is IP address of DUT Test Machine: 
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Additionally, to ensure the connectivity between the DUT and the test machine, a ping test 

is conducted. This test verifies the ability to test machine to communicate with the DUT 

over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo 

replies. A successful ping indicates that the network connection is established and 

functioning properly, enabling further testing and data transfer between the DUT and the 

test machine. 

 
 

 



 

278 

 

6. Pre-Conditions:    

A node N1 is available with:  

i. Two interfaces named respectively if1-n1 connected to the network product and if2-

n1 to which the tester connects a tester machine  

ii. routing capabilities  

iii. if2-n1 has a static IP address (e.g. 192.168.3.1 belonging to the subnet 

192.168.3.0/24).  

iv. A node N2 is available with:  

v. Two interfaces named respectively if1-n2 connected to the network product and if2-

n2 to which the tester connects a tester machine  

vi. Routing capabilities. In particular N2 has a default route to if1-np subnet via if2-np 

(e.g. 192.168.2.1)  

vii. if2-n2 has a static IP address . This ip is the same as if2-n1 (e.g. 192.168.3.1 

belonging to the subnet 192.168.3.0/24).  

viii. The network product has at least 2 enabled interfaces said if1-np and if2-np:  

ix. The interface if1-np is connected to interface if1-n1 of the node N1 on the subnet, 

e.g., 192.168.1.0/24.  

x. The interface if2-np is connected to interface if1-n2 of the node N2 on the subnet, 

e.g., 192.168.2.0/24.   

xi. The network product is configured with a static route for the subnet where if2-n1 is 

connected to (e.g. 192.168.3.0/24), so this subnet can be reached via if1-n1 through 

if1-np.  

xii. The vendor shall declare, in the documentation accompanying the network product, 

the supported anti-spoofing mechanism (e.g. RPF or similar function) and if it is 

enabled for all interfaces (e.g. net.ipv4.conf.all.rp_filter = 1 and 

net.ipv4.conf.default.rp_filter = 1 in the linux sysctl.conf file) or per interface bases.  

xiii. The vendor shall declare if the dropped packets can be logged and how to enable 

this logging.  

xiv. The tester has administrator privileges.  

xv. A tester machine is available and configured with:  

xvi. A static IP address belonging to the subnet where if2-n1 and if2-n2 are connected 

to (e.g. 192.168.3.2/24).  

xvii. A default gateway set to if2-n1 and if2-n2 IP Address (e.g. 192.168.3.1)  

xviii. A network traffic analyzer (e.g. tcpdump) on the network product is available  

 

7. Test Objective:  To test if the system shall not process IP Packets if their source 

address is not reachable via the incoming interface. 

 

8. Test Plan:  

8.1 Number of Test Scenarios: 1  

8.1.1 Test to check that the system does not process IP Packets if their source address 

is not reachable via the incoming interface.  

8.2 Testbed Diagram:  
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8.3 Tools Used: Command line , Hping3 ,Scapy  

8.4 Test Execution Steps:  

 

9. Expected Results for Pass: Host 1 will receive a 'ping' answer back, but host 2 will 

not. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

11.1 Test Case 01 

11.1.1.Test Case Number: 6.1 

11.1.2.Test case Name: TC_IP_SPOOFING_MITIGATION 

11.1.3.Test Case Description: Systems shall not process IP packets if their source 

address is not reachable via the incoming interface. Implementation example: 

Use of "Reverse Path Filter" (RPF) provides this function.  

11.1.4.Execution Steps:   <REFER TO 3GPP> 

i. Tester should check the resources utilization before starting the spoofing.  

ii. Tester configures the spoofing tool and send the spoofed packets to the DUT. Here 

the tester is using the same ip to spoof the DUT 

 
iii. Use the suitable command as per DUT to configure filtering on DUT 
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iv. Capture the response 

 
 

11.1.5.Test Observation: The tester observed that the DUT is not responding to the 

spoofed packets, even if using the same ip and DUT is replying to the normal 

requests.  

11.1.6.Evidence Provided: The screenshots of the Wireshark outcome are attached. 

 

12.  Test case Result:  

 

S. No  TEST CASE NAME  PASS/FAIL  Remarks  

1  TC_IP_Packets_And_Incoming_Interface    
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Section 8: Attack Prevention Mechanisms 

2.8.1 TSTP For Network Level and application-level DDoS  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.8.1 

  

<DUT Details: >  

 <DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed her e 

   

1. <ITSAR Section No & Name> Section 8 – Attack Prevention Mechanisms 

2. <Security Requirement No & Name > 1.8.1 Network Level and application-level 

DDoS 

3. <Requirement Description: > ONU/ONT shall have protection mechanism against 

network level and Application-level DDoS attacks. ONU/ONT shall provide security 

measures to deal with overload situations which may occur as a result of a denial-of-

service attack or during periods of increased traffic. In particular, partial or complete 

impairment of system availability shall be avoided. 

Any one or more of the following protective measures can be used, but not limited to 

the following.  

i. Restricting of available RAM per application  

ii. Restricting of maximum sessions for a Web application  

iii. Defining the maximum size of a dataset  

iv. Restricting CPU resources per process  

v. Prioritizing processes  

vi. Limiting of amount or size of transactions of an user or from an IP address in a 

specific time range  

vii. Limiting of amount or size of transactions to an IP address/Port Address in a specific 

time range  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.3.1] 

 

4.  DUT Confirmation Details: 

i. Use the command line interface to get details of the machine on which test is 

conducted.  

ii. Use command to get Interfaces details  
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iii. Use command to get Application No/Version No & Kernel Info 

Command used: ifconfig –a (To find IP information and all interfaces) 

 
The below screenshot shows the firmware version of the DUT 

 
The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  
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iii. Verify the DUT information through device info 

 
iv. Set the static IP address 

 

 
6. Preconditions: 

i. A document which provides a detailed technical description of the overload control 

mechanisms. 

ii. Test results from a test execution phase of overload control mechanism testing. 

 

7. Test Objective/ Purpose:  

i. Verify that the network product: 

ii. has a detailed technical description of the overload control mechanisms used to deal 

with overload scenarios; 

iii. has test results verifying the operation of the overload control mechanisms.  
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8. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 Test Scenario for Excessive Overload Protection due to Network Level 

DDOS Attack:   

8.1.2 This test scenario stimulates Network Level DDOS attack due to which CPU and 

memory overload is caused, it then verifies whether the network product reacts 

in a controlled way during it or not. (Additional Test scenarios based on the 

OEM document) . 

8.2 Test Bed Diagram: 

 
8.3 Tools required: Command Line Interface, hping3. 

8.4 Test Execution Step:  

a. The tester verifies that there is: 

i. A technical description providing a high-level overview of the overload control 

design. 

ii. An overview of the types of overload scenarios that the network product 

overload control mechanisms are expected to handle. 

iii. An overview of the overload control thresholds that the network product uses to 

trigger overload control mechanisms. 

iv. Description of the types of attacks that may cause an overload to the network 

product and how these are handled. 

v. A description of how the network product discards or handles input during 

various overload situations including excessive overloads. i.e. where the overload 

is significantly greater than the thresholds where overload detection is triggered. 

vi. A description of how the network product security functions operate and 

perform during overload. 

vii. A description of how the network product shuts down or performs or takes other 

abatement or corrective actions during excessive overload conditions. 
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b. The tester performs below steps: 

i. Introduce a controlled DDOS scenario with predefined levels of load and traffic. 

ii. Observe the Network Product’s response and measure how it adjusts its resource 

allocation and prioritization to handle the increased load. 

iii. Validate that the NF does not crash or suffer from critical failures due to the 

attack. 

iv. Assess if the NF can dynamically adapt its behavior based on the severity of the 

attack. 

v. Verify that the NF can smoothly recover and return to normal operation after the 

attack is removed. 

 

c. The tester verifies that the test results: 

i. Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 

ii. Describe test procedures used to verify the overload control mechanisms. 

iii. Contain data which demonstrates/indicates that the overload control 

mechanisms described in the technical description document have been 

implemented. 

iv. Contain details of the test set-up including the mechanisms for creating the 

overload. Where simulators and/or scripts are used to artificially create a load 

then details of these should also be included. 

 

9.   Expected Results:  

i. A technical description provides a high-level overview of the overload control 

design. 

ii. An overview of the types of overload scenarios and overload control thresholds that 

are considered. 

iii. Description on the types of attacks that may cause an overload to the system and 

how these are handled. 

iv. A description of how the network product discards or handles input during various 

overload situations. 

v. Describes if or how the network product security functions operate and perform 

during overload. 

vi. If parts of the system shutdown or take other abatement or corrective actions these 

should be described. 

Note:  If some of the items listed above are not applicable to a network product then, 

in those cases, it should be clarified by the vendor why these items are not 

applicable. 

 

a. The test results should: 

i. Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 
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ii. Describe the test procedures used to verify the overload control mechanisms. 

iii. Contain data which demonstrates/indicates that the overload control mechanisms 

described in the technical description document have been implemented. 

iv. Contain details of the test set-up including the mechanisms for creating the 

overload. 

 

10. Expected Format of Evidence: Documentation showing each of the points in the 

results sections. 

 

11. Test Execution: 

11.1 Test Case Number: 01  

11.1.1. Test Case Name: TC1_NETWORK_LEVEL_DDOS 

11.1.2. Test Case Description:  Test needs to be conducted to verify that the Network 

Product can react to the Network Level DDOS in a controlled manner. 

11.1.3.Execution Steps: Create an overload scenario, in this example we'll use 

'hping3' to simulate high CPU and memory usage. 

Run command: sudo hping3 -c 15000 -d 120 -S -w 64 -p <port-number> --

flood --rand-source <ip-address> 

'hping3' will flood ping attack to the specified IP address. 

This command will generate a significant load on both the CPU and memory. 

 
During the DoS attack tester try to access the DUT services such as remote login 

(eg - ssh, telnet, etc) or pinging the DUT. 
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During the overload simulation, we'll monitor the system's CPU and memory 

usage in real-time.  

Open a new terminal and run command: top  (this command is OEM dependent) 

While 'hping3' is running, 'top' will display the CPU and memory usage of the 

system. Observe how the CPU usage increases due to the workload. 

Before Attack: 

  
here CPU% and MEM% can be seen lesser which increases post the attack is 

launched. 

After Attack: 

 
In 'top', look for the 'CPU%' and 'MEM%' columns to see the CPU and memory 

usage, respectively, of different processes. 

i. Monitor the DUT performance, response times, and behavior during the 

overload simulation. 

ii. Validate that the network product reacts to the overload in a controlled 

manner and prioritizes critical tasks. (The expected behavior of the 

network product shall be provided in the OEM Documentation) 
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iii. Observe how the network product's security functions operate and 

perform during the overload. 

iv. Note: While hping3 is primarily used for network-level attacks, it can also 

simulate application-level attacks by targeting specific application 

protocols (such as HTTP) and exploiting the behavior of the application. 

 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: TC2_APPLICATION_LEVEL_DDOS 

Use below command to launch application level HTTP attack: 

sudo hping3 -S -p 80 --faster --url /index.html --flood --rand-source 

<target-ip> 

Rest of the steps for monitoring are the same as Network Level Attacks. 

11.2.2. Test Observation: 

i. Case 1: The network product reacts in a controlled way during overload 

(Positive TestCase) The network product demonstrates a controlled response 

to the simulated DDOS Attack. It prioritizes critical tasks, maintains essential 

functions, and keeps security functions operational during the overload scenario. 

Then the test case Passes. 

ii. Case 2: The network product reacts in a uncontrolled way during overload 

(Negative TestCase) If the network product exhibits unpredictable behavior, 

crashes, or fails to maintain its security functions during DDOS, it will be 

considered a failure.  

11.2.3. Evidence Provided: Documentation showing each of the points in the results 

sections. 

 

12. Test Case Result:  

  

Sl. No TEST CASE NAME PASS/FAIL Remarks 
1 TC1_NETWORK_LEVEL_DDOS   
2. TC2_APPLICATION_LEVEL_DOS   
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2.8.2 TSTP for Excessive Overload Protection 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.8.2 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

i. <ITSAR Section No & Name> Section 8 – Attack Prevention Mechanisms 

ii. <Security Requirement No & Name > 1.8.2 Excessive Overload Protection  

iii. <Requirement Description: > The ONU/ONT may provide security measures to deal 

with overload situations which may occur during periods of increased traffic. In 

particular, partial or complete impairment of system availability shall be avoided.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.3.3] 

iv. DUT Confirmation Details:         

i. Use the command line interface to get details of the machine on which test is 

conducted.  

ii. Use command to get Interfaces details  

iii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
 

v. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static  IP address 
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vi. Preconditions: 

i. A document which provides a detailed technical description of the overload control 

mechanisms. 

ii. Test results from a test execution phase of overload control mechanism testing. 

 

vii. Test Objective/ Purpose:  Verify that the network product: 

i. has a detailed technical description of the overload control mechanisms used to deal 

with overload scenarios; 

ii. has test results verifying the operation of the overload control mechanisms.  

 

viii. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 Test Scenario for Excessive Overload Protection due to CPU Overload:  This 

test scenario stimulates overload conditions in which CPU overload is performed 

and verifies whether the network product reacts in a controlled way during it. 

(Additional Test scenarios based on the OEM document) 

8.2 Test Bed Diagram: 
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8.3 Tools required: Command Line Interface, hping3and other tools for overload 

simulation based on documentation. 

8.4 Test Execution Step: 

A. The tester verifies that there is: 

i. A technical description providing a high-level overview of the overload control 

design. 

ii. An overview of the types of overload scenarios that the network product 

overload control mechanisms are expected to handle. 

iii. An overview of the overload control thresholds that the network product uses 

to trigger overload control mechanisms. 

iv. Description of the types of attacks that may cause an overload to the network 

product and how these are handled. 

v. A description of how the network product discards or handles input during 

various overload situations including excessive overloads. i.e. where the 

overload is significantly greater than the thresholds where overload detection 

is triggered. 

vi. A description of how the network product security functions operate and 

perform during overload. 

vii. A description of how the network product shuts down or performs or takes 

other abatement or corrective actions during excessive overload conditions. 

 

B. The tester performs below steps: 

i. Introduce a controlled overload scenario with predefined levels of load and 

traffic. 

ii. Observe the Network Product’s response and measure how it adjusts its resource 

allocation and prioritization to handle the increased load. 

iii. Validate that the DUT does not crash or suffer from critical failures due to the 

controlled overload. 
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iv. Assess if the DUT can dynamically adapt its behaviour based on the severity of 

the overload situation. 

v. Verify that the DUT can smoothly recover and return to normal operation after 

the controlled overload is removed. 

 
C. The tester verifies that the test results: 

i. Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 

ii. Describe test procedures used to verify the overload control mechanisms. 

iii. Contain data which demonstrates/indicates that the overload control 

mechanisms described in the technical description document have been 

implemented. 

iv. Contain details of the test set-up including the mechanisms for creating the 

overload. Where simulators and/or scripts are used to artificially create a load 

then details of these should also be included. 

 

ix. Expected Results:  

i. A technical description provides a high-level overview of the overload control design. 

ii. An overview of the types of overload scenarios and overload control thresholds that 

are considered. 

iii. Description on the types of attacks that may cause an overload to the system and how 

these are handled. 

iv. A description of how the network product discards or handles input during various 

overload situations. 

v. Describes if or how the network product security functions operate and perform 

during overload. 

vi. If parts of the system shutdown or take other abatement or corrective actions these 

should be described. 

➢ Note:  If some of the items listed above are not applicable to a network product then, 

in those cases, it should be clarified by the vendor why these items are not applicable. 

 

a. The test results should: 

i. Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 

ii. Describe the test procedures used to verify the overload control mechanisms. 

iii. Contain data which demonstrates/indicates that the overload control mechanisms 

described in the technical description document have been implemented. 

iv. Contain details of the test set-up including the mechanisms for creating the 

overload. 

 

x. Expected Format of Evidence: Documentation showing each of the points in the 

results sections. 
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xi. Test Execution: 

11.1 Test Case Number: 01  

11.1.1. Test Case Name: TC1_EXCESSIVE_OVERLOAD_PROTECTION 

11.1.2. Test Case Description:  Test needs to be conducted to verify that the Network 

Product can react to an overload situation in a controlled manner. 

11.1.3. Execution Steps: 

i. Create an overload scenario, in this example we'll use 'hping3' to simulate high 

CPU and memory usage. 

Run command: 

sudo hpin3 -c 15000 -d 120 -S -w 64 -p <port-number> --flood --rand-source 

<ip-address> 

'hping3' will flood ping attack to the specified IP address. 

This command will generate a significant load on both the CPU and memory. 

 
During the DoS attack tester try to access the DUT services such as remote login 

(eg - ssh, telnet, etc) or pinging the DUT. 

 
ii. During the overload simulation, we'll use 'top' to monitor the system's CPU and 

memory usage in real-time.  

iii. Open a new terminal and run command:  top 

This will display the CPU and memory usage of the system. Observe how the CPU 

usage increases due to the workload. 

Before Attack: 
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here CPU% and MEM% can be seen lesser which increases post the attack is 

launched. 

After Attack: 

 
iv. Monitor the network product's performance, response times, and behavior 

during the overload simulation. 

v. Validate that the network product reacts to the overload in a controlled manner 

and prioritizes critical tasks. (The expected behavior of the network product shall 

be provided in the OEM Documentation) 

vi. Observe how the network product's security functions operate and perform 

during the overload. 

11.1.4. Test Observation: 

i. Case 1: The network product reacts in a controlled way during overload 

(Positive Test Case) The network product demonstrates a controlled response 

to the simulated overload. It prioritizes critical tasks, maintains essential 

functions, and keeps security functions operational during the overload scenario. 

Then the test case Passes. 
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ii. Case 2: The network product reacts in a uncontrolled way during overload 

(Negative Test Case) If the network product exhibits unpredictable behavior, 

crashes, or fails to maintain its security functions during overload, it will be 

considered a failure.  

11.1.5. Evidence Provided: Documentation showing each of the points in the results 

sections. 

 

xii. Test Case Result:  

 

S. No TEST CASE NAME PASS/FAIL Remarks 
1 TC1_EXCESSIVE_OVERLOAD_PROTECTION   
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Section 9: Vulnerability Testing Requirements 

2.9.1 TSTP for Evaluation of Fuzzing – Network and Application Level  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.9.1 

 

<DUT Details: > 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

1. <ITSAR Section No & Name> Section 9: Vulnerability Testing Requirements 

2. <Security Requirement No & Name > 2.9.1 Fuzzing – Network and Application Level 

3. <Requirement Description: > It shall be ensured that externally reachable services 

of ONU/ONT are reasonably robust when receiving unexpected input. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.4.4] 

4. DUT Confirmation Details:  

i. Use the command line interface to get details of the machine on which test is 

conducted.  

ii. Use command to get Interfaces details  

iii. Use command to get Application No/Version No & Kernel Info 

Command used: ifconfig –a (To find IP information and all interfaces) 

 
The below screenshot shows the firmware version of the DUT 
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The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static  IP address 
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6. Preconditions 

i. The tester has the privileges to log in the network product and to access all system 

resources (e.g. log files) 

ii. A list of all available network services containing at least the following information 

shall be included in the documentation accompanying the Network Product: 

a. all interfaces providing IP-based protocols; 

b. the available transport layer protocols on these interfaces; 

c. their open ports and associated services; 

d. and a free-form description of their purposes. 

iii. NOTE: This list is to be validated as part of the port scanning activity. 

iv. The robustness and fuzzing tools that are selected for this test shall utilize state-of-

the-art technology to identify input which causes the Network Product to behave in 

an unspecified, undocumented, or unexpected manner. 

v. Fuzz testing tools are a highly sophisticated technology and adaptation to the 

individual protocols in question is needed to be effective. Therefore, there is a lack of 

available effective fuzz testing tools available especially for protocols proprietary to 

the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs 

shall acquire fuzz testing tools for those protocols where commercially feasible. 

vi. It needs to be taken into account that fuzz testing tools might show drastic differences 

in terms of effectiveness. 

vii. The accredited test lab is expected to have sufficient expertise to recognize the level 

of effectiveness of the available tools. 
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7. Test Objective: To verify that the network product provides externally reachable 

services which are robust against unexpected input.  

 

8. Test Plan 

8.1.  Number of Test Scenarios 

8.1.1. Test Scenario for Fuzzing for Application Layer 

8.1.2. Test Scenario for Fuzzing for Network Layer 

8.2. Test Bed Diagram 

 

8.3. Tools Required: Fuzzing Tool (Defensics by Synopsys was used in our case) 

8.4. Test Execution Steps: 

The accredited evaluator's test lab is required to execute the following steps: 

i. Execution of available effective fuzzing tools against the protocols available via 

interfaces providing Application-based protocols of the Network Product for an 

amount of time sufficient to be effective. 

ii. Execution of available effective robustness test tools against the protocols 

available via interfaces providing IP-based protocols of the Network Product for 

an amount of time sufficient to be effective. (Use of TCP/UDP Packets with 

underlying IP packets also works) 

iii. For both step 1 and 2: 

a. Using a network traffic analyzer on the network product (e.g. 

TCPDUMP/Wireshark) or an external traffic analyzer directly connected to the 

network product, the tester verifies that the packets are correctly processed by 

the network product. 

b. The testers verifies that the network product and any running network service 

does not crash. 

c. The execution of tests shall run sufficient times. 
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9. Expected Results for Pass 

i. A list of all of the protocols of the network product reachable externally on an IP-

based interface, together with an indication whether effective available robustness 

and fuzz testing tools have been used against them, shall be part of the testing 

documentation. If no tool can be acquired for a protocol, a free form statement should 

explain why not. 

ii. The used tool(s) name, their unambiguous version (also for plug-ins if applicable), 

used settings, and the relevant output is evidence and shall be part of the testing 

documentation. 

iii. Any input causing unspecified, undocumented, or unexpected behavior, and a 

description of this behavior shall be highlighted in the testing documentation. 

iv. COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) 

due to different non-deterministic variables in their implementation. At some point 

the tool’s documentation may even mention that the failing test shall be repeated to 

check whether it is really a recurring problem or not. The tester shall make best effort 

to determine if there is an issue with NE or the test tool and if necessary, work with 

the vendor of the network product to come to a consensus on the test result outcome. 

 

10. Expected Form of Evidence: A testing report provided by the testing agency which 

will consist of the following information: 

i. The used tool(s) name and version information, 

ii. Settings and configurations used 

iii. The output log file of the chosen tool that displays the results (passed/failed). 

iv. Screenshot 

v. Test result (Passed or not) 

vi. Log/evidence tracing possible crashes 

vii. Any input causing unspecified, undocumented, or unexpected behaviour 

 

11. Test Execution 

11.1Test Case Number: 01 

11.1.1. Test Case Name: TC_FUZZ_TESTING_APPLICATION 

11.1.2. Test Case Description: To verify that the application-level protocols are 

robust against unexpected input. 

11.1.3. Execution Steps:  

i. Tester sets the destination URL in the fuzzing tool including IP and designated 

incoming open port on DUT. 
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ii. Tester turns on Wireshark to capture packets received by the server. 

iii. Tester should be familiar with the workings of designated fuzzing tools the suites 

used, the protocols to be tested and use maximum amount of test cases possible 

and repeat test numerous times and compile result. 

 
11.1.4. Test Observations: Pcap Trace and Report should be available. Sample Report 

is attached below. Pcap Trace is attached separately due to huge size. (Refer 

Tar ball attached): 
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11.1.5. Evidence Provided: A testing report provided by the testing agency which 

will consist of the following information: 

i. The used tool(s) name and version information, 

ii. Settings and configurations used 

iii. The output log file of the chosen tool that displays the results (passed/failed). 

iv. Screenshot 

v. Test result (Passed or not) 

vi. Log/evidence tracing possible crashes 

vii. Any input causing unspecified, undocumented, or unexpected behavior 

 

11.2Test Case Number: 02 

11.2.1.Test Case Name: TC_FUZZ_TESTING_NETWORK 

11.2.2.Test Case Description: To verify that the network-level protocols are robust 

against unexpected input. The following example uses TCP with IPv4. Testing 

also done with UDP with IPv4. If DUT supports IPv6, testing must also be done 

with TCP/UDP with IPv6. 

11.2.3. Execution Steps: 

i. Tester sets the destination URL in the fuzzing tool including IP and designated 

incoming open port on DUT. 
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ii. Tester turns on Wireshark to capture packets received by the server. 

iii. Tester should be familiar with the workings of designated fuzzing tools the 

suites used, the protocols to be tested and use maximum amount of test cases 

possible and repeat test numerous times and compile result. 

 
11.2.4.Test Observations: Pcap Trace and Report should be available. Sample Report 

is attached below. Pcap Trace is attached separately due to huge size. (Refer Tar 

ball attached): 
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11.2.5.Evidence Provided: A testing report provided by the testing agency which will 

consist of the following information: 

i. The used tool(s) name and version information, 

ii. Settings and configurations used 

iii. The output log file of the chosen tool that displays the results (passed/failed). 

iv. Screenshot 

v. Test result (Passed or not) 

vi. Log/evidence tracing possible crashes 

vii. Any input causing unspecified, undocumented, or unexpected behavior 

 

12. Test Case Results 

 

Sl. No TEST CASS NAME PASS/FAIL Remarks 

1 TC_FUZZ_TESTING_APPLICATION   
2 TC_FUZZ_TESTING_NETWORK   
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2.9.2 TSTP for Evaluation of Port Scanning  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.9.2 

 

<DUT Details: > 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 9: Vulnerability Testing Requirements 

2. <Security Requirement No & Name > 2.9.2 Port Scanning 

3. <Requirement Description:> It shall be ensured that on all network interfaces, only 

vendor documented/identified ports on the transport layer respond to requests from 

outside the system. List of the identified open ports shall match the list of network 

services that are necessary for the operation of the ONU/ONT.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.4.2] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  

ii. Use command to get Application No/Version No & Kernel Info 

iii. Command used: ifconfig –a (To find IP information and all interfaces) 
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The below screenshot shows the firmware version of the DUT 

 
The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 

i.The Tester opens GUI(webpage) of DUT( 192.168.1.251) in tester machine  

ii.The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root ” account.  

 
iii.Verify the DUT information through device info 
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iv.Set the static  IP address 

 

 
6. Preconditions 

i. A list of all available network services containing at least the following information 

shall be included in the documentation accompanying the Network Product:  

a. all interfaces providing IP-based protocols;  

b. the available transport layer protocols on these interfaces;  

c. their open ports and associated services per transport layer protocol;  

d. and a free-form description of their purposes.  

ii. The port scanning tool that is used shall be capable to detect open ports on the 

relevant transport layer protocols.  

iii. NOTE: It might not be possible for certain transport layer protocols (like UDP) to 

unambiguously detect whether a port is open or not by means of external port 

scanning. Also, in some circumstances it might not be efficient to do external port 

scanning, e.g. if there are security measures to limit the rate a system can be probed. 
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In those cases, the accredited evaluator's test laboratory determines another means 

suitable to verify which ports are open. 

 

7. Test Objective: To ensured that on all network interfaces, only documented ports on 

the transport layer respond to requests from outside the system 

 

8. Test Plan 

8.1.  Number of Test Scenarios 

8.1.1. Test Scenario for Port Scanning using Nmap: All the ports on all supported 

transport layer protocols should be scanned using Nmap.(Additional test 

scenarios are to be taken into consideration if tools like lsof, netstat are used) 

8.2. Test Bed Diagram 

 
 

8.3. Tools Required: Nmap                  
8.4. Test Execution Steps 

i. Verification of the compliance to the prerequisites:  

a. Verification that the list of available network services is available in the 

documentation of the Network Product. 

b. Validation that all entries in the list of services are meaningful and reasonably 

necessary for the operation of the Network Product class  

ii. Identification of the open ports by means of capable port scanning tools or other 

suitable testing means. 

iii. Verification that the list of identified open ports matches the list of available 

network services in the documentation of the Network Product 

 

9. Expected Results: The used tool(s) name, their unambiguous version (also for plug-

ins if applicable), used settings, and the relevant output containing all the technically 

relevant information about test results is evidence and shall be part of the testing 



 

310 
 

documentation. All discrepancies between the list of identified open ports and the list 

of available network services in the documentation shall be highlighted in the testing 

documentation. 

 

10. Expected Form of Evidence: Output of port scan and list of identified discrepancies. 

 

11. Test Execution 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_BVT_PORT_SCANNING_NMAP 

11.1.2. Test Case Description: On all network interfaces of DUT, only documented 

ports on the transport layer respond to requests from outside the system 

11.1.3. Execution Steps: 

i. Tester shall scan all the available transport layer protocols ports of the DUT using 

nmap with the following command 

• For Example, 

ii. For scanning TCP Ports, use below command. 

• sudo nmap -sT -PN -n -sV -T4 -p- -oN <DUT_IP> 

• sudo nmap -p 1-65535 -T4 -A -v <DUT IP> (Default scan of TCP ports only) 

iii. For scanning UDP Ports, use below command. 

• sudo nmap -sU -PN -n -sV -T4 -p- -oN <DUT_IP> 

iv. For scanning SCTP Ports, use below command. 

• sudo nmap -sY -PN -n -sV -T4 -p- -oN <DUT_IP> 

v. sT: TCP connect scan. 

vi. sU: UDP scan 

vii. sY: SCTP scan 

viii. PN: Don’t ping 

ix. n: Disable reverse DNS 

x. p: Scan all ports 

xi. oN: Output scan is normal. File specification, requests normal output be directed 

to given filename. 

xii. T4: Faster Execution  

xiii. sV: Service Version 

xiv. Below screenshots showing port scanning: The scan report as shown below 

indicates the open/closed ports and the services running on those ports in the 

DUT, Amongst the given options, identify all the open ports and services running 

in transport layer. 

xv. Command executed: nmap -sV <ip address of DUT> 
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xvi. Command executed:  nmap -sT -PN -n -sV -p- -oN <filename.txt> <DUT_IP> 

 
xvii. Tester then shall verify if the ports mentioned as open by nmap on all the 

interfaces match the list provided by the vendor and also verify that no extra port 

is opened. (Note: This step has OEM dependency). 

11.1.4. Test Observations: Case 1: All the ports discovered to be open by port 

scanning tool to be verified by the list provided by the vendor. 

11.1.5. Evidence Provided: Output of port scan. 

 

12. Test Case Results 

 

Sl. No TEST CASS NAME PASS/FAIL Remarks 

1 TC_BVT_PORT_SCANNING_N
MAP 

 

OEM Dependent Port scan results to be verified 
against OEM document for list of 
open ports. 
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2.9.3 TSTP for Evaluation of Vulnerability Scanning 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.9.3 

 

<DUT Details: > Alphion AONT100C 
<DUT Software Version:> R2.0.9.6 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 
<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 

1. ITSAR Section No & Name: Section 9: Vulnerability Testing Requirements. 
2. Security Requirement No & Name: 2.9.3 Vulnerability Scanning. 
3. Requirement Description: It shall be ensured that no known critical/ high/medium 

vulnerabilities (as on date of offer of ONU/ONT to designated TSTL for testing) shall 
exist in the ONU/ONT. For low category vulnerabilities remediation plan is to be 
provided. 

 [Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.4.3]. 
 
4. DUT Confirmation Details:  
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

Command used: ifconfig –a (To find IP information and all interfaces) 

 
The below screenshot shows the firmware version of the DUT 
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The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 
i. The Tester opens GUI(webpage) of DUT( 192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 
“root ” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static  IP address 
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6. Preconditions: A list of all available network services containing at least the 

following information shall be included in the documentation accompanying the 
Network Product: 
i.  all interfaces providing IP-based protocols; 

ii. the available transport layer protocols on these interfaces; 
iii. their open ports and associated services; 
iv. and a free-form description of their purposes. 
v. NOTE: A known vulnerability scanning tool that has capabilities to support  the 

given testing should be present. Following TSTP is developed using NESSUS.  Any 
other tool with similar capability can be also used, but documentation should be 
provided that the tool meets the need of the requirement.   

 
7. Test Objective: The purpose of vulnerability scanning is to ensure that there are no 

known vulnerabilities (or that relevant vulnerabilities are identified and remediation 
plans in place to mitigate them) on the Network Product that can be detected by 
means of automatic testing tools via the Internet Protocol enabled network interfaces. 
 

8. Test Plan: 
8.1 Test scenarios: -  

8.1.1 The Tester performs an authenticated vulnerability scan of DUT using a    
suitable vulnerability scanning tool. 

8.1.2 Tools Used: Any vulnerability scanner tool (NESSUS) 
8.2 Test Bed diagram: - 
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8.3 Test Execution steps: The accredited evaluator's test lab is required to execute the 

following steps: 

i. Execution of the suitable vulnerability scanning tool against all interfaces 
providing IP-based protocols of the Network Product. 

ii. Verify that tool have updated the vulnerability database 
iii. Perform and validate authenticated scan on the Network Product. 
iv. Evaluation of the results based on their severity. 

 
9. Expected Results for Pass:  Report showing evidences that no known vulnerabilities 

are present in the network product. 
 

10. Expected Format of Evidence: 
i. The used tool(s) name, their unambiguous version (also for plug-ins if applicable), 

used settings, and the relevant output is evidence and shall be part of the testing 
documentation. 

ii. The discovered vulnerabilities (including source, example CVE ID), together with a 
rating of their severity, shall be highlighted in the testing documentation. 

 
11. Test Execution: 

11.1 Test Case Number: 1 
11.1.1. Test Case Name: TC_BVT_VULNERABILITY_SCANNING 
11.1.2. Test Case Description: To ensure that  DUT is free from any vulnerabilities. 
11.1.3.  Execution Steps: The accredited evaluator's test lab is required to execute 

the following steps: 
i. Execution of the suitable vulnerability scanning tool against all interfaces 

providing IP-based protocols of the Network Product. 
ii. Perform and validate authenticated scan on the Network Product. 

iii. Evaluation of the results based on their severity. 
 

11.1.4. Test Observations:  
i. Case 1: Tester scans the required target (IP address)  and checks the scan 

summary. We can see in the screenshot below, the given interface is scanned for 
vulnerabilities.  Various vulnerabilities with their CVE ID’s are shown. All the 
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critical/high/medium vulnerabilities should be dealt with seriously. Set the 
ports for which scan is to be performed by selecting the custom option. 

 
Classification of vulnerability based on the colour: -  

 
Report as shown below is generated. It contains the CVSS score of the 
vulnerability as well. 
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Complete scan summary:- 

 
 

12. Test Case Result: 

 
S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_BVT_VULNERABILI
TY_SCANNING 

Fail DUT is marked as fail as it contains 
medium vulnerabilities. 
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Section 10: Operating System 

2.10.1 TSTP Report for Evaluation Handling of ICMP 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.10.1 

 

DUT Details: GPON-ONT 

DUT Software Version: V 3.2.02-231205 

Digest Hash of OS: Hash of DUT OS is required 

Digest Hash of Configuration: Hash of DUT configuration is required 

Applicable ITSAR: NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1  

ITSAR Version No:  ONT ITSAR403012311 and Version: 1.0.1 

OEM Supplied Document list:  All the documents provided by OEM to be listed here 

 

1. Section 1.10: Operating System 
2. <Security Requirement No & Name > 1.10.1: Handling of ICMP 
3. Requirement Description: Processing of ICMPv4 and ICMPv6 packets which are not 

required for operation shall be disabled on the ONU/ONT. In particular, there are 
certain types of ICMP4 and ICMPv6 that are not used in most networks, but represent 
a risk. Refer standards such as RFC 6192, RFC 7279, RFC 4890. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.4.1.1.2.] 

4. DUT Confirmation Details: 

 

5. DUT Configuration: DUT is configured to allow/deny ICMP packets in accordance to 
the requirement 
 

6. Preconditions: OEM shall provide instruction to enable/disable ICMPv4 and ICMPv6 
packets which are not required for operation. 

 
7. Test Objective: To verify that DUT has handling mechanism for the required and non-

required ICMP packets 
 
8.  Test Plan  

8.1 Test Cases: 
8.1.1 OEM documentation for ICMP filtering 
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8.1.2 ICMP testcase 
 

8.2  Test-bed setup Diagram:  
  

 

 

8.3 Test tool required per scenario/test case: 
i. Scapy,  

ii. Wireshark 
8.4 Test Execution 

i. The Tester shall review the OEM documentation required to configure the DUT to 
allow or deny ICMP packets 

ii. The Tester shall trigger the ICMP packets using the scapy and capture the DUT’s 
response on wireshark 
 

9. Expected Results for Pass: The DUT shall allow and deny ICMP packets of types 
mentioned in accordance to the requirement 

 

10. Expected Format of Evidence: screenshots 
 
11. Test Execution:  

11.1Test Case Number:  

11.1.1. Test case Name: OEM documentation for ICMP filtering 
11.1.2. Test Case Description: to configure the DUT to filter the wanted and 

unwanted ICMP packets  
11.1.3. Execution Steps 

i. The DUT should support ICMP filtering for the unwanted and the wanted ICMP 
packets 

ii. The tester can refer the OEM documentation for the same 
11.1.4. Test Observation:  
11.1.5. Evidence Provided: 

 
11.2Test Case Number:  
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11.2.1. Test case Name: ICMP testcase  
11.2.2. Test Case Description: Trigger samples of the certain ICMP types of messages 

from the tester machine (e.g., Scapy) to the DUT and verifies by appropriate 
means.  

11.2.3. Execution Steps: 
i. The tester creates a script to send icmpv4 packets. This script will send ICPMv4 

type 0,3,5,8,11,12 and 13 to the DUT. 

 
ii. The tester runs the script using cmd. 

 
iii. The tester captures the traffic using Wireshark  

 



 

321 
 

 
iv. The tester uses the script to send icmpv6 packets 

 
v. The tester runs the script using cmd. 
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vi. The tester captures the traffic using Wireshark. 

 
11.2.4. Test Observation: 

i. The tester observed that the DUT is responding to the ICMPv4 type 13 and in 
response DUT is providing the timestamping which is not permitted. 

ii. DUT is not responding to the ICMPv6 type packets specifically for which 
responding is not permitted and they are not able to change anything in the 
configuration.  

11.2.5. Evidence Provided: The screenshot of the Wireshark capture is attached. 
 

12. Test Case Results:  
 

SL.NO TEST CASE NAME PASS/FAIL Remarks 
1 OEM documentation for ICMP 

filtering  
  

2 ICMP testcase   
 

The clause is marked as fail because the tester observed that the DUT is responding to the 

ICMPv4 type 13 and in response DUT is providing the timestamping which is not 

permitted. 

  



 

323 
 

2.10.2 TSTP for Authentic Privilege Escalation Only 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.10.2 

 

DUT Details: GPON-ONT 

DUT Software Version: V 3.2.02-231205 

Digest Hash of OS: Hash of DUT OS is required 

Digest Hash of Configuration: Hash of DUT configuration is required 

Applicable ITSAR: NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1  

ITSAR Version No:  ONT ITSAR403012311 and Version: 1.0.1 

OEM Supplied Document list:  All the documents provided by OEM to be listed here 

  

1. <ITSAR Section No & Name> Section 1.10: Operating System 
2. <Security Requirement No & Name > 1.10.2: Authenticated Privilege Escalation 

Only 
3. Requirement Description: There shall not be a privilege escalation method in 

interactive sessions (CLI or GUI) which allows a lower privileged / guest user to gain 
administrator/root privileges from another user account without re-authentication or 
thru exploitation of authentication bypass vulnerabilities. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . Section 4.2.4.1.2.1] 

4. DUT Confirmation Details: 

 

 

5. DUT Configuration: There is no additional configuration required for this test case. 
 

6. Pre-Conditions: 
i. OEM shall provide documentation of the operating system(s) used in the network 

product.  
ii. OEM shall supply a list of operating system functions which a system user can use to 

explicitly gain higher privileges, and how these functions are configured. 
 

7. Test Objective: To verify no privilege is allowed in DUT without authentication  
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8. Test Plan  
8.1 Test Cases: 

8.1.1 Review OEM documentation  
8.1.2 Check privilege escalation method in GUI.  
8.1.3 Attempt authentication bypass to gain privilege access to the DUT 

8.2   Test-bed setup Diagram:  

 

 

8.3 Test tool required per scenario/test case: web GUI of DUT. 
8.4 Test Execution Steps: 

i. The tester shall review the OEM documentation if any feature exists for privilege 
escalation and attempt to verify it 

ii. The tester shall also attempt to authentication bypass using session id capturing or 
SQL injection 
 

9. Expected Results for pass: DUT doesn’t allow privilege escalation without 
authentication  
 

10. Expected Format of Evidence:  screenshots 
 
11. Test Execution:  

11.1 Test Case Number: 01 

11.1.1. Test case Name: Review OEM documentation 

11.1.2. Test Case Description: The Tester shall review a list of operating system 
functions which a system user can use to explicitly gain higher privileges, and 
how these functions are configured.  

11.1.3. Execution Steps: Review the OEM documentation 
11.1.4. Test Observation: 
11.1.5. Evidence Provided: -NA- 

 
11.2 Test Case Number: 02 

11.2.1. Test case Name: Check privilege escalation method in GUI. 
11.2.2. Test Case Description: Check privilege escalation method in GUI. 
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11.2.3. Execution Steps: 
i. The tester logged into the DUT’s Web GUI (http://192.168.1.1)  in web browser 

of the test machine (192.168.1.22) using account “admin” with using the 
respective authentication attribute(password). 

 
ii. The Tester clicked on Management > User Manage and check for various user 

management options. 

 
iii. The Tester observed that the DUT do not have options of configuring user 

privileges and other options related to clause requirement. The tester can only 
change the password.  

 

http://192.168.1.1/
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iv. The Tester also observed that after every password change user requires to re-
authenticate. 

 
11.2.4. Test Observation: The DUT is supplied with a pre-configured single user which 

acts as an admin user and have all the required privileges to manage the DUT. 
The tester can only change the password of the DUT and after every password 
change the user needs to re-authenticate immediately.   

11.2.5. Evidence Provided: Screenshots are attached above 
 

11.3 Test Case Number: 03 

11.3.1. Test case Name: Authentication bypass 
11.3.2. Test Case Description: The tester shall attempt authentication bypass  
11.3.3. Execution Steps 

i. The tester shall attempt authentication bypass by using SQL injection  

ii. The Tester may also attempt capturing session cookies/id and use it to bypass 

authentication 

11.3.4.  Test Observations: The DUT is supplied with a pre-configured single user 
which acts as an admin user and have all the required privileges to manage the 
DUT. The tester can only change the password of the DUT and after every 
password change the user needs to re-authenticate immediately.   

 

12. Test Case Results:  
 
SL. No TEST CASE NAME PASS/FAIL REMARKS 

1 The Tester shall review a list of operating 
system functions which a system user can 
use to explicitly gain higher privileges, 
and how these functions are configured.  

  

2 Check privilege escalation method in GUI.   
3 Authentication bypass   
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2.10.3 TSTP for System account identification 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.10.3 

 

DUT Details: GPON-ONT 

DUT Software Version: V 3.2.02-231205 

Digest Hash of OS: Hash of DUT OS is required 

Digest Hash of Configuration: Hash of DUT configuration is required 

Applicable ITSAR: NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1  

ITSAR Version No:  ONT ITSAR403012311 and Version: 1.0.1 

OEM Supplied Document list:  All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 2.10.3: Operating System 
2. <Security Requirement No & Name > 1.10.3: System account identification 
3. Requirement Description: Each system account in ONU/ONT shall have a unique 

identification with non-repudiation controls. 
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.4.2.2] 

4. DUT Confirmation Details: 

 

5. DUT Configuration: There is no additional configuration required for this test case. 
 

6. Pre-Condition: OEM shall provide confirmation that each system account in Operating 
system of the ONT shall have a unique identification. OEM should share the supporting 
document. 

 
7. Test Objective/ Purpose:  To verify that each system account in DUT shall have a 

unique identification with non-repudiation controls 
 
8. Test Plan  

8.1 Test Cases: 
8.1.1 Multiple system accounts  
8.1.2 Unique Identification (UID) 

8.2 Test-bed setup Diagram:  
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8.3 Test tool required per scenario/test case: CLI /GUI Interface 

 
9. Expected Results: DUT each system account in DUT shall have a unique identification 

with non-repudiation controls 
 

10. Expected Format of Evidence: screenshots 
 
11. Test Execution:  

11.1 Test Case Number: 01 

11.1.1. Test case Name: Multiple system accounts  
11.1.2. Test Case Description: The Tester shall create multiple system accounts on 

DUT. 
11.1.3. Execution Steps: 

i. In DUT, there is no option to create any system or user account. 
ii. Further to identify system account in Operating system of the DUT, the Tester 

logged into the DUT’s Web GUI (http://192.168.1.1)  in web browser of the test 
machine (192.168.1.22) using account “admin” with using the respective 
authentication attribute (password). 

 
iii. The Tester clicked on Management > User Manage and check the various user  

 

http://192.168.1.1/
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iv. The Tester observed that the DUT do not have any option to create the multiple 

users and check uniqueness of each account. The tester can only change the 
password.  

11.1.4. Test Observation: The Tester observed that the DUT do not have any option 
to create the multiple users and check uniqueness of each account. The tester 
can only change the password.  

11.1.5. Evidence Provided: Screenshots are attached above 
 

11.2 Test Case Number: 02 

11.2.1. Test case Name: The Tester shall check whether all newly created system 
accounts having a unique identification (UID). 

11.2.2. Test Case Description: The Tester shall check whether all newly created 
system accounts having a unique identification (UID). 

11.2.3. Execution Steps: DUT does not have option to create multiple accounts hence 
unique identification (UID cannot be verified). 

11.2.4. Test Observation: DUT does not have option to create multiple accounts 
hence unique identification (UID cannot be verified). 

11.2.5. Evidence Provided: -NA- 
i. CASE 1: The Tester observes that the DUT comes with a single user and creation 

of multiple user accounts is not supported by the DUT. 

ii. CASE 2:  UIDs cannot be verified at this stage and OEM support is required. 

 

12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 Multiple system accounts   
2 unique identification (UID)   
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2.10.4 TSTP Report for Evaluation OS-Hardening 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.10.4 

 

 <DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.10: Operating System 
2. <Security Requirement No & Name > 1.10.4: OS-Hardening 
3. Requirement Description: Appropriate OS hardening procedures including security 

measures required to ensure the kernel security and miniaturization etc. shall be 
implemented in ONU/ONT Kernel based network functions not needed for the 
operation of the ONU/ONT shall be deactivated. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.3.1.2] 

4. DUT Confirmation Details: 

 

5. DUT Configuration: The DUT is configured to check that the kernel functions are 
disabled to harden the OS 
 

6. Precondition: OEM shall provide OS Hardening undertaken and provide information 
on steps taken in this regard 

 
7. Test Objective: to verify that the Kernel based network functions not needed for the 

operation of the ONU/ONT are deactivated 
 
8. Test Plan  

8.1 Test Cases: 
8.1.1 OEM documentation for kernel functions 
8.1.2 OS hardening verification 

8.2 Test-bed setup Diagram:  



 

331 
 

 

8.3 Test tool required per scenario/test case: CLI/GUI Interface 
8.4 Test Execution Steps 

i. The Tester reviews the process for OS Hardening undertaken from OEM that justify 
that the OS is sufficiently hardened 

ii. The Tester shall verify that IP Packet Forwarding / Proxy ARP / Directed broadcast 
/ IP Multicast / Gratuitous ARP feature are disabled by default on the network 
product 
 

9. Expected Results for Pass: The Kernel based network functions not needed for the 
operation of the ONU/ONT are deactivated.  
 

10. Expected Format of Evidence: screenshots 
 
11. Test Execution:  

11.1 Test Case Number: 01 

11.1.1. Test case Name: The Tester reviews the process for OS Hardening 
undertaken from OEM that justify that the OS is sufficiently hardened. 

11.1.2. Test Case Description: The Tester reviews the process for OS Hardening 
undertaken from OEM that justify that the OS is sufficiently hardened. 

11.1.3. Execution Steps: 
i. Note: Software test document is not available with lab because this is the 

market purchased product used for demo testing. 

11.1.4. Test Observation: 
i. Note: Software test document is not available with lab because this is the 

market purchased product used for demo testing. 

11.1.5. Evidence Provided: -NA- 
 

11.2 Test Case Number: 02 

11.2.1. Test case Name: OS hardening verification  
11.2.2. Test Case Description: The Tester shall verify that IP Packet Forwarding / 

Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP feature are 
disabled by default on the network product. 
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11.2.3. Execution Steps: 
i. The Tester checked the DUT and found that there is no IP Packet Forwarding / 

Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP feature shown in 
DUT. 

ii. The Tester shall review the OEM document to verify the OS hardening document. 
11.2.4. Test Observation: 

i. The Tester checked the DUT and found that there is no IP Packet Forwarding / 
Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP feature shown in 
DUT. 

ii. The Tester shall review the OEM document to verify the OS hardening document. 
11.2.5. Evidence Provided: -NA- 

i. CASE 1: Expected observation “DUT is sufficiently hardened and security 

measures are implemented to ensure the Kernel Security and miniaturization”.  

ii. CASE 2: Observation and result will be drawn once the TSTP have OEM support 

and OEM document. 

 

12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 OEM documentation    
2 OS Hardening verification    
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2.10.5 TSTP Report for Evaluation No automatic launch of removable 
media 

 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.10.5 

 

 <DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.10: Operating System 
2. <Security Requirement No & Name > 2.10.5: No automatic launch of removable 

media 
3. Requirement Description: ONU/ONT shall not automatically launch any application 

when removable media device is connected. 
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . Section 4.3.3.1.3] 

4. DUT Confirmation Details: 

 

5. DUT Configuration: There is no additional configuration required for this test case. 
 

6. Precondition:  OEM shall provide support mechanisms for buffer overflow protection 
and enabled and/or implemented shall be provided.  

 
7. Test Objective / Purpose: 
 
8. Test Plan  

8.1 Test Cases: 
8.1.1 The Tester shall review the OEM documentation which supports that the proper 

restrictions set properly in order to prevent the automatic launch of removable 
media. 

8.1.2 The Tester inserts removable media device (like CD, DVD USB Stick/USB storage 
device) whichever is supported by the DUT.  
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8.2    Test-bed setup Diagram:  

 

8.3 Test tool required per scenario/test case: CLI/GUI Interface 
8.4 Test Execution Steps: 

i. The tester log in the network product. 
ii. The tester inserts a removable media device (CD-, DVD-, USB-Sticks and/or USB-

Storage drives) in the network product. 
iii. Tster checks if there is launch of  any application from the mounted content 

 

9. Expected Results for Pass: The network product does not launch any applications to 
open the contents in the removable media device. In Linux® machines, the removable 
media device is not automatically mounted in the filesystem 
 

10. Expected Format of Evidence: screenshots 
 
11. Test Execution:  

11.1Test Case Number: 01 

11.1.1. Test case Name: OEM documentation  
11.1.2. Test Case Description: The Tester shall review the OEM documentation 

which supports that the proper restrictions set properly in order to prevent 
the automatic launch of removable media. 

11.1.3. Execution Steps: -NA- 
11.1.4. Test Observation: 

i. Note: Software test document is not available with lab because this is the market 

purchased product used for demo testing. 

11.1.5. Evidence Provided: -NA- 
 

11.2Test Case Number: 02 

11.2.1. Test case Name: auto-launch of application.  
11.2.2. Test Case Description: The tester checks for the auto-launch of application  
11.2.3. Execution Steps: 

i. Load the autorun script onto the external media drive (e.g., USB) that is 
supported by the DUT. 
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ii. Connect the external media drive to the DUT and check if the DUT launches the 
application or scripts. 

iii. Additionally, reload the DUT and verify if the external media drive is accessible 
or not. 

iv. The Tester checks if auto-mounting is enabled or not 
11.2.4. Test Observation: The tester observes that DUT does not have any option to 

mount any removable media device like CD/DVD, SD card or USB stick/USB 
Storage devices. Images of the DUT are attached for reference. 

11.2.5. Evidence Provided: -NA- 
 

12. Test Case Results: 
 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 OEM documentation   
2 auto-launch of application.   

 

Note: This requirement is marked as not applicable as the DUT does not any option to 

mount any removable media device. 
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2.10.6 TSTP Report for Evaluation Protection from buffer overflows 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2. 10.6 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

  

1. <ITSAR Section No & Name> Section 2.10: Operating System 
2. <Security Requirement No & Name > 2.10.6: Protection from buffer overflows 
3. Requirement Description: ONU/ONT shall support mechanisms for buffer overflow 

protection.  
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.3.1.5] 

4. DUT Confirmation Details: 

 

 

5. DUT Configuration: There is no additional configuration required for this test case. 
 

6. Precondition: OEM shall provide support mechanisms for buffer overflow protection 
and enabled and/or implemented shall be provided.  

 
7. Test Objective: To verify that DUT has protection mechanism against buffer overflow 
 
8. Test Plan  

8.1 Test Cases: 
8.1.1 The Tester shall review the OEM documentation which supports OS-level 

restrictions set properly in order to prevent privilege escalation or extended 
access permissions due to the contents of the mounted file systems. 
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8.1.2 The Tester shall review the OEM documentation which supports OS-level 
restrictions set properly to prevent privilege escalation or extended access 
permissions due to the contents of the mounted file systems). 

8.2    Test-bed setup Diagram:  

 
8.3 Test tool required per scenario/test case: CLI/GUI interface 
8.4 Test Execution Steps : The accredited evaluator's test lab is required to execute 

the following steps:  
i. The tester verifies that there is:  

a. A technical description of the buffer overflow protection mechanisms that have 

been  implemented on the system. 

b. Details of whether the buffer overflow protection mechanisms are implemented 

by  default or if additional actions (e.g. scripts or commands manually 

executed) are required.  

c. If manually executed actions are required then detailed instructions should be 

included in the technical description.  

ii. The tester verifies that the test results: 

a) Describe test procedures used to verify the buffer overflow protection 

mechanisms,  

b) Contain data which demonstrates/indicates that the buffer overflow protection 

mechanisms described in the technical description document have been 

implemented.  

c) Contains details of the test set-up for the testing of the buffer overflow 

protection mechanisms. Where simulators and/or scripts are used to artificially 

create the conditions to trigger the buffer overflow protection mechanism then 

details of these should also be inc 

 

9. Expected Results for Pass: 
a. A technical description of the buffer overflow protection mechanisms that have been 

implemented on the system.  
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i. Details of whether the buffer overflow protection mechanism are implemented   by 

default or if additional actions (e.g. scripts or commands manually executed) are 

required.  

ii. If manually executed actions are required then detailed instructions should be 

included in the technical description.  

b. The test results should:  
i. Describe test procedures used to verify the buffer overflow protection 

mechanisms, 

ii. Contain data which demonstrates/indicates that the buffer overflow protection 

mechanisms described in the technical description document have been 

implemented. 

iii. Contains details of the test set-up for the testing of the buffer overflow protection 

mechanisms. Where simulators and/or scripts are used to artificially create the 

conditions to trigger the buffer overflow protection mechanism then details of 

these should also be inc 

 

10. Expected Format of Evidence: screnshots 
 

11. Test Execution:  
11.1 Test Case Number: 01 

11.1.1. Test case Name: Buffer overflow protection 
11.1.2. Test Case Description: The Tester shall review the OEM documentation which 

supports OS-level restrictions set properly in order to prevent privilege 
escalation or extended access permissions due to the contents of the mounted 
file systems. 

11.1.3. Execution Steps:  
i. Note: Software test document is not available with lab because this is the market 

purchased product used for demo testing. 
11.1.4. Test Observation:  

i. Note: Software test document is not available with lab because this is the market 
purchased product used for demo testing. 

11.1.5. Evidence Provided: -NA- 
 

12. Test Case Results:  
 

SL. No TEST CASE NAME PASS/FAIL Remarks 
1 Buffer Overflow protection   
2    
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2.10.7 TSTP Report for External file system mount restrictions 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2. 10.7 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section 10: Operating System 
2) <Security Requirement No & Name > 10.7: External file system mount restrictions 
3) Requirement Description: If normal users are allowed to mount external file systems 

(attached locally or via the network), OS-level restrictions shall be set properly in 
ONU/ONT in order to prevent privilege escalation or extended access permissions due 
to the contents of the mounted file systems. OS-level restrictions shall apply to normal 
users against mount / use of removable media devices (e.g. USB drive, CD ROM etc.) for 
data transfer. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.3.1.6 
 

4) DUT Confirmation Details: 
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5) DUT Configuration: Configure the DUT to mount external file system 
 
 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2 Port(s) Physical LAN1, LAN2 
FXS 1 Port(s) Physical FXS 
GUI  - Man-Machine  Syrotech 
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6) Precondition: 
i. OEM to give the details on the list of files, directories and their associated 

permissions. 
ii. OEM should provide documentation on the list of functions and commands 

supported by the DUT’s OS. 
iii. The OEM should provide documentation specifying whether the DUT supports 

external media drives, such as USB. If supported, the USB mount path should be 
included. 

 
7) Test Objective: -  To verify that DUT doesn’t allow privilege escalation due to external 

mounted contents 
 

8) Test Plan  
8.1 Test Cases: 

8.1.1 Mount external file system 
8.2 Test-bed setup Diagram:  

 
8.3 Test tool required per scenario/test case: 
8.4 Test Execution steps 

i. Create an executable file that requires root privileges using SUID configuration and 
make the root user the owner of the file. 

ii. Connect the external media drive to the DUT and move/ or copy the file to an 
external media drive. 

iii. Check and verify the privilege/ or permission of the moved file on the external 
media drive. 

iv. Ensure that the SUID bit has been disabled or not. 
 

9) Expected Results for Pass: - DUT should not let privilege escalation upon executing 
the mounted contents in the DUT 
 

10) Expected format of evidence: screenshots 
 
11) Test Execution:   

11.1 Test Case Number: 8.1 
11.2 Test case Name: Mount external file system 
11.3 Test Case Description: Verification of the user account not allowed to mount 

external file system. 
11.4 Execution Steps: 



 

342 
 

i. Create an executable file that requires root privileges using SUID configuration and 
make the root user the owner of the file. 

ii. Connect the external media drive to the DUT and move/ or copy the file to an external 
media drive. 

iii. Check and verify the privilege/ or permission of the moved file on the external media 
drive. 

iv. Ensure that the SUID bit has been disabled or not. 
 

11.5 Evidence provided:- DUT lacks USB port hence the test cannot be performed 
11.6 Test Observations  

i. Test Case 8.1: DUT lacks USB port hence the test cannot be performed 
 

12) Test Result 
 

ITSAR ONU-ONT No. Test name Actual Result 

1. Mount external file system 
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2.10.8 TSTP Report for File-system Authorization privileges 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2. 10.8 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name>: Section 10: Operating System  

2) <Security Requirement No & Name > 10.8: File-system Authorization privileges 

3) Requirement Description:  ONU/ONT shall be designed to ensure that only users that 

are authorized to modify files, data, directories or file systems have the necessary 

privileges to do so.  

4) DUT Confirmation Details: 
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5) DUT Configuration: NA 

 

6) Pre-Condition: - OEM to give the details on authorization policy supported by the DUT. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2 Port(s) Physical LAN1, LAN2 
FXS 1 Port(s) Physical FXS 
GUI  - Man-Machine  Syrotech 
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7) Test Objective: - To verify that the DUT allows only privileged users to modify files, 

data, directories or file systems 

 
8) Test Plan  

8.1 Test Cases: 

8.1.1 User authorization 
8.2 Test-bed setup Diagram:  

 

8.3 Test tool required per scenario/test case: 

8.4 Test Execution steps:- Open PuTTY and enter the IP address 192.168.1.1 and 

verify authorization to modify the file data by running the specified command in 

the terminal. 

admin 

admin123 

enterlinuxshell 

ls  

cat chip_type 

echo "Deltaphi" > chip_type 

cat chip_type 

To create a file running the specified command in the terminal. 

touch test.txt 

ls 

rm -rf test.txt 

ls 

Verify that only the authorized root user can create, edit, delete files and 

directories, and modify data. 

low privilege user: Open PuTTY and enter the IP address 192.168.1.1 and verify 

user privilege to modify the file data by running the specified command in the 

terminal 

user 

user 

enterlinuxshell 
Verify that only the user privilege cannot create, edit, delete files and directories, 
and modify data. 
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9) Expected Results for Pass: - DUT should maintain the authorization policy by letting 

the authorized users to modify files, data, directories or file systems 

 
10) Expected format of evidence: screenshots 

 
11) Test Execution:   

11.1 Test Case Number: 8.1 
11.2 Test case Name: User authorization 
11.3 Test Case Description: The tester verifies that only users that are authorized to 

modify files, data, directories or file systems have the necessary privileges. 
11.4 Execution Steps: 

i. Open PuTTY and enter the IP address 192.168.1.1 and verify authorization to 
modify the file data by running the specified command in the terminal - as shown 
in Figure 4.1.6.1. 
admin 
admin123 
enterlinuxshell 
ls  
cat chip_type 
echo "Deltaphi" > chip_type 
cat chip_type 

 
Figure 4.1.6.1- Verify admin privilege edit the modify the data in the file 

 

ii. To create a file running the specified command in the terminal- as shown in figure 
4.1.6.2 
touch test.txt 

ls 

rm -rf test.txt 

ls 
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Figure 4.1.6.2 – Verify admin privilege creates and deletes data in the directory. 

iii. Verify that only the authorized root user can create, edit, delete files and 
directories, and modify data. 

iv. low privilege user: 
v. Open PuTTY and enter the IP address 192.168.1.1 and verify user privilege to 

modify the file data by running the specified command in the terminal - as shown 
in Figure 4.1.6.3. 
user 

user 

enterlinuxshell 

 
Figure 4.1.6.2 - Verify user privilege cannot enter into linuxshell 

vi. Verify that only the user privilege cannot create, edit, delete files and directories, 
and modify data. 

 
11.5 Evidence Provided:  

i. Admin privilege user (root): 

a. Admin privilege can able to create, edit, and delete files and directories. 
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ii. low privilege user: 

a. low privilge user cannot able to create, edit, delete files and directories. 

 
11.6 Test Observations:  Test Case 8.1: DUT lacks USB port hence the test cannot be 

performed 
 

12) Test Result 

 

ITSAR ONU-ONT No. Test name Actual Result 

1. Mount external file system 
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Section 11: Web Servers 

2.11.1 TSTP Evaluation for HTTP 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.1 

 

<DUT Details: > Alphion AONT100C 

 <DUT Software Version:> R2.0.9.6 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.1 HTTP 

3. <Requirement Description: > The communication between Web client and Web 

server to be protected using industry standard secured communication protocols 

TLS/HTTPS. Cipher suites with NULL encryption shall not be supported. ONU/ONT to 

be protected against sniffing and side jacking attacks. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.5.1] 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

Command used: ifconfig –a (To find IP information and all interfaces) 
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The below screenshot shows the firmware version of the DUT 

 
The below screenshot shows the information of the DUT 

 
5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6. Pre-Condition:  

i. Network product documentation containing information about supported Web 
Servers and Protocol to communicate with the Web Server in the DUT is provided 
by the vendor. 

ii. A peer implementing the security protocol same as the one configured by the 
vendor on DUT for Web Server, (e.g., HTTPS client) shall be available. 

iii. Network product documentation stating which security protocols for protection of 
data in transit are implemented and which profiles in TS 33.310 [9] and TS 33.210 
[X] are applicable is provided by the vendor. 

iv. For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310 
[9]. 

v. Test environment with a Web Browser. 
vi. All ciphers supported by the server need to be checked that they are as per Table 1 

of the latest document “Cryptographic Controls For Indian Telecom Security 
Assurance Requirements (ITSAR)” 

vii. For example in apache httpd running on ubuntu 20.04 the command openssl ciphers 
-v is used to check all supported ciphers. The tester must ensure there are no weak 
ciphers and if so those ciphers must be removed from configuration before 
conducting the rest of the test. If this fails - TEST FAILS 
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7. Test Objective: The communication between Web client and Web server shall be 

protected using TLS. 

 

8. Test Plan  

8.1. Test Cases: Check traffic is properly protected and TLS is being used or not 

8.2. Number of Test Scenarios: 

8.1.1 Test Scenario for HTTP: Check traffic is properly protected and TLS is being 
used or not 

8.3. Test-bed setup Diagram:  
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8.4. Tools Required 

i. Testssl 

ii.  Browser 

8.5. Test Execution Steps 

i. Open any web browser and initiate a connection to the target server using the 

HTTP protocol to verify whether the communication between the client and 

server occurs over HTTP. 

ii. The tester initiates a connection to the target server using the SSL/TLS protocol, 

specifying a particular version (e.g., TLS 1.0, TLS 1.2). 

iii. Take note of the cipher suites supported by the Device Under Test (DUT) during 

the SSL/TLS handshake. 

iv. Follow the steps for each supported cipher suite, both secure and weak, to 

thoroughly test the server's configuration. 

v. Check all supported ciphers and verify that the DUT supports secure ciphers. 

Ensure that the server does not support null encryption. 

Note: Utilize an automated tool such as Testssl to streamline and automate the 

testing process. 

vi. Verify DUT is protected against sniffing and side jacketing attacks. 

 

9. Expected Results for Pass: 

i. Case 1: The ciphers supported by the Device Under Test (DUT) should align with 

the recommendations outlined in the Cryptography ITSAR. 

 

10. Expected Format of Evidence:  Screenshots of Testing  

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC1_ SUPPORT_ CIPHERS 
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11.1.2. Test Case Description: The communication between Web client and Web 

server shall be protected using TLS. 

11.1.3. Execution Steps: 

i. Step 1: Open kali Linux and type the command “testssl https://172.16.1.50” and 

observe the response  
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ii. From the above image, we verified the fingerprints, signature, TLS version, supported 

cipher and null encryption by the server.  

11.1.4. Test Observations:  

i. The communication channel between the Network product and its client is 

encrypted using TLSv1.2, 

ii. The DUT supported the weak cipher, Fingerprint and signature algorithm 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC1_ SUPPORT_ CIPHERS    
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211.2 TSTP for Evaluation of Web Server Logging 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.2 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed her  

   

1. <ITSAR Section No & Name> Section 11: Webserver  

2. <Security Requirement No & Name > 1.11.2 Webserver logging  

3. <Requirement Description:> Access to the ONU/ONT webserver (for both successful 

as well as failed attempts) shall be logged by ONU/ONT.  

The web server log shall contain the following information: 

i. Access timestamp  

ii. Source (IP address)  

iii. Account (if known)  

iv. Attempted login name (if the associated account does not exist)  

v. Relevant fields in http request. The URL should be included whenever possible.  

vi. Status code of web server response  

These logs should be exportable to external syslog server using secure cryptographic 

controls prescribed in Table1 of the latest document of “Cryptographic Controls For 

Indian Telecom Security Assurance Requirements (ITSAR)”. 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.5.2.1] 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  

ii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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• The below screenshot shows the firmware version of the DUT 

 
• The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 
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iv. Set the static IP address 

 

 
6. Preconditions 

i. Network Product documentation which contains information on log file location and 

procedure to access it. 

ii. Tester has the necessary privileges to access the log files. 

iii. Test environment with a Web Browser. 
 

7. Test Objective: Verify that all accesses to the webserver are logged with the required 

information. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check whether the web server is logging the user login 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

i. Power up the testbed 

ii. The tester tries to login to the webserver using the correct and incorrect login 

credentials. 

iii. The tester verifies whether the login attempts were logged correctly with all the 

required information. 

 
9. Expected Results for Pass: All webserver events are logged with all of the required 

information. 
 

10. Expected Format of Evidence: Testing report contains copies of the log file showing 
the captured information. 

 
11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_WEBSERVER_LOGGING 

11.1.2. Test Case Description:  Verify that all accesses to the webserver are logged 

with the required information 

The web server log shall contain the following information:    

i. Access timestamp - Source (IP address)   

ii. Account (if known)  

iii. Attempted login name (if the associated account does not exist)  

iv. Relevant fields in http request. The URL should be included whenever possible.  

v. Status code of web server response 

11.1.3. Execution Steps: The tester shall open any Web Browser (Mozilla Firefox, 

Google Chrome) and go to the web address/IP of the DUT 

i. URL: http://<IP address of DUT> And enter the right credentials. 

https://172.18.0.8/
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ii. With the proper privilege in the DUT while accessing the Log file we can see 

the following log info. 

iii. Command used: cat/var/log/web 

iv. NOTE: tester to verify the log from the path shared by OEM 

 

 
v. Again, the tester opens any Web Browser (Mozilla Firefox, Google Chrome) 

and go to the web address/IP of the DUT. 

vi. URL: http://<IP address of DUT> 

vii. And enter the wrong credentials (wrong password/wrong username) 

 

https://172.18.0.8/
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viii. With the proper privilege in the DUT while accessing the Error Log file we can 

see the following log info. 

ix. Command used: cat/var/log/web/error  
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11.1.4. Test Observations: It should be ensured that any access/error/events to the 

DUT Web-Server the logs are filed with the information as per the ITSAR 

clause. 

 
12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_WEBSERVER_LOGGING   
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2.11.3 TSTP Report for Evaluation 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.3 

 

<DUT Details: >  

 <DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

24. <ITSAR Section No & Name> Section 11:  Web Server 

1. <Security Requirement No & Name > 1.11.3 HTTPS input validation 
25. <Requirement Description: > The ONU/ONT shall have a mechanism in place to ensure that 

web application inputs are not vulnerable to command injection or cross-site scripting 

attacks. The ONU/ONT shall validate, filter, escape, and encode user-controllable input 

before it is placed in output that is used as a web page that is served to other users.  

26. [Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.5.4] 

 

27. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 
• Command used: ifconfig –a (To find IP information and all interfaces) 
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• The below screenshot shows the firmware version of the DUT 

 
• The below screenshot shows the information of the DUT 

 
 

28. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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29. Preconditions 

i. The Vendor must provide a Certificate stating that the Web Application is tested and 
free from command injection or cross-site scripting attacks. 

ii. Network Product documentation which contains information on log file location and 
procedure to access it. 

iii. Tester has the necessary privileges to access the log files. 
iv. Test environment with a Web Browser. 
v. Knowledge about XSS and Command Injection attacks. 

 

30. Test Objective: The DUT shall have a mechanism in place to ensure that web application 

inputs are not vulnerable to command injection or cross-site scripting attacks 

31.  

32. Test Plan  

8.1 Number of Test Scenarios: 

8.1.1 Test Scenarios for XSS attack 
i. Manual check via Cheat Sheet 

ii. Automated check via tool  
8.1.2 Test Scenarios for Command Injection attack 

i. Manual check via Cheat Sheet 
ii. Automated check via tool 

8.2 Test-bed setup Diagram:  

 



 

366 
 

 
8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

i. XSStrike (https://github.com/s0md3v/XSStrike) 
ii. Commix (https://github.com/commixproject/commix) 

8.4 Test Execution Steps 

i. Power up the testbed 
ii. The tester manually tries to find the inputs in the Web Application. 

iii. Perform manual test on inputs for XSS and Command Injection vulnerability based 
on cheat sheets. 

iv. The tester using automated tools like XSStrike and Commix to find Command 
Injection vulnerability. 

 

33. Expected Results for Pass: The Web Application must be free from XSS and Command 

Injection vulnerability. 

 

34. Expected Format of Evidence: Testing report contains copies of the log file showing the 

captured information. 

 

35. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_XSS_TESTING 
11.1.2. Test Case Description: Verify that all the input in the WEB Application is free 

from XSS attack. 
i. Manual approach 

ii. Automated approach 
11.1.3. Execution Steps: The tester shall open any Web Browser (Mozilla Firefox, 

Google Chrome) and go to the web address/IP of the DUT. 
i. URL: http://<IP address of DUT> 

https://github.com/s0md3v/XSStrike
https://github.com/commixproject/commix
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ii. Find all the input in the WEB Application/Page 

a. Manual Approach 
i. Use the below cheat sheet for XSS and try it in the input and observe the 

behaviour. 
- (https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb41

5134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_ve
ctors.txt) 

 
- (A snapshot of few XSS payloads) 

ii. Automated Approach. 
- Command used: xsstrike –crawl –u <URL of WEB Application> 

https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
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- (Here we can see the tool has not detected any vulnerable object) 

 
- (Here we can see the tool has detected a vulnerable object this must be 

manually checked and if found vulnerable the test case will fail) 
11.1.4. Test Observations: It should be ensured that any input on the WEB Application 

should not be vulnerable to XSS attacks. 
 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: TC_CI_TESTING 
11.2.2. Test Case Description: Verify that all the input in the WEB Application is free 

from Command Injection attack. 
i. Manual approach 

ii. Automated approach 
11.2.3. Execution Steps: The tester shall open any Web Browser (Mozilla Firefox, 

Google Chrome) and go to the web address/IP of the DUT. URL: http://<IP 
address of DUT> 

 
i. Find all the input in the WEB Application/Page 

a. Manual Approach 
i. Use the below cheat sheet for Command Injection and try it in the input and 

observe the behaviour. 
ii. (https://hackersonlineclub.com/command-injection-cheatsheet/) 

https://hackersonlineclub.com/command-injection-cheatsheet/
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iii. (A snapshot of few Command Injection payloads) 
b. Automated Approach. 

i. Command used: <Read the utility documentation to get information 
about the usage> 

 
ii. (Here we can see the tool has not detected any vulnerable object) 
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iii. (Here we can see the tool has detected a vulnerable object this must be 

manually checked and if found vulnerable the test case will fail) 
11.2.4. Test Observations: It should be ensured that any input on the WEB 

Application should not be vulnerable to Command Injection attacks. 
 

36. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_XSS_TESTING   

2 TC_CI_TESTING   
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2.11.4 TSTP for Evaluation No unused HTTPS methods 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.4 

 

<DUT Details: > 

 <DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed her  

   

1. <ITSAR Section No & Name> Section 11: Web Servers 

2. <Security Requirement No & Name > 1.11.4 No unused HTTPS methods 

3. <Requirement Description:> HTTP methods that are not required shall be 

deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other 

methods are required, they shall not introduce security leaks such as TRACK or 

TRACE.  

 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.3.4.3]. 

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

• Use command to get Interfaces details  

• Use command to get Application No/Version No & Kernel Info 

a. Command used: ifconfig –a (To find IP information and all interfaces) 
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b. The below screenshot shows the firmware version of the DUT 

 

c. The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 

iv. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

v. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 

vi. Verify the DUT information through device info 
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vii. Set the static IP address 

 

 
6. Preconditions 
− The tester must have administrative privilege 
− A tester machine is available. 
− Test environment with a provision to access the DUT. 
− Vendor list of Enabled and necessary methods in the DUT Web-Server. 

 
7. Test Objective: Verify if the DUT supports any HTTP methods other than GET, HEAD, 

POST as mentioned in the requirement. 
 

8. Test Plan: 
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8.1. Number of Test Scenarios: 
8.1.1. Test Scenario if OPTIONS is enabled 
8.1.2. Test Scenario if OPTIONS is disabled: Custom Script to be used to check for 

enabled Methods 
8.2. Test Bed Diagram 

 

8.3. Tools Required: Default DUT configuration tool for Web Server as per vendor. It 
can be command line, GUI or any other interface as specified in vendor 
documentation. 

8.4. Test Execution Steps 
− Power up the testbed 
− The tester tries to check the available HTTP Methods in webserver. 
− The tester verifies whether the only required HTTP Methods are enabled or not. 
− If the OPTIONS method is not enabled in WEB-SERVER, the manual checking via 

script is to be used. 
 

9. Expected Results for Pass: System settings and configurations have been found 
adequately set, in all Web components of the system, to ensure that unneeded HTTP 
methods are deactivated. 

 
10. Expected Format of Evidence: Testing report contains screenshots showing the 

captured information. 
 

11. Test Execution: 
11.1. Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_UNUSED_HTTP_METHODS_OPTIONS_DISABLED 
11.1.2. Test Case Description:  Verify that the Web server has deactivated all HTTP 

methods that are not required if OPTIONS method is not enabled. 
11.1.3. Execution Steps: 

1. The tester shall open any terminal or any tool to access DUT shell 
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- Command used:  python3 WebServer-Methods.py <IP address of DUT> 

 

 
- The tester will compare the vendor list of enabled and necessary methods. 

- If any method other than the vendor list is present the test case will fail. 
- (This should not be present 

Pythonscript.py script (Script used for testing) 

#!/usr/bin/env python3 

 

import requests 

import urllib 

import validators 

 

methods = ["GET", "POST", "PUT", "DELETE", 

           "PATCH", "HEAD", "OPTIONS", "TRACK", "TRACE", "CONNECT"] 

def main(URL): 

    for method in methods: 

        try: 

            res = requests.request(method, URL, verify=False) 

            if (res.status_code == 405): 

                print(f"\033[1;94m[{method}]\033[00m:\033[1;91mDisabled 

\033[00m(\033[1;93m{res.status_code}\033[00m)\033[00m") 

            else: 

                print(f"\033[1;94m[{method}]\033[00m:\033[1;92mEnabled 

\033[00m(\033[1;93m{res.status_code}\033[00m)\033[00m") 

        except: 

            print(f"\033[1;94m[{method}]\033[00m: \033[1;91mError\033[00m") 

            pass 

 

if __name__ == '__main__': 

    if len(sys.argv) < 2: 

        exit(f"Usage: {sys.argv[0]} <URL>")  
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    URL = sys.argv[1] 

 

    if not validators.url(URL): 

        exit(f"Error: Invalid URL") 

    print(URL) 

    main(URL) 

 
11.1.4. Test Observations: It should be ensured that HTTP methods that are not 

required for DUT operation shall be deactivated. 

 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_UNUSED_HTTP_METHODS_
OPTIONS_DISABLED 
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2.11.5 TSTP Report for Evaluation No unused add-ons 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no2.11.5 

 

<DUT Details: > 

 <DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 
2. <Security Requirement No & Name > 1.11.5 No unused add-ons 
3. <Requirement Description: >  All optional add-ons and components of the web 

server shall be deactivated if they are not required. In particular, CGI or other scripting 
components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are 
not required.  
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . section 4.3.4.4] 

 

4. DUT Confirmation Details: 
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 
“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6. Preconditions 

i. The OEM has supplied a list of add-ons or scripting tools for Web server components 
needed for system operation, and that therefore need to be exempted from the test 
investigation. 

ii. The tester has administrative privileges. 
iii. A tester machine is available. 
iv. Path of the configuration file of the web server. 

 

7. Test Objective: To verify that the Web server has deactivated unneeded add-ons and 
unneeded scripting components. 

 

8. Test Plan: 
8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Unused Add-ons: This test scenario will check for the add-ons 
using DUT command. 

8.2 Test Setup Diagram: 

8.3 Test-bed setup Diagram:  
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8.4 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.5 Test Execution Steps 

i. Power up the testbed 
ii. Check that the web server is only running and listening on known ports (e.g., tcp 

port 80 and/or 443). Check that 
iii. CGI or other scripting components, Server Side Includes (SSI), and WebDAV are 

deactivated if they are not required. 
iv. The tester verifies that nothing else has been installed than the web server. 
v. The tester verifies that relevant system settings and configurations are correct to 

ensure fulfilment of the requirement. 
vi. The tester scans the Webserver using a suitable tool (e.g., Nikto) and verifies the 

tool report for availability of any default content. 
 

9. Expected Results for Pass: System settings and configurations have been found 
adequately set, in all Web components of the system, to ensure that all unneeded add-
ons or script components are deactivated. 

 

10. Expected Format of Evidence: Testing report contains copies of the log file showing 
the captured information. 

 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_UNUSED_ADD-ONS 
11.1.2. Test Case Description:  To verify that the Web server has deactivated 

unneeded add-ons and unneeded scripting components. 
11.1.3. Execution Steps:  

i. The tester shall open any terminal or any tool to access DUT shell. Command 

used: apache2ctl -M 
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ii. The tester manually checks for the vendor-supplied list of add-ons or scripting 

tools for Web server components needed for system operation other than those 

that must not be present. 

iii. The tester opens any terminal or any tool to access DUT shell 

- Command used: apache2ctl -M 
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iv. Here we can see allowed enabled modules that should not be there because they 

are WEBDAV, CGI, SSI (mod_actions, mod_authnz_fcgi, mod_cgi, mod_cgid, 

mod_suexec, mod_dav, mod_dav_fs, mod_dav_lock, mod_include) 

v. (Clickable link so for more info) 

vi. All this must not be present here only allowed and necessary add-ons must be 

allowed. 

11.1.4. Test Observations: System settings and configurations have been found 
adequately set, in all Web components of the system, to ensure that all 
unneeded add-ons or script components are deactivated. 

 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_UNUSED_ADD-ONS   

  

https://httpd.apache.org/docs/2.4/mod/mod_actions.html
https://httpd.apache.org/docs/2.4/mod/mod_authnz_fcgi.html
https://httpd.apache.org/docs/2.4/mod/mod_cgi.html
https://httpd.apache.org/docs/2.4/mod/mod_cgid.html
https://httpd.apache.org/docs/2.4/mod/mod_suexec.html
https://httpd.apache.org/docs/2.4/mod/mod_dav.html
https://httpd.apache.org/docs/2.4/mod/mod_dav_fv.html
https://httpd.apache.org/docs/2.4/mod/mod_dav_lock.html
https://httpd.apache.org/docs/2.4/mod/mod_include.html
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2.11.6 TSTP for Evaluation of No compiler, interpreter, or shell via CGI 
or other server-side scripting 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.6 

 

<DUT Details: > 

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1.   <ITSAR Section No & Name> Section 11:  Web Server 
2. <Security Requirement No & Name > 1.11.6 No compiler, interpreter, or shell via CGI 

or other server-side scripting 
3. <Requirement Description: > If CGI (Common Gateway Interface) or other scripting 

technology is used, the CGI directory -or other corresponding scripting directory - shall 
not include compilers or interpreters (e.g. PERL interpreter, PHP interpreter/compiler, 
Tcl interpreter/compiler or operating system shells). 

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.5] 

4. DUT Confirmation Details: 
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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• The below screenshot shows the firmware version of the DUT 

 
• The below screenshot shows the information of the DUT 

 
5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6. Preconditions 

i. The tester has administrative privileges 
ii. A tester machine is available. 

iii. Test environment with a Terminal. 
iv. OEM should provide path of scripting directories. 
 

7. Test Objective: To verify that there are no compilers, interpreters, or shell accessible 
via CGI or other scripting components. 

 

8. Test Plan: 
8.1 Test Scenario for CGI 

8.1.1 This test scenario is regarding CGI and check for compiler/interpreter or shell 

in CGI 

8.1.2 Manual 

8.2 Test bed Diagram  
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8.3 Test tool required per scenario/test case: Default DUT configuration tool for 

Web Server as per vendor. It can be command line, GUI or any other interface as 
specified in vendor documentation. 

8.4 Test Execution Steps 
i. Power up the testbed 

ii. The tester tries to access the Shell of Web Server. 
iii. Consult the web server configuration to identify all directories used for CGI or 

other scripting components.  
iv. In case the DUT is using other than CGI they must give the information about 

different technology used and further tests should be performed on that 
technology. (This document only deals with CGI Scripts) 

v. The tester manually checks that there are no compilers or interpreters (e.g., 
PERL® interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or 
operating system shells) in the directory/directories used for CGI or for other 
scripting tools (including PERL®, PHP, and others). 

vi. The tester will run some web scanning tools like Nikto, to get the detailed 
information and verify that there are no compilers or interpreters (e.g., PERL® 
interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating 
system shells) in the directory/directories used for CGI or for other scripting tools 
(including PERL®, PHP, and others). 

 

9. Expected Results for Pass: There are no compilers, interpreters or shells in 
directories accessible via CGI or other scripting components. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_COMPILER_FOR_CGI 

11.1.2. Test Case Description: There are no compilers, interpreters, or shells in 

directories accessible via CGI or other scripting components. 

11.1.3. Execution Steps: 
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i. The tester shall open any terminal emulator to access the DUT shell and use the 
following command. 

- Command used: ls <path of the CGI-BIN directory> 

 
- We can see that the directory does not contain any compiler/interpreter, shell. 
NOTE: OEM should provide path of scripting directories. 

ii. The tester shall open any terminal emulator and use the following command. 
- Command used: ls <path of the CGI-BIN directory> 

 

 
- We can see that the directory does contain bash shell, python3 interpreter. 
- (This should not be present) 

11.1.4. Test Observations: There are no compilers, interpreters or shells in 

directories accessible via CGI or other scripting components. 

 

12. Test Case Result: 
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_COMPILER_FOR_CGI   
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2.11.7 TSTP for Evaluation of No CGI or other scripting for uploads 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.7 

 

<DUT Details: >  

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
1. <ITSAR Section No & Name> Section 11:  Web Server 
2. <Security Requirement No & Name > 1.11.7 No CGI or other scripting for uploads 
3. <Requirement Description: > If CGI or other scripting technology is used, the 

associated CGI/script directory shall not be used for uploads.  
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.6] 
 

4. DUT Confirmation Details:  
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6. Preconditions 

i. The tester has administrative privileges 
ii. A tester machine is available. 

iii. Test environment with a Terminal. 
iv. Test Environment with a Browser 
v. If the web server is configured with CGI/Scripting on, this test applies. 

vi. The tester checks the vendor documentation for the “upload and CGI/scripting 
directory”. 

 

7. Test Objective: To test whether the upload directory is equal to the CGI/Scripting 
directory. 
 

8. Test Plan: 
8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for CGI 

8.1.2 This test scenario is regarding CGI 

8.2 Test-bed setup Diagram:  
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

Burp suite professional 

8.4 Test Execution Steps 

i. Power up the testbed 
ii. The tester tries to access the Shell of Web Server. 

iii. Consult the web server configuration to identify all directories used for CGI or 
other scripting components. 

iv. In case the DUT is using other than CGI they must give the information about 
different technology used and further tests should be performed on that 
technology. (This document only deals with CGI Scripts) 

v. Consult the vendor documentation to identify all directories used for upload. 
vi. The tester manually checks that the CGI and upload directory are not different and 

verify it in the DUT. 
vii. The tester will run some web scanning tools like Nikto, to get the detailed 

information and verify that the CGI and upload directory are different. 
 

9. Expected Results for Pass: 
i. The configured upload directory is different from the CGI/Scripting directory. 

ii. Additional evidence might be provided that shows that the web server has no write 
rights for the CGI/Scripting directory. 

 

10. Expected Format of Evidence: A part of the configuration file / screenshot of the 
configuration showing that the web server is properly configured. 

 

11. Test Execution:  
11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS 
11.1.2. Test Case Description:  To test whether the upload directory is equal to the 

CGI/Scripting directory. 
11.1.3. Execution Steps: 
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i. The tester compares the <path of the CGI-BIN directory> and <path of the upload 
directory> and confirms that they are not same, if same the test case will fail. 

ii. The tester shall open any terminal emulator to access the DUT shell and use the 
following command. 

- Command used: ls –la <path of the CGI-BIN directory> 

 
- (Here we can see that the <path of the CGI-BIN directory> does not have write 

access) 
iii. The tester shall open any terminal emulator and use the following command. 

- Command used: ls –la <path of the CGI-BIN directory> 

 
- (Here we can see that the <path of the CGI-BIN directory> have write access) 
- (This must be not done) 

11.1.4. Test Observations: The CGI and upload directory are different. 
 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS   
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2.11.8 TSTP for Evaluation of No execution of system commands with 
SSI 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.8 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1) <ITSAR Section No & Name> Section 11:  Web Server 

2) <Security Requirement No & Name > 1.11.8 No execution of system commands with 

SSI 

3) <Requirement Description: > If Server Side Includes (SSI) is active, the execution of 

system commands shall be deactivated. 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.7] 

4) DUT Confirmation Details:  

Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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• The below screenshot shows the firmware version of the DUT 

 
• The below screenshot shows the information of the DUT 

 
5) Dut Configuration  

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6) Preconditions 

i. The tester has administrative privileges. 
ii. If the web server is configured with SSI active, this test applies. 

iii. A tester machine is available. 
iv. Test environment with a Terminal. 

 
7) Test Objective:  To test whether it is possible to use the exec directive and if so, 

whether it can be used for system commands 

 
8) Test Plan:  

8.1  Number of Test Scenarios 

8.1.1 Test Scenario for SSI: This test scenario is regarding SSI. 
8.2  Test bed setup Diagram  
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

i. Power up the testbed 
ii. The tester tries to access the Shell of Web Server. 

iii. The tester checks whether execution of system commands is disabled in the web 
server configuration. 

iv. The tester actually attempts to use the exec directive in an SSI file with and 
without system commands. 

v. Some web scanning tools like Nikto should be used to scan the webserver for the 
SSI exec. 

 

9) Expected Results for Pass: 

i. The execution of system commands via SSIs exec directive is disabled in the web 
server configuration. 

ii. It is impossible to execute system commands via SSIs exec directives. 
 

10) Expected Format of Evidence: A part of the configuration file / screenshot of the 

configuration showing that the web server is properly configured 

 

11) Test Execution:  

11.1 Test Case No: 1 

11.1.1. Test Case Name: TC_NO_EXECUTION_OF_SYSTEM_COMMANDS 
11.1.2. Test Case Description: If Server Side Includes (SSI) is active, the execution 

of system commands shall be deactivated. 
11.1.3. Execution steps: 

i. The tester shall open any browser to access the DUT webserver using the 
following URL. 

a. URL: http://<ip/hostname of DUT>/<path of the SSI directory> 
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b. (Here we can see that we got the error when using the exec directive) 
c. We can see that the output is an error while using EXEC directive because we 

have used Options IncludeNOEXEC. 
d. With proper autentication the tester shall open any terminal emulator and use 

the following command to see the error log in the DUT.  
e. Command used: cat <path to the apache error log file> (cat error.log) 

 
f. We can see that the error stating exec used but not allowed in <path of the file> 

ii. The tester shall open any browser to access the DUT webserver using the 
following URL. 

a. URL: http://<ip/hostname of DUT>/<path of the SSI directory> 

 
b. We can see that a shell command is being run using EXEC directive and it run 

successfully. 
c. (This should not be executed) 

 

11.1.4. d. Test Observations: When Server Side Includes (SSI) is active, the execution 
of system commands is deactivated using IncludesNOEXEC Options. 

 

12) Test Case Result: 

 

Sl. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_EXECUTION_OF_SYSTEM_COMMANDS  
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2.11.9 TSTP for Evaluation of Access rights for web server 
configuration 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.9 

 

<DUT Details: >  

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 
2. <Security Requirement No & Name > 1.11.9 Access rights for web server 

configuration 
3. <Requirement Description: > Access rights for ONU/ONT webserver configuration 

files shall only be granted to the owner of the webserver processor to a user with 
system privileges.  
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.3.4.8] 

 

4. DUT Confirmation Details: 
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 
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• The below screenshot shows the firmware version of the DUT 

 
• The below screenshot shows the information of the DUT 

 
5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 
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iv. Set the static IP address 

 

 
6. Pre-Condition: - 

i. The tester has administrative privileges 

ii. A tester machine is available.  

iii. Recommended: an automatic assessment tool has been configured / script adapted 

in line with the Requirement Description. 

iv. OEM should provide path of the configuration file and access parameter. 

 

7. Test Objective 

 

8. Test Plan  
8.1 Test Cases: The Tester shall determine the location of the configuration files used 

by the web server on DUT as mentioned in OEM documentation. 

8.2 Test-bed setup Diagram:  
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

i. Power up the testbed 

ii. The tester tries to access the Web Server in the browser. 

iii. Check the access rights settings for Web server system configuration files. 

iv. Check that relevant system settings and configurations are correct to ensure 

fulfilment of the requirement. 

v. The tester also scans the Web Server using a suitable tool (e.g., Nikto) to verify that 

the relevant system settings and configurations are correct to ensure fulfilment of 

the requirement. 

 

9. Expected Results for Pass: Access rights for system configuration files are adequately 
set. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_ACCESS_RIGHTS_WEB_SERVER_FILES 

11.1.2. Test Case Description:  To verify that the access rights for Web server 

configuration files are correctly set. 

11.1.3. Execution Steps: 

NOTE:  This test is performed on AMF but testing steps are same or OEM 

dependent for path of 

i. With the proper privilege in the DUT, we can see the permission on the 
configuration file. 

a. Command used: ls -la <path to the configuration file> 
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b. Here we can see that  
o Owner - RW 
o Group  - R 
o Other   - <None> 

c. Only granted to the owner of the web server process or to a user with system 
privileges. 

ii. With the proper privilege in the DUT, we can see the permission on the 
configuration file. 

a. Command used: ls -la <path to the configuration file> 

  
b. Here we can see that  
o Owner - RW 
o Group  - RW 
o Other   - R 

c. Read and Write permission should not be given to the Other and to the Group 
no write permission. 

iii. With the proper privilege in the DUT, we can see the permission on the 
configuration file. 

a. Command used: ls -la <path to the VHOST configuration file> 

 
b. Here we can see that  
o Owner - RW 
o Group  - R 
o Other   - <None> 

c. Only granted to the owner of the web server process or to a user with system 
privileges. 

iv. With the proper privilege in the DUT, we can see the permission on the 
configuration file. 

a. Command used: ls -la <path to the VHOST configuration file> 

 
b. Here we can see that  
o Owner - RW 
o Group - RW 
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o Other   - R 
c. Read and Write permission should not be given to the Other and to the Group 

no write permission. 
v. The Above step for Virtual Host should be done for every Vhosts file. 

 
11.1.4. Test Observations: It should be ensured and verify that the relevant system 

settings and configurations are correct to ensure fulfilment of the 

requirement. 

 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ACCESS_RIGHTS_WEB_SERVER
_FILES 
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2.11.10 TSTP for Evaluation of No Default Content 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.10 

 

<DUT Details: > 

 <DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

37. <ITSAR Section No & Name> Section 11:  Web Server 

38. <Security Requirement No & Name > 1.11.10: No Default Content 

39. <Requirement Description: >  Default content (examples, help files, documentation, 

aliases) that is provided with the standard installation of the web server shall be removed  

40. Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.9 

41.  

42. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 
• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
43. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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44. Preconditions 

i. The tester has administrative privileges 

ii. A tester machine is available. 

iii. Test environment with a Web Browser. 

 

45. Test Objective: To verify that there is no default content on the web server, that is not 

needed for web server operation, since such default content can be useful for an attacker. 

 

46. Test Plan: 

8.5 Number of Test Scenarios: 
8.1.1 Check whether the webserver has any default content  
8.1.2 Test Bed Diagram 
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8.6 Tools Required: Browser 
8.7 Test Execution Steps 

i. Power up the testbed 
ii. The tester tries to access the Web Server in the browser. 

iii. The tester should verify the Web-Server documentation to know the default 
contents which gets installed along with the Web-Server installation. 

iv. The tester manually verifies that the no default content is available. 
 

47. Expected Results for Pass: No default content (examples, help files, documentation, aliases, 

un-needed directories or manuals) has been found to remain on any Web server 

component. 

 

48. Expected Format of Evidence: Log files and screen shots of test executions. 

 

49. Test Execution:  

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_DEFAULT_CONTENT 
11.1.2. Test Case Description:  To verify that there is no default content on the web 

server, that is not needed for web server operation, since such default content 
can be useful for an attacker. 

11.1.3. Execution Steps: 
i. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and 

go to the web address/IP of the DUT. 
ii. URL: http://<IP address of DUT> 

iii. The index webpage must show the DUT Content not the server default content. 

 
iv. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to 

the web address/IP of the DUT. 
v. URL: http://<IP address of DUT> 
vi. (NO Default content should be visible as shown below)   
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vii. NOTE: Tester should check the root directory and all accessible directories by 

the web server and ensure there are no examples, help files, documentation, or 
aliases. Here there only the root directory is present, so we are only checking 
that. Test is not complete without a thorough check of all directories present by 
default. 

viii. For example, the default director is /var/www/html in httpd. As we can see only 
index.html is present here 

 
11.1.4. Test Observations: It should be ensured that Web Server Component should 

not serve default content. 
 

50. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_DEFAULT_CONTENT   
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2.11.11 TSTP for Evaluation of No directory listings 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no2.11.11 

 

<DUT Details: >  

 <DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.11: No directory listings 

2. <Security Requirement No & Name > 2.11.11: No Directory Listing 

3. Requirement Description:  Directory listings(indexing) / "Directory browsing" shall 

be deactivated.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.10] 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 

• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 
“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6. Preconditions 

i. The tester has administrative privileges 
ii. A tester machine is available. 

iii. Test environment with a Web Browser. 
 

7. Test Objective: To verify that Directory listings / Directory browsing has been 
deactivated in all Web server components. 

 

8. Test Plan: 
8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Serve 
8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 
command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 
i. Power up the testbed 

ii. The tester tries to access the Web Server in the browser. 
iii. The tester verifies that the Directory Listing/Indexing is disabled. 
iv. The tester also scans the Web Server using a suitable tool (e.g. Nikto) to verify that 

the Directory listing is not present. 
 

9. Expected Results for Pass: Evidence that Directory listing / Directory browsing has 
been deactivated in all Web server components. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_DIRECTORY_LISTINGS 
11.1.2. Test Case Description:  To verify that Directory listings / Directory browsing 

has been deactivated in all Web server components. 
11.1.3. Execution Steps: 

i. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and 
go to the web address/IP of the DUT. 

a. URL: http://<IP address of DUT> 
b. The Webpage must show Forbidden with a HTTP status code 403. 

 
c. With the proper privilege in the DUT while accessing the Log file we can see 

the following log info. 
d. Command used: cat /var/log/apache2/error.log 

 

 
ii. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to 

the web address/IP of the DUT. 
a. URL: http://<IP address of DUT> 
b. (NO Directory listing/indexing should not be visible [as shown below]) 
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iii. The tester repeats the above steps to verify that directory listing is disabled for 

all directories and subdirectories accessible by the web server.   
 

11.1.4. Test Observations: It should be ensured that any path in the Web Server or 
any Component of the Web Server should not allow Directory 
Listing/Indexing. 

 

12. Test Case Result: 
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_DIRECTORY_LISTINGS   
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2.11.12 TSTP for Evaluation of Web Server information in HTTPS 
headers 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.12 

 

<DUT Details: > 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

  

1. <ITSAR Section No & Name> Section 1.11: Web Interface 
2. <Security Requirement No & Name > 1.11.12: Web server information in HTTPS 

headers 
3. Requirement Description: The HTTPS header shall not include information on the 

version of the ONU/ONT webserver and the modules/add-ons used. 
 [Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.11] 

4. DUT Confirmation Details: 
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 
• Command used: ifconfig –a (To find IP information and all interfaces) 
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• The below screenshot shows the firmware version of the DUT 

 
• The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 
“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6.  Preconditions: 

i. The tester has administrative privileges 
ii. A tester machine is available. 

iii. Test environment with a Terminal. 
 

7. Test Objective: To verify that HTTP headers do not include information on the version 
of the web server and the modules/add-ons used. 
 

8. Test Plan: 
8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Server 
8.2    Test-bed setup Diagram:  
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8.3 Tools Used:  Default DUT configuration tool for Web Server as per vendor. It can be 
command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Objective:  To Verify that HTTP headers do not include information on the 
version of the web server and the modules/add-ons used.  

8.5 Test Execution Steps 
i. Power up the testbed 

ii. The tester tries to access the Header of Web Server. 
iii. The tester manually verifies that HTTP headers do not include information on the 

version of the web server. 
iv. The tester will run some web scanning tools like Nikto, to get the detailed 

information and verify that the HTTP headers do not include information on the 
version of the web server. 
 

9. Expected Results for Pass: Evidence that HTTP headers do not include information 
on the version of the web server and the modules/addons used. 

 
10. Expected Format of Evidence: Log files and screen short of test executions.  
 
11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_WEB_SERVER_HEADER_INFORMATION 

11.1.2. Test Case Description:  To verify that HTTP headers do not include 

information on the version of the web server and the modules/add-ons used. 

11.1.3. Execution Steps: 

i. The tester shall open any terminal emulator and use the following command. 

• Command used: curl –I http://< IP address of DUT > 

 
• We can see that the HTTP headers do not include information on the version of the 

web server and the modules/addons used. 

ii. The tester shall open any terminal emulator and use the following command. 

• Command used: curl –I http://< IP address of DUT > 
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• We can see that the HTTP headers do include information on the version of the web 

server and the modules/addons used. 

• (This should not be present) 

11.1.4. Test Observations: It should be ensured that the HTTP headers do not 

include information on the version of the web server and the modules/addons 

used. 

 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_WEB_SERVER_HEADER_IN

FORMATION 
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2.11.13 TSTP for Evaluation of Web server information in error pages  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.13 

 

<DUT Details: > Alphion AONT100C 

<DUT Software Version:> R2.0.9.6 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 2.11.13 Web server information in error pages.  

3. <Requirement Description: >ONU/ONT to have capability to log important Security 

events. The audit logs may preferably be stored in non-volatile memory. If applicable 

(for cyber-cafe, Public Data Office usage scenario) provision for secure log export 

should exist and logs may capture unique System Reference such as website address, 

IP Address, MAC address, hostname, login attempts etc.  

[Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.6.1;  
                        2) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.2.5]  
 

4. DUT Confirmation Details:  

    Use the command line interface to get details of the machine on which test is conducted.  
i. Use command to get Interfaces details  

ii. Use command to get Application No/Version No & Kernel Info 
• Command used: ifconfig –a (To find IP information and all interfaces) 
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• The below screenshot shows the firmware version of the DUT 

 
• The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 
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iv. Set the static  IP address 

 

 
v. Example list of Web Server may be present as per (NMAP and OEM Documentation) 
• Apache httpd 
• Nginx 
• Lighttpd 
• Microsoft IIS and more 

vi. Note: We have made this TSTP for Apache httpd Web Server the tester must verify for 
the respective Web Server as mentioned in the OEM documentation. 

a. For Apache httpd:  
• Command used: apachectl –v (To get version information) 
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• Command used:  
o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2) 
o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name) 
o Using that we found the Apache config file is in: 

”/etc/apache2/apache2.conf” 

 
• Command used: grep -I “Server Signatures” /etc/apache2/apache2.conf (To 

check Apache will suppresses the footer line which contain Server information in 
error pages) 
o The Server Signature directive allows the configuration of a trailing footer line 

under server-generated documents (error messages, mod_proxy ftp directory 
listings, mod_info output, ...). 

o The Off setting, which is the default, suppresses the footer line. The On 
setting simply adds a line with the server version number and Server Name 
of the serving virtual host, and the EMail setting additionally creates a 
"mailto:" reference to the Server Admin of the referenced document. 

 
o (Above result states that ServerSignatures should be set to off not anything 

else) 
 
6. Preconditions 

i. The tester has administrative privileges 

ii. A tester machine is available. 

iii. Test environment with a Terminal. 

 

7. Test Objective: To verify that error pages and error messages do not include 

information about the web server. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Server 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

i. Power up the testbed 
ii. The tester tries to access the Header of Web Server. 

iii. The tester verifies that generated error pages and error messages do not include 
information about the web server. 

iv. Tester checks for any other Error case like 5XX, 4XX errors. 
v. Tester checks for one more error scenario randomly. 

vi. If the tester does not have access to the web server configuration files on the DUT, 
then the test is to be performed for all the Http error scenarios (5XX, 4XX). 

 
9. Expected Results for Pass: Evidence that generated error pages and error messages 

do not include information about the web server. 

 

10. Expected Format of Evidence: Log files and screenshots of test executions. 

 

11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1. Test Case Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION 

11.1.2. Test Case Description:  To verify that error pages and error messages do not 

include information about the web server. 

11.1.3. Execution Steps: 

i. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and 

go to the web address/IP of the DUT. 

- URL: http://<IP address of DUT>/<random text> 

- (Random text is used so that we can get the Http 404 error) 
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ii. We can see that the error page does not include information on the version of 

the web server and the modules/addons used. 

iii. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to 

the web address/IP of the DUT. 

a. URL: http://<IP address of DUT>/ <random text> 

b. (Random text is used so that we can get the Http 404 error) 

c. (NO Directory listing/indexing should not be visible) 

 
d. We can see that the error page does include information on the version of the 

web server and the modules/addons used. 

e. (This should not be present) 

f. Tester checks for any other Error case like 5XX, 4XX errors. 

g. Tester checks for one more error scenario randomly. 

h. If the tester does not have access to the web server configuration files on the 

DUT, then the test is to be performed for all the Http error scenarios (5XX, 

4XX). 

11.1.4. Test Observations: It should be ensured that the error page does not include 

information on the version of the web server and the modules/addons used. 

 

12. Test Case Result: 

 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_WEB_SERVER_ERROR_PAGES

_INFORMATION 
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2.11.14 TSTP for Minimized file type mappings (not there in Wi Fi) 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.14 

 

<DUT Details: > 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.11: Web Servers 
2. <Security Requirement No & Name > 1.11.14: Minimized file type mappings (not 

there in Wi Fi) 
3. <Requirement Description:> File type or script-mappings that are not required for 

ONU/ONT operation shall be deleted.  
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.13] 
 

4. DUT Confirmation Details: 
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 
• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 
“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6. Preconditions 

i. The tester has administrative privileges 
ii. The web server is configured according to the manual 

iii. The vendor must provide the list of necessary file types. 
iv. A tester machine is available. 
 

7. Test Objective: To verify that file type- or script-mappings that are not required have 
been deleted. 

 

8. Test Plan: 
8.1  Number of Test Scenarios: 
8.1.1 Test Scenario for Apache 
8.1.2 This test scenario is regarding Apache Web Server 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 
command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 
i. Power up the testbed 

ii. The tester manually verifies that the file type- or script-mappings that are not 
required have been deleted. 

 

9. Expected Results for Pass: Evidence that all file type- or script-mappings, that are not 
required, have been deleted. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_NO_WEB_SERVER_FILE_TYPE MAPPINGS 
11.1.2. Test Case Description:  To verify that file type- or script-mappings that are not 

required have been deleted. 
11.1.3. Execution Steps: 

i. With the proper privilege in the DUT access the shell to see the file types that 
are commented out. 

a. Command used: grep –I “AddType” <path of configuration file> 

 
b. Here we can see that the File type that has been added in the server using 

AddType Directive. 
c. The File Types have been commented out using “#” 
d. The tester will compare the list by the Vendor and the output of the command 

any filetype left the test case will fail. 
 

ii. With the proper privilege in the DUT access the shell to see the which File types 
are been removed. 

a. Command used: grep –I “RemoveType” <path of configuration file> 
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b. (Here we can see that the unnecessary file types are removed using Remove 
Type Directive) 

11.1.4. Test Observations: Hence we verified that the unnecessary file types are 
removed in the web server. 

 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_WEB_SERVER_FILE_
TYPE MAPPINGS 
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2.11.15 TSTP for Evaluation of Restricted file access  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.15 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 
1. <ITSAR Section No & Name> Section 11:  Web Server 
2. <Security Requirement No & Name > 1.11.15 Restricted file access 
3. <Requirement Description: > Restrictive access rights shall be assigned to all files 

which are directly or indirectly reside in the ONU/ONT webserver's document 
directory. In particular, the ONU/ONT webserver shall not be able to access files which 
are not meant to be delivered.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.3.4.14] 
 
4. DUT Confirmation Details: 
Use the command line interface to get details of the machine on which test is conducted.  

i. Use command to get Interfaces details  
ii. Use command to get Application No/Version No & Kernel Info 
• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
 

5. DUT Configuration 
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 
“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static IP address 
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6. Preconditions 

i. The tester has administrative privileges 

ii. The web server is configured according to the manual 

iii. A tester machine is available. 

iv. Test environment with a Web Browser. 

 
7. Test Objective: To test whether the restrictive access rights are assigned to all files 

which are directly or indirectly in the web server's document directory and to verify 
whether path traversal is made improbable. 
 

8. Test Plan: 
8.1 Number of Test Scenarios: 

8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Server 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 

8.4 Test Execution Steps 

i. Power up the testbed 

ii. The tester verifies that access rights on the servable content (meaning directories 

and files) is set to the following: 

o The files are owned by the user that runs the web server; 

o The files are not writable to others, except the web server's account; 

iii. The tester verifies that the user running the web server is an unprivileged 

account;(Refer the TSTP for clause 2.11.4 - No system privileges) 

iv. For Operating Systems that have chrooted environments, the tester verifies that 

the web server runs inside a jail or chrooted environment. 

v. The tester then sets access rights such that only a particular directory and file are 

accessible from port 80 of the server. Others will be denied. 

 
9. Expected Results for Pass: 

i. Name of user running the web server with the privileges of the account; 

ii. Access rights of files and directories that the web server serves; 

iii. Configuration that shows that the web server is in a chrooted environment 
 

10. Expected Format of Evidence: Log files and screen shots of test executions. 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_RESTRICTED_FILE_ACCESS 

11.1.2. Test Case Description:  To test whether the restrictive access rights are 

assigned to all files which are directly or indirectly in the web server's 

document directory and to verify whether path traversal is made improbable. 

11.1.3. Execution Steps: 
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i. With the proper privilege in the DUT access the shell to see the owner and group 

of the files and directories. 

a. Command used: ls –la <path of the directory where the files are hosted> 

 
b. (Here we can see that both the owner and group of the files are of the www-

data that is a special User and Group under Apache) 

ii. With the proper privilege in the DUT access the shell to see the owner and group 

of the files and directories. 

a. Command used: id 

 
b. (Here we can see the USERID is 1001 and the USERNAME is amf) 

c. Command used: echo “ ” >> <path of the directory where the files are 

hosted>/<any available file> 

 
d. (Here we can see that the permission is denied cause the user is not the same 

user as the web server user.) 

iii.  With the proper privilege in the DUT access the shell to see the owner and 

group of the files and directories. 

a. Command used: ps aux | grep apache2 

 
b. (We can see every process starts with /sbin/chroot/ this shows that the 

Apache server is running in chrooted environment.) 

c. (Anything other than that the test case will fail) 

iv. Additionally, Tester can set Document Root (root folder of web server as a new 

folder For Example- var/www/secure with it’s own html file - Tester will create 

this directory and index.html inside it) 

v. Then tester will ensure access rights are such that from port 80 externally only 

index.html of var/www/secure is accessible. Nor is var/www/html accessible 

 
  

USER GROUP 
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not is any other file in var/www/secure accessible. The settings are change in 

vi /etc/apache2/sites-available/000-default.conf 

<VirtualHost *:80> 

# The ServerName directive sets the request scheme, hostname and port that 

# the server uses to identify itself. This is used when creating 

# redirection URLs. In the context of virtual hosts, the ServerName 

# specifies what hostname must appear in the request's Host: header to 

# match this virtual host. For the default virtual host (this file) this 

# value is not decisive as it is used as a last resort host regardless. 

# However, you must set it for any further virtual host explicitly. 

#ServerName www.example.com 

ServerAdmin webmaster@localhost 

DocumentRoot /var/www/secure 

# Adding another directory 

Alias /secure /var/www/html 

<Directory /var/www/html> 

Options Indexes FollowSymLinks 

AllowOverride All 

Require all granted 

</Directory> 

# Available loglevels: trace8, ..., trace1, debug, info, notice, warn, 

# error, crit, alert, emerg. 

# It is also possible to configure the loglevel for particular 

# modules, e.g. 

#LogLevel info ssl:warn 

ErrorLog ${APACHE_LOG_DIR}/error.log 

CustomLog ${APACHE_LOG_DIR}/access.log combined 

# For most configuration files from conf-available/, which are 

# enabled or disabled at a global level, it is possible to 

# include a line for only one particular virtual host. For example the 

# following line enables the CGI configuration for this host only 

# after it has been globally disabled with "a2disconf". 

#Include conf-available/serve-cgi-bin.conf 

</VirtualHost> 

<Directory /> 

Order Deny,Allow 

Deny from all 

Options None 

AllowOverride None 

</Directory> 

<Directory /var/www/secure> 

# Deny first, then allow 

Order deny,allow 
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# Deny everyone from everything 

Deny from all 

<FilesMatch index\.html> 

# but allow index.html 

Allow from all 

</FilesMatch> 

</Directory> 

vi. Then tester tries to access the files and except index.html of var/www/secure 

everything should be inaccessible. 

 

11.1.4. Test Observations: Hence we verified that the restrictive access rights are 

assigned to all files which are directly or indirectly in the web server's 

document directory. 

 
a. index.html of var/www/secure is accessible 

 
b. other_file in var/www/secure is inaccessible 
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c. index.html of var/ww/html also not accessible 

 

12. Test Case Result: 
 
S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_RESTRICTED_FILE_ACCESS   
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2.11.16 TSTP for Execute rights exclusive for CGI/Scripting directory  
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.11.16 

 

<DUT Details: >   

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name >1.11.16 Execute rights exclusive for 

CGI/Scripting directory 

3. <Requirement Description: >If CGI or other scripting technology is used, the 

associated CGI/script directory shall not be used for uploads.  

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.15]  

 

4. DUT Confirmation Details: 

Use the command line interface to get details of the machine on which test is conducted.  
i. Use command to get Interfaces details  

ii. Use command to get Application No/Version No & Kernel Info 
• Command used: ifconfig –a (To find IP information and all interfaces) 

 
• The below screenshot shows the firmware version of the DUT 
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• The below screenshot shows the information of the DUT 

 
 
5. DUT Configuration 

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine  
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using 

“root” account.  

 
iii. Verify the DUT information through device info 

 
iv. Set the static  IP address 
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6. Preconditions 
i. The tester has administrative privileges 

ii. A tester machine is available. 
iii. Test environment with a Terminal. 
iv. Test Environment with a Browser 
v. If the web server is configured with CGI/Scripting on, this test applies 

 
7. Test Objective: To test whether the web server only has execute permissions on the 

CGI/Scripting directory. 
 
8. Test Plan: 

8.1 Number of Test Scenarios: 
8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Server 

8.2 Test Setup Diagram: 
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor documentation. 
8.4 Test Execution Steps 

i. Power up the testbed 
ii. The tester tries to access the Shell of Web Server. 

iii. Consult the web server configuration to identify all directories used for CGI or 
other scripting components. 

iv. The tester manually checks the permission of the CGI directory and verifies it by 
checking it in the browser. 

v. The tester will run some web scanning tools like Nikto, to get the detailed 
information and verify that the only executable CGI are working. 

vi. The tester should ensure that the static content directory does not have execute 
permissions to prevent it from executing scripts. 

vii. The tester should create a test CGI script in the CGI directory to verify that it 
executes correctly and also in the static directory to ensure it does not execute. 

 
9. Expected Results for Pass: The web server is configured such that only the 

CGI/Scripting directory has execute permissions in the web server 
➢ NOTE: Generally, it is insufficient to set operating system permissions file rights to 

avoid that the web server executes code from a particular location. If only operating 
system access rights are used, additional documentation, e.g. a best practice guide or 
OS manual, that this is sufficient should be provided. 

 
10. Expected Format of Evidence: Log files and screenshots of test executions. 
 
11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1. Test Case Name: TC_EXCLUSIVE_EXECUTE_RIGHTS_FOR_CGI 
11.1.2. Test Case Description:  To test whether the web server only has execute 

permissions on the CGI/Scripting directory. 
11.1.3. Execution Steps: 
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i. The tester shall open any terminal emulator to access the DUT shell and use the 
following command. 

a. Command used: ls –la <path of the CGI-BIN directory>/< available file 
name> 

 
b. (Here we can see that owner of the file is allowed execution rights) 
c. We will open any browser and verify the following  
d. URL: http://<IP address of the DUT>/<CGI-BIN Directory>/<available file 

name> 

 
ii. The tester shall open any terminal emulator and use the following command. 

a. Command used: ls –la <path of the CGI-BIN directory>/< available file 
name> 

 
b. (Here we can see that owner of the file does not have execution rights) 
c. We will open any browser and verify the following  
d. URL: http://<IP address of the DUT>/<CGI-BIN Directory>/<available file 

name> 

 
e. With proper authorization in the DUT we will access the DUT shell to view the 

logs 

 
f. (Here we can see the error permission denied when the executable bit is off) 

iii. The tester should create two directories: one for CGI scripts and one for static 
content. For example: 

a. CGI directory: /var/www/cgi-bin 
b. Static content directory: /var/www/static 
c. Command: $sudo mkdir -p /var/www/cgi-bin 
d. $sudo mkdir -p /var/www/static 

iv. The tester should set execute permissions on the CGI directory to ensure that 
CGI scripts can run. This can be done with: sudo chmod 755 /var/www/cgi-bin 
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v. The tester should ensure that the static content directory does not have execute 
permissions to prevent it from executing scripts. This can be done with:  
sudo chmod 644 /var/www/static 

vi. The tester should configure Apache to allow CGI script execution in the CGI 
directory. 

vii. Ensure that the CGI module is enabled: sudo a2enmod cgi 
viii. Modify the Apache configuration file: sudo vi /etc/apache2/sites-available/000-

default.conf 
ix. Following should be in between: <VirtualHost *:80></VirtualHost *:80> 

tags 
Alias /cgi-bin /var/www/cgi-bin 
<Directory "/var/www/cgi-bin"> 
Options +ExecCGI 
AddHandler cgi-script .cgi 
Require all granted 
</Directory> 
Alias /static /var/www/static 

x. The tester should create a test CGI script in the CGI directory to verify that it 
executes correctly. For example: 
>sudo bash -c 'cat > /var/www/cgi-bin/test-script.cgi <<EOL 
>#!/bin/bash 
>echo "Content-type: text/html" 
>echo"" 
>echo "<html><head><title>Test Script</title></head><body>" 
>echo "<h1>CGI Script Executed Successfully</h1>" 
>echo "</body></html>" 
>EOL' 
>sudo bash -c 'cat > /var/www/static/test-script.cgi <<EOL 
>#!/bin/bash 
>echo "Content-type: text/html" 
>echo "" 
>echo "<html><head><title>Test Script</title></head><body>" 
>echo "<h1>CGI Script Executed Successfully</h1>" 
>echo "</body></html>" 
>EOL' 
Make both the test script executable with: 
sudo chmod 755 /var/www/cgi-bin/test-script.cgi 
sudo chmod 755 /var/www/static/test-script.cgi 

xi. The tester should restart Apache to apply the changes: sudo systemctl restart 
apache2 

xii. The tester should verify the setup by visiting the following URL in a web 
browser:  
http://localhost/cgi-bin/test-script.cgi 
http://localhost/static/test-script.cgi 
 

11.1.4. Test Observations: 
i. When the executable bit is on, the CGI script run with no error. 
ii. When the executable bit is set to off, the CGI script gave a 500 error. 
iii. For step 3 onwards: 

http://localhost/cgi-bin/test-script.cgi
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iv. For CGI-BIN directory: 

 
v. For STATIC Directory: 

 
 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 
1 TC_EXCLUSIVE_EXECUTE_RIGHTS_

FOR_CGI 
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Section 12: Other Security requirements 

2.12.1 TSTP for Evaluation of No System / Root Password Recovery 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.12.1  

 

<DUT Details: > Syrotech SY-GPON-1110-WDONT (HGU)  

<DUT Software Version:> 1.0.38-230104  

<Digest Hash of OS>D0CA4F823AEAE417EA1F8D6114B8E 
<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 12: Other Security requirements 
2. <Security Requirement No & Name > 2.12.1 No System / Root Password Recovery 
3. <Requirement Description: > No provision shall exist for ONT/ONU System / Root 

password recovery.  In the event of system password reset (e.g., through press of Hard-
reset button), the entire configuration of the ONT/ONU shall be irretrievably deleted 
 

4. DUT Confirmation Details: 
Use the command line/GUI interface to get details of the machine on which test is 
conducted.  

i. Use GUI to get Application No/Version No & hardware Info 
ii. The below screenshot shows the firmware version of the DUT 
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Interfaces No.of Ports Interface Type Interface Name 

PON 1 Port(s) Physical PON 

LAN 2 Port(s) Physical LAN1, LAN2 

FXS 1 Port(s) Physical FXS 

GUI - Man-Machine Syrotech 

 

5. DUT Configuration:  
i. The DUT (IP:192.168.1.1) is connected with Lab’s Testing Machine 

(IP:192.168.1.2) via LAN2. 
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ii. DUT is pre-configured with SSID (FTTH-210F) having Key “12345678”.  

 
iii. DUT is pre-configured with Boa as a webserver having 0.93.15 version.  

 
6. Precondition: OEM documentation is required to verify the presence and 

functionality of password recovery options for the Device Under Test (DUT). This 
includes determining if password recovery is possible after a DUT reset and clarifying 
the specific password reset features available (if any). 

 

7. Test Objective: To ensure that there is no system/root password recovery present 
in the DUT. 

 
8. Test Plan: 

8.1 Number of Test Case Scenarios : 2 

8.1.1 Test Case 01: Verify that the DUT does not have System/Root password 

recovery 

8.1.2 Test Case 02: Verify that the DUT does not have configured Password 

/Configuration after resetting DUT via CLI/GUI Mode 

8.2 Test Setup Diagram 
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8.3 Tools Used:- CLI/GUI of DUT 

8.4 Test Execution Steps  

a. For TC 8.1.1: Verify that the DUT does not have System/Root password recovery 

i. Login to the DUT 
ii. Save all the current DUT configuration by navigating to Management > Device 

Management > Config File management and click on SaveCurrDef. 
Download to your local tester machine 

iii. Check the System/Root password in the DUT configuration file 
 

b. For TC 8.1.2 Verify that the DUT does not have configured Password 

/Configuration after resetting DUT via CLI/GUI Mode 

i. Launch the Browser and enter the DUT’s IP address (e.g., 198.168.1.1). And 
enter the username admin and password Syro@43210$ in the login page.  

ii. To change the current user account password refer to precondition 
iii. To set the firewall Level high to Low in IPv4 refer to precondition. 
iv. To verify WLAN Basic Configuration after reset, Set the DUT WLAN Basic 

Configuration refer to precondition 
v. To verify WLAN Security Configuration after reset, Set the DUT WLAN Security 

Configuration refer to precondition 
vi. To verify all Configuration after reset, Save the current DUT configuration. 

navigate Management > Device Management > Config File management and 
click on SaveCurrDef 

vii. Reset the DUT for the default configuration check. There is no option in DUT to 
reset the password, so to reset the password we need to reset DUT to the factory 
default. 

viii. The DUT prompts for password login, post reset. Provide old password (admin 
- Default password “Syro@43210$” for DUT) and new password (Syro@123). 
Click on Save. 

ix. To verify the configuration change to defaults after reset, navigate to Security > 
Firewall > Firewall Level  

x. To verify the configuration change to defaults after reset, navigate to Network > 
WLAN > WLAN Basic 

xi. To verify the configuration change to defaults after reset, navigate to Network > 
WLAN > WLAN Security   

 

9. Expected Results for Pass: 
i. There should not be password recovery option available in the DUT 
ii. There should not be configured configuration available in the DUT after reset 

13.1.22.  
10. Expected Format of Evidence: - Screenshots of CLI  
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11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description: Verify that the DUT does not have System/Root 

password recovery 

11.1.3. Execution Steps:  

i. Verify that the DUT does not have System/Root password recovery 
a. Login to the DUT 
b. Save all the current DUT configuration by navigating to Management > 

Device Management > Config File management and click on SaveCurrDef. 
Download to your local tester machine 

c. Check the System/Root password in the DUT configuration file 
 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: 8.1.2 

11.2.2. Test Case Description: Verify that the DUT does not have configured 
Password /Configuration after resetting DUT via CLI/GUI Mode 

11.2.3. Execution Steps: 

i) Launch the Browser and enter the DUT’s IP address (e.g., 198.168.1.1). And 
enter the username admin and password Syro@43210$ in the login page. 

 
Figure: Login the DUT. 

ii) Change the current user account password, refer to precondition 
iii)  Set the firewall Level from high to Low in IPv4 refer to precondition  
iv) Set the DUT WLAN Basic Configuration refer to precondition 
v) Set the DUT WLAN Security Configuration refer to precondition 
vi) Save all the current DUT configuration by navigating to Management > 

Device Management > Config File management and click on SaveCurrDef  
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Save the current DUT configuration. 

vii) Reset the DUT for the default configuration check. There is no option in DUT 
to reset the password, so to reset the password we need to reset DUT to the 
factory default. 

 
Reset the DUT. 

viii) The DUT prompts for password login, post reset. Provide old password 
(admin - Default password “Syro@43210$” for DUT) and new password 
(Syro@123). Click on Save. 

 
Set password after DUT reset. 

11.2.4. Test Observation: 

i. Test Case01: Not Tested 

ii. Test Case02: After factory reset, the DUT does not have any previously configured 

settings in the DUT. DUT requires password change after login with default user. 
 

 



 

451 

 

12. Test Case Result: 
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not Tested 

2 8.1.2  Tested 
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2.12.2 TSTP for Evaluation of Secure System Software Revocation 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.12.2  

 

<DUT Details: > Syrotech SY-GPON-1110-WDONT (HGU)  

<DUT Software Version:> 1.0.38-230104  

<Digest Hash of OS> D0CA4F823AEAE417EA1F8D6114B8E 
<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 12: Other Security requirements 

2. <Security Requirement No & Name > 2.12.2 Secure System Software Revocation 

3. <Requirement Description: > Once the ONU/ONT software image is legally updated/ 

upgraded with New Software Image, it shall not be possible to roll back to a previous 

software image.  In case roll back is essential, it shall be done only by the administrator 

with appropriate nonrepudiation controls.  ONU/ONT shall support a well-established 

control mechanism for rolling back to previous software image 

 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

The below screenshot shows the firmware version of the DUT 
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Interfaces No.of Ports Interface Type Interface Name 

PON 1 Port(s) Physical PON 

LAN 2 Port(s) Physical LAN1, LAN2 

FXS 1 Port(s) Physical FXS 

GUI - Man-Machine Syrotech 

 

5. DUT Configuration:  
i. The DUT (IP:192.168.1.1) is connected with Lab’s Testing Machine (IP:192.168.1.2) 

via LAN2. 
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ii. DUT is pre-configured with SSID (FTTH-210F) having Key “12345678”.  

 
iii. DUT is pre-configured with Boa as a webserver having 0.93.15 version.  

 
6. Precondition: OEM documentation is needed for how to perform software revocation 

in the DUT. OEM should provide previous releases of DUT software. 
 

7. Test Objective: To ensure that once DUT software update/upgrade is over, it’s not 
possible to revoke to previous version of DUT software. If software revocation 
possible, it should be authenticated and secure manner. 
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8. Test Plan: 
8.1 Number of Test Case Scenarios: 1 

8.1.1 Verify if it is not possible to roll back to the previous version of the exploitable 

software image and if possible to rollback, ensure that this action can only be 

performed by an admin user with secure manner. 

8.2 Test Setup Diagram: <DIGISOL/Syrotech> 

 
8.3 Tools Used:- CLI/GUI of DUT 

8.4 Test Execution Steps 

i. Positive Testcase: 

a. Log into the DUT with a high-privilege user account and navigate to the manual 
upgrade section. Attempt to upload the deprecated or older version of firmware.  

b. Ensure that the high-privilege user account can perform this action and 
successfully rollback to the older exploitable firmware version.  

 
ii. Negative Testcase : 

a. login DUT with a low-privilege user account and navigate to the manual upgrade 
section in Management section. Attempt to upload the deprecated or older version 
of firmware. 

b. Verify if the low-privilege user account can perform this action. 
 

9. Expected Results for Pass: If software revocation possible, it done through admin 
level user only with secure manner 
 

10. Expected Format of Evidence: Screenshots of CLI/GUI 
 
11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description: Verify if it is not possible to roll back to the previous 

version of the exploitable software image and if possible, to rollback, ensure 

that this action can only be performed by an admin user with secure manner. 

11.1.3. Execution Steps:  

i. Positive Testcase: 

a. Log into the DUT with a high-privilege user account with username as admin 
and password as admin123 and navigate to the manual upgrade section in 
Management section. Attempt to upload the deprecated or older version of 
firmware.  
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b. To verify the High-level privilege user can perform this rollback action, 
navigate management > Device manage> Upgrade Image , then click on 
“Browse” upload  The firmware file. 

 
Figure: Check if low privilege user can upgrade/downgrade firmware. 

 

ii. Negative Testcase : 

a. Log out DUT and login with a low-privilege user account with username as 
user and password as user123 and navigate to the manual upgrade section 
in Management section. Attempt to upload the deprecated or older version of 
firmware.  

b. Verify if the low-privilege user account can perform this action  

 
Check if low privilege user can upgrade/downgrade firmware. 

 

11.1.4. Test Observation: The tester verified that the low privilege users do not have the 

right to upgrade/ downgrade firmware of the DUT.  

 

12. Test Case Result: 
 

Sl. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Tested 
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2.12.3 TSTP for Evaluation of Software Integrity Check – Boot 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.12.3  

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3: Software Security 

2. <Security Requirement No & Name > 2.12.3 Software Integrity Check – Boot 

3. <Requirement Description: > The ONU/ONT shall verify the integrity of software 

component(s) at boot time by comparing the result of a standard cryptographic hash 

generated strictly using the secure cryptographic controls prescribed in Table1 of the 

latest document “Cryptographic Controls for Indian Telecom Security Assurance 

Requirements (ITSAR)” only to the expected reference value. 

 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

The below screenshot shows the firmware version of the DUT 

 

 



 

458 

 

 

 
 

 

 
 

5. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
iv. Configure the NTP server ip address in the ONT GUI 

 

6. Precondition: OEM should provide the document related to DUT boot process. 

 

7. Test Objective:  Verify that DUT is validate the hash of software image when booting 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 1 

8.1.1 Verify the DUT software performing a cryptographic checksum during the 
booting stage. 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - DUT GUI/CLI (boot log),  

8.4 Test Execution Steps 
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a. TC 8.1.1 Verify the DUT software performing a cryptographic checksum during 

the booting stage. 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (https://192.168.1.1) in the address bar. Then, enter 
the username admin and password Digisol@321 in the login dialog box. 

ii. To verify the current running firmware version, navigate to status > Device 
Basic info and find firmware version. 

iii. Navigate to Management > Device Manage > Commit and Reboot, and click 
commit and reboot, wait for the DUT to complete the reboot process. 

iv. After rebooting the DUT and verifying the software boot log, comparing the 
result of measurements such as cryptographic hashes or GRC to ensure the DUT 
meets the expected reference hash values. 

 

9. Expected Results for Pass: DUT software image hash verification at booting time 

 

10. Expected Format of Evidence: screenshot of DUT CLI/GUI  

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description:  Verify the DUT software performing a cryptographic 

checksum during the booting stage. 

11.1.3. Execution Steps: 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (https://192.168.1.1) in the address bar. Then, enter the 
username admin and password Digisol@123 in the login dialog box. 

ii. To verify the current running firmware version, navigate to status > Device Basic 
info and find firmware version - as shown in figure 4.1.6.1. 

 
Verify the current running firmware version. 

iii. Navigate to Management > Device Manage > Commit and Reboot, and click 
commit and Reboot, wait for the DUT to complete the reboot process- as shown 
in figure 4.1.6.2. 

 



 

461 

 

 

 
To verify the cryptographic checksum during booting commit and reboot the DUT. 

iv. After rebooting the DUT and verifying the software boot log, comparing the result 
of measurements such as cryptographic hashes or GRC to ensure the DUT meets 
the expected reference hash values. 

v. The below figure shows the DUT not verifying the hash of software 

13.1.23.  
 

12. Test Observation: Not tested 

 

13. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1   Tested 
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2.12.4 TSTP for Evaluation of Unused Physical and Logical Interfaces 
Disabling 

 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.12.4 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 12: Other Security requirements 

2. <Security Requirement No & Name > 2.12.4 Unused Physical and Logical Interfaces 

Disabling 

3. <Requirement Description: > The ONU/ONT shall support the mechanism to verify 

all the physically accessible interfaces. Physically accessible Interfaces (including LAN 

ports) which are not under use shall be disabled by configuration so that they remain 

inactive even in the event of a reboot. 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 
conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 
 

 The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 

i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

  
 

6. Precondition: OEM document regarding disables the unused ports. 

 

7. Test Objective: To verify that DUT have option to disable the unused interfaces and 

it even disabled after rebooting of DUT. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 1 
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8.1.1 Verify that the DUT have option to disable the unused interfaces 

8.2 Test Setup Diagram 

 
8.3 Tools Used:- Web browser (For access GUI of DUT) 

8.4 Test Execution Steps 

a. TC 8.1.1 Verify that the DUT have option to disable the unused interfaces 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username admin and password admin123 in the login dialog box.  

ii. To verify the status of Physical ports, navigate to the Diagnostic > Self diagnostic. 
Start Diagnostic. 

iii. Disable the unused interfaces in the DUT  
 

9. Expected Results for Pass: Disabled interfaces should not be enabled after reboot 

of DUT 

 

10. Expected Format of Evidence: Screenshots of GUI, log  

   

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description: To verify that DUT have option to disable the unused 

interfaces and it even disabled after rebooting of DUT. 

11.1.3. Execution Steps: 

i. To log into the web interface of the router, open a web browser and enter the 
default gateway address (192.168.1.1) in the address bar. Then, enter the 
username admin and password admin123 in the login dialog box.  

ii. To verify the status of Physical ports, navigate to the Diagnostic > Self diagnostic. 
Start Diagnostic – as shown in below figure 
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iii. Insert ethernet cable in LAN1, LAN2, PON interface – as shown in figure 4.1.6.3. 

 
iv. To verify the status of Physical ports (after utilizing every port), navigate to the 

Diagnostic > Self diagnostic. Start Diagnostic – as shown in figure 4.1.6.4. 
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v. Click on Reboot.  
vi. Post reboot, log into the web interface of the router, open a web browser and 

enter the default gateway address (192.168.1.1) in the address bar. Then, enter 
the username admin and password admin123 in the login dialog box.  

vii. To verify that the status of ports remains same i.e. enabled, navigate to the 
Diagnostic > Self diagnostic. Start Diagnostic - – as shown in figure 4.1.6.5. 

 
11.1.4. Test Observation: 

i. The DUT have the option to show the status of the interfaces 

ii. The DUT does not have option to configure the unused interface in the DUT 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1   
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2.12.5 TSTP for Evaluation of No Default Profile 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.12.5 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 12: Other Security requirements 

2. <Security Requirement No & Name > 2.12.5 No Default Profile 

3. <Requirement Description: > No pre-defined user accounts other than Admin / Root 

user account would be available 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

 

 The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
6. Precondition: OEM document regarding predefined accounts on the DUT. 

 

7. Test Objective: To verify the presence of any predefined accounts on the DUT, check 
both the CLI and GUI interfaces. 
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8. Test Plan: 
8.1 Number of Test Case Scenarios : 1 

8.1.1 To verify the presence of any predefined accounts on the DUT, check both the 

CLI and GUI interfaces. 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - Web browser (For access GUI of DUT), SSH client (CLI of DUT) 

8.4 Test Execution Steps 

a. TC 8.1.1 To verify the presence of any predefined accounts on the DUT, check both 
the CLI and GUI interfaces. 

b. GUI: 
i. Reset the ONT by physically pressing the reset button. 

ii. To log into the web interface of the ONT, open a web browser and enter the default 
gateway address (192.168.1.1) in the address bar. Then, enter the username 
admin and password admin123 in the login dialog box. 

iii. Navigate to the Management tab > Device manage >Config file. Obtain the DUT's 
configuration file by clicking the download button. 

iv. Verify that there is presence of any predefined accounts on the DUT, open notepad 
and locate if any predefined account. 

 

c. CLI: 
i. Reset the ONT by physically pressing the reset button. 

ii. To log into the CLI of DUT, open putty enters IP address 192.168.1.1 in hostname 
field, select connection type “telnet” and click on “Open”. 

iii. Login into DUT by entering Username “admin” and password “admin123”. 
iv. Enter the following command to access DUT configuration file, 

• enterlinuxshell 

• cd /var 

• ls 

• cd /config 

• ls 

v. Verify that presence of any predefined accounts on the DUT, by entering following 
command: 
• cat lastgood.xml | grep ssh 

• cat lastgood.xml | grep ftp 

• cat lastgood.xml | grep admin 

• cat lastgood.xml | grep user  
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9. Expected Results for Pass: Default accounts should not be present in the DUT other 
than admin or root accounts 
 

10. Expected Format of Evidence: Screenshots of GUI/CLI, log 
    

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1. Test Case Name: 8.1.1 

11.1.2. Test Case Description:  To verify the presence of any predefined accounts on 

the DUT, check both the CLI and GUI interfaces. 

11.1.3. Execution Steps: 

a. GUI: 

i. Reset the ONT by physically pressing the reset button. 
ii. To log into the web interface of the ONT, open a web browser and enter the 

default gateway address (192.168.1.1) in the address bar. Then, enter the 
username admin and password admin123 in the login dialog box. - as shown 
in figure 4.1.6.1. 

 
Figure 4.1.6.1: Login using default credentials. 

iii. Navigate to the Management tab > Device manage >Config file. Obtain the 
DUT's configuration file by clicking the download button. - as shown in figure 
4.1.6.2. 

 
Figure 4.1.6.2: download config file 
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iv. Open notepad, to verify that there is presence of any predefined accounts on 
the DUT. 

b. CLI: 

i. Reset the ONT by physically pressing the reset button. 
ii. To log into the CLI of DUT, open putty enters IP address 192.168.1.1 in 

hostname field, select connection type “telnet” and click on “Open”. - as shown 
in figure 4.1.6.3. 

 
Figure 4.1.6.3: Access CLI by using Putty 

iii. Login into DUT by entering Username “admin” and password “admin123”- 
as shown in figure 4.1.6.4. 

iv. Enter the following command to access DUT configuration file, - as shown in 
figure 4.1.6.4 and figure 4.1.6.5. 
• enterlinuxshell 

• cd /var 

• ls 

• cd /config 

• ls 

 
Figure 4.1.6.4: Login credentials and steps to access config file 
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Figure 4.1.6.5: steps to access config file 

v. Verify that presence of any predefined accounts on the DUT, by entering 
following command: 
• cat lastgood.xml | grep ssh 

• cat lastgood.xml | grep ftp 

• cat lastgood.xml | grep admin 

• cat lastgood.xml | grep user 

 

A. GUI: 
i. Predefined user accounts other than Admin / Root user account were present 

in the DUT. 
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B. CLI: 
i. Predefined user accounts other than Admin / Root user account were present in 

the DUT. 
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11.1.4. Test Observation: 

i. The DUT have the predefined accounts other than admin/root accounts in CLI 

ii. The DUT does not have option to configure the unused interface in the DUT 

 

12. Test Case Result: 
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1 FAIL  
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Section 13 Specific Requirement 

2.13.1 TSTL Report for Evaluation Registration with ONT 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.1 

 
Applicant Name: SyroTech 
Application Number: GE-BE-1103240001 
DUT Details: GPON-ONT 
TSTL Document ID: GE-BE-1103240001 v001  
DUT Make: SyroTech 
DUT Model no: SY-GPON-2010-WADONT 
DUT Serial Number:  5447E8-123455447E8541A97            
DUT Software Version: V 3.2.02-231205 
Applicable ITSAR: ONT ITSAR403012311 
Version No: 1.0.1 
OEM Supplied Document list:  NA 
 
1. <ITSAR Section No & Name> Section13: Specific Requirement 
2. <Security Requirement No & Name > 2.13.1 Registration with ONT 
3. Requirement Description: The ONT must support transmitting serial No, 

registration ID, logical ONU ID, credentials for mutual authenticating with OLT  
OLT should support this mutual authentication 

i. Pre-shared secret A compliant G-PON system shall support a pre-shared secret key 
(PSK) that is associated with a particular ONU and is stored at that ONU and in the 
operator infrastructure. On the operator side, the pre-shared secret for a particular 
ONU might be stored in the physically connected OLT, or at a central server that the 
OLT accesses during authentication. The PSK is a 128-bit value. It may be 
provisioned into the ONU and into the operator infrastructure in any manner that 
satisfies these requirements. 

ii. Master session key OLT and ONU may execute a mutual authentication procedure, 
in the course of which both the OLT and the ONU compute the 128-bit master 
session key (MSK), a session-specific shared secret. Whenever the ONU is 
successfully authenticated MSK is used to encrypt data encryption keys that are 
transmitted upstream. For the duration of the execution of the secure mutual 
authentication procedure, the OLT refrains from initiating data encryption key 
exchanges. OLT and ONT mutually authenticate based on pre-shared key or master 
session key.  

[Reference Annex B Enhanced security capabilities 9.13.11 of ITU-T G.988] 
 

4. DUT Confirmation Details: 
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5. DUT Configuration 
i. The DUT (IP:192.168.1.1) is connected to the Lab’s Testing Machine (IP:192.168.1.2) 

via LAN2. 
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ii. HTTPS and SSH is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
 
6. Pre-Condition: OEM shall documentation stating the supported access methods into 

DUT 
 

7. Test Objective:  To verify that minimum two of the above authentication attributes 
shall be mandatorily combined for protecting all the accounts from misuse and for 
local access and machine accounts, at least one authentication attribute shall be 
supported 
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8. Test Plan 
8.1 Test Cases: To verify ONT must support transmitting its serial number, registration 

ID, logical ONU ID, and credentials for mutual authentication with the OLT, which 
should support both pre-shared keys (PSK) and master session keys (MSK) for 
secure mutual authentication. 

8.2 Test Bed Diagram 

 
 

8.3 Tools Required 
 
9. Expected Results for Pass 

i. To capture the traffic (data encryption) between ONT and OLT, enable the OMCI 
logs 

ii. To log into the web interface of the OLT, open a web browser and enter the default 
gateway address (192.168.8.100) in the address bar. Then, enter the username 
admin and password Xpon@Olt9417# in the login dialog box. 

iii. Physically connect the ONT to the OLT over PON port. 
iv. To enforce authentication between OLT and ONU for registration, log into the web 

interface of the ONT, open a web browser and enter the default gateway address 
(192.168.1.1) in the address bar. Then, enter the username admin and password 
admin123 in the login dialog box.  

v. Navigate to Network > LOID register, to create a new LOID, provide the LOID name 
as Deltaphi and password as admin123. 

vi. To add a LOID in the OLT, navigate to Authentication > LOID List, ONU LOID select 
for PON1 as add LOID username Deltaphi and password admin123 and submit 

vii. To verify if the registration of the ONU is done with the ONT (post enforcing 
authentication) and check the connection status in the OLT, navigate to ONU 
configuration > ONU list > set Port ID as PON1 > Refresh. 

viii. Verify that the ONU sends its serial number, registration ID, and logical ONU ID with 
credentials to the OLT, and that the DUT supports mutual authentication with a pre-
shared key and encryption using the master session key. 

 
10. Expected format of evidence 

 
11. Test Execution 

11.1 Test Case Number: 1 
11.1.1. Test case Name: To verify ONT must support transmitting its serial number, 

registration ID, logical ONU ID, and credentials for mutual authentication with 
the OLT, which should support both pre-shared keys (PSK) and master session 
keys (MSK) for secure mutual authentication. 
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11.1.2. Test Case Description: To verify ONT must support transmitting its serial 
number, registration ID, logical ONU ID, and credentials for mutual 
authentication with the OLT, which should support both pre-shared keys 
(PSK) and master session keys (MSK) for secure mutual authentication. 

11.1.3. Tool Used: Manual 
11.1.4. Execution Steps: 

i. To capture the traffic (data encryption) between ONT and OLT, enable the OMCI 
logs. Refer precondition. 

ii. To log into the web interface of the OLT, open a web browser and enter the 
default gateway address (192.168.8.100) in the address bar. Then, enter the 
username admin and password Xpon@Olt9417# in the login dialog box.  

iii. Physically connect the ONT to the OLT over PON1 port-  

 
iv. To enforce authentication between OLT and ONU for registration, log into the 

web interface of the ONT, open a web browser and enter the default gateway 
address (192.168.1.1) in the address bar. Then, enter the username admin 
and password admin123 in the login dialog box.  

v. Navigate to Network > LOID register, to create a new LOID, provide the LOID 
name as Deltaphi and password as admin123, apply changes- as shown in figure 
4.1.6.2 

 
vi. To add a LOID in the OLT, navigate to Authentication > LOID List, ONU LOID 

select for PON1 as add LOID username Deltaphi and password admin123 and 
submit -as shown in figure 4.1.6.3 
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Figure no. 4.1.6.3: Configuring the LOID in the OLT 

vii. To verify if the registration of the ONU is done with the ONT (post enforcing 
authentication) and check the connection status in the OLT, navigate to ONU 
configuration > ONU list > set Port ID as PON1 > Refresh – as shown in figure 
4.1.6.4 

 
Figure no. 4.1.6.4: Registration verifying in the OLT 

viii. Verify that the ONU sends its serial number, registration ID, and logical ONU 
ID with credentials to the OLT, and that the DUT supports mutual 
authentication with a pre-shared key and encryption using the master session 
key.  

➢ Note: The OEM should provide documentation required for the master session 
key (MSK) and confirm that DUT supports mutual authentication using a pre-
shared key and encryption with the master session key. 

 
11.1.5. Evidence Provided:  

a. Screenshot from OLT after ONU registration below: 
i. Serial number – GPON006376DE2 

ii. Registration ID - MONU 
iii. Logical ONU ID – 00177caa069e 
iv. Credentials – Deltaphi/admin123 
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➢ Note: The OMCI logs captured on the DUT are transmitted in a Wireshark-

compatible format. However, we are unable to interpret or decode these logs. 
To obtain the encryption and authentication keys used by the OLT and ONT 
during registration and properly analyze the OMCI logs, the OEM's 
documentation is necessary 

 
11.1.6. Test Observation: The tester observed that the ONT was transmitting its 

serial number, registration ID, logical ONU ID, and credentials while 
performing mutual authentication with the OLT.  

a. OEM dependent is required for the following points: 
 

i. To check the data encryption between OLT and ONT, analysis of OMCI logs is 
required.  
➢ Note: The OEM should provide documentation explaining the process to 

convert the OMCI logs from hex dump format to binary data, which is the 
actual format required for a PCAP file to analyze the cryptographic controls 
used in the DUT during key exchange.  

ii. The OEM should provide documentation detailing how the ONT and OLT 
mutually authenticate, compute a 128-bit master session key (MSK), and 
exchange session-specific shared secrets and data encryption keys. 
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12. Test Case Result: The ONT transmitted credentials during mutual authentication 

with the OLT. OEM-dependent documentation is required for converting OMCI logs 
to binary for PCAP analysis and for details on the session key and shared secrets 
exchange. 

 
Note: OMCI logs are OEM proprietary. hence required OEM support to decode 
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2.13.2 TSTL Report for Evaluation Secure data Communication on 
wireless media (Ex: Wi-Fi) for ONT 

 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.2 

 

Applicant Name: SyroTech 

Application Number: GE-BE-1103240001 

DUT Details: GPON-ONT 

TSTL Document ID: GE-BE-1103240001 v001  

DUT Make: SyroTech 

DUT Model no: SY-GPON-2010-WADONT 

DUT Serial Number:  5447E8-123455447E8541A97           

 DUT Software Version: V 3.2.02-231205 

Applicable ITSAR: ONT ITSAR403012311   

Version No: 1.0.1 

OEM Supplied Document list:  NA 

 

1. <ITSAR Section No & Name> Section 13: Specific Requirement 
2. <Security Requirement No & Name > 2.13.2. Secure data Communication on 

wireless media (Ex: Wi-Fi) for ONT 
3. Requirement Description: ONU/ONT should support, WPA2- PSK or later version 

with AES standard in wireless networks which has strong encryption for Wi-Fi 
standard 

 

4. DUT Confirmation Details: 
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5. DUT Configuration 
51. The DUT is configured with authentication credentials mentioned in DUT Confirmation 

Details. 

52. The DUT (IP:192.168.1.1) is connected to the Lab’s Testing Machine (IP:192.168.1.2) via 

LAN2.   

  
53. DUT is pre-configured with SSID (FTTH-210F) having Key “12345678”. 
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54. DUT is pre-configured with Boa as a webserver having 0.93.15 version. 

 

6. Pre-Condition: OEM shall documentation stating the supported access methods into 
DUT 
 

7. Test Objective:  To verify that minimum two of the above authentication attributes 
shall be mandatorily combined for protecting all the accounts from misuse and for local 
access and machine accounts, at least one authentication attribute shall be supported 

 
8. Test Plan 

8.1 Test Cases: To verify that the DUT supports WPA2-PSK or later version with AES 
standard in wireless networks which has strong encryption for Wi-Fi standard 

8.2 Test Bed Diagram 
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8.3 Tools Required 
 

9. Expected Result for pass 
i. To reset the DUT, long-press the physical rest button on the DUT. 

ii. Open a web browser and enter the default address (192.168.1.1) in the address bar 
and enter the username ‘admin’ and password ‘Syro@43210$’ in the login page. 

iii. To verify that DUT supports WPA2-PSK with AES as default per standard, Navigate 
to Network > WLAN > WLAN Security. 
 

10. Expected format of evidence: The DUT uses the standard WPA2-PSK with AES  
 

11. Test Execution 
 

Test Case Number Test case name 

01 To verify that the DUT supports WPA2-PSK or later version 

with AES standard in wireless networks which has strong 

encryption for Wi-Fi standard 

11.1.1.Test Case Description: To verify that the DUT supports WPA2-PSK or later 
version with AES standard in wireless networks which has strong encryption for 
Wi-Fi standard 

11.1.2.Execution Steps 
i. To reset the DUT, press the physical rest button on the DUT. 
ii. Open a web browser and enter the default address (192.168.1.1) in the address 

bar and enter the username ‘admin’ and password ‘Syro@43210$’ in the login 
page - as shown in figure 4.1.6.1. 

 

Figure 4.1.6.1 – Login page of DUT. 
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iii. To verify that DUT supports WPA2-PSK with AES as default per standard, 
Navigate to Network > WLAN > WLAN Security - as shown in figure 4.1.6.2. 

 

Figure 4.1.6.2 – Default encryption setting of DUT. 

11.1.3. Evidence Provided: DUT supports WPA2- Mixed with TKIP (lower end 
encryption protocol) and AES (higher end encryption protocol) both as default. 

 

11.1.4. Test Observation: The tester observed, that the DUT supports WPA2-Mixed with 
TKIP (lower end encryption protocol) and AES (higher end encryption protocol) 
both as default, not as per ITSAR, hence the testcase failed. 

 

12. Test Case Result 
 

SL. No TEST CASE NAME PASS/FAIL Remarks 

1 DUT supports WPA2-PSK   
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2.13.3 TSTP for Evaluation of MAC address filtering 

 
Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.3  

 

<DUT Details: > Alphion AONT100C 

<DUT Software Version:> R2.0.9.6 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

    

1. <ITSAR Section No & Name> Section 13: Specific Security Requirements 

2. <Security Requirement No & Name > 2. 13.3: MAC Address Filtering 

3. <Requirement Description: ONT/ONU should have capability for MAC address 

filtering, access is granted to matched address only. 

 

4. DUT Confirmation Details: 

 

 
 

5. DUT Configuration 

 

 
 

6. Preconditions 

i. OEM document regarding blacklisting and whitelisting of terminal device based upon 

their MAC address. 

ii. The tester has administrative privileges 

 

7. Test Objective: To verify the whitelisting configuration of DUT. 
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8. Test Plan 

8.1.  Number of Test Scenarios 

8.1.1. Testing of whitelisting of MAC address 

8.2. Test Bed Diagram 

 
8.3. Tools Required: Any web browser  
8.4. Test Execution Steps 

i. Tester shall enable MAC filtering feature and use whitelist for MAC address filtering. 

ii. Tester will whitelist PC1 MAC Address. (Consequently , by default PC2 gets blacklisted) 

iii. Try to access the DUT from PC1 and PC2. 

 

9. Expected Results:  PC1 should be able to access DUT while PC2 should not be able to access 

DUT. 

 

10. Expected Form of Evidence: The screenshots of the web browser from where DUT 

is being access and after black listing DUT is not responding. 

 

11. Test Execution 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_WHITELIST_MAC 

11.1.2. Test Case Description: To verify the whitelisting configuration of DUT. 

11.1.3. Execution Steps: 

55. To verify that the PC1 is able to access the DUT, on system navigate to WIFI and enter the 

credentials  

56.  
PC1 connected to DUT via WIFI 
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PC1 able to access DUT via WIFI 

To verify that the PC2 is not able to access the DUT, on system Navigate to WIFI and enter 

the credentials  

 
PC2 Connected to the DUT via WIFI 

 
PC2 not able to Connect DUT via WIFI 
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11.1.4. Test Observations:  PC1 is able to access DUT while PC 2 is not able to access 

11.1.5. Evidence Provided: Screenshots of the DUT info page, when DUT was 

accessed from a MAC filtered device. 

 

12. Test Case Results 

 

Sl. No TEST CASS NAME PASS/FAIL Remarks 

1 TC_WHITELIST_MAC   
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2.13.4 Configuration and management of ONTs (Using OMCI/TR69 
protocols) 

 
Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.5 

 

<DUT Details: >  

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
   

1. <ITSAR Section No & Name> Section 13: Specific Requirement  

2. <Security Requirement No & Name >2.13.4 Configuration and management of ONTs 

(Using OMCI/TR69 protocols) 

3. <Requirement Description:> Remote configuration management, fault management, 

performance management & security management of ONT/ONU shall comply mutual 

authentication & encryption of the management traffic using Secure cryptographic 

controls prescribed in Table1 of the latest document of “Cryptographic Controls for 

Indian Telecom Security Assurance Requirements (ITSAR)”. 
 

4. DUT Confirmation Details:  
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5. DUT Configuration 

i. The DUT (IP:192.168.1.1)  is connected to the lab's testing machine via LAN1 and to 

the OLT via fiber cable on PON Port. 
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ii. DUT is pre-configured with BOA as a webserver and its version 0.93.15. 

 
 

6. Preconditions 

i. ONT/ONU is connected to the network and can communicate with the OLT (for 

OMCI) or ACS (for TR-069). 

ii. Management protocols (OMCI/TR-069) are enabled. 

iii. The ONT supports mutual authentication and encryption using cryptographic 

controls. 

iv. Access to ONT/ONU CLI or Web Interface for log collection. 

 

7. Test Objective: To verify Secure Remote Configuration, Fault Management, and 

Performance Management of ONT/ONU with Mutual Authentication and Encryption. 

  

8. Test Plan 

8.1.  Number of Test Scenarios 

8.1.1 Testing the mutual authentication Remote management protocol testing 

(TR069/OMCI) and testing the ciphers used for encryption of traffic between 

OLT and ONT. 

8.2. Test Bed Diagram 
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8.3. Tools Required: Network logger, Browser               
8.4. Test Execution Steps 

i. Initiate a remote management session between the ACS (for TR-069) / OLT (for 

OMCI) and the ONT. 

ii. Verify that the ONT and the server exchange certificates for mutual authentication. 

iii. Check logs on ONT for authentication details: 

 

9. Expected Results: 

i. Remote Configuration of ONT should applies changes securely. 

ii. Fault Management of ONT should generate fault alarms. 

iii. For performance monitoring ONT should report correct usage. 

iv. Security Authentication in ONT should enforce mutual authentication. 

 

10. Expected Form of Evidence:  Screenshots or log files. 

 

11. Test Execution 

11.1 Test Case Number: 01 

11.1.1. Test Case Name: TC_CONFIG_MGMT 

11.1.2. Test Case Description: Verifying the protocol used for remote management 

of the DUT and its mutual authentication  

11.1.3. Execution Steps: Check Secure remote configuration, fault management and 

performance management: 

i) Remote configuration:  

1. Connect PC1 to the ONT and PC2 to the OLT, ensuring the ONT and OLT are 

connected via an optical cable. 

2. OMCI Configuration for ONT refer the pre-condition. 

3. On PC2 access the OLT’s for remote configuration, Navigate to > config > WIFI 

SSID configuration > enter name admin and share key 12345678 and submit 

– as shown in figure 4.1.6.1 and 4.1.6.2 

 
Figure No. 4.1.6.1: Changing ONU configuration 

file:///D:/Riddhi/NCCS/ONT/Deltaphi/D76003_13.4%20Configuration%20and%20management%20of%20ONTs%20(Using%20OMCI,TR69%20protocols)/D76003-TR-13.4-PON-ONT-V1.2.docx%23ONT
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Figure No. 4.1.6.2: Changing ONU WIFI configuration 

4. Verify the configuration using the Network Logger tool by checking the 

normal logs – as shown in figure 4.1.6.3 

 
Figure No. 4.1.6.3: Verify in network logger tool as per the changes. 

 

ii) Fault management: 

1. To simulate fault, disconnect the optical cable from the ONT – as shown in 

figure 4.1.6.4 
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Figure No. 4.1.6.4: Disconnect the cable and simulate fault 

 

2. Verify in normal log in network logger tool – as shown in figure 4.1.6.5 

 
Figure No. 4.1.6.5: Verify in the network logger tool. 

 

iii) Performance Management 

1. Configure performance management settings on the OLT from PC2 as a pre-

condition 

2. On PC1, open the Net Logger tool and simulate laser on/off using the specified 

command – as shown in figure 4.1.6.6. 

• gpon set tx-laser force-on 

• gpon set tx-laser force-off 

• gpon set tx-laser normal 

file:///D:/Riddhi/NCCS/ONT/Deltaphi/D76003_13.4%20Configuration%20and%20management%20of%20ONTs%20(Using%20OMCI,TR69%20protocols)/D76003-TR-13.4-PON-ONT-V1.2.docx%23OLT
file:///D:/Riddhi/NCCS/ONT/Deltaphi/D76003_13.4%20Configuration%20and%20management%20of%20ONTs%20(Using%20OMCI,TR69%20protocols)/D76003-TR-13.4-PON-ONT-V1.2.docx%23OLT
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Figure No. 4.1.6.6: Simulate on/off the laser 

3. Verify performance management in the OLT log – as shown in figure 4.1.6.7 

 

 
Figure Verify in OLT, ONT performance is recorded. 

 

11.1.4. Evidence Provided:  

i. Remote configuration:  
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ii. Fault management: 

 
iii. Performance Management: 

 

 
Note: All configuration and management are logged in ONT's OMCI logs. The OLT 

authenticates the ONT by retrieving Prikey1 and Prikey2, while the ONT authenticates 

the OLT it’s not showing in the log OEM need to provide. 
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11.1.5. Test Observations:  

i. All configuration and management are logged in ONT's OMCI logs. The OLT 

authenticates the ONT by retrieving Prikey1 and Prikey2, while the ONT 

authenticates the OLT it’s not showing in the log OEM need to provide. 

ii. There is only one-way authentication, with no mutual authentication. The OEM 

must specify the encryption method used in the OMCI logs. 

. 

11.1.6. Evidence Provided: screenshots or Web GUI 

 

12. Test Case Results 

 

Sl. No TEST CASS NAME PASS/FAIL Remarks 

1 TC_CONFIG_MGMT OEM Dependent  

  



 

504 

 

2.13.5 TSTP for IGMP Filter 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.5 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

   

1. <ITSAR Section No & Name> Section 13: Vulnerability Testing Requirements 

2. <Security Requirement No & Name > 2.13.5 IGMP Filter 

3. <Requirement Description:> The ONT must be able to filter upstream IGMP requests 

based on white and black lists of multicast groups (defined by both source and 

destination IP address and placed by the OLT through appropriate OMCI messages) that 

will allow subscribers to request only multicast streams from the white list or any 

multicast stream except from the black list. 

Reference clause 134 of ETSI TS 102 973 V1.1.1 (2008-09) 

4. DUT Confirmation Details: 
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5. DUT Configuration 

Note: “The provided configuration is an example serves as a reference point for when 

such functionality becomes available.” 

i. The DUT (192.168.1.1) is connected to the Tester Machine’s via LAN2 interface.  

 
ii. HTTPS is enabled. 
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iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

  
6. Preconditions: OEM document is required which will provide the detailed 

configuration and management of OMCI (ONT management and control interface) 

message format and handling procedures. 

 

7. Test Objective: To verify filtering of IGMP packets according to configured 

blacklist/whitelist  

 

8. Test Plan 

8.1.  Number of Test Scenarios 

8.1.1.  To verify that DUT filters upstream igmp request based on White and Black list 

of multicast group placed by OLT through OMCI messages. 

8.2. Test Bed Diagram 
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8.3. Tools Required:    Firefox Browser  
8.4. Test Execution Steps 

i. The tester configures the backlisting of the multicast groups in the OLT. 
ii. The tester then connects the ONT with the OLT via optical terminal. 
iii. Tester than checks the active devices list in the OLT. Tester sends the IGMP 

packets to the OLT. 
iv. If the status of the ONT is active than device is whitelisted for multicast group 

otherwise its in the backlisted group.  
 

9. Expected Results: Tester should ensure filtering of IGMP packets according to configured 

blacklist/whitelist 

 

10. Expected Form of Evidence:  Screenshots  

 

11. Test Execution 

11.1 Test Case Number: 01 

11.1.1. Test Case Name:  FILTER_IGMP_PACKET 

11.1.2. Test Case Description:   To verify that the DUT correctly filters upstream 

IGMP requests based on whitelist and blacklist configurations for multicast 

groups set by the Optical Line Terminal (OLT) via OMCI messages. 

11.1.3. Execution Steps: 

i. Login into OLT. 
ii. Configure the OLT with a whitelist and blacklist of multicast groups. 
iii. Ensure that the whitelist and blacklist include both source and destination IP 

addresses. 
iv. Configure OMCI messages to send the whitelist and blacklist information to 

the DUT. 
v. Configure DUT to receive and correctly interpret the OMCI. 
vi. Generate IGMP requests for both whitelisted and blacklisted multicast groups. 
vii. Verify that the DUT, Allows IGMP requests for multicast groups in the whitelist 

and Denies IGMP requests for multicast groups in the blacklist. 
➢ Note: The OLT does not support the creation of whitelists and blacklists for IGMP 

multicast group filtering. Additionally, the ONT’s IGMP configuration via OLT only 
includes IGMP snooping but lacks the ability to filter multicast groups based on 
predefined lists. Consequently, the OLT cannot instruct the ONT to filter IGMP 
requests using OMCI messages based on whitelist and blacklist criteria. 

11.1.4. Test Observations: Case 1:    

i. The OLT does not support the creation of whitelists and blacklists for IGMP 
multicast group filtering.  

ii. Additionally, the ONT’s IGMP configuration via OLT only includes IGMP 
snooping but lacks the ability to filter multicast groups based on predefined 
lists.  

iii. Therefore, the OLT cannot instruct the ONT to filter IGMP requests using 
OMCI messages based on whitelist and blacklist criteria. 

11.1.5. Evidence Provided: Tester should attach output screenshots. (Here DUT is 

not having this functionality)  
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12. Test Case Results 

 

Sl. No TEST CASS NAME PASS/FAIL Remarks 

1  FILTER_IGMP_PACKET   
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2.13.6 TSTP Evaluation for SSID Scanning 
 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.6 

 

<DUT Details: > SyroTech 

<DUT Software Version:> V 3.2.02-231205 

<Digest Hash of OS>   

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 13: Specific Requirement. 

2. <Security Requirement No & Name > 2.13.6 SSID Scanning 

3. <Requirement Description: > The ONT/ONU shall not disclose sensitive 

information, PIN details on SSID scan / attack techniques. It needs to provide disguised 

feedback to users on unsuccessful attempts without revealing a reason for failures. 

Option to hide / unhide SSID on user selection is an essential feature. 

 

4. DUT Confirmation Details:  

Below screenshot is IP address of DUT: 
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Below Screenshot is IP address of DUT Test Machine: 

 
Additionally, to ensure the connectivity between the DUT and the test machine, a ping test 

is conducted. This test verifies the ability to test machine to communicate with the DUT 

over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo 

replies. A successful ping indicates that the network connection is established and 
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functioning properly, enabling further testing and data transfer between the DUT and the 

test machine. 

 
 

5. DUT Configuration: 

i. DUT is configured with SSID Name (Syrotech) and SSID Key (Delta@00). 

ii. DUT (192.168.1.1) is connected to the Testing machine (192.168.1.2) via WI-FI. 

 
iii. DUT is pre-configured with boa as a webserver and its version 0.93.15. 
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6. Preconditions 

13.1.24. The tester should have the Privileges to log in to the DUT.   
i. The tester should have all the system resources access.  
13.1.25. The OEM should provide document on how to enable the option to hide 

SSID from the DUT 
 

7. Test Objective: To ensure that The ONT shall not disclose sensitive information, PIN 

details on SSID scan / attack techniques. It needs to provide disguised feedback to users 

on unsuccessful attempts without revealing of reason for failures. Option to hide / unhide 

SSID on user selection is an essential feature. 

 

8. Test Plan: 

8.1 Number of Test Scenarios 

8.1.1 Verify that the DUT does not disclose any sensitive information, PIN details on 

SSID scan/ attack techniques. 

8.1.2 Verify that the DUT does not provide the reason for failure while incorrect login 

attempts on SSID. 

8.1.3 Verify that the option to hide/unhide SSID is available in the DUT. 

8.2 Test Setup Diagram:  
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8.3 Tools Used: airgeddon,  

8.4 Test Execution Steps 

i. CASE I: Verify that the DUT does not disclose any sensitive information, PIN details 

on SSID scan/ attack techniques. 

1. To check if DUT has any protection mechanism for Key (Password) Disclosure, 

navigate through terminal, launch the tool Airgeddon by entering following 

command:  “./airgeddon.sh”   

2. To capture BSSID of the DUT, select the following option as follows and copy the 

bssid.  Interface to work with option select: 2 (WLAN0mon interface)   

in option for menu select: 2 (Enable Monitor Mode)   

in option for menu select: 6 (PMKID/Handshake tool menu)   

in option for menu select: 6 (Capture Handshake)   

3. To check if any sensitive information has been disclosed (Password (PSK)), 

navigate through terminal, enter following command:   wifite –bssid <DUT SSID> 

(copied from the previous tool)   

 

ii. CASE II: Verify that the DUT does not provide the reason for failure while incorrect 

login attempts on SSID. 

1. Enter incorrect SSID credentials and verify that the DUT does not provide the 

reason of failure.  

 

iii. CASE III: Verify that the option to hide/unhide SSID is available in the DUT. 

1. Launch the tool wifite in terminal and enter the following command to scan the 

network and ensure that the SSID is “not hidden”. 

2. Refer to precondition and configure the DUT to hide SSID. 

3. Launch the tool wifite in terminal and enter the following command to scan the 

network and ensure that the SSID is “hidden”. “wifite --clients-only” 

 

9. Expected Results for Pass:  

a. The tester checks and verifies the following on the DuT: 

i. The Dut shall not disclose sensitive information, PIN details on SSID scan / attack 

techniques.  
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ii. The DuT needs to provide disguised feedback to users on unsuccessful attempts without 

revealing of reason for failures.  

iii. Option to hide / unhide SSID on user selection as an essential feature should be present 

on DUT. 

 

10. Expected Format of Evidence: screen shots of test executions. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1.Test Case Name: Verify that the DUT does not disclose any sensitive 

information, PIN details on SSID scan/ attack techniques. 

11.1.2.Test Case Description: Ensure that the DUT does not reveal any 

sensitive information or PIN details during SSID scan/attack techniques. 

11.1.3. Execution Steps: 

i. Launch the tool airgeddon by entering the following command in terminal sudo 

airgeddon 

ii. To Capture the BSSID of the DUT enter the following option as follows and copy 

the bssid – as shown in figure Interface to work with option select:2 (wlan0) 

 
Figure Select the wlan0 interface 

in option for menu select: 2 (Enable Monitor Mode) 

 
Figure– Select interface monitoring mode. 

in option for menu select: 6 (PMKID/Handshake tool menu) 
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Figure– Select handshake menu. 

in option for menu select: 6 (Capture Handshake) 

 
Figure– Capture the handshake. 

 

 
Figure– Capture BSSID of the Network. 
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iii. In terminal launch the tool wifite and enter the following command to scan the 

network for sensitive information – as shown in figure  

“wifite --bssid 80:14:A8:00:00:00 (copied from the previous tool)” 

 
Figure– Sensitive Information revealed 

 

11.2 Test Case Number: 02 

11.2.1. Test Case Name: Verify that the DUT does not provide the reason for failure 

while    incorrect login attempts on SSID. 

11.2.2. Test Case Description: Ensure that the DUT does not disclose the cause of 

failure during unauthorized login attempts on the SSID. 

11.2.3. Execution Steps: 

i. Enter incorrect SSID credentials (ex. password) and ensure that the DUT does not 

provide the reason of failure – as shown in figure  

 
ii. DUT reveals the reason behind failure to connect WI-FI. 
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11.3 Test Case Number: 03 

11.3.1. Test Case Name: Verify that the option to hide/unhide option is available in 

the DUT. 

11.3.2. Test Case Description: To ensure there is option to hide / unhide SSID on user 

selection as is an essential feature on the DUT Execution  

11.3.3. Execution Steps: 

i. Launch the tool wifite in terminal and enter the following command to scan the 

network and ensure that the SSID is “not hidden”. – as shown in figure  
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Figure– Result of wifite tool scan. 

ii. To log into the web interface of the DUT, open a web browser and enter the 

default gateway address (http://192.168.1.1) in the address bar. Then, enter 

the username admin and password Delta@00 in the login dialog box. 

iii. To hide SSID of the DUT Navigate to Network > WLAN > On WLAN Basic Tick 

mark the disabled Broadcast option and click on apply change to save the 

changes in the DUT. 

 
iv. Launch the tool wifite in terminal and enter the following command to scan the 

network and ensure that the SSID is “hidden” – as shown in figure  

“wifite --clients-only” 

 

 
Figure Result of wifite tool scan. 

11.3.4. Test Observations: 

i. TC 01: We observed that the DUT does not disclose any sensitive information, PIN 

details on SSID scan/ attack techniques. 
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ii. TC 02: We observed by passing on the wrong credentials DUT reveals the reason 

behind failure to connect WI-FI. 

iii. TC 03: We observed that on the CPE there is a feature to hide and unhide the SSID. 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL (Please see 
Note Below) 

1 Verify that the DUT does not disclose any 

sensitive information, PIN details on SSID 

scan/ attack techniques  

Pass 

2 Feature to hide /unhide the SSID. Pass 

3 The unsuccessful attempt to SSID disclosed  
any information or not. 
 

Fail 
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2.13.7 TSTP for Password Change for User Facility 

 

Optical Network Terminal (ONT)-
PON family Broadband Equipment 

ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.7 

 

<DUT Details: >  

<DUT Software Version:> 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1 

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 13: Specific Requirement 

2. <Security Requirement No & Name > 2.13.7 Password Change for User Facility 

3. <Requirement Description:> 1st Installation /Factory Reset ONT/ONU shall change 

of authentication attribute (eg: - password) on 1st installation configuration or on 

factory reset conditions. If a password is used as an authentication attribute, then the 

ONT shall provide a function that facilitates the user to change his password at any 

time. However, the ONT shall not allow the previously used passwords up to a certain 

number (Password History). 

 

4. DUT Confirmation Details: 

 

 
 

5. DUT Configuration: - No additional configuration required to meet the clause 

requirement. 

 
6. Preconditions 

i) OEM shall provide documentation which describes that DUT enforce password 

change on 1st installation. 

ii) OEM shall provide documentation which describes that DUT provide a function that 

facilitates the user to change his password at any time. 
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iii) OEM shall provide confirmation that DUT shall not allow the previously used 

passwords up to a certain number (Password History). 

 

7. Test Objective: To verify the change of authentication attribute on 1st 

installation/factory reset.  

 

8. Test Plan 

8.1.  Number of Test Scenarios 

8.1.1 The Tester verify that the DUT allow user to change his password at any time. 

i. The Tester verify that DUT enforce password change after initial login. 
ii. The Tester verify that DUT enforce password change based on password 

management policy. 
iii. The Tester configures the limit of previously used passwords (Password History) 

on DUT as per criteria mentioned in ITSAR requirement. 
iv. The Tester verify that limit of previously used password is working or not. 

(Positive and Negative scenarios). 
8.2. Test Bed Diagram 

 

8.3. Tools Required: CLI/GUI Interface of DUT 
8.4. Test Execution Steps: 

i. Factory Reset the DUT 

ii. Post Reset Verify if the DUT enforces password change 

iii. Access te DUT with updated credentials. 

iv. Attempt to change the Password again 

v. Set previously used password which exists in configured password history. 

 

9. Expected Results: DUT should be able to change the authentication attribute on 1st 

installation/factory reset. 

 

10. Expected Form of Evidence: Output screenshots. 
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11. Test Execution 

11.1 Test Case Number: 01 

11.1.1 Test Case Name:  change_password_any_time. 

11.1.2 Test Case Description:   The Tester verify that the DUT allow user to change 

his password at any time. 

11.1.3 Execution Steps: 

i. The tester login the DUT’s Web GUI (192.168.1.1)  in web browser of the test 

machine (192.168.1.101) account “admin” with using the respective 

authentication attribute (Syro@43210$) through Web Interface. 

 

 
ii. The tester clicks on Administration > User Management. 

 
iii. Tester tried to update the password. 

 

http://192.168.1.1/
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iv. The Tester updated the password as “admin@123” and tried to login the DUT. 

v. Tester observed that tester able to login the DUT. 

vi. Tester observed and verified that DUT can allow the User can change/update the 

password.   

 

 
11.1.4 Test Observations:    Tester observed that DUT allow user to change password. 

11.1.5 Evidence Provided: Screenshots are attached above. 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name:  change_password_after_initial_login. 

11.2.2 Test Case Description:   The Tester verify that DUT enforce password change 

after initial login. 

11.2.3 Execution Steps: 

i. The tester login the DUT’s Web GUI (192.168.1.1)  in web browser of the test 

machine (192.168.1.101) account “admin” with using the respective 

authentication attribute (password) through Web Interface. 

http://192.168.1.1/
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ii. The Tester observed DUT have enforced password change after initial login. 

11.2.4 Test Observation: The Tester observed DUT have enforced password change 

after initial login. 

11.2.5 Evidence Provided: Screenshots are attached above 

 

11.3 Test Case Number: 03 

11.3.1 Test Case Name:  password_change_management_policy. 

11.3.2 Test Case Description:   The Tester verify that DUT enforce password change 

based on password management policy. 

11.3.3 Execution Steps: 

i. The tester login the DUT’s Web GUI (192.168.1.1)  in web browser of the test machine 

(192.168.1.101) account “admin” with using the respective authentication attribute 

(password) through Web Interface. 

 

 

http://192.168.1.1/
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ii. The Tester observed DUT can allow to user change password. 

 
iii. The Tester observed that DUT have enforce feature password management policy but 

not proper configured  

iv. The Tester observed that DUT support any of the two combinations as mentioned 

above (lower case , numbers and length 6 characters). 

11.3.4 Test Observation: The Tester observed that DUT support two combinations 

(lower case, upper case, numbers and length 6 characters to max 32 characters). 

11.3.5 Evidence Provided: Screenshots are attached above 

 

11.4 Test Case Number: 04 

11.4.1. Test Case Name:  password history 

11.4.2. Test Case Description:   The Tester configures the limit of previously used 

passwords (Password History) on DUT as per criteria mentioned in ITSAR 

requirement. 

11.4.3. Execution Steps: 

i. The tester login the DUT’s Web GUI (http://192.168.1.1)  in web browser of the test 

machine (192.168.1.22) account “admin” with using the respective authentication 

attribute(password) through Web Interface. 

 

 
ii. The Tester observed that DUT can allow user to change the password  

http://192.168.1.1/
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iii. The Tester observed during password change that DUT doesn’t have feature to 

configure the limit of previously used passwords (Password History). 

iv. Tester set/updated the password “Syro@43210$” and tried to login the DUT again. 

v. Tester didn’t see any password history while changing the password. 

 

 
vi. Tester successfully logged in the DUT. 

 

11.4.4. Test Observation: The Tester observed during password change that DUT 

doesn’t have feature to configure the limit of previously used passwords 

(Password History). 

 

11.5 Test Case Number: 05 

11.5.1 Test Case Name:  password history 

11.5.2 Test Case Description: The Tester verify that limit of previously used password 

is working or not. (Positive and Negative scenarios). 

11.5.3 Execution Steps: 
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i. The tester login the DUT’s Web GUI (http://192.168.1.1)  in web browser of the 

test machine (192.168.1.22) account “admin” with using the respective 

authentication attribute(password) through Web Interface. 

 
 

 

 

ii. The Tester observed that DUT can allow user to change the password  

 
 

iii. The Tester observed during password change that DUT doesn’t have feature to 

configure the limit of previously used passwords (Password History). 

iv. Tester set/updated the password “Syro@43210$” and tried to login the DUT 

again. 

 

http://192.168.1.1/
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v. The Tester observed during password change that DUT doesn’t have feature to 

configure the limit of previously used passwords (Password History). 

 

11.5.4 Test Observation: The Tester observed during password change that DUT 

doesn’t have feature to configure the limit of previously used passwords 

(Password History). 

 

12. Test Case Results 

 

Sl. No TEST CASS NAME PASS/FAIL Remarks 

1    
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2.13.8 TSTP for Evaluation of Key exchange mechanism 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.8 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 
D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 13 Specific Requirement 

2. <Security Requirement No & Name > 2.13.8 Key exchange mechanism 

3. <Requirement Description: > The data encryption between the OLT and ONT shall 

use Secure cryptographic controls prescribed in Table1 of the latest document of 

“Cryptographic Controls for Indian Telecom Security Assurance Requirements 

(ITSAR).  

The keys generated during this process must be unpredictable. 

 

4. DUT Confirmation Details: 

i. Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

ii. Use GUI to get Application No/Version No & hardware Info 

The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 
i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 

 
iv. Connect ONT to PC, open the network logger application and verify is connected – 

enter the following command 

• admin 
• admin123 
• enterlinuxshell 
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v. Reset the mib and set the logfile, enter the following command 

• omcicli mib reset 
• omcicli set logfile 7 0xffffffff 

 

 
vi. Then physically connect the ONU to the OLT over PON2 port and grep the OMCI log 

key. 

vii. Then verify the OMCI logs, keys generated during this process must be 

unpredictable. grep -i "key" /tmp/omcilog.par 

 
 

6. Precondition: OEM document regarding key generation (OMCI log) in the DUT. 

 

7. Test Objective: To verify that data encryption between the OLT and DUT(ONT) shall 

use Secure cryptographic controls prescribed in Table1 of the latest document of 
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“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR) 

and the keys generated during this process must be unpredictable. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 2 

8.1.1 To verify that the data encryption between the OLT and DUT(ONT) shall use 

secure cryptographic controls. 

8.1.2 To verify the keys generated during this process must be unpredictable. 

8.2 Test Setup Diagram 

 
8.3 Tools Used: - Web browser (For access GUI of DUT), Network logger 

8.4 Test Execution Steps 

a. To verify that the data encryption between the OLT and ONT shall use secure 

cryptographic controls. 

i. Then verify the OMCI logs, data encryption between the OLT and ONT shall use 
secure cryptographic controls. 

grep -i "key" /tmp/omcilog.par 

b. To verify keys generated during this process must be unpredictable. 

i. To capture the traffic (data encryption) between ONT and OLT, enable and 
start the OMCI logs. 

ii. To log into the web interface of the OLT, open a web browser and enter the 
default gateway address (192.168.8.100) in the address bar. Then, enter the 
username admin and password Xpon@Olt9417# in the login dialog box. 

iii. Physically connect the ONU to the OLT over PON port. 
iv. To check the connection status, navigate to ONU configuration > ONU list > set 

Port ID as PON2 > Refresh. By default, the authentication is disabled, and 
connection is established without any key exchanges for authentication. 

v. To enforce authentication between OLT and ONU for registration, log into the 
web interface of the ONT, open a web browser and enter the default gateway 
address (192.168.1.1) in the address bar. Then, enter the username admin 
and password admin123 in the login dialog box.  

vi. Navigate to Network > LOID register. 
vii. To create a new LOID, provide the LOID name as Deltaphi and password as 

admin123.  
viii. To add a LOID in the OLT, navigate to ONU configuration > Authentication > 

LOID List. 
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ix. Port ID: PON2 

x. LOID: Deltaphi 

xi. Password: admin123 

xii. Navigate to ONU configuration > Authentication > Authentication mode.  
xiii. Set Auth Mode: for PON2 as LOID and submit – as shown in figure  

xiv. To verify if the registration of the ONU is done with the ONT (post enforcing 
authentication) and check the connection status in the OLT, navigate to ONU 
configuration > ONU list > set Port ID as PON2 > Refresh. 

xv. Analyse the OMCI logs, keys generated during this process must be 
unpredictable – run the following command. 

xvi. To verify random key generation, connect and disconnect three times ONT to 
OLT and check in OMCI log. 
 

9. Expected Results for Pass: Communication between ONT and OLT should be 

encrypted as per crypto control ITSAR Generated key should not be predictable 

 

10. Expected Format of Evidence: - Screenshots of GUI, log 

  

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: 8.1.1 

11.1.2 Test Case Description: The tester verifies that the data encryption between the 

OLT and ONT shall use secure cryptographic controls. 

11.1.3 Execution Steps: 

i. Then verify the OMCI logs, data encryption between the OLT and ONT shall use 

secure cryptographic controls – as shown in figure grep -i "key" /tmp/omcilog.par 

 
11.1.4 Test Observation: Communication between DUT(ONT) and OLT keys are 

encrypted 
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11.2 Test Case Number: 02 

11.2.1 Test Case Name: 8.1.2 

11.2.2 Test Case Description: Verify that the code signing certificate associated with the 

upgrade package is valid and not expired. 

11.2.3 Execution Steps: 

i) To capture the traffic (data encryption) between ONT and OLT, enable and start 
the OMCI logs in the OLT. 

ii) To log into the web interface of the OLT, open a web browser and enter the 
default gateway address (192.168.8.100) in the address bar. Then, enter the 
username admin and password Xpon@Olt9417# in the login dialog box. 

iii) Physically connect the ONU to the OLT over PON port. 
iv) To check the connection status, navigate to ONU configuration > ONU list > set 

Port ID as PON2 > Refresh. By default, the authentication mode is disabled, and 
connection is established without any key exchanges for authentication – as 
shown in figure  

 
Figure No. Check ONT-ONU connection status. 

 
Figure No. Check ONT-ONU default authentication state for PON. 

v) To enforce authentication between OLT and ONU for registration, log into the 
web interface of the ONT, open a web browser and enter the default gateway 
address (192.168.1.1) in the address bar. Then, enter the username admin and 
password admin123 in the login dialog box.  

vi) Navigate to Network > LOID register. 
vii) To create a new LOID, provide the LOID name as Deltaphi and password as 

admin123. – as shown in figure  
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Figure No. Configuring LOID and password for ONT 

1. To add a LOID in the OLT, navigate to ONU configuration > Authentication > LOID 
List. – as shown in figure  
• Port ID: PON2 

• LOID: Deltaphi 

• Password: admin@123 

 
Figure No.: Setting LOID details for OLT. 

2. Navigate to ONU configuration > Authentication > Authentication mode.  
• Set Auth Mode: for PON2 as LOID and submit – as shown in figure  
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Figure No.: Set Authentication mode to LOID. 

3. To verify if the registration of the ONU is done with the ONT (post enforcing 
authentication) and check the connection status in the OLT, navigate to ONU 
configuration > ONU list > set Port ID as PON2 > Refresh, remove the Optical cable 
and connect again 2 time – as shown in figure  

 
Figure No. Check ONT-ONU connection status. 

4. Analyse the OMCI logs, keys generated during this process must be unpredictable 
– run the following command. 

          grep -i "key" /tmp/omcilog.par 

5. To verify random key generation, connect and disconnect three times ONT to OLT 
and check in OMCI log. 

 

11.2.4 Test Observation: Comparing the three keys generated by the DUT(ONT), they 

are unpredictable 

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1   

2 8.1.2   
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2.13.9 TSTP for Evaluation of of Rogue detection 
 

Optical Network Terminal (ONT)-PON 
family Broadband Equipment ITSAR 

ITSAR No: ITSAR403012311 Clause no:2.13.9 

 

<DUT Details: > DIGISOL DG-GR6821AC 

<DUT Software Version:> V2.1.08-240403 

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF 

D0CA4F823AEAE417EA1F8D6114B8E 

<Digest Hash of Configuration> xxxx 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical 

Network Terminal (ONT) - PON family Broadband Equipment  

<ITSAR Version No:> 1.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 13 Specific Requirement 

2. <Security Requirement No & Name > 2.13.9 Rogue detection 

3. <Requirement Description: > The ONU should have the capability to monitor its own 

behaviour and autonomously turn off the laser if a fault condition is detected. This 

capability would serve as a secondary measure in the event that the primary method 

to turn off the laser via the OLT is not possible. 1) The ONU should turn its laser off if it 

detects rogue behaviour in order to prevent possible harm to the PON. 2) The ONU 

should attempt to send a message to the OLT to indicate why the ONU is going out of 

service.  

The ONU transmitter default state (e.g., at installation) should be in the "off" position. 

This is a precaution to prevent, for example, cases where there is a failure to prevent 

the transmitter from being shut off, resulting in potential rogue behaviour. Reference: 

ITU-T Rec, Series G Supplement 49 (02/2011) Rouge Optical Network unit (ONU)   

Reference: ITU-T Rec, Series G Supplement 49 (02/2011) Rouge Optical Network unit 

(ONU) 

 

4. DUT Confirmation Details: 

Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

i. Use GUI to get Application No/Version No & hardware Info 

  The below screenshot shows the firmware version of the DUT 
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Interfaces No.of Ports Interface Type Interface Name 
PON 1 Port(s) Physical PON 
LAN 2Port(s) Physical LAN1, LAN2 
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5. DUT Configuration: 

i. The DUT is connected to LAN 2 – with the Lab’s Testing Machine. 

 
ii. HTTPS is enabled. 

 
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version. 
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6. Precondition: The OEM should provide documentation explaining the behavior of 

the ONU in rogue conditions. 

 

7. Test Objective: To verify that DUT have mechanism that detect rogue state(unstable) 

by itself. 

 

8. Test Plan: 

8.1 Number of Test Case Scenarios: 4 

8.1.1 ONT PON port should be turn off by itself, if unstable condition (autonomously 

ONT) detected. 

8.1.2 ONT should send alert to the OLT regarding service reachability 
8.1.3 ONT transmitter should be turned off by default (factory reset) 

8.2 Test Setup Diagram 

 
8.3 Tools Used:- Web browser(For access GUI of DUT), logs  

8.4 Test Execution Steps 

a. Verify that ONT PON port should be turn off by itself, if unstable condition      

(autonomously ONT) detected. 

1) Login to the DUT(ONT) 

2) Forcefully turn on the laser on the connected ONT port 

3) Check the ONT automatically turn off the laser light or not 

 

b. ONT should send alert to the OLT regarding service reachability 

1) Login to the DUT(ONT) 

2) Forcefully turn on the laser on the connected ONT port 
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3) Check the ONT sending alert to the OLT regarding ONT unreachability 

 

c. ONT transmitter should be turned off by default (factory reset) 

1) Perform factory reset on the DUT(ONT) 

2) Check the status of PON port (ON or OFF)  

 

9. Expected Results for Pass: 

i. ONT PON port should be turn off by itself, if unstable condition detected 

ii. ONT should send alert to the OLT regarding service reachability 

iii. ONT transmitter should be turned off by default (factory reset) 

 

10. Expected Format of Evidence: Screenshots of GUI, log 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: 8.1.1 

11.1.2 Test Case Description: ONT PON port should be turn off by itself, if unstable 

condition detected 

11.1.3 Execution Steps: 

i. To log into the web interface of the ONT, open a web browser  
ii. Try to forcefully turn on the PON port on the DUT 
iii. Check the DUT behavior after, either DUT turn off the PON port or not in the 

DUT   
11.1.4 Test Observation: The testcase is “Not Tested.” 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: 8.1.2 

11.2.2 Test Case Description:  ONT should send alert to the OLT regarding service 

reachability 

11.2.3 Execution Steps: 

i. To log into the web interface of the ONT, open a web browser  
ii. Forcefully turn on the laser on the connected ONT port 

iii. Check the ONT sending alert to the OLT regarding ONT unreachability 
 

11.3 Test Case Number: 03 

11.3.1. Test Case Name: 8.1.3 

11.3.2. Test Case Description: ONT transmitter should be turned off by default 

(factory reset) 

11.3.3. Execution Steps: 

i. To log into the web interface of the ONT, open a web browser 

ii. Perform factory reset on the DUT(ONT) 

iii. Check the status of PON port (ON or OFF)  
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12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 8.1.1  Not tested 

2 8.1.2  Not tested 

3 8.1.3  Not tested 
 

 

 

 

 


