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Chapter-2 Common Security Requirements
Section 1: Access and Authorization

2.1.1TSTP for Evaluation of Management Protocols Mutual
Authentication

Optical Network Terminal (ONT)- | ITSAR No: ITSAR403012311 | Clause no:2.1.1
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name >2.1.1: Management Protocol Mutual
Authentication

3. <Requirement Description:> The protocols used for the ONU/ONT management
and maintenance shall support mutual authentication mechanisms only Secure
cryptographic controls prescribed in Tablel of the latest document “Cryptographic
Controls for Indian Telecom Security Assurance Requirements (ITSAR)” shall only be
used for ONU/ONT management and maintenance.

[Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.4.4.1]

4. DUT Confirmation Details:

syRotech =

Status Network Security  Applicati Di Help
Devicelnfo WANInfo Userinfo Voipinfo Remote Manage Info =

Status

uuuuuuuu

5. DUT Configuration:
Configure SSH, HTTP/HTTPS, TACACS+, SNMP v3 and SFTP on Management Interface of

DUT.




a) HTTP Configuration
i. The Tester connects the DUT through LAN port and visits the default ip of the

DUT which is http://192.168.1.1

ii. verifies that no additional configuration is required to access the DUT as
HTTP/HTTPS is pre-configured on the DUT.

iii. HTTP secure server cipher suite specifies the encryption algorithm and digest
algorithm to use on an SSL connection. Web browsers offer a list of supported
cipher suite when connecting to the HTTPS server, and the client and server will
negotiate the best encryption algorithm to use from those that are supported by
both.

b) HTTPS Configuration
i. The Tester connects the DUT through LAN port and visits the default ip of the

DUT which is https://192.168.1.1

ii. verifies that no additional configuration is required to access the DUT as HTTPS
is pre-configured on the DUT.

iii. For OLT configuration - Configure performance management settings on the OLT
from PC2

6. Pre-Condition: Documentation that lists each of the management protocols
supported by DUT and describes the authentication mechanism used for each one.

7. Test Objective: To check if the DUT supports mutual authentication for the
supported management protocols

8. Test Plan
8.1 Number of Test Scenarios: 3

8.1.1 Test Case 01: Physical verification of available Interfaces & supported
management protocols on DUT.

8.1.2 Test case 02: Establish connection between the Test machine and DUT using
configured mutual authentication method for both positive and negative
scenarios.

8.1.3 Test case 03: Ensure mutual authentication between ONT and OLT.

8.2 Test-bed diagram:




DUT : DIGISOL (DG -GR6821AC)

1P:192.168.8.200

PON Port: PON 1 — > Optical connection GPON/ 1:2 e Ethernet Connection D]

HTTPS: Enabled _'
= LAN1
(—
Digisol ONT 0S: Windows 11
LAN: 192.168.1.1 IP Address: 192.168.1.6

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

A— 0S: Windows 11
E]l IP Address: 192.168.8.10
Subnet Mask: 255.255.255.0

| —] Default Gateway: 192.168.8.100

8.3 Tools required:
i. Wireshark
ii. Zenmap
iii. GUI

8.4 Test Execution steps
i. The tester shall attempt to access the DUT with configured management protocols
ii. The Tester shall verify if mutual authentication exists between DUT and Test
Machine for each management protocol supported by the DUT.
iii. Tester shall verify the mutual authentication between OLT and ONT.

9. Expected Results for Pass: -
i. The DUT and the tester machine shall mutually authenticate each other for all the

management protocols supported by the DUT.
ii. ONT and OLT should also support mutual authentication.

10.Expected Format of Evidence: screenshots

11.Test Execution:
11.1Test Case Number: 01
11.1.1 Test case Name: Management protocol verification
11.1.2 Test Case Description: Physical verification of available Interfaces &
supported management protocol on DUT using zenmap.
11.1.3 Execution Steps:
i. The Tester should verify all the available physical interfaces on DUT and cross
verify with OEM Documentation (below are front and side view of the DUT).




Fig: Rear view of OLT

ii. The Tester makes note of all management protocols supported by DUT in
document provided by OEM and also verifies using zenmap

»
»
»
»
»

SSH

SSL/TLS
SNMP v3
HTTP/HTTPS
Telnet

11.2 Test Case Number: 02

11.2.1 Test case Name: Mutual authentication for the configured management
protocols

11.2.2 Test Case Description: Testing mutual authentication for the configured
management protocols

11.2.3 Execution Steps:




a) HTTP Configuration:
i. The tester opens the DUT’s Web GUI (http://192.168.1.1/) in web browser
of the test machine (192.168.1.22) and capture traffic between DUT and test
machine in Wireshark to verify the mutual authentication between both the
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ii. The tester observed that there is no mutual authentication between DUT and
Test machine but the connection is established successfully.

b) HTTPS Configuration:
i. Tester connects the DUT through LAN port and visits the default ip of the
DUT which is https://192.168.1.1
HTTP secure server cipher suite specifies the encryption algorithm and
digest algorithm to be used for an SSL connection. Web browsers offer a list
of supported cipher suite when connecting to the HTTPS server, and the



https://192.168.1.1/

client and server will negotiate the best encryption algorithm to use from

those that are supported by both.

Itten/1192.168.1 m o= owm @
syRotech cogou
— Status Network Security  Application Management Diagnostics  Help
Device Info  WAMNInfo  Userinfo Volp Info Remate Manage Info
WiANIfe  Devics Info
P Addreen s
LAN Info
AC Address o
LAN Port Status
s e Sposa woss
Por1 = wom Fon e
Pon_2
Send and Recv
Coe == tond
Peckew  Byws | Eow | Dweok | e | Base | Emow | Diosesd
o aw e o 0 wm saseta o "
Ptz » o o v o o 0 v
Active DHCP Clients
Deice Trwe MAC Address ® Addross Loase Time

il.

The tester opens the DUT’s Web GUI (http://192.168.1.1/) in web browser

of the test machine (192.168.1.22) and captured traffic between DUT and
test machine in Wireshark to verify the mutual authentication between both

the entities.
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The tester observed that there is no mutual authentication between DUT and

Test machine but the connection is established successfully. In Wireshark,
can see Server and client exchanging the keys between each other but that
cannot be considered mutual authentication.




iv. To test the negative test case scenario (can only be tested from client side as
server side doesn’t offer any identity verification to the client), tester
supplies the wrong password and observe the response of DUT.

M 1216811 /zdminoginasp x| 4

G & Notsecure | hitps/192.168.1.1/admin/login.as

A\ Notsecure | Baps/192.168.1.1/bogformyadmin/formLog 4 m & B
ERROR:bad password!

i3

v. Ifthe DUT supports Telnet: connect to the DUT using the telnet command
<screenshot connecting to DUT using telnet>

Check if there’s mutual authentication using TELNET

- Upon entering the password, we get the access to the ONT
- Capture the same on wireshark
<wireshark screenshot>

- Observe if there is mutual authentication using TELNET

11.3Test Case Number: 3

11.3.1 Test case Name: Mutual Authentication between ONT and OLT
11.3.2 Test Case Description: The tester verifies the mutual authentication between
ONT and OLT

11.3.3 Execution Steps
i. The OLT authenticates the ONT by retrieving Prikey1 and Prikey2, while the
ONT authenticates the OLT, it's not showing in the log OEM need to provide.
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Config Server IP

Ll

&8 Network Logger

NetWork Logger

o SO B v cp i "ey” /tmplomcilog parl i 1

Concatenate FILEs and print them to stdout

"

192168 . 1 . 1 # grep -i "username” /tmp/omeilog par

[136.202] 0x0460 VsLoginConfiguration Set(0x0000,Logn_username1=0x61646d696e0000000000000000000000000000000000)
[136.209] 0x0463 VsLoginConfiguration Set(0x0001 Login_username1=0x75736572000000000000000000000000000000000000)
[192.802] 0x046b VsLoginConfiguration Set(0x0000,Login_username1=0x61646d69620000000000000000000000000000000000)
[192.808] 0x046e VsLoginConfiguration Set(0x0001 Login usernamel=0x75736572000000000000000000000000000000000000)

Disconnect #
1 grep -i "key" /tmplomeilog par
135.918) 0x045d VsPriAuth Get(0x0000,Prikeyl)

135.928] 0x045e VsPriAuth Get(0x0000,Prikey2)
Stop Cap 135.929] 0x045e VsPriAuth GetRsp(0x0000 Result=0x0,Prikey2=0x380931306137106d6fce)

1359191 0x045d VsPriAuth GetRsp(0x0000 Result=0x0 Prikey1=0xb31064396e04991f7603130b7al e3c80676667fa33 1) e

073807 00468 VsPriAuth Get(0x0000 Prikev])

Cancel [152.590] 0x0468 VsPriAuth GetRsp(0x0000,Result=0x0,Prikey1=0xd33b64796ad48458{3673 1 30fd0e2d94 766 Tid3bb)

[192.599] 0x0469 V<PriAuth Get(0x0000,Prikey2)
Help [192.600] 0x0469 V<PriAuth GetRsp(0x0000 Result=0x0 Prikes2=0x33993a006537d0656£3¢)

#

control or not

11.3.4 Test Observations:

i. Test case01: The tester verifies the available protocols using zenmap and

verifies using OEM documentation

ii. Test case02: The tester observed that there was no mutual authentication

ii. Communication between OLT and ACS server running in PC2 can also be
captured in wireshark to check if the encryption used is according to the Crypto

present when attempting to connect to client using HTTP and HTTPs.

iii. Test case03: Tester observed that mutual authentication is taking place

between ONT and OLT

11.3.5 Evidence Provided: Screenshots are attached above

12.Test Case Results:

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1

Management protocol verification

2

Mutual authentication for the configured
management protocols

Mutual Authentication between ONT and OLT

11




2.1.2 TSTP for Evaluation of Management Traffic Protection

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.1.2
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

<Security Requirement No & Name > 2.1.2: Management Traffic Protection

3. <Requirement Description:> ONT management traffic shall be protected strictly
using secure cryptographic controls prescribed in Tablel of the latest document
“Cryptographic Controls for Indian Telecom Security Assurance Requirements
(ITSAR)” only.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.2.3.2.4]

N

4. DUT Confirmation Details:
£o0w x |+

syRotech o

Status Network Security  Application Management Diagnostics  Help
Deviceinfo WANInfo Userinfo Voipinfo Remote Manage info

Status

5. DUT Configuration: Configure the DUT to enable the supported management
protocols if needed

6. Pre-Condition:
i. Network product documentation containing information about supported OAM
protocols provided by OEM.
ii. A peer implementing the security protocol configured by the OEM (e.g., SSH client
supporting SSHv2 or HTTPS client) shall be available.
iii. For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310.
For IKE and IPsec, the tester shall base the tests on the profile defined by 3GPP in TS
33.210. For protocols, for which 3GPP did not define a security profile, e.g., SSH, the

12
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tester shall base the tests on a widely recognized and publicly available security
profile.

7. Test Objective: To verify that DUT communicates with management entities using
secure ciphers as per table 1 of cryptographic controls ITSAR.

8. Test Plan
8.1 Number of Test Scenarios:2
8.1.1 Test case01: Secure cipher verification
8.1.2 Test case02: Weak cipher / null cipher test case
8.2 Test-bed Diagram:

DuT
192 168.1.1

I

il

Test Machine
192 168 1 22

8.3 Tools required:

i. Wireshark
ii. Zenmap
iii. GUI

iv. testssls

8.4 Test Execution

i. The tester shall review the OEM documentation to check for the supported

ciphers and manually check for the same with relevant commands for the ciphers
supported

ii. The DUT shall be accessed by the tester for all the supported management
protocols and also capture the session on wireshark

iili. The wireshark pcap file will be inspected to check for the supported ciphers used
in the traffic between the DUT and test machine

9. Expected Results for Pass: - The DUT should support secure ciphers in accordance
with the crypto controls in communication with the test machine

10. Expected Format of Evidence: Screenshots, pcap files

11. Test Execution:
11.1 Test Case Number: 1
11.1.1 Test case Name: Review the OEM documentation.
11.1.2 Test Case Description: Check the OEM document describing the secure
communication services/protocols supported on the DUT, details of Crypto
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modules used, Cryptographic protocols and algorithms, command to verify

' t
Sl a s //192.168.1.1 Mo R & o

the related configuration in the DUT.
11.1.3 Execution Steps:

i. Tester checks the supported protocols on the DUT by running nmap on

the DUT with command nmap -p-192.168.1.1

ii. The tester shall review the OEM documentation and verify if the ciphers
supported by DUT are in compliance with cryptographic controls ITSAR.

11.2 Test Case Number: 2
11.2.1 Test case Name: Secure cipher verification
11.2.2 Test Case Description: Verify the traffic between DUT and test machine
through HTTPS, HTTP and Telnet is exchanged using secure ciphers as per
the cryptographic controls ITSAR.
11.2.3 Execution Steps:
a) HTTPS:
i. Tester opens web browser in test machine (192.168.1.22) to connect DUT
(https://192.168.1.1/) through TLS v1.2 protocol.
ii. Tester attempts to login DUT using “admin” account. The Tester created a
“admin” account on DUT.
iii. Tester enters the correct password and reach to DUT’s web browser.
iv. Tester attempt to access the DUT and captured the network traffic
between DUT and Test machine in Wireshark.
v. Tester can verify the ciphers supported by DUT for HTTPS traffic using
./testssl.sh https://<DUT IP> command

14




vi. Tester should analyse the Wireshark output and observe that traffic is
going in encrypted format on TLS v1.2 protocol.
vii. Verify the mechanisms implemented to protect data and information in
transfer to and from the DUT.
b) HTTP
i. The Tester opens web browser in test machine (192.168.1.22) to
connect DUT (http://192.168.1.1/) through http protocol.
ii. The Tester attempts to login DUT using “admin” account. The Tester
created a “admin” account on DUT.
iii. The Tester enters correct password and reach to DUT’s web browser.

...........
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iv. The Tester should attempt to access the DUT and captured the network
traffic between DUT and Test machine in Wireshark.
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v. Tester should analyse the Wireshark output and observe that traffic is
going in encrypted format on TLS v1.2 protocol.

vi. Itis observed that the traffic to and from the device is not protected with
secure ciphers.

c) Telnet
i. Telnetis notenabled by defaultin the DUT, tester enables/configures the
telnet protocol.
ii. The Tester opens command line interface in test machine (192.168.1.22)
to connect DUT (http://192.168.1.1/) through telnet protocol.
iii. The Tester logins with the correct credentials of the “admin” user to
access the DUT via telnet.

Telnet 192.168.1.1

Password:
=7
command error!

config Configure system
debug Debug system

exit Exit command line interface
help Help information

reboot Reboot system

show Show system information

D D +
& G A vorseane | 19216810 IS
otech [Cogo
Network Status Network Security Application Management Diagnostics  Help
Internet  Bind Settings LAN &G 24G TR069 QoS Time Route
Internet WAN Configuration
NAT Config 1_INTERNET_B_VID_¢ v
o Biidge v
1P Version: P v
Enable Vian:
Vian 10: a
8024p: v
wu: 500
Service Mode INTERNET v
Disabie LAN DHCP:
Bridge IGMP: (
Binding Port:
Por1 JPor2
[ WirelessISSID1-5G)
Wrsless(SSID5-2.46)
Apply  Delete
] s
- O Search Lo coldEy @A

iv. The Tester attempt to access the DUT and captured the network traffic
between DUT and Test machine in Wireshark.
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v. The Tester Verified that there are no mechanisms implemented to
protect data in transfer to and from the DUT and it can be seen in the
clear text.

11.3 Test Case Number: 03

11.3.1 Test case Name: Weak cipher/ null cipher verification

11.3.2 Test Case Description: Verify that the traffic between DUT and Test machine
is not with null or weak ciphers.

11.3.3 Execution Steps:

i. To get full cipher suite supported by DUT, the Tester should use a suitable tool
(such as testssl.sh) for automated discovery of supported Ciphers for TLS/SSL
protocols.

ii. The Tester runs the testssl.sh https://192.168.1.1 through Kali Linux -
192.168.217.128 virtually hosted on  Test machine (192.168.1.22) and
captured the response.

-
F @ R == aaa i
[ [teinet
Mo Time P Desinaton brotocel Length Infe
195 20.826057 103 . TENET 87 Telnet bata
157 20.0775 101, i TEWET 63 Telnet pata
150 20.828018 192, v TELUET 68 Telnct Data
160 20 20150 102 H TELNET 57 Telnet Date
16 20.8sate 102 h TENST e Telner fuen
162 0. csmr 232 : TEWET 57 Telnet Date
Eaoees o : et
160 21000075 192 : TEWMET 60 Telnet Data ...
11 21oerame 0. i TEWET 55 Telnet pata ...
12 o1issatsa 102, v TELUET 68 Telnet Data
178 22leamre 102, A TELWET 35 Telnct Data ...
1% 25.04s088 102 h TRNAT 88 Telnes Beta
b 2 TEMET 55 Telnet Date
e Earm o : HeE G
i 225402 192 : TEMET 55 Telnet Data ...
102 22045042 192, i TEWET 60 Telnet Data ...
156 22.021008 102, o TELHET 36 Telnee Data ..
107 22/022823 10, A TELHET 68 Telnct Data ...
i 23.0aee2n 102 h TRLNAT 74 Telnes Bata
102 73 83020 102 v TELWET 55 Telnet Date
oo o Tham g FiE oo
107 24001z 192 19226811 TEWMET 55 Telnet Data ..
100 2 152035 19, 19210011 TEWMET 55 Telnet Data ..
201 24,9000 102, 19316811 TELNET 35 Telnet Data ..
203 20.081968 192, 192.168.1.1 TELUET 55 Telnct Data ..
2o 25 asamn 102 102188201 TELNET 5 Telnet Date
208 28 06042 102 192188101 THMET 38 Telne e
T2 2soterer 102 15228101 TEMET 56 Telnet Date
emarhs o o HeE G e
216 25012057 10016801 103168122 TELNET 66 Telnet Data ..
225 20,6740 192.260.1.22 192100101 TEWET 55 Telnet pata
306 28.676215 10216811 193168122 TELUET 66 Telnce Data ..
228 26 msess 102268122 102168201 TELHET 36 Telnet Date
320 28.842064  192.288.1.1 193 18811022 TNST & Telnet futn
290 20 mses 19228811 1922682 22 TELHET 681 Telnet Data L.
s les bt e s RO eyl cazninsd (CTaR B e ol e acs ey e e Se A SO L= AT D oD CFopuveat Gc 2 cd 4b b e0 54 47 o8 54 1a 0
Ethernet II, Src: SyrotechNetw_54:1a:97 (54:47:e8:54:1a:97), Dst: LCFCElectron 4b:bd:e@ (9c:2d:cd:db:ba:ed) 02 7d c4 f2 40 G0 48 @5 0 10 <@ a
Internet Protocol Version 4, Sre: 192.168.1.1, Dst: 192.168.1.22 :: : Tf ;; ;; ;; :i 2? Z; :: zf :
Thanenission Contral Protocol, See Ports 33, Dst Ports 50335, Seqs 55, Ack: 79, Lens 587 s 42 27 37 90 00 43 6T & &4 5L
o 69 67 20 20 20 20 20 20 20 20 20 2
Data: command errori\rin 20 20 20 20 20 20 43 6f Ge 66 69 ©
Data: \rum RN RNg wiwes
vatnr | contis contigure aystem \in B hRnkaknn mmms
Date:  debus Debug oyeten " 3 3 25 28 20 28 20 20 25 26 26
Data: exit Exit command line interface \rin ©GaG 20 20 26 20 28 20 0d 6a 20 20 20 2
G0 87 30 20 26 30 20 20 20 20 20 20 2
Data:  raboot Rebeot spaven " Eun) cxpupafuf ooyl
Godo 55 o 10 20 20 20 20 20 20 20 20 A
Datar  whow Shon systen infornasion o T ESRE2332 2558
Data: \rin ©ofe 20 20 28 20 28 20 20 26 20 20 20 2
vata: > Gide 20 20 20 20 70 20 2d 9a 26 20 20 2
20 20 20 70 20 20 20 23 20 20 20 2
N nmnnnn nunt
) #  Telnet: Protocol
2 B Q sen Lo S Ccal @y il
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kali@kali: ~/Downloads/testssl.sh

File Actions Edit View Help

iii. Tester observed that DUT is not supporting null or weak cipher for both the
protocols HTTP and HTTPS.

iv. Tester observed that the traffic between server and client is protected via
permitted cipher only, but DUT supports TLS 1.1 as well and traffic is not
protected when the DUT is accessed via http and telnet protocols.

a) HTTP (80):

i. The Tester opens web browser in test machine (192.168.1.22) to connect DUT
(http://192.168.1.1/) through http protocol.
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The Tester attempts to login DUT using “admin” account. The Tester created a
“admin” account on DUT.
The Tester supplies the correct password and reach to DUT’s web browser.

The Tester attempt to access the DUT and captured the network traffic between

DUT and Test machine in Wireshark.

dminfoginzsp X | 4

@ htip:(/192.168.1.1/admin/loginasp

Dot e 8 -

+ B
dminfloginasp oot & % - 0
Q
L 4
L
H
(]
&
w
+
yr&r:—: e sounn
HGU x |F g
A 192.168.1.1 o+ % 8 - 0O
: . Q
syRotech o '
. Status Network Securi Applicati Di i Helj <
Status Yy = £
Device Info WANInfo Userinfo Voipinfo Remote Manage info -
i
Device Basicinfo ~ Device Info
(]
Device model SY-GPON-2010-WADONT &
Device SN S44TER-12345544TER541ATT
w
Hardware Version V426
Fimware Version V3202231205
PON SN GPONDOS41397 b
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RE R &= = |} Q|
BED -+
Mo. Time Source Destination Protocol  Length Info

91 7.475178 192.168.1.22 192.168.1.1 HTTP 589 GET /admin/login.asp HTTP/1.1

189 7.5890483 192.168.1.22 192.168.1.1 HTTP 4@7 GET /admin/reset.css HTTP/1.1

128 7.512834 192.168.1.22 192.168.1.1 HTTP 4@6 GET /admin/base.css HTTP/1.1

121 7.512@872 192.168.1.22 192.168.1.1 HTTP 487 GET /admin/style.css HTTP/1.1

123 7.512@897 192.168.1.22 192.168.1.1 HTTP 459 GET /style/default.css HTTP/1.1

126 7.512178 192.168.1.22 192.168.1.1 HTTP 392 GET /admin/common.js HTTP/1.1

131 7.525532 192.168.1.1 192.168.1.22 HTTP 6@ HTTP/1.0 200 OK (text/html)

138 7.527294 192.168.1.22 192.168.1.1 HTTP 391 GET /admin/share.js HTTP/1.1

143 7.534253 192.168.1.1 192.168.1.22 HTTP 60 HTTP/1.0 302 Moved Temporarily (text/html)
147 7.535142 192.168.1.22 192.168.1.1 HTTP 407 GET /admin/login.asp HTTP/1.1

151 7.543776 192.168.1.1 192.168.1.22 HTTP 60 HTTP/1.0 302 Moved Temporarily (text/html)
155 7.5538083 192.1638.1.1 192.168.1.22 HTTP 6@ HTTP/1.8 382 Moved Temporarily (text/html)
157 7.561139 192.1638.1.1 192.168.1.22 HTTP 185 HTTP/1.8 384 Not Modified
163 7.571596 192.168.1.1 192.168.1.22 HTTP 6@ HTTP/1.8 382 Moved Temporarily (text/html)
168 7.581611 192.168.1.1 192.168.1.22 HTTP 6@ HTTP/1.8 382 Moved Temporarily (text/html)
188 7.618575 192.168.1.22 192.168.1.1 HTTP 487 GET /admin/login.asp HTTP/1.1
189 7.624277 192.168.1.1 192.168.1.22 HTTP 6@ HTTP/1.0 288 OK (text/html)
282 7.652865 192.168.1.22 192.168.1.1 HTTP 487 GET /admin/login.asp HTTP/1.1

Frame 123: 459 bytes on wire (3672 bits), 459 bytes captured (3672 bits) on interface \Device\NPF_{2518FB5@-40@0-4821-911C-7A274AF67E9A}, id @
Ethernet II, Src: LCFCHeFe db:ad:f4 (9c:2d:cd:ab:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97)
Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1
Transmission Control Protocol, Src Port: 31941, Dst Port: 88, Seq: 1, Ack: 1, Len: 485
Source Port: 31941
Destination Port: 89
[Stream index: 8]
[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 485]
Sequence Humber: 1 (relative sequence number)
Sequence Humber (raw): 2478111561
[Mext Sequence Number: 406  (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 2227424890
9101 .... = Header Length: 20 bytes (5)
v Flags: @x@18 (PSH, ACK)
000, ... ... = Reserved: Not set
Accurate ECN: Not set
Congestion Window Reduced: Not set
ECH-Echo: Mot set
Urgent: Not set
Acknowledgment: Set
Push: Set
Reset: Not set
Syn: Not set
. Fin: Not set
[TCP Flags: «+--- YL
window: 1026
[Calculated window size: 262656]
[Window size scaling factor: 256]
Checksum: @x8517 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: &
v [Timestamps]
[Time since first frame in this TCP stream: 8.882510006 seconds]
[Time since previous frame in this TCP stream: 8880867008 seconds]
v [SEQ/ACK analysis]
[iRTT: ©.802443008 seconds]
[Bytes in flight: 405]
[Bytes sent since last PSH flag: 405]
TCP payload (425 bytes)
v Hypertext Transfer Protocol
v GET /style/default.css HTTP/1.1\r\n
v [Expert Info (Chat/Sequence): GET /style/default.css HTTP/1.1\r\n]
[GET /style/default.css HTTP/1.1\r\n]
[Severity level: Chat]
[Group: Sequence]
Request Method: GET
Request URL: /style/default.css
Request Version: HTTP/1.1
Host: 192.168.1.1\r\n
Connection: keep-alive\rin
User-Agent: Mozilla/5.@ (Windows NT 10.8; Wing4; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/122..8.@ Safari/537.36 Edg/122.9..2\r\n
Accept: text/css,*/*;q=0.1\r\n
Referer: http://192.168.1.1/admin/login.asp\r\n
Accept-Encoding: gzip, deflate\rin
Accept-Language: en-US,en;q=8.9\r\n
If-Modified-Since: Tue, 85 Dec 2623 87:69:09 GMT\r\n
\rin
[Full request URI: http://192.168.1.1/style/default.css]
[HTTP request 1/1]
Response in frame: 157

T~~~

®

v. The Tester analysed the Wireshark output and observed that traffic is going in
encrypted format on TLS v1.2 protocol.

b) HTTPS:

i. The Tester opens web browser in test machine (192.168.1.22) to connect DUT
(https://192.168.1.1/) through TLS v1.2 protocol.
ii. The Tester attempts to login DUT using “admin” account. The Tester created a
“admin” account on DUT.
iii. The Tester supplies the correct password and reach to DUT’s web browser.
iv. The Tester attempt to access the DUT and captured the network traffic between
DUT and Test machine in Wireshark.
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Status Network Securi Applicati Di i Hel e
Status Iy 2
Device Info WANInfo Userinfo Voipinfo Remote Manage Info =
B
Device Basic Info Deice iy
(]
Device model SY-GPON-2010-WADONT &
Device SN SUTES-1234554TESS1ATT
Hardware Version va26 -

Fimware Version

PON SN

V3202231205

GPOND0541A97

v. The Tester analysed the Wireshark output and observed that traffic is going in
encrypted format on TLS v1.2 protocol.
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mde RE Q&= Qaaan
BE] -]+
Source Destination Protocol  Length Info
39 15.829152 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello
41 15.832045 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
42 15.832171 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
' 48 15.835305 192.168.1.22 192.168.1.1 TLSv1.2 789 Client Hello
i 52 15.836411 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello
56 15.844623 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
57 15.844812 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
61 15.853997 192.168.1.1 192.168.1.22 TLSvl.2 191 server Hello, Change Cipher Spec, Encrypted Handshake Message
62 15.354143 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
67 15.855535 192.168.1.22 192.168.1.1 TLSv1.2 725 Client Hello
71 15.865183 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
72 15.865342 192.168.1.22 192.168.1.1 TLSvl.2 105 Change Cipher Spec, Encrypted Handshake Message
73 15.865496 192.168.1.22 192.168.1.1 TLSv1.2 1128 Application Data
75 15.895748 192.168.1.1 192.168.1.22 TLSv1.2 373 Application Data
82 15.983833 192.168.1.22 192.168.1.1 TLSv1.2 693 Client Hello
84 15.906986 192.168.1.1 192.168.1.22 TLSvl.2 191 server Hello, Change Cipher Spec, Encrypted Handshake Message
85 15.907222 192.168.1.22 192.168.1.1 TLsvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)
99 15.909757 192.168.1.22 192.168.1.1 TLSv1.2 789 Client Hello
94 15.918843 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
95 15.918227 192.168.1.22 192.168.1.1 TLSvl.2 105 Change Cipher Spec, Encrypted Handshake Message
96 15.918369 192.168.1.22 192.168.1.1 TLSv1.2 832 Application Data

98 15.932276 192.168.1.1 192.168.1.22 TCP 1514 443 > 64492 [ACK] Seq=138 Ack=1565 Win=32232 Len=146@ [TCP segment of a reassembled PDU]

99 15.932276 192.168.1.1 192.168.1.22 TLSv1.2 1866 Application Data

113 15.941644 192.168.1.22 192.168.1.1 TLSv1.2 693 Client Hello

114 15.941789 192.168.1.22 192.168.1.1 TLsvl.2 725 Client Hello

121 15.942537 192.168.1.22 192.168.1.1 TLSv1.2 789 Client Hello

122 15.942668 192.168.1.22 192.168.1.1 TLSv1.2 693 Client Hello

123 15.942759 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello

129 15.945797 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

130 15.945858 192.168.1.22 192.168.1.1 TLSvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

137 15.953418 192.168.1.22 192.168.1.1 TLSv1.2 725 Client Hello

139 15.956488 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
1 TLsvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

145 15.958517 192.168.1.22 192.168.1.1 TLSv1.2 757 Client Hello

149 15.967468 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

158 15.967614 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

155 15.969407 192.168.1.22 192.168.1.1 TLSvL 693 Client Hello

159 15.978035 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

166 15.978138 192.168.1.22 192.168.1.1 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

165 15.979761 192.168.1.22 192.168.1.1 TLSv1 757 Client Hello

169 15.989865 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

170 15.990029 192.168.1.22 192.168.1.1 TLsvl.2 61 Alert (Level: Fatal, Description: Certificate Unknown)

176 15.992127 192.168.1.22 192.168.1.1 TLSvL 757 Client Hello

188 16.608459 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

181 16.808682 192.168.1.22 192.168.1.1 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

182 16.000865 192.168.1.22 192.168.1.1 TLSv1.2 635 Application Data

185 16.014474 192.168.1.1 192.168.1.22 TLSv1.2 1304 Application Data

189 16.621442 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

199 16.821714 192.168.1.22 192.168.1.1 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

191 16.021919 192.168.1.22 192.168.1.1 TLSv1.2 634 Application Data

194 16.035917 192.168.1.1 192.168.

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
149 15.956507 192.168.1.22 192.168.1.
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 l.22 TCcP 1514 443 > 64499 [ACK] Seq=138 Ack=1335 Win=32016 Len=146@ [TCP segment of a reassembled PDU]
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

195 16.635917 192.168.1.1 192.168.1.22 TLSv1.2 498 Application Data

200 16.842459 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

201 16.942714 192.168.1.22 192.168.1.1 TLsvl.2  1@5 change Cipher Spec, Encrypted Handshake Message

282 16.042902 192.168.1.22 192.168.1.1 TLSv1.2 687 Application Data

2085 16.653621 192.168.1.1 192.168.1.22 TLSv1.2 214 Application Data

289 16.859962 192.168.1.1 192.168.1.22 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

219 16.068244 192.168.1.22 192.168.1.1 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

211 16.060466 192.168.1.22 192.168.1.1 TLSv1.2 635 Application Data

214 16.674882 192.168.1.1 192.168.1.22 TCP 1514 443 > 64581 [ACK] Seq=138 Ack=1336 Win=32016 Len=146@ [TCP segment of a reassembled PDU]
217 16.674992 192.168.1.1 192.168.1.22 TLSv1.2 1259 Application Data

218 16.679368 192.168.1.1 192.168.1.22 TP 1514 443 - 64501 [ACK] Seq=4263 Ack=1336 Win=32016 Len=1468@ [TCP segment of a reassembled PDU]

Frame 41: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits) on interface \Device\NPF_{2518FB50-4806-4321-911C-7A274AF67E9A}, id @
Ethernet II, Src: Syrotech_54:1a:97 (54:47:e8:54:1a:97), Dst: LCFCHeFe_dbiad:f4 (9c:2d:cd:4biad:f4)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.22
Transmission Control Protocel, Src Port: 443, Dst Port: 64487, Seq: 1, Ack: 784, Len: 137
Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)
Length: 81
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (€x833)

v vwvw

¥ Random: @@003cad1998427b21c3502836098999947b6578decled62145d42bb76dc4422
T Unix Time: Jan 1, 1976 89:48:53.860000008 India Standard Time
Random Bytes: 1903427b21c3502836098999947b6578dec 1ed62145d42bb76dc4422
Session ID Length: 32
Session ID: 83@6e24424c63bfl2b314a5c15e413bb5abofbd39131395049844d3e395123F5
Cipher Suite: TLS_RSA WITH_AES_128_GCM_SHA2S6 (@x989c)
Compression Method: null (@)
Extensions Length: 5
¥ Extension: renegotiation_info (len=1)

Type: renegotiation_
Length: 1
v Renegotiation Info extension
Renegotiation info extension length: @
[3a35 Fullstring: 771,156,65281]
[1A35: ccd5709d4a0627ec272e9809924c3677]
~ TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
version: TLS 1.2 (@x0303)
Length: 1
v Change Cipher Spec Message
> [Expert Info (Note/Sequence): This session reuses previously negotiated keys (Session resumption)]
¥ TLSV1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (8x8303)
Length: 48
Handshake Protocol: Encrypted Handshake Message

nfo (65281)

vi. The Tester Verified the mechanisms implemented to protect data and
information in transfer to and from the DUT.
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c) Telnet:

e

-y
—n

iv.

Telnet is not enabled by default, tester enables/configures the telnet protocol.
The Tester opens command line interface in test machine (192.168.1.22) to
connect DUT (http://192.168.1.1/) through telnet protocol.

The Tester logins with the correct credentials of the “admin” user to access the
DUT via telnet.

Telnet 192.168.1.1

Passwo:
=7

command error!

config Configure system

debug Debug system

exit Exit command line interface
help Help information

reboot Reboot system
show Show system information

The Tester attempt to access the DUT and captured the network traffic between
DUT and Test machine in Wireshark.

-]+

v Telnet
Data:

Transmission Control Protgcel, Src Port: 31982, Dst Port: 23, Seq: 59, Ack: 53, Len: 1

a

|«
i ® RERe~=Tas/=aaan
[telnet
o Time: Source Destination Frotocol  Length Info
555 45.760384 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
556 45.760434 192.168.1.22 192.168.1.1 TELNET 60 Telnet Data
558 45.761191 192.168.1.22 192.165.1.1 TELNET 63 Telnet Data
559 45.761273 192.168.1.1 192.165.1.22 TELNET 60 Telnet Data
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data
563 45.883369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
564 45.883544 192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.938610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
571 45.938969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data
575 45.933760 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
576 45.934188 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data
578 45.934836 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
506 47.890250 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
508 47.892164 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
603 45.096389 192.168.1.22 192.165.1.1 TELNET 55 Telnet Data
604 48.897525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
618 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
615 48.433388 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
616 48.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
621 48.627414 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
635 50.848172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.841394 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
638 50.892914 192.168.1.1 192.168.1.22 TELNET 74 Telnet Data
655 51.584884 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
690 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
692 52.378574 192.168.1.22 192.165.1.1 TELNET 55 Telnet Data
696 52.513923 192.168.1.22 192.165.1.1 TELNET 55 Telnet Data
781 52.938841 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
725 54.834552 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
729 54.126360 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
788 58.827@78 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
799 59296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data
Frame 596: 55 bytes on wire (44@ bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB56-4600-4( 54 47 8 54 1a 97 oc 2d «cd 4b ad T4 06 00 45 @0 TG T - - K - E
Ethernet II, Src: LCFCHeFe_4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97) @@ 29 7c fo 40 00 30 @6 @@ 6@ A a3 @1 16 c@ ad )@
Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 1 01 7c ee 00 17 16 48 d5 e5 da 29 a3 9 50 18 =@
2030 4 02 §3 83 00 @0 61 ca
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Adm i ® R R &= @qen

11 [telnet -] 4

No. Time Souree Destination Protocol  Length Info
555 45.768384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.760434  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
559 45.761273 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data .
569 45.938616  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.938969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933766  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.898256  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
604 48.697525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
611 48.339283 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
626 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.627414  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
635 50.040172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
636 50.041394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
638 50.892914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504084  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
699 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
701 52.936041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.634552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
729 54.126366  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.256265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

> Frame 603: 55 bytes on wire (448 bits), 55 bytes captured (44 bits) on interface \Device\NPF_{2518FB50-4060-4 54 47 €8 54 1a 97 9c 2d cd 4b ad T4 88 08 45 08 T16-T

> Ethernet T, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:13:97 (54:47:e8:54:1a:97) 86 29 7c f2 42 00 30 06 00 00 0 a3 81 16 c0 a3 )| @

> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 @1 el 7c e 0@ 17 16 4@ d5 e da 29 a3 a@ 50 18 |

o 84 62 B3 83 00 00 64
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 68, Ack: 54, Len: 1
v
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Am 1@ RE § &= ]QaQn
[ [telnet ] |+
No. Time Source Destination Protocol  Length Info
555 45.760384 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.768484 192.168.1.22 192.168.1.1 TELNET 68 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544 192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
566 45.841389 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.938610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.938959 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933760 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.898250 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
603 43006389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ..
604 43.097525 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 43.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
611 48.339283 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
615 45.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 43.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 43.627414 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
635 50.048172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.041394 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
638 50.092914 192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.584004 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
781 52.938041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.034552 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
729 54.126360 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827078 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.256265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 618: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF {2518FB50-4080-41 5447 &8 54 1a 97 9c 2d cd 4b ad T4 @3 60 4500 TG T- - K- E
> Ethernet II, Src: LCFCHeFe_db:ad:f4 (9c:2d:cd:db:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97) 0 29 7c 4 40 80 50 06 00 @0 0 a3 01 16 cO a8 -)|-@
5 Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 81 01 7c ee 80 17 16 40 dS e7 da 29 a3 al 50 18 [@ )P
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 61, Ack: 55, Len: 1 84 62 B3 83 00 00 6d "
v Talaa
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telnet <]+
No. Time Source Destination Protocol  Length Info
555 45.760384 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.768484 192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
562 45.302428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
563 45.503369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
564 45.503544 192.168.1.22 192.168.1.1 TELNET 60 Telnet Data .
566 45.341889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data .
569 45.930618 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
571 45.938969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
575 45.933768 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
596 47.890258 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 43.896389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
604 48.897525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
610 43.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
611 48.339283 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
615 45.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
616 48.434369 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
628 48.626289 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.627414 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
635 50640172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
636 50.841394 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
638 50.092914 192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504004 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
699 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
692 52.378874 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
781 52.938041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
729 54.126368 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.243993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 615: 55 bytes on wire (440 bits), 55 bytes captured (44@ bits) on interface \Device\NPF {2518FBS@-2000-4: 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 88 00 45 0@ TG T
> Ethernet II, Src: LCFCHeFe db:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97) 0 29 7c f6 40 80 §0 @6 00 00 c0 a5 01 16 @ a3 -)|-@
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 pal 01 @1 7c ee 08 17 16 40 d5 ef dapagnigad 50 18 I
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 62, Ack: 56, Len: 1 04 82 83 83 69 09 69
v Telng
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telnet [X] -] 4
No. Time Source Destination Protocol  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.760484  192.168.1.22 192.168.1. TELNET 6@ Telnet Data .
558 45.761191  192.168.1.22 192.168.1. TELNET 63 Telnet Data .
550 45.761273  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.802428  192.168.1.22 192.168.1. TELNET 63 Telnet Data .
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
564 45.803544  192.168.1.22 192.168.1. TELNET 6@ Telnet Data ...
566 45.841889  192.168.1.22 192.168.1. TELNET 64 Telnet Data .
569 45.930618  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969  192.168.1.22 192.168.1. TELNET 57 Telnet Data ...
573 45.932877  192.168.1.22 192.168.1. TELNET 63 Telnet Data .
575 45933768  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
576 45.934188  192.168.1.22 192.168.1. TELNET 57 Telnet Data .
577 45.934817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.934886  192.168.1.22 192.168.1. TELNET 57 Telnet Data .
596 47.896250  192.168.1.22 192.168.1. TELNET 55 Telnet Data .
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
663 48.096389  192.168.1.22 192.168.1. TELNET 55 Telnet Data .
664 48.897525  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 48.337896  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
615 48.433308  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
616 48.434369  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 45.626209  192.168.1 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
635 50.846172  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
636 50.841394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504084  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
761 52.936041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
768 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
72354832929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.834552  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
720 54.126368  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.256265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
799 59.296@62  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data .

Frame 620: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB50-4600-4f
Ethernet II, Src: LCFCHeFe_4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97)

Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1

Transmission Control Protocol, 5rc Port: 31982, Dst Port: 23, Seq: 63, Ack: 57, Len: 1

Telnet

v~ v~

5447 €854 1a 97 9c 2d cd 4b ad T4 08 @0 45 @8 TG T- - K- - E
@0 20 7c 8 48 80 50 @6 ©0 08 B a8 01 16 c@ a8 -)|-@

@1 81 7c ee @8 17 16 48 d5 &9 da 29 a3 a3 50 18 [-7@ )P
94 62 83 §3 @0 00 G n
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No. Time Source Destination Protocol  Length Info

555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
556 45.760484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data .
558 45.761191  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
550 45.761273  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.502428  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data .
564 45503544  192.168.1.22 192.168.1.1 TELNET 68 Telnet Data ...
566 45.541889  192.168.1.22 192.168.1.1 TELNET 64 Telnet Data .
569 45.930618  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data -
571 45.030969  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
575 45.033760  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
576 45.934108  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data -
577 45.933817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.932886  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data -
596 47.890256  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
598 47.592164  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
603 48096389  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
604 48.897525  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
610 48.337806  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
615 48.433308  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
616 48.434369  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
620 48.626209  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
621 48.627414  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
635 50.040172  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data -
636 50.841394  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.504684  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
661 51.021403  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
701 52.930841  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
708 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
715 53.583657  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data -
725 54934552 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data -
720 54.126360  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data -
788 58.827€78  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data -
797 59.250265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
799 59.296662  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data -

> Frame 655: 55 bytes on wire (44@ bits), 55 bytes captured (44@ bits) on interface \Device\NPF_{2518FB5@-4000-4
:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech_54:

> Ethernet IT, Src: LCFCHeFe_4b:a
» Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1
> e

jon Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 66, Ack: 8, Len:

2197 (54:47:e8:54:

1

:97)

5447 €8 54 12 97 9c 2d cd 4b ad 74 03 88 45 6@ TG T - - K-~ E
88 29 7c fd 40 80 56 86 ©@ @0 0 a8 @1 16 <0 a8 ) |-@

81 @1 7c ee 82 17 16 48 d5 ec da 29 33 ba 50 18 |-~-@ )P
81 02 83 §3 €0 00 41 A
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No. Time Sowrce Destination Protocol  Lengih Info
555 45.766384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.766484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
558 45.761191  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
550 45.761273  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.882428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data -
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.863544  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data .
566 45.841889  192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.930610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933760  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934168  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.89025¢  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
603 48.896389  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
604 48.097525  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 48.33789%  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
611 48.339283  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
615 48.433388  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
635 50.840172  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.841394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet
638 50.892914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.564004  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483  192.168.1.22 192.168.1.1 TELWET 55 Telnet Data
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.832929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.834552  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.250265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
799 59.296862  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

> Frame 661: 55 bytes on wire (449 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB5p-4000-4f 54 47 €8 54 13 97 9c 2d cd 4b ad T4 08 08 45 08 TG T

> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4biad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) @ 29 7c fe 46 00 30 06 00 00 o a8 01 16 c@ a8 )| @

> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 @1 6L 7c ee B8 17 16 48 d5 ed da 29 a3 ba 50 18 |

o 04 82 83 83 08 00 64
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 67, Ack: 88, Len: 1
v Telos
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No. Time Source Destination Protocol  Length Info
555 45.760384  192.165.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.768484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
558 45.761191  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.502428  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.503544  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data .
566 45.541889  192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.9308610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
57145.030969  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.032877  192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934108  192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
577 45.934817  192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934386 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
596 47.89025¢  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
603 48.096389  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
604 48.097525  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 43.339283  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
615 43.433308  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 43.434363  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
635 58.048172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.041394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.52404  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
661 51.921403  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
698 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
696 52.513923  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
712 53.353838  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
723 54.032929  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
725 54.034552  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
729 54.126368  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
787 58.825722  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827@78 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
796 59.248993  192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
799 59.296062  192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

Frame 698: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB5@-4200-41
Ethernet II, Src: LCFCHeFe_4b:ad:f4 (Oc:2d:cd:4biad:f4), Dst: Syrotech_54:1a:97 (54:47:e8:54:1a:97)

Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1

Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 68, Ack: 80, Len: 1

v v v v

54 47 e8 54 1a 97 9c 2d cd 4b ad 4 03 00 45 @@
@0 29 7c ff 40 @0 B0 @6 0@ 0@ c@ ad @1 16 c@ ad
91 @1 7c ee @0 17 16 40 d5 ee da 29 a3 ba 50 13
84 B2 83 83 00 00 6d
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No. Time Source Destination Protocal  Length Info
555 45.766384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.766484  192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544  192.168.1.22 192.168.1.1 TELNET 66 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.93061¢  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data
575 45.933766  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.89625¢  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
684 48.897525 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data .
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
635 50.040172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.041394  192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.584084  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
698 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.034552 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
729 54.126366  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
788 58.827078 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.256265 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

> Frame 692: 55 bytes on wire (44 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FBS8-4660-4 54 47 e8 54 1a 97 9c 2d cd 4b ad 4 03 08 45 88 TG T

> Ethernet II, Src: LCFCHeFe 4biad:f4 (9c:2d:cd:db:ad:f4), Dst: Syrotech 54:1a:07 (54:47:e8:54:1a:07) 8@ 29 7d @0 40 00 80 6 ©0 96 b a8 61 16 c@ a8  -)}-@

> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 el el 7c ec 00 17 16 4@ d5 ef da 29 a3 ba 50 18 |

s 84 92 83 83 60 08 69

> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 69, Ack: 89, Len: 1

v Telnet
Data: i
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No. Time Source Destination Protocel  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.768484  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
562 45.862428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.863544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.939610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data .
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.899250  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
684 48.097525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
626 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.627414  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
635 50.840172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.841394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
638 56.892914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.564004  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
698 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
781 52.930641 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data .
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 696: 55 bytes on wire (44 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB58-4600-A 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 @8 0 45 60 TGT
> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) @0 29 7d @1 40 @0 B0 06 B2 06 0 a8 @1 16 c@ a8 )} @
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 61 81 7c ee 80 17 16 48 d5 8 da 29 a3 ba 50 18 [---@
> Transmission Control Protocel, Src Port: 31982, Dst Port: 23, Seq: 78, Ack: 89, Len: 1 B4 2 53 63 08 00 6= "
¥ Telnet

Data: n
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No. Time Source Destination Protocdl  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.760484  192.168.1.22 192.168.1.1 TELNET 66 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.8083369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544  192.168.1.22 192.168.1.1 TELNET 66 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.939610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933760  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.890250  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
684 48.097525 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
616 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data
626 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
635 50.046172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 58.841394 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
638 50.892014  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.504004  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
698 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.939041  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827078 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.258265 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 781: 55 bytes on wire (44@ bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB58-4000-4 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 08 90 45 88 16T
> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) 9016 0@ 29 7d 02 40 00 80 06 0 0@ c@ a8 01 16 & a8 - )}-@--
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 21 81 7c ee 80 17 16 46 d5 f1 da 29 a3 ba 50 18 |
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 71, Ack: 8@, Len: 1 04 02 83 83 90 o0 40
v Tel

Data: i
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Data: 1

[teinet -]
o Time Source Destination Protocol  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.760484  192.168.1.22 192.168.1.1 TELNET 68 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data
559 45.761273 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.863369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.803544  192.168.1.22 192.168.1.1 TELNET 68 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data ...
569 45.930618  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.890258  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
604 48.097525 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
610 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
626 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
635 50.840172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 56.841394  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
638 50.892914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data
655 51.564804  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
701 52.930841 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.632929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.834552 192.168.1.1 192.168.1.22 TELHET 68 Telnet Data ...
729 54.126368  192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
799 59.296862 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 788: 55 bytes on wire (44@ bits), 55 bytes captured (44@ bits) on interface \Device\NPF_{2518FB50-4600-d 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 08 80 45 80 TG'T
> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) 80 29 7d @3 4 80 B0 06 08 00 c@ a8 01 16 <@ a8 )} @
5 Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 2020 01 8l Jc ee 02 17 16 48 d5 f2 da 29 a3 ba 50 13 I
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 72, Ack: 88, Len: 1 84 02 83 53 00 08 31
v
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No. Time Source Destination Protocol  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELET 66 Telnet Data ...
556 45.760484  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.862428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELWET 66 Telnet Data ...
564 45.883544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.939618  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.890258  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 48.096389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
604 48.097525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
616 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
635 50.040172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.041394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data ...
655 51.584804  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
698 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930841 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
788 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838  192.168.1 192.168.1.1 TELMET 55 Telnet Data
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
723 54.032929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
725 54.034552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126368  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296862 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...

v v v

Frame 712: 55 bytes on wire (44 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB5@-4000-4t
d:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97)

Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4l
Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1

Transmission Control Protocel, Src Port: 31982, Dst Port: 23, Seq: 73, Ack: 88, Len:

1

54 47 8 54 1a 97 9c 2d cd 4b ad 4 @3 8@ 45 @@ TG T
®@ 29 7d B4 49 00 3@ @6 ©0 B2 @ aB @1 16 P ad e
@1 @1 7c ee 8@ 17 16 48 d5 T3 da 29 a3 ba 5@ 18 |
84 @2 83 83 Aa 08 32
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No. Time Source Destination Protocol  Length Info
555 45.760384  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
556 45.760484  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
562 45.802428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
563 45.803369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
564 45.883544  192.168.1.22 192.168.1.1 TELNET 60 Telnet Data ...
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.930610  192.168.1.1 192.168.1.22 TELNET 66 Telnet Data ...
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
575 45.933768 192.168.1.1 192.168.1.22 TELNET 68 Telnet Data ...
576 45.934108 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data ...
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data ...
596 47.890250  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
603 48.896389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
604 48.897525 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
618 48.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
615 48.433308 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 48.434369 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
620 48.626209 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
621 48.627414  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
635 50.840172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
636 50.841394  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
638 50.092914  192.168.1.1 192.168.1.22 TELNET 74 Telnet Data
655 51.504804  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
661 51.921403 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
690 52.273494  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
692 52.378874  192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
701 52.930041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
708 53.153618 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
715 53.583657  192.168.1 192.168.1.1 TELNET 55 Telnet Data
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
729 54.126360  192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827678 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data ...
797 59.250265 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data ...
799 59.296062 192.168.1.1 192.168.1.22 TELNET 651 Telnet Data ...
> Frame 715: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface \Device\NPF_{2518FB50-4080-4i 54 47 e8 54 1a 97 9c 2d cd 4b ad T4 B8 @0 45 6@ TG T E
> Ethernet II, Src: LCFCHeFe 4b:ad:f4 (9c:2d:cd:4b:ad:f4), Dst: Syrotech 54:1a:97 (54:47:e8:54:1a:97) 98 29 7d 85 40 60 80 06 00 @@ B 28 81 16 B a8 )} @
> Internet Protocol Version 4, Src: 192.168.1.22, Dst: 192.168.1.1 1 el 7c ee €0 17 16 40 d5 f4 da 29 a3 ba 50 18 | P
> Transmission Control Protocol, Src Port: 31982, Dst Port: 23, Seq: 74, Ack: 88, Len: 1 04 62 83 53 00 08 33
v
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555 45.768384 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
556 45.768484 192.168.1.22 192.168.1.1 TELNET 60 Telnet Data
558 45.761191 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data ...
559 45.761273 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
562 45.882428 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
563 45.883369 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
564 45.883544 192.168.1.22 192.168.1.1 TELNET 6@ Telnet Data
566 45.841889 192.168.1.22 192.168.1.1 TELNET 64 Telnet Data
569 45.930610 192.168.1.1 192.168.1.22 TELNET 66 Telnet Data
571 45.930969 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data .
573 45.932877 192.168.1.22 192.168.1.1 TELNET 63 Telnet Data .
575 45.93376@ 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data ...
576 45.93a4188 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
577 45.934817 192.168.1.1 192.168.1.22 TELNET 61 Telnet Data
578 45.934886 192.168.1.22 192.168.1.1 TELNET 57 Telnet Data
596 47.89025@ 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
598 47.892164 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
6@3 48.896389 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
6@84 45.897525 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
618 45.337896 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
611 48.339283 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
615 48.433383 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
616 45.434369 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
628 48.626289 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
621 48.5627414 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
635 50.848172 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
636 50.841394 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
638 50.292914 192.168.1.1 192.168.1.22 TELNET 74 Telnet Data .
655 51.584084 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
661 51.921483 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
698 52.273494 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
692 52.378874 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
696 52.513923 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
701 52.930041 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data
7@8 53.153613 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
712 53.353838 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
715 53.583657 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data .
723 54.832929 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data
725 54.834552 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
729 54.126360 192.168.1.1 192.168.1.22 TELNET 60 Telnet Data
787 58.825722 192.168.1.22 192.168.1.1 TELNET 55 Telnet Data ...
788 58.827@78 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data .
796 59.248993 192.168.1.22 192.168.1.1 TELNET 56 Telnet Data .
797 59.258265 192.168.1.1 192.168.1.22 TELNET 6@ Telnet Data
799 59.296862 192.168.1.1 192.168.1.22 TELMET 651 Telnet Data .
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debug.
exit
help
reboot
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192.168.1.1, Dst: 192.168.1.22

Configure system

Debug system

Exit command line interface
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Show system information
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Frame 799: 651 bytes on wire (5288 bits), 651 bytes captured (5288 bits) on interface \Device\NPF_{2518FB58-46
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v. The Tester Verified that there are no mechanisms implemented to protect data

in transfer to and from the DUT and the username & password can be seen in the
clear text.

11.3.4 TSTP Observation:
i. Test case01: The tester shall review the OEM documentation and verify if the

ciphers supported by DUT are in compliance with cryptographic controls

ii. Test case02: The Tester Verified in HTTPS the mechanisms implemented to
protect data and information in transfer to and from the DUT. The Tester
Verified in HTTP and Telnet there is no mechanisms implemented to protect
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iii. Test case03: DUT doesn’t support encryption in HTTP/HTTPS/Telnet
management protocols.

11.3.5 Evidence Provided: Screenshots are attached above

12. Test results:

SL. No TEST CASE NAME PASS/FAIL Remarks
1 Review the OEM documentation
2 Secure cipher verification

3 Mutual Authentication between ONT and OLT
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2.1.3 TSTP for Evaluation of Role-Based access control

Optical Network Terminal (ONT) -
PON family Broadband Equipment
ITSAR

ITSAR No: ITSAR403012311

Clause no:2.1.3

DUT Details: > GPON-ONT
<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

N

ITSAR Section No & Name> Section 1.1: Access and Authorization

Security Requirement No & Name > 2.1.3: Role-Based Access Control
<Requirement Description:>: ONU/ONT shall support Role-Based Access Control
(RBAC) which provides at least three different access levels or domains to guarantee
that individuals can only perform the operations that they are authorized for. The
RBAC system controls how users are allowed access to the various domains and what
type of operations.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.6.2]

DUT Confirmation Details:

A Notsecure | 19218811
syRotech o

Status Network Security

Application Management Diagnostics  Help
einfo WANInfo Userinfo Voip Info e

Remote Manage Info

Status

Device Basic info

DUT Configuration: There is no additional configuration required for this test case.

Pre-Condition: Documentation describing the role-based access control system
including details on which user roles are defined.

Test Objective: To verify the RBAC supported by the DUT

Test Plan
8.1 Number of Test Scenarios:

8.1.1 Review the OEM documentation for the user roles supported by the DUT of
different privileges
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8.1.2 Creation of 3 user IDs with different privileges.
8.2 Test-bed Diagram:

DuT
192.168.1.1

|
&5
1
1

L]
-
A
Test Machine
192 168 1 22

8.3 Tools required: GUI or CLI
8.4 Test Execution

i. The Tester shall review the OEM documentation for the user roles supported
by the DUT
ii. The Tester shall create user accounts for these roles
iii. The tester shall check for the privileges for each user role

9. Expected Result for Pass: - The DUT supports at least 3 user roles with different
privileges

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test case Name: Review the OEM documentation for user roles

11.1.2 Test Case Description: Review the OEM documentation for user roles
with different privileges and verify that minimum 3 user roles exist

11.1.3 Execution Steps:

i. Review the OEM documentation for user roles with different privileges and
verify that minimum 3 user roles exist

11.2 Test Case Number:02
11.2.1 Test case Name: Creation of 3 user IDs with different privileges.
11.2.2 Test Case Description: Creation of 3 user IDs with different privileges.
11.2.3 Execution Steps:
i. The Tester logged in to DUT through https with default admin privileged user.
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o~ 8

simintoginase X |

A Notsecure | hitps/192.168.1.1/5 ginas A m

admin

syRatech

ii. Tester navigates to the management tab and selects the user management

0 Hau x |+ %
C A re | B /19216811 B om e @ R 8 g
X Q
syRotech ot
. - . . L]
Status Status Network Security  Application Management Diagnostics  Help
Device Info WANInfo Userinfo Voipinfo Remote Manage Info ]
i i
Device Basic Info Device Info ¢
Device model SV-GROM-2010-WADONT ]
Device SN SUTER 123455 44TERSH1ADT
]
Hartware Version V416
Firmware Version Va2 01220627 +
PON SN SPONDOS41AST
x [Eis
A Notsecure | aeps/192.168.11 A D¢+ @8 %5 & -0
5 — Q
syRotech e :
Status Network Securif Applicati Di i Hel
Management y P
User Manage Device Manage LogFile Maintain =
i3
User Manage Access Control - Password
_ o
@
w
+
Usemame: atmn
Ol Password:
New Password:
‘Confirm Password:
Apoly Changes

iii. The Tester observes that DUT supports only single user configuration, in this
test case “admin” is the only and default user and its username can’t be
modified.

iv. The Tester also observed that there is no option to assign the privilege to the
pre-configured user “admin”.

» Note: DUT comes with a pre-configured or a default user name “admin” and
tester do not have any option to change the username or privilege level. This
DUT does not provide the CLI access also.
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11.2.4 Test Observation: Tester observed that DUT does not support the role-
based access control and there is not option the create or delete the users.
11.2.5 Evidence Provided: Screenshots are attached above

12. Test Case Results:

SL. No TEST CASE NAME PASS/FAIL | Remarks
1 Review the OEM documentation for the user
roles supported by the DUT of different
privileges
2 Creation of 3 user IDs with different privileges.
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2.1.4 TSTP for Evaluation of User Authentication - Local and Remote

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.1.4
PON family Broadband Equipment
ITSAR

DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name >2.1.4: User Authentication - Local/Remote

3. Requirement Description: Local and Remote access to the ONU/ONT for
configuration and maintenance purposes shall be granted only to authenticated users
or machines using at least one authentication attribute. This authentication attribute
when combined with the username shall enable unambiguous authentication and
identification of the authorized user. No methods to exist providing authentication-
bypass attacks to succeed under all combinations of interface / methods of
authentication.

i. Local access: The access from Console interface, from local Console network, from
LMT (Local Maintenance Terminal interface) or from ONU/ONT local hardware
interface.

ii. Remote access: The access which is not Local access. This includes access from the
EMS (Element Management System) network, and access that originates or passes
through the internet.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.2.1]

4. DUT Confirmation Details:
£ D D x [ =

G A Notseare | 19216311 m o8 - 0
syRotech G

Status Network Security  Application Management Diagnostics  Help
Devicelnfo WANInfo Userinfo Voipinfo Remote Manage Info =

Status

uuuuuu

5. DUT Configuration: There is no additional configuration required for this test case.
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6. Pre-Condition: OEM shall documentation stating the supported access methods
into DUT

7. Test Objective: To verify that minimum two of the above authentication attributes
shall be mandatorily combined for protecting all the accounts from misuse and for
local access and machine accounts, at least one authentication attribute shall be
supported

8. Test Plan
8.1 Number of test scenarios:
8.1.1. Remote/local access authentication
8.1.2. Bypass authentication.
8.2 Test bed Diagram:

DuT
192.168.1.1

|
J
—
Test Machine
192.168.1.22

8.3 Tools required: null
8.4 Test Execution steps:
i. The tester shall access the DUT with the configured access modes
ii. The tester shall check if there is at least one authentication before DUT is
accessed
iii. the tester shall also attempt password bypass authentication attack on DUT

9. Expected Result for pass
i. The DUT should authenticate the user on at least one authentication attribute
ii. The DUT shouldn’t let authentication bypass

10. Expected format of evidence: Screenshot of Terminal

11. Test Execution:
11.1 Test Case Number: 01

11.1.1.1 Test case Name: Test scenario for Remote/local access authentication
11.1.1.2 Test Case Description: The Tester shall attempt to access the DUT to
identify the authentication for remote and local access
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11.1.1.3 Execution Steps:
i. The Tester opens web browser in test machine (192.168.1.22) to connect DUT

(https://192.168.1.1)

Pinging 192.168.1.1 with 32 bytes of data:

Reply from o bytes=32 time=1ms TTL=64
Reply from e 3 .

Reply from 192.168.
Reply from 192.168.

bytes=32 time=1lms TTL=64
bytes=32 time=1ms TTL=64
bytes=32 time=1lms TTL=64

1.1:
1.1:
1.1:
1.1:

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

Mindimum = 1ms, Maximum = 1lms, Average = 1ms

C:\Users\GRL>

g ~3 e T
¢ 5 y [
Product Name:GPON.ONT ~ W/Retech
Product Model:-SY-GPON-2010-WADONT = 0e
Power Rating: 12V ===1500mA ¥
Default IP accessing to web UI:192.168.1.1 L
Default web Ul Username/Password:admin/Syro@13210§

IVUACC: 0000 00 A 00 S0 A8 0 14 L

5447E8541A97 °
L)
L)

.,l....‘

SN 000000 0 O 0 0 0

wcma“mSYZZDQGNN 1124

‘. WouRRAN TY 70
| syRet- % J
| " ) seac s sror

otech

ii. After successful authentication with user name and password the tester is
able to access the DUT.

C A Notsecure | heps//192168.11 mve 63 & -0

Status Network Security Applicati Di i Help

Device Info WANInfo Userinfo Voipinfo Remote Manage Info

Device Basicinfo  Device Info
-}

Device model

Device SN

Hardware Version

Firmware Version

PON SN

11.2 Test Case Number: 02
11.2.1 Test case Name: Bypass authentication attack
11.2.2 Test Case Description: The Tester shall attempt to bypass the
authentication system of DUT
11.2.3 Execution Steps:
i. The Tester shall attempt to perform authentication bypass the web interface
of the DUT using the SQL injection
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ii. The tester can use the ‘OR ‘1’ = ‘1 sql injection attack to bypass the
authentication

iii. SQL Map can be used for automated SQL Injection Testing

11.2.4 Test Observations:
i. Test case01: After successful authentication with user name and password
the tester is able to access the DUT.
The Tester observed that DUT doesn’t have console port. DUT can be
configured remotely through web interface http://192.168.1.1/ only.
ii. Test case02: The test needs to be performed

11.2.5 Evidence Provided: Screenshots are attached above

12. Test Case Results:

SL.No TEST CASE NAME PASS/FAIL Remarks
1 Remote/local access authentication
2 Bypass authentication attack
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2.1.5 TSTP for Evaluation of Remote login restrictions for privileged
users

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.1.5
PON family Broadband Equipment
ITSAR

DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name >2.1.5: Remote login restrictions for privileged
users

3. Requirement Description: Login to ONU/ONT as root or equivalent highest
privileged user shall be limited to the system console only. Root user will not be
allowed to login to ONU/ONT remotely i.e. remote login access for
root/admin/highest privileged users, by default shall be disabled permanently at the
time of first installation.
This remote root user access restriction is also applicable to application software /

tools such as TeamViewer, desktop sharing which provide remote access to the
ONU/ONT.
[Reference TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.6]

4. DUT Confirmation Details:

2 0| DH x
& G A Notseare | 19216811 A m ¢t @

syRotech T

&8 |

Status Network Security  Application Management Diagnostics  Help
Devicelnfo WANInfo Userinfo Voipinfo Remote Manage info

Status

5. DUT Configuration: The DUT should be configured to disallow root login into the
DUT

6. Pre-Condition: OEM shall provide details remote management standards such as
TR-069 and entity mutual authentication, encryption of the management traffic.
OEM to provide the credentials of the highest privilege root account
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7. Test Objective: To verify that DUT restricts direct remote root login

8. Test Plan
8.1. No of Test Scenarios:
8.1.1 Test case 01: Verification of remote root login
8.2. Test-bed Diagram:

DUT
192.168.1.1

1
J
a—
Test Machine
192 168.1.22

8.3. Test tool required:
i. TR-069-ACS-Windows Server
ii. Wireshark

8.4. Test Execution:
i. The tester shall log into the DUT through console to confirm the existence of the
root account with its credentials
ii. The tester shall remotely login into the DUT using the root credentials to check
if the DUT permits root login into the DUT

9. Expected result for pass: The DUT disallows the remote root login into the DUT

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test case Name: Verification of remote root login

11.1.2 Test Case Description: The tester shall try to login to the DUT using the
credentials of the root or equivalent highest privileged user from to check
whether DUT is restricting the remote login or not.

11.1.3 Execution Steps:
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i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of
the test machine (192.168.1.22) using pre-defined account “admin” with
using the respective authentication attribute(password).

O [0 sssismnbgns x|
& G A Motsecure | hups//192.168.1.1/adminflogin.asy v M =
admin
{ ET—
sy'Rgtech
oD +
< C A o ¢ @
syRotech )
Al i Dii
Status Status Network Security Help
Devicelnfo  WANInfo Userinfo Voipinfo Remote Manage Info
Device Basic Info Devicelnfo
Device madet SY-GPON-2010-ADONT
Device SN S4TER 12
Hordware Vesion
Firmare Version
PON SN
'm0k x |+
- G A Motsecurs | 19218814 R | R G-
syRotech ol
Status Status Network Security Application Management Diagnostics  Help
Device Info WANInfo Userinfo Voipinfo Remote Manage Info
Connection Tr069 connection state
Active inform state no inform
(B e ACS connect request state ACS o request

11.1.4 Test Observation: The DUT allows remote login of the root/admin account.
The Tester observed that it was possible to login with the admin account
remotely

11.1.5 Evidence Provided: Screenshots of the DUT remote management.

12 Test Case Results:

S.No TEST CASE NAME PASS/FAIL Remarks

1 Verification of remote root login
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2.1.6 TSTP for Evaluation of Unambiguous identification of the user &
group accounts removal

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.1.6
PON family Broadband Equipment
ITSAR

DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 1.1: Access and Authorization

2) <Security Requirement No & Name >2.1.6: Unambiguous identification of the user
& group accounts removal

3) Requirement Description: The ONU/ONT shall identify each login user
unambiguously. ONU/ONT shall be able to assign individual accounts per user, where
a user could be a person, or, for Machine Accounts, an application, or a system. It is a
desirable feature to configure user preferred USERID name in configuration menu
instead of pre-configured ADMIN User ID. Use of group accounts or group credentials,
or sharing of the same account between several users shall not be enabled by
ONU/ONT.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 vV.1.0.0. Sections 4.2.3.4.1.2]

4) DUT Confirmation Details:
£ D D x + - @
&« C A Notsecure | 19216811 A 0= @ 8 - 7

Sy ?;.;teqh

%

i

Status Network Security Application Di Help

Device Info WANInfo Userinfo Voipinfo Remote Manage Info =

Status

nnnnnnn S44TER-12345544TEB541A97

5) DUT Configuration: There is no additional configuration required for this test case.

6) Pre-Condition:
i. OEM shall provide all predefined accounts available on DUT as categorized below-
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a. Machine Accounts: These will be used for authentication and authorization from
system to system or between applications on a system and cannot be assigned to
a single person or a group of persons.

b. Local access: The access from Console interface, from local Console network, from
LMT (Local Maintenance Terminal interface) or from DUT local hardware
interface.

c. Remote access: The access which is not Local access. This includes access from
the EMS (Element Management System) network, and access that originates or
passes through the internet.

ii. OEM shall share configuration document to define unique identification (UID) to

each user accounts.
7) Test Objective: To verify that DUT has unique user identification

8) TestPlan:
8.1 Number of Test Scenarios:
8.1.1 Testcase:01 OEM Documentation review
8.1.2 Test case:02 verify unique identification
8.1.3 Test case:03 duplicate user id
8.1.4 Test case:04 simultaneous logins
8.1.5 Test case:05 Unique UID
8.1.6 Test case:06 Group account policy verification
8.2 Test bed Diagram:

DuT
192 168.1.1

]
CJ
—
Test Machine
192.163.1.22

8.3 Tools required: Burpe Suite Professional
8.4 Test Execution:
i) The tester shall verify existing individual user accounts user id
ii) The tester shall verify that every user account has individual /unique user id
iii) The OEM documentation shall be reviewed for the group account policy
supported by the DUT
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iv) The tester shall also verify the disallowance of the concurrent sessions in the
DUT

9) Expected Results for Pass: The DUT shall unambiguously assign individual user
accounts and also support group account policy in accordance to the ITSAR

10) Expected Format of Evidence: screenshots

11) Test Plan:
11.1Test Case Number: 01

11.1.1 Test case Name: OEM documentation review

11.1.2 Test Case Description: The Tester reviews the system documentation (in
particular operations manual) provided by OEM whether it encourages or
requires the use of group accounts, group credentials, or sharing of the same
account between several users.

11.1.3 Execution Steps: The Tester shall review the user accounts and the group
account policy supported by the DUT

11.2 Test Case Number: 02
11.2.1 Test case Name: verify unique identification
11.2.2 Test Case Description: The Tester attempts to create new user in the ONT
with existing username that is already available in ONT to verify if the ONT
handles ambiguous identification.
11.2.3 Execution Steps:
i. The tester observed that ONT doesn’t support multiple user accounts. It uses

only one user account. Hence, ambiguity cannot be verified.

syKotech
Status Network Security Application Management Diagnostics  Help

Management
User Manage Device Manage Log File  Maintain

11.3Test Case Number: 03
11.3.1 Test case Name: duplicate user id
11.3.2 Test Case Description: The Tester shall verify that system should not allow
creation of duplicate user IDs.

11.3.3 Execution Steps:
i. The Tester observed that in DUT there is no user creation feature.
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Logout

Status Network Securi Application Management Diagnostics  Hel
Management ty it 3 2 £
User Manage Device Manage LogFile Maintain

User Manage Access Control -- Password

4 B O R B € L2 QX%

Usemame:
Old Password:
New Password:

Confirm Password:

Apply Changes

11.4Test Case Number: 04
11.4.1 Test case Name: simultaneous logins
11.4.2 Test Case Description: The Tester shall verify that simultaneous login is
restricted to one session per user ID (concurrent sessions).
11.4.3 Execution Steps:
i. The tester attempts to login with the same user’s name in the multiple
browsers and it should not be allowed to login with the same user at same

time.

Lo-mCc@l BEAmE " ~Sizem e = Lo-mCcE BAWE

11.5Test Case Number: 05
11.5.1 Test case Name: Unique UID
11.5.2 Test Case Description: The Tester shall verify that unique UIDs are
assigned for each account.
11.5.3 Execution Steps:
i. The tester creates new users and check their user id and they should be

unique in the nature to distinguish each user irrespective of their username.
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Status Network Securi Application Management Diagnostics  Hel
Management Yy it 3 2 E
User Manage Device Manage LogFile Maintain

User Manage Access Control -- Password

Usemname:
Old Password:
New Password:

Confirm Password:

Apply Changes

11.6 Test Case Number: 06
11.6.1 Test case Name: Group account policy verification
11.6.2 Test Case Description: The Tester shall verify that there should not be any
group account password.
11.6.3 Execution Steps:
i. The tester attempts to create user group account in the DUT and it should not

be allowed to create or user group accounts or group credentials.

apuy U

& G A& Notseoure | 19218811
syRotech

Status Network Securi Application Management Diagnostics
Management ty EE : L

User Manage Device Manage LogFile Maintain

User Manage Access Control -- Password

Usemame: admin
Old Password:
New Password:

Confirm Password

Apply Changes

11.6.4 Test Observations:
i. Test case01: Need to perform the test
ii. Test case02: The tester observed that the DUT comes with a pre-define
single user management configuration.
iii. Test case 03: DUT does not allow creation of new user or removal of any
pre-defined user.
iv. Test case 04:Inthe DUT there is not option to check the user id of each user.
v. Test case 05: DUT does not allow group users and group user IDs.
vi. Test case 06: DUT does not allow to create duplicate, as it comes with a pre-
defined single user.

54

I
]




11.6.5 Evidence Provided: Screenshot of the management >user management and
log in tabs of the DUT.

12) Test Case Results:

SL.No |TEST CASE NAME PASS/FAIL Remarks
1 OEM documentation review
2 verify unique identification
3 Duplicate user id
4 simultaneous logins
5 Unique UID
6 Group account policy verification
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Section 2: Authentication Attribute Management
2.2.1 TSTP for Evaluation of Authentication Policy

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.1
PON family Broadband Equipment
ITSAR

DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 2.2: Authentication Attribute Management

2) <Security Requirement No & Name >2.2.1: Authentication Policy

3) Requirement Description: The usage of a system function without successful
authentication on basis of the user identity and at least two authentication attributes
(e.g. password, certificate, token) shall be prevented. System functions comprise, for
example network services (like SSH, SFTP, Web services), local access via a
management console, local usage of operating system and applications. This
requirement shall also be applied to accounts that are only used for communication
between systems. This requirement shall also be applied to accounts that are only used
for communication between systems.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.1.1]

4) DUT Confirmation Details:

syRotech

Status Network Security A Diagnosti Help
Deviceinfo WANInfo Userinfo Voipinfo Remote Manage Info

Status

nnnnnnnnnnnnn

5) DUT Configuration: There is no additional configuration required for this test case.

6) Pre-Conditions:

i. OEM shall supply the list of system functions which include network services, local
access via a management console, local usage of operating system and applications
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ii. OEM shall supply the list of access entries for system functions.
7) Test Objective: To verify that the DUT authenticates the usage of the system function

8) Test Plan:
8.1 Number of Test Scenarios:

8.1.1 Test case 01: OEM documentation review
8.1.2 Test case 02: Two factor authentication verification
8.2 Test-bed Diagram:

DUT
192.168.1.1

1
J
Test Machine
192 168.1.22

8.3 Tools required: CLI
8.4 Test Execution:
i. Verify the OEM documentation to check the system functions supported by the
DUT
ii. Verify that the DUT authenticates the user attempting to access the system
functions with at least two authentication attributes

9) Expected Results for Pass: DUT should authenticate the user attempting to access
the system functions with at least two authentication attributes

10) Expected Format of Evidence: screenshots

11) Test Execution:
11.1 Test Case Number: 01
11.1.1 Test case Name: OEM documentation review
11.1.2 Test Case Description: The tester verifies the list of system functions (like
SSH, SFTP, Web services), local access via a management console, local usage
of operating system and applications mentioned in document provided by
OEM and on based of his/her own experience, verifies that the list is adequate.
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11.1.3 Execution Steps: The Tester reviewed the DUT document available on OEM

website and identified that DUT supports Web service, SSH
11.2 Test Case Number: 02

11.2.1 Test case Name: Two factor authentication verification

11.2.2 Test Case Description: The tester verifies that the access entries to use
system functions, which are listed by the manufacturer, require successful
authentication on the basis of the username and at least two authentication
attribute such as “Password / Token / Certificate”.

11.2.3 Execution Steps:

a) LAN Interface: Web GUI

i. The tester logged into the DUT’s Web GUI (http://192.168.1.1) in web
browser of the test machine (192.168.0.22) account “admin” with using the
respective authentication attribute(password) through Web Interface.

ii. The Tester is able to login to the DUT successfully with one authentication
attribute (password).

b) Telnet

i. Connect to DUT using telnet
<screenshot>
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http://192.168.1.1/

11.2.4 Test Observations:

i. Test case01: The Tester observed that was only one authentication attribute
password while authenticating user. DUT only authenticates user using
password authentication attribute

ii. Test case02: DUT does allow to access to any system function provided by the
manufacturer with a successful user authentication attribute is password but
as per clause authentication on basis of the user identity, at least two
authentication attributes (e.g. password, certificate, token) shall be prevented.

12) Test Case Results:

SL. No TEST CASE NAME PASS/FAIL Remarks
1 OEM documentation review
2 Two factor authentication verification
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2.2.2 TSTP for Evaluation of Authentication support - External

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.2
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management

2. <Security Requirement No & Name > 2.2.2: Authentication support - External

3. Requirement Description: If the ONU/ONT supports external authentication
mechanism such as AAA server ( for authentication, authorization and accounting
services ), then the communication between ONU/ONT and the external
authentication entity shall be protected using the authentication and related service
protocols built strictly using the secure cryptographic controls prescribed in Tablel
of the latest document “Cryptographic Controls for Indian Telecom Security
Assurance Requirements (ITSAR)” only.
OEM/TSP shall disable permanently the supported weaker algorithm other than

specified in ITSAR crypto control list document.

4. DUT Confirmation Details:
2 0D x [=E
< C A Notsecure | 19216811 o m =
syRotech

Status Network Security Application Management Diagnostics Help

Deviceinfo WANInfo Userinfo Voipinfo Remote Manage info

Status

eeeeeeee S447E8-123455447E8541A97

Firmware Version V3202231205

PON SN GPONOD541497

5. DUT Configuration: Configure the DUT connection with the external AAA server

6. Pre-Conditions:
i. OEM shall provide configuration documentation if DUT supports external
authentication mechanism.
ii. If DUT supports external authentication, then OEM shall provide confirmation that
it is have protection mechanism and communicate securely.
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7. Test Objective: To verify that the DUT communicates with the external authentication with
secure ciphers

8. Test Plan
8.1. Number of Test Scenarios:

8.1.1 Test case: 01 OEM documentation review
8.1.2 Test case: 02 Communication with external AAA server
8.2. Test-bed Diagram:

|
-‘@/u

DUT: 192.168.1.1 freeradius server

s
——

Test Machine 1
192.168.1.22

8.3. Tools required: external authentication server, wireshark
8.4. Test Execution:
i. Review the OEM documentation to check for the supported external AAA server
supported by the DUT
ii. Post configuration attempt to access the DUT with configured external
authentication.
iii. Simultaneously capture the communication between the DUT and the AAA
server and analyze the ciphers used to verify if they are in accordance to the
Crypto control ITSAR.

9. Expected Results for Pass: DUT uses secure ciphers to communicate with the AAA
server for external authentication of the user

10.Expected Format of Evidence: Screenshots

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test case Name: OEM documentation review

11.1.2 Test Case Description: The Tester shall review the OEM documentation if DUT
supports external authentication mechanism.

11.1.3 Execution Steps: Review the OEM documentation for the supported external
AAA servers by the DUT

11.2 Test Case Number: 02
11.2.1 Test case Name: Communication with external AAA server
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11.2.2 Test Case Description: The Tester shall configure the External
Authentication Server (AAA) on DUT and established a connection between
DUT and AAA server.

11.2.3 Execution Steps:

i. The Tester observed that DUT doesn’t have external authentication
mechanism.

e

ovicn ot}

11.2.4 Test Observation: Tester observed that DUT doesn’t have external

authentication mechanism.
Additional Observations

i. If the DUT supports external authentication (eg: RADIUS), use a tool
supporting RADIUS server (eg: free radius) and configure the connection with
DUT, by inputting the DUT ip address and credentials at the radius server side.

ii. Attempt to connect to DUT from the tester machine and capture the whole
login session on a packet capturing tool (eg: Wireshark), and inspect for
RADIUS packets to check for secure ciphers and leak of sensitive data

11.2.5 Evidence Provided: Screenshots are attached above.

12 Test Results:

SL.No |TEST CASE NAME PASS/FAIL Remarks
1 OEM documentation review
2 Communication with external AAA server
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2.2.3 TSTP for Evaluation of Protection against brute force and
dictionary attacks

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.3
PON family Broadband Equipment
ITSAR

DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management

2) <Security Requirement No & Name > 2.2.3: Protection against Brute force and
Dictionary attacks

3) Requirement Description: ONU/ONT shall have a mechanism that provides a
protection against brute force and dictionary attacks which aim to use
manual/automated guessing to obtain the passwords for user and machine accounts.
ONU/ONT to detect repeated invalid attempts to sign into an account with incorrect
passwords during a short period of time and it may implement at least one of the
following most commonly used protection measures
a) Increasing the delay (e.g. doubling) for each newly entered incorrect password.
b) Blocking an account after a specified number of incorrect attempts (typically 5)

for a certain period of time.

c) Using CAPTCHA to prevent automated attempts

This feature to be enabled for login attempts for ONU/ONT and on authentication

attempts on ONU/ONT access through SSID with PSK.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.3.3]

4) DUT Confirmation Details:

2 0| Dk x + - a8 X

& G A Notsecure | 19216811 A n et a5 -0
ef\.;teqh’ G

Status Network Security Applicati Di Help
Device Info WANInfo Userinfo Voipinfo Remote Manage info =

Status

uuuuuu
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5) DUT Configuration: There is no additional configuration required for this test case.

6) Pre-Condition:
i. OEM shall provide detail if DUT have mechanism that provides a protection against
brute force and dictionary attacks.

ii. OEM shall provide instruction to configure following most commonly used protection
measures -

a. Increasing the delay (e.g., doubling) for each newly entered incorrect password.

b. blocking an account after a specified number of incorrect attempts (typically 5) for
a certain period of time.

c. using CAPTCHA to prevent automated attempts.
This feature to be enabled for login attempts for ONT and on authentication attempts
on ONT access through SSID with PSK.

7) Test Objective: To verify that the DUT has protection mechanism against brute force
and dictionary attack.

8) TestPlan:
8.1 Number of Test Scenarios:

8.1.1 Test case 01: DUT protection mechanism verification

8.1.2 Test case 02: Brute force/dictionary attack protection
8.2 Test-bed Diagram:

DuT
192.168.1.1

]

A .
Test Machine
192.168.1.22

8.3 Tools required: Burp Suite Professional
8.4 Execution steps:

i. The tester shall manually input multiple incorrect attempts to verify the DUT’s
protection mechanism against repeated attempts

ii. The tester shall perform brute force and dictionary attack on the DUT using the
necessary tools and verify the DUT’s response on the same

9 Expected Results for pass: The DUT shall have protection mechanism against brute
force and dictionary attack

10 Expected Format of Evidence: screenshots
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11 Test Execution

11.1 Test Case Number: 01
11.1.1 Test case Name: DUT protection mechanism verification

11.1.2 Test Case Description: Tester shall configure password policy management

1.
1i.

iil.

of the DUT to set -
timer delay after each incorrect password input.
block an account following a specified number of incorrect password attempts
(typically 5).
CAPTCHA feature on web interface to prevent automated attempts

11.1.3 Execution Steps:

L.

il.

iil.

Tester observed that DUT doesn’t have password policy management feature
on DUT however the Tester attempts to test timer delay feature after each
incorrect password input.

Tester login on DUT (http://192.168.1.1/ ) using test machine 192.168.0.22
with user “admin” and incorrect password multiple times and observed DUT
doesn’t have any feature for timer delay after each incorrect password input.

Tester login on DUT http://192.168.1.1) using test machine 192.168.1.22
with user “admin” and incorrect password and observed have feature for
block an account following a specified number of incorrect password attempts

(typically 3).

eeeeeeeeeee

iv. Tester visits on DUT (http://192.168.1.1) using test machine 192.168.1.22

and observed have CAPTCHA feature on web interface to prevent automated
attempts.
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http://192.168.1.1/
http://192.168.1.1/
http://192.168.1.1/

Username
Password
IdentCode

suxv

v. Tester observed that DUT doesn’t have below mentioned features by default
or available to configure timer delay after each incorrect password input.

11.2 Test Case Number: 02
11.2.1 Test case Name: Brute force/dictionary attack protection

11.2.2 Test Case Description: The Tester shall perform Brute force and dictionary
attacks on both CLI or GUI interfaces and supporting evidences needs to be

attached in the report.

11.2.3 Execution Steps:
i. The Tester login into DUT’s Web GUI with used id “admin” and captured the

sessions in Burp suite.

Burp Project intruder Repeater View Help
Dashbosrd  Target itruder  Repeater  Collsborstor  Sequencer  Decoder  Comparer  logger  Organzer  Bxtensions  Leam {6} settings
HTTP history chets history {2} Praxy seftings
/P B Requestto httpsy/192. 23
Forrd orop acion | open browser o ¥ o O
Bwn = - = o
i nspector @) =T - @ x
.mtml HTTP/L.1
Request attributes 2 v
%€4) ADpleWsDFIr/S37.3f (KETHL, like Gecko) Chrome/116.0.5845.111 Safari/s37.3g
Request budy parameters v

Request coakies v
Request headers 5 v
. — a
mesn D
8w = x

@& el

iii. The Tester selects the Authorization value (Password of admin user ID) to apply
a payload for Brute force Attack.
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B sup Project intruder Repester View Help

Dashboard  Target  Prowy  Intruder  Repeater  Colaborator  Sequencer  Decoder  Comparer  logger  Organizer  Evtemsions  Leam

1x 2x +

Positions  Payicads  Resourcepool  Settings
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Adtack type: | Sniper

() Payload positions
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Add§
152168103 Update Host header to match target

QURLaNAXNIN=S
ndovs NT 10,0; Vinéd;

1 Safari/s37.3¢

iv. Below screenshots showing the process of applying Brute force attack through
Burp Suite.
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Bwp  Project Intruder
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v. The Tester observed that DUT didn’t compromise due to Brute Force attack.
(similarly dictionary attack can also be performed on DUT)
vi. The tester performed using pre-defined default user as “admin”.
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Test Observation:

eee oo
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Test case 01: DUT doesn’t have feature for Timer delay after each incorrect
password input is configured and tested. DUT have feature for Block an
account following a specified number of incorrect attempts is configured and

tested. DUT have feature for pre-configuring CAPTCHA on web interface.

Test case 02: DUT didn’t compromise on Brute Force attack. DUT doesn’t have
feature to be enabled for login attempts for ONU/ONT and on authentication
attempts on ONU/ONT access through SSID with PSK. The Tester observed
that DUT has limited protection features and doesn’t get exposed to brute

force attack

11.2.5 Evidence Provided: Screenshots are attached above

68




12 Test Case Results:

SL. No TEST CASE NAME PASS/FAIL Remarks
1 DUT protection mechanism verification
2 Brute force/dictionary attack protection
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2.2.4 TSTP for Evaluation of Enforce Strong Password

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.4
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management
2) <Security Requirement No & Name > 2.2.4: Enforce Strong Password
3) Requirement Description: ONU/ONT shall only accept passwords that comply with
the following complexity criteria:
a) Password containing a minimum length of 8 characters are only permitted by
default. shorter lengths shall be rejected by the ONU/ONT.
b) Minimum password length - the default minimum value of 8 characters.
c) Password comprises at least three of the following categories:
- at least 1 uppercase character (A-Z)
- at least 1 lowercase character (a-z)
- at least 1 digit (0-9)
- at least 1 special character (e.g. @; $.)
ONU/ONT shall support password field length of minimum 64 characters. This Feature
to be enabled for ONU/ONT. Login-IDs as well as for the PSK key associated with SSID for
Wi-Fi access.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.2.3.4.3]

4) DUT Confirmation Details:

2 0| D x |+

& G A Notseawr | 19216811 A 0Dt % % - 0
'f:r_?‘,:tef.fh

N Dii i
Status Status etwork Security App! Help
D

evice Info WANInfo Userinfo Voipinfo Remote Manage info -]

FF mware Version

5) DUT Configuration: There is no additional configuration required for this test case.
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6) Pre-Condition:
i. OEM shall provide OEM documentation that describes the password complexity
criteria supported by DUT.
ii. If DUT supports password complexity criteria, then it must support following criteria
a. Password containing a minimum length of 8 characters are only permitted by
default. shorter lengths shall be rejected by the DUT
b. Minimum password length - the default minimum value of 8 characters.
c. Password comprises at least three of the following categories:
e atleast 1 uppercase character (A-Z)
e atleast 1 lowercase character (a-z)
e atleast 1 digit (0-9)
e atleast 1 special character (e.g. @;!$.)
iii. Tester has rights to create user account.

7) Test Objective: To verify the DUT’s password policy is in accordance with the ITSAR

8) Test Plan
8.1 Number of Test Scenarios
8.1.1 Test case 01: Password policy review from OEM documentation or in the DUT
8.1.2 Test case 02: Password policy verification
8.1.3 ONT Login ID password policy
8.2 Test-bed Diagram:

DuUT
192.1658.1.1

1
J
—
Test Machine
192.168.1.22

8.3 Tools required: NA
8.4 Test Execution:
i. Verify the user’s password length if it's below the configured length
ii. Verify the password policy by attempting negative test cases
iii. Verify the same for PSK at the ONT access users
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9) Expected Results for pass:
i. DUT should follow the configured password policy as well as the min length of the
password
ii. The password should also be followed for the PSK for Wi-Fi access users

10) Expected Format of Evidence: Screenshots

11) Test Execution

11.1 Test Case Number: 01
11.1.1 Test case Name: Password policy review from OEM documentation or in

the DUT
11.1.2 Test Case Description: The Tester shall configure password policy on the
DUT as per criteria mentioned in ITSAR.
11.1.3 Execution Steps:
i.The Tester observed that in DUT there is no password policy feature.

e

States | Wetwock | Secwky | Applcatin | Administraton | Welp

11.2 Test Case Number: 02
11.2.1 Test case Name: Password policy verification

11.2.2 Test Case Description: The Tester creates a USER A following the password
complexity criteria. (Positive Test).
11.2.3 Execution Steps:
i. The Tester observed that in DUT there is no user creation and password
complexity criteria feature.

11.3 Test Case Number:03
11.3.1 Test case Name: ONT login ID password policy

11.3.2 Test Case Description This feature to be enabled for ONT Login-IDs as well
as for the PSK key associated with SSID for Wi-Fi access.

11.3.3 Execution Steps: The Tester should observe if the DUT doesn’t have feature
to enforcing strong password.

11.3.4 Test observation:

i. Test case01: Tester observed that in DUT there is no password policy
feature.

ii. Test case02: Tester observed that in DUT there is no user creation and
password complexity criteria feature.
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iii. Test case03: Tester observed that DUT doesn’t have feature to enforcing
strong password for CPE Login-IDs as well as for the PSK key associated with

SSID for Wi-Fi access.
11.3.5 Evidence provided: NA

12) Test Case Results:

SL. No

TEST CASE NAME

PASS/FAIL | Remarks

1

Password policy review from OEM
documentation or in the DUT

Password policy verification

CPE Login ID password policy
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2.2.5 TSTP for Evaluation of Inactive Session Timeout

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.5
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed

1. <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management

2. <Security Requirement No & Name > 2.2.5: Inactive Session Timeout

3. Requirement Description: = ONU/ONT shall monitor inactive sessions of
administrative login users, Data users either on LAN or Wi-Fi and initiate session
locking mechanism based on user configurable timers. Unlocking the session shall be
permissible only by authentication. If the inactivity period further continues for a
defined period, Session /user ID time out must occur after this inactivity. The timer
values can be admin configurable as per requirement. When the time out occurs, the
same screen must be cleared of all displayed information.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.5.2]

4. DUT Confirmation Details:
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Devicelnfo WANInfo Userinfo Voipinfo Remote Manage info o

Status

5. DUT Configuration:
i. Configure the DUT to set inactive session timeout
ii. The Tester observed that DUT have configuration feature of Inactive Session timeout

setting.
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6. Pre-Condition:
i. OEM shall provide details on by default Inactive Session Timeout duration configured

on DUT.
ii. OEM shall share instructions to configure inactive session timeout on DUT for each

user.

7. Test Objective: To verify that DUT supports inactive session timeout upon being
idle

8. Test Plan
8.1. Number of Test Scenarios:
8.1.1 Test case 01: Session timeout verification
8.1.2 Test case 02: Log analysis
8.2. Test-bed Diagram:

DUT
192.168.1.1
| |

—_—
=

L]
[l
=1
Test Machine
192 168.1.22

8.3. Tools required: NA
8.4. Test Execution
i. Post configuration access the DUT
ii. Stay idle for the configured time
iii. Check if session timeout is initiated by the DUT and the user gets logged out
iv. Analyze the logs for timestamps of log in and log out

9. Expected Results for pass: DUT should log out the user upon exceeding the
configured session timeout
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10. Expected Format of Evidence: Screenshots

11. Test Execution:

11.1.Test Case Number: 01
11.1.1 Test case Name: Session timeout verification.

11.1.2 Test Case Description: Log into the DUT administrative interface and wait
for the specified session timeout period to elapse. If the session times out, the
DUT should automatically log you out and require you to log in again.
11.1.3 Execution Steps:
i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of the
test machine (192.168.1.22) account “admin” with using the respective
authentication attribute(password) through Web Interface.

uuuuuuuuuu
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ii. The tester observed that after 5 minutes DUT’s Session was timeout asked for
authentication again.
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http://192.168.1.1/
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11.2.Test Case Number: 02
11.2.1 Test case Name: Log analysis

11.2.2 Test Case Description: The Tester analyses the inactive timeout setting in log
file also to verify login and logout time.

11.2.3 Execution Steps: The Tester looked for DUT system log to verify login and
logout time but DUT doesn’t have feature recorded login/logout.

11.2.4 Test Observations:

i. Test case01: The tester observed that after 5 minutes DUT’s Session was
timeout asked for authentication again. The tester observed that DUT have
feature to configure inactive session timeout. Operationally, the Tester verified
that DUT have by default configuration of inactivity time-out period for 5
minutes.

ii. Test case02: The Tester looked for DUT system log to verify login and logout
time but DUT doesn’t have feature recorded login/logout.

12.Test Case Results:

SL. No TEST CASE NAME PASS/FAIL | Remarks

1 Session timeout verification

2 Log analysis

77




2.2.6 TSTP for Evaluation of Password Changes

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.6
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 1.2: Authentication Attribute Management
2) <Security Requirement No & Name > 2.2.6: Password Changes
3) Requirement Description: If a password is used as an authentication attribute, then
the system shall offer a function that enables a user to change his password at any
time. When an external centralized system for user authentication is used it is
possible to redirect or implement this function on this system.
Password change shall be enforced after initial login.
The system shall enforce password change based on password management policy.
In particular, the system shall enforce password expiry. ONU/ONT shall support a
configurable period for expiry of passwords. Previously used passwords shall not be
allowed up to a certain number (password history).
The number of disallowed previously used passwords shall be:
e Configurable;
e (Greater than 0;
¢ And its minimum value shall be 3. This means that the ONU/ONT shall store
at least the three previously set passwords. The maximum number of
passwords that the ONU/ONT can store for each user is up to the
manufacturer.
When a password is about to expire, a password expiry notification shall be provided
to the user.
Above requirements shall be applicable for all passwords used (e.g. application-level,
0S level, etc.). An exception to this requirement is machine accounts.

ONU/ONT to have in-built mechanism to support this requirement. If a central
system is used for user authentication password policy, then additional assurance
shall be provided that the central system enforces the same password change policies
as laid down for the local system in this subclause.
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And if a central system is not used for user authentication, the assurance on password
changes rules shall be performed on the ONU/ONT.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.4.3.2]

4) DUT Confirmation Details:
£ 0D x|+ - @ X

G A Notseare | 19216811 A m ¢+ @ % - O
syRotech oot

Status Network Security Applicati Di i Help

Device Info WANInfo Userinfo Voipinfo Remote Manage Info -

Status

uuuuuu

PON SN GPONODS41A9T

5) DUT Configuration: There is no additional configuration required for this test case.

6) Pre-Condition:
i. OEM shall provide documentation which describes that DUT enforce password
change on 1st installation.
ii. OEM shall provide documentation which describes that DUT provide a function that
facilitates the user to change his password at any time.
iii. OEM shall provide confirmation that DUT shall not allow the previously used
passwords up to a certain number (Password History).

7) Test Objective: To verify that DUT supports password changes in accordance to the
ITSAR

8) TestPlan
8.1 Number of Test Scenarios:

8.1.1 Test case01: Password change anytime

8.1.2 Test case02: Password change anytime (external authentication)

8.1.3 Test case 03: Password change after initial login

8.1.4 Test case 04: The Tester verify that DUT enforce password change based on
password management policy. (if central system used then the management
policy should be reflected there)

8.1.5 Test case(05: Password History.

8.1.6 Test case 06: The Tester verify that limit of previously used password is working
or not. (Positive and Negative scenarios)

8.2 Test-bed Diagram:
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DuT
192 168.1.1

]
CJ
—
Test Machine
192.168.1.22

8.3 Tools required: Burp Suite Professional
8.4 Test Execution:
i. The tester shall verify password change anytime and also after initial login
ii. The tester shall verify the password management policy and test the same
iii. The tester shall verify the password history feature supported by the DUT

9) Expected Results for pass: DUT follows the password change policy in accordance
to the ITSAR

10) Expected Format of Evidence: Screenshots

11) Test Execution

11.1 Test Case Number: 01
11.1.1 Test case Name: Password change anytime

11.1.2 Test Case Description: The Tester verify that the DUT allow user to change
his password at any time.
11.1.3 Execution Steps:
i. The testerlogin the DUT’s Web GUI (http://192.168.1.1) in web browser of the
test machine (192.168.1.22) account “admin” with using the respective
authentication attribute(password) through Web Interface.
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http://192.168.1.1/

ii. The tester clicks on Administration > User Management.
iii. The Tester observed DUT can allow to User can change password.

e C

=

11.2 Test Case Number: 02
11.2.1 Test case Name: Password change anytime (external authentication)

11.2.2 Test Case Description: If external Authentication System is in used, then
the Tester verify that it allows user to change his password at any time.

11.2.3 Execution Steps: The Tester observed that DUT doesn’t have external
authentication mechanism.

11.3 Test Case Number:03
11.3.1 Test case Name: Password change after initial login

11.3.2 Test Case Description: The Tester verify that DUT enforce password
change after initial login.
11.3.3 Execution Steps:

i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of
the test machine (192.168.1.22) account “admin” with using the respective
authentication attribute (password) through Web Interface.

eeeeeeeee

ii. The Tester observed DUT have enforced password change after initial login.

®

11.4 Test Case Number: 04
11.4.1 Test case Name: The Tester verify that DUT enforce password change based

on password management policy.
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11.4.2 Test Case Description: The Tester verify that DUT enforce password change
based on password management policy.
11.4.3 Execution Steps:

i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of the
test machine (192.168.1.22) account “admin” with using the respective
authentication attribute(password) through Web Interface.

@

ii. The Tester observed DUT can allow to user change password.
iii. The Tester observed that DUT have enforce feature password management
policy but not proper configured

SyRe-

iv. The Tester observed that DUT support two combinations (lower case and
number and length 6 characters).

®

v. (if central system used for authentication, then password management policy
should be enforced there as well)

11.5 Test Case Number: 05
11.5.1 Test case Name: The Tester verify that limit of previously used password is

working or not. (Positive and Negative scenarios).
11.5.2 Test Case Description: The Tester verify that limit of previously used
password is working or not. (Positive and Negative scenarios).
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11.5.3 Execution Steps: The Tester observed during password change that DUT
doesn’t have feature to configure the limit of previously used passwords
(Password History).

11.6 Test Case number: 06.
11.6.1 Test Case Name: Password Expiry Notification

11.6.2 Test Case Description: To check if DUT sends notification upon password
expiry
11.6.3 Execution Steps: -<>
11.6.4 Test observations:
i. Testcase01: The Tester observed DUT can allow to User can change password.
ii. Test case02: The Tester observed that DUT doesn’t have external
authentication mechanism.
iii. Test case 03: The Tester observed DUT have enforced password change after
initial login.
iv. Test case04: The Tester observed that DUT has enforced feature password
management policy but not proper configured.
v. Test case05: Tester observed during password change that DUT doesn’t have

feature to configure the limit of previously used passwords (Password History).
vi. Test case 06: Tester verified enforce password change after initial login.

12) Test Case Results:

SL.No |TEST CASE NAME PASS/FAIL Remarks

1
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2.2.7 TSTP for Evaluation of Protected Authentication feedback

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.7
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section No: 1.2 Authentication Attribute Management
2) <Security Requirement No & Name > 2.2.7 Protected Authentication feedback

3) Requirement Description: The Authentication attribute shall not be displayed in
such a way that it could be seen and misused by a casual local observer. Typically, the
individual characters of the password are replaced by a character such as "*".

4) DUT Confirmation Details:
syRetech

Device Basic Info

Device Model HGU

[Device ID ‘SBMAS-FJZAQSDMAB!]O’J{]BG
Hardware Version STD-ONU

SoftWare Uersiun‘} 1.02-220505

Serial No ‘RTKG|1111111

84




PWR PON LOS

stech

LANZ LANT FXS Paic  WIFL
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Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON

LAN 2 Port(s) Physical LAN1, LAN2

FXS 1 Port(s) Physical FXS

GUI - Man-Machine Syrotech
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5) DUT Configuration: No configuration needed

6) Pre-Condition: One DUT Documentation that lists each of the password access

methods of DUT

7) Test Objective: to verify that DUT’s authentication attribute shouldn’t be visible

8) Test Plan

8.1Test Cases:
8.1.1Test case01: Password text during login
8.1.2Test case02: Password text during Wi-Fi connection
8.1.3Test case03: Password text during password change
8.2 Test-bed Diagram:

DUT : Syrotech (SY-GPON-1110-WDONT)

Ethernet Connection

=

Port: LAN Link-local IPv6 Address: fe80:6e6b:94b0:a490:8391%10
P:192.168.1.1 IP Address: 192.168.1.2
SSH enabled

0S: Windows 11

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

Figure Test-Bed Set-up Diagram.

DUT : Syrotech (SY-GPON-1110-WDONT)

WIFI Connection

0S: Windows 11
Port: WLAN

1P: 192.168.11 IP Address: 192.1681.2

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

Link-local IPv6 Address: fe80::6e6b:94b0:a490:8391%10

8.3 Test tool required per scenario/test case:
8.4 Test Execution steps

1.

ii.

Open a web browser and enter the default gateway address (192.168.1.1),
Therefore, enter the username "admin" and password "admin123" in the login
dialog box to check

In PuTTY, enter the ONT's IP address (192.168.1.1) in the "Host Name" field and
set the port to your desired number (e.g., 22 for SSH). Then click "Open" and user
is prompt to enter username “admin” and password “admin123” for login into
the ONT.

iii. On the Wi-Fi quick setting, select Manage Wi-Fi connections.

a. Choose the Wi-Fi network, here it is SSID FTTH-210F, then select Connect.
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b. Verify whether the password is displayed in an encrypted format or in plain
text, after entering the network password 12345678.

iv. Open a web browser and enter the default gateway address (192.168.1.1),
Therefore, enter the username "admin" and password "admin123" in the login
dialog box to login.

a. In the Management setting section, navigate to the user management tab.
Change the password.
b. Verify that password is encrypted format while changing via web access.

v. In PuTTY, enter the ONT's IP address (192.168.1.1) in the "Host Name" field and
set the port to your desired number (e.g., 22 for SSH). Then click "Open" and user
is prompt to enter username “admin” and password “admin123” for login into
the ONT.

a. To change the password of user “admin”, execute the below command.

b. config account password user “admin” oldpasswd “admin123” newpasswd
“admin@123".

c. Verify that password is encrypted format while changing via CLI access.

9) Expected Results for Pass: - The DUT and the operator shall mutually authenticate
each other for every management protocol supported by the DUT

10) Expected format of evidence:_screenshots

11) Test Execution:

11.1 Test Case Number: 01
11.1.1 Test case Name: Password text during login
11.1.2 Test Case Description: The tester verifies if the password is displayed in an
encrypted format while logging.
11.1.3 Execution Steps:
a) Web Access
i. Open a web browser and enter the default gateway address (192.168.1.1),
Therefore, enter the username "admin” and password "admin123" in the login

dialoi box to check - as show in fiﬁure

syRotech

Lets [iber......

VerificationCode |q7gml

[ g7gm1 |

Copyright © Al rights reserved by Syrotech Networks

Figure: Login page of DUT
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b) CLI Access.

i. InPuTTY, enter the ONT's IP address (192.168.1.1) in the "Host Name" field and
set the port to your desired number (e.g., 22 for SSH). Then click "Open" and the
user is prompt to enter username “admin” and password “admin123” for login
into the ONT - as show in figure

ielp information

oot system

ow system information

Figure Login page of DUT via CLI access.

11.1.4 Evidence Provided: The password is obfuscated while login over the web
interface.

Username:

Password:

VerificationCode: | q7gm1

Copyright © All rights reserved by Syrotech Networks

- No password is displayed while login through SSH.
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192.168.1.1 - PuTTY

11.2 Test Case Number: 02
11.2.1 Test case Name: Password text during Wi-Fi connection

11.2.2 Test Case Description: The tester verifies if the password is displayed in an
encrypted format during Wi-Fi connection
11.2.3 Execution Steps:

i. On the Wi-Fi quick setting, select Manage Wi-Fi connections.

Manage Wi-Fi connections

Wi-Fi Bluetocoth Airplane mode
< > < T >
Battery saver Night light Accessibility
o @ -
> @ — — =
= )> so°c P £s3
A, Focuas == =1 = — - = T=ZUSo

- mleob = e
Figure Select Manage Wi-Fi Connection
ii. Choose the Wi-Fi network, here it is SSID FTTH-210F, then select Connect.
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< wiFi -

=Y Labs-24

—> FTTH-210F
Secured

| - | Connect automatically

=& ASUS_2.4G

’r:a Deltaphi Guest

More Wi-Fi settings

L3, FOCUs =I=1 N Q — = =y TZUSt

Figure Connect to FTTH-210F Wi-Fi Connection

iii. Verify whether the password is displayed in an encrypted format or in plain
text, after entering the network password 12345678.
11.2.4 Evidence Provided: No password was displayed during Wi-Fi connection.

<& Wi-Fi o

=& Express WiFi by Facebook

=) FTTH-210F
Secured

Enter the network security key

You can also connect by pushing the button
on the router.

Next Cancel

11.3 Test Case Number: 8.3
11.3.1 Test case Name: Password text during password change
11.3.2 Test Case Description: The tester verifies if the password is displayed in an
encrypted format during password change.
11.3.3 Execution Steps
a) Web Access.
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i. Open a web browser and enter the default gateway address (192.168.1.1),
Therefore, enter the username "admin" and password "admin123" in the
login dialog box to check - as show in figure

Username: ‘ admin

Password: ‘.uuou |

VerificationCode: | q7gm1

Copyright © All rights reserved by Syrotech Networks

Figure Login page of DUT
ii. In the Management setting section, navigate to the user management tab.
Change the current user password - as shown in figure

UserManagement | Device Management | LogFile | Maintain

Access Control -- Password

The password must contain at least 6 characters.

The password must contain at least two of the following combinations :
0-9, a-z, A-Z, Special characters (_/@#$%"*()+=?).

Input Max 16 charactors, then click "Save/Apply” to change password.Note: Password should not contains space.

Username: admin

OldPasswd |-n--c-u ‘
NewPasswd: |IIII.III ‘
ConfirmPasswd:  [eealeecse ]
| save/Apply |

Figure Password Change
iii. Verify that password is encrypted format while changing via web access.

b) CLI Access.

i. In PuTTY, enter the ONT’s IP address (192.168.1.1) in the "Host Name" field
and set the port to your desired number (e.g., 22 for SSH). Then click "Open"
and user is prompt to enter username “admin” and password “admin123” for
login into the ONT.

ii. To change the password of user “admin”, execute the below command.
iii. config account password user “admin” oldpasswd “admin123” newpasswd
“admin@123”

91




Figure Password Change via CLI access.

iv. Verify that password is encrypted format while changing via CLI access.
11.3.4 Evidence Provided: Password is not visible during password change over
web interface.

Device Management Maintain

Access Control -- Password

The password must contain at least 6 characters.

The password must contain at least two of the following combinations :
0-9, a-z, A-Z, Special characters (_/@!- #$%A*()1=?).

Input Max 16 charactors, then click "Save/Apply” to change password.Note: Password should not contains space

Username:
OldPasswd
NewPasswd

ConfirmPasswd

Save/Apply

11.3.5 Test Observations

i. TestCase:01
a. The tester verified that the password is not displayed in plain text format
while login over the web interface.
b. The tester verified that the password is not displayed in plain text while
logging in through CLI. Hence, the test scenario is passed.
ii. Test Case:02
a. The tester verified that the password is not displayed in plain text in Wi-Fi
access. Hence, the test scenario is passed.
iii. Test Case:03
a. The tester verified password security by confirming that passwords were
not displayed in plain text during the web-based change process.
b. The tester verified that the password is displayed in plain text while
password change through CLI access. Hence, the test scenario is failed.
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12 Test Results:

SI. No | Test name Actual Result
1. Password text during login

2. Password text during Wi-Fi connection

3. Password text during password change
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2.2.8 TSTP for Evaluation of Removal of predefined or default
authentication attributes

Optical Network Terminal (ONT) - | ITSAR No: ITSAR403012311 | Clause no:2.2.8
PON family Broadband Equipment
ITSAR

<DUT Details: > GPON-ONT

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name>1.2 Authentication Attribute Management

2. <Security Requirement No & Name: - 2.2.8: Removal of predefined or default
authentication attributes

3. Requirement Description: ONU/ONT may come with predefined (by the vendor,
developer or producer) authentication attributes such as password or cryptographic
keys. ONU/ONT shall remove the predefined / default authentication attributes from
its run-time configuration. Such predefined authentication attributes can be restored
only through factory reset, preferably through operating a physical button.

4. DUT Confirmation Details:
syRotech

[Device Model  |HGU

Device ID |8014A8-F32428014A8000000
Hardware Version|STD-ONU

Software Version 3 102-220505

serial No |RTKG11111111
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=
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Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2 Port(s) Physical LAN1, LAN2
FXS 1 Port(s) Physical FXS
GUI - Man-Machine Syrotech
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5. DUT Configuration: Factory reset the DUT

6. Pre-Condition: Documentation that lists each of the default accounts and also the
path to access the run time configuration

7. Test objective: To verify DUT’s predefined authentication attributed can be disabled
or removed.

8. TestPlan
8.1Test Cases:
8.1.1 Testcase01: removal of predefined account or default authentication attributes
8.1.2 Test case02: Factory reset restoring
8.2 Test-bed setup Diagram:

DUT : Syrotech (SY-GPON-1110-WDONT) PC1

A
Ethernet Connection E]'

——7

F_________

=

r;"_%;’:gm : Link-local IPv6 Address: fe80:6e6b:94b0:a490:8391%10
1921681 IP Address: 192.168.1.2
SSH enabled

0S: Windows 11

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

8.3 Test tool required per scenario/test case: Nil
8.4 Test Execution steps
8.4.1 Test Case 1
i. Initially, Reset the ONT by pressing a physical button.
ii. Accessthe DUT
iii. Now it will prompt to change the password for current logged in user (admin).
iv. The system requires a new password to be set, this indicates that the system
enforces automatic password changes as expected.
v. Now set the new password and access the DUT
vi. Also check the run time configuration to check the presence of the DUT default
credentials
8.4.2 Test Case 2
i. Resetthe DUT
ii. Postreset attempt to access the DUT with default credentials

9. Expected Results for Pass
i. DUT should let the user change the default credentials of the user
ii. Upon reset the default credentials should be restored

10. Expected Format of evidence: screenshots
11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test case Name: removal of predefined account or default authentication
attributes
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11.1.2 Test Case Description: The tester checks that the removal of predefined or
default authentication attributes.
11.1.3 Execution Steps:

i. Initially, Reset the ONT by pressing a physical button.

ii. Now starting the ONT for the first time, to log into the web interface of the
router, open a web browser and enter the default gateway address
(192.168.1.1) in the address bar. Then, enter the username admin and
password Syro@432108$ in the login dialog box.

iii. Now it will prompt to change the password for current logged in user (admin)
- as shown in figure 4.1.6.1.

<« [¢] A\ Notsecure  192.168.1.1/formAdminPSK.asp

Figure No Default password change.

iv. The system requires a new password to be set, this indicates that the system
enforces automatic password changes as expected.

v. Now set the new password as adminl23 and confirm the password then
logout. Login with newly set password - as shown in figure

A\ Notsecure  192.168.1.1

syRetech

Management

Figure No Check login post password change
11.1.4 Evidence Provided: The DUT prompts for a password change after the
initial login following a DUT reset.

c 2\ Notsecure  192.168.1.1/formAdminPSK.asp

1
B

0 A
i

11.2 Test Case Number: 8.2
11.2.1 Test case Name: Factory reset restoring
11.2.2 Test Case Description: The tester verifies that predefined authentication
attributes can be restored only through factory reset.
11.2.3 Execution Steps:
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i. To verify if the DUT accepts default attributes (like default password), navigate
to Management > User management. Provide the old password as admin123
and try to change the password to default password “Syro@43210$” - as shown
in figure

[¢] A Notsecure  192.168.1.1/formAdminPSK.asp

[Logout |

Management‘ SRS ‘- SR ‘ o ‘
J . i [ ——

........

Access Control - Password
The password must contain at least 6 characters

The password must contain at least two of the:

wing combinations:

0-9. a-z A-Z Special characters

#%m (b

Input Mas 16 charactors, then click "Save/Apply” to change password Note: Password should not contains space

Username
OldPasswd

Pryvvres I — O
NewPasswd [ses.
Save/Apply

Figure - Change password from admin123 to Syro@3210%

SO O A& 19216811

Please check your new password again , Do not set this one! |

oK

Figure DUT does not allow to set default password.

ii. To check that the ONT authentication attributes can be restored through factory
reset, Reset the ONT by pressing a physical button.

iii. Post reset, log back into the admin account using predefined authentication
attributes by entering the username as admin and password Syro@43210%$ .-
as shown in figure
Figure- Check default password is recovered/ asked after reset.

11.2.4 Evidence Provided: The predefined authentication attribute (i.e: Default

Password) can be restored only through reset.

c A\ Notsecure  192.168.1.1/formAdminPSK.asp
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i. The DUT does not accept default password when trying to change the
password.

} 3 192.168.1.1

syRotech

Management

Please check your new password again , Do not set this one! |

0K

11.2.5 Test Observations
i. TestCase 01: The DUT enforces a password change postreset on initial login.
Hence the default credentials get changed
ii. Test Case 02: The tester verified that predefined authentication attributes
can be restored only through factory reset.

12. Test Result

ITSAR ONU-ONT No. Test name Actual Result
1. Removal of default credentials
2. Factory reset restoring
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Section 3: Software Security
2.3.1 TSTP for Evaluation of Secure Update

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.3.1
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security

2. <Security Requirement No & Name > 2. 3.1 Secure Update

3. <Requirement Description: > ONU’s/ONT’s system software updates shall be
carried out strictly using the secure cryptographic controls prescribed in Table1 of the
latest document “Cryptographic Controls for Indian Telecom Security Assurance
Requirements (ITSAR)” only. ONU/ONT shall allow updates only if code signing
certificate is valid and not time expired. Software update integrity shall be verified
strictly using the secure cryptographic controls prescribed in Tablel of the latest
document “Cryptographic Controls for Indian Telecom Security Assurance
Requirements (ITSAR)” only.

4. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT
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Status

Device Basic Info

Status Network

DIGISOL

Security

i

Device Info WAN Info Userinfo Voipinfo Remote Manage Info

Device Info

Device model
Device SN
Hardware Version
Firmware Version
PON SN

uptime

CPU Utilisation

Memory Utilisation

DG-GREB21AC

123451CEF03376DE2

4261

V2.1.08-240403

GPONOD376DE2

48 min

0%

33%

Help

Interfaces No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2
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5. DUT Configuration:
i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.

(=] DG-GRE821AC E3 + v - [m]
« C O G hitps//192.168.1.1 & L @ h 5 e P T &
®
DIGISOL
Status Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caalB9e
LAN Port Status
Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Por_1 2079 467487 0 0 2204 636909 0 0
Port_2 784 171280 0 0 608 204454 0 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
(5] | DG-GRe821AC %+ v = m] x
« C O & = 19216811 * @ s+ @Hn S o P T 5 9 =
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
N _ This page configures the access control of common ports on the upstream and downstream directions; If you needto control other ports, please
IP/Port Filtering configure on the page of port filter.
Service-Name LAN VAN Port Remote Host
Common Filtering Telnst 23
Ftp 21
Hitp 30
HTTPS 443
Ping
Submit
or Mobile
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.
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@ aravind@Aravind_V: ~ x +

: $ [curl https://192.168.1.1 —insecure -I

HTTP/1.0 208 OK

Date: Thu, 81 Jan 1970 00:11:50 GMT

Server: Boa/0.93.15

Connection: close

Content-Type: text/html

Content-Length: 2023

Last-Modified: Fri, 09 Dec 2022 05:59:34 GMT
X-Frame—Options: SAMEORIGIN

% |

6. Precondition: OEM should provide document regarding how many modes the DUT
firmware/software can be updated. OEM should provide the firmware/software file
for software update. For negative testcase, tester should have Tampered firmware
image file in the tester machine for software update. To create a tampered firmware
file, open the firmware file in HxD. Replace random values from the hexa-decimal file,
and then save it as a new file (Tampered_firmware.tar). This will tamper with the
integrity of the file.

@ New T Sert = View

A Home Mame Date modified Type Size

| Gallery Today

il Tampered_firmware 16-06-2024 13:18 Compressed Archi.. 12,440 KB
M Desktop
- Downloads
] Documents
P9 Pictures

£ Music

3 Videos

7. Test Objective: To verify that DUT have mechanism that validates the software
package integrity based on digital signature during installation/update stage

8. Test Plan:
8.1 Number of Test Case Scenarios: 4
8.1.1 Test case01: Verify that the network product enforces secure software updates
based on signed certificates and code integrity verification for correct firmware.
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8.1.2 Test case02: Verify that the code signing certificate associated with the update
package is valid and not expired.

8.1.3 Test case03: Verify that the network product enforces secure software updates
based on signed certificates and code integrity verification for tampered
software.

8.1.4 Test case04: Verify that a low-privilege user cannot perform update/upgrade
actions.

8.2 Test Setup Diagram

DUT : Digisol ONT PC1

y

el' Ethernet Connection

/

Port: LAN 2 0S: Windows 11

IPv4: 192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: HxD, Web browser (For access GUI of DUT)
8.4 Test Execution Steps
8.4.1 Test case01: Verify that the network product enforces secure software
updates based on signed certificates and code integrity verification for correct
firmware.

i. To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username as admin and password is admin123 in the login dialog box.

ii. Navigate to Management > Device Manage > Update Image.

iii. To browse the firmware image to Update, click on the “Browse” button and select
the firmware to Update and click on “Update”.

iv. The Update process will start, and the DUT will be automatically rebooted post
Update.

o Note: Before initiating the software update process, the DUT performs integrity

check, but the same is not visible and hence cannot be verified by the tester. Hence,
OEM documentation is required to explain the details clarifying the Digital
Certificate used for authenticity and hashing mechanism used for integrity
verification by the DUT.

8.4.2 Test case02: Verify that the code signing certificate associated with the update
package is valid and not expired.

o Note: The ONT does not provide access to viewing the code signing certificate

associated with the update package. Hence, OEM documentation is required

explaining the code signing certificate used for the specific DUT and its firmware.

a) Access the ONT Management Interface:
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i.Connect to the ONT:
o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi.
ii. Open a Web Browser:
o Open a web browser and enter the ONT's management IP address (e.g.,
http://192.168.1.1).
iii.Log In:
o Enter the login credentials. The default username and password are often
provided in the ONT's manual or on the device itself.

b) Navigate to the Firmware or Software Update Section:

i. Locate the Firmware Section:

o Once logged in, navigate to the section related to firmware updates. This is
often found under "System", "Administration”, "Maintenance", or a similar
menu.

ii.View Current Firmware:
o In the firmware section, you should see the currently installed firmware

version and details about its digital signature.

c) View the Code Signing Certificate:
i. View Digital Signature Details:

o Look for options like "Signature"”, "Certificate", "Details", or "Verify" related to
the firmware. These options will display the digital signature and certificate
information.

ii.Check Certificate Information:

o Click on the details to view the issuer, subject, validity period, and other

relevant details of the code signing certificate.

8.4.3 Test Case02: Verify that the network product enforces secure software updates
based on signed certificates and code integrity verification for tampered
software.

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username admin, password admin@123 and verification code in the login
dialog box.

ii. Checking the hash of the tampered firmware (Tampered firmware) using

PowerShell by executing the following command.
iii. Get-FileHash LoadDef HG323DACv2_all_vV2.1.08-240403_Digisolver.tar
iv. Get-FileHash Tampered_firmware.tar

v. To enable maintain mode, navigate to management > maintain and click End

maintain.

vi. Then navigate to Update image > browser > upload the tampered file

(Tampered_firmware.tar) and click Update.
vii. Wait until the ONT reboots.
o Note: Before initiating the software update process, the DUT performs integrity

check, but the same is not visible and hence cannot be verified by the tester.
Hence, OEM documentation is required to explain the details clarifying the
Digital Certificate used for authenticity and hashing mechanism used for
integrity verification by the DUT.
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8.4.4 Verify that a low-privilege user cannot perform update/upgrade actions.

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username user, password user@123 and verification code in the login dialog box.

ii. Navigate to management > device manage.

iii. Verify that the low-privilege user cannot perform update or upgrade actions.

9. Expected Results for Pass: Software package integrity shall be validated using
cryptographic means, e.g. Digital certificate (digital signature) in the
installation/upgrade stage. Tampered software shall not be executed or installed if
integrity check fails. Only authorized person, can able to do software update.

10. Expected Format of Evidence: Screenshots of terminal

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Description: The tester verifies that the secure software updates

based on signed certificates and code integrity verification for correct
firmware.
11.1.2 Execution Steps:

i. To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username as admin and password is admin123 in the login dialog box.

ii. Navigate to Status and check the software version

#) Getting Started % New Tab

DIGISOL o

Status Status Network Security Application Management Diagnostics Help
Device Info WANInfo Userinfo Voipinfo Remote Manage Info

Device Basic Info Device Info

Device model DG-GRES21AC
Device SN 123451CEFO3376DE2
Hardware Version 42E1

Firmware Version V2.1.08-240403

PON SN GPONOO3TEDE2
Uptime 46 min

CPU tilisation 0%

Memory Utilisation 33%

iii. Navigate to Management-> Device Manage -> Upgrade Image.
iv. To browse the firmware image to Update, click on the “Browse” button and select
the firmware to Update and click on “Update”.
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- > C A 192.168.1.1

®
DIGISOL
Status Network Securi Application Diagnostics Hel
Management &7 EE g g B

User Manage Log File Maintain
Commit/Reboot Upgrade Image 2

This page allo arade the firmware to the newer version. Please note that do not power off the device during the upload because this make

Timely Reboot

‘l Browse.. |LuanDeLHea2anAcv27:|va....s-zamnaimgusulveru).t:r |<-°
°—> Upgrade Image

Reset
Load Default
Config File L
Firmware update initiation.

v. The Update process will start, and the DUT will be automatically rebooted post
Update.
vi. Navigate to Status and check the software version for whether software update
is done or not.
o Note: Before initiating the software update process, the DUT performs integrity

check, but the same is not visible and hence cannot be verified by the tester.
Hence, OEM documentation is required explaining the details clarifying the
Digital Certificate used for authenticity and hashing mechanism used for
integrity verification by DUT.

11.2 Test Case Number: 02
11.2.1 Test Case Description: Verify that the code signing certificate associated
with the update package is valid and not expired.
11.2.2 Execution Steps:

o Note: The ONT does not provide access to viewing the code signing certificate
associated with the update package. Hence, OEM documentation is required
explaining the code signing certificate used for the specific DUT and its firmware.

a) Access the ONT Management Interface:

i.Connect to the ONT:

o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi.

ii. Open a Web Browser:

o Open a web browser and enter the ONT's management IP address (e.g.,
http://192.168.1.1).

iii. Log In:

o Enter the login credentials. The default username and password are often
provided in the ONT's manual or on the device itself.

b) Navigate to the Firmware or Software Update Section:

i. Locate the Firmware Section:

o Once logged in, navigate to the section related to firmware updates. This is
often found under "System", "Administration”, "Maintenance", or a similar
menu.

ii. View Current Firmware:
o In the firmware section, you should see the currently installed firmware

version and details about its digital signature.
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c) View the Code Signing Certificate:

i. View Digital Signature Details:

o Look for options like "Signature"”, "Certificate", "Details", or "Verify" related to
the firmware. These options will display the digital signature and certificate
information.

ii. Check Certificate Information:

o Click on the details to view the issuer, subject, validity period, and other

relevant details of the code signing certificate.

11.3 Test Case Number: 03
11.3.1 Test Case Description: The tester checks that the network product enforces

secure software updates based on signed certificates and code integrity
verification for tampered software.

11.3.2 Execution Steps: To log into the web interface of the router, open a web
browser and enter the default gateway address (192.168.1.1) in the address
bar. Then, enter the username admin, password admin@123 and
verification code in the login dialog box.

(5] | DG-GREB2IAC X |+ N - ] ped

« @ O 8 & 0 192.168.1.1/admin/login.asp s L @0 S o T & =

Username:

D I G I s 0 L® Password: Im-

yB6nw  (FETEEEEEED

()

Contact Toll Free No 1800 209 3444 or mail to helpdesk@digisol.com for Technical Assistance

Given username, password and verification code on login page.
i. Checking the hash of the tampered firmware (Tampered_firmware) using
PowerShell by executing the following command
ii. Get-FileHash LoadDef HG323DACv2_all_vV2.1.08-240403_Digisolver.tar

iii. Get-FileHash Tampered_firmware.tar

108




Windows PowerShell

S C:\Users\Aravin > Get-FileHash |LoadDef_H

hm Hash

6 DC5ELF 5U6DTTDEB11664B8AAFDBCA EU17EALFED611UBEE

S C:\Users\Aravin .3> Get-FileHash Tampered_firmware.tar

hm Hash

LT7AAGAGTUELILSFE

S C:\Users\Aravin

Compare tampered hash value with download option.
iv. To enable maintain mode, navigate to management > maintain and click End

maintain.
(5] | DG-GRe82IAC X | + ~ - m] pe
« G O/ &= 19216811 * @ L @ H S @ B T B =
® —
DIGISOL —
Status Network Security Application Diagnostics Help
Management
User Manage Device Manage Log File
Maintain Upload when End Maintain
Click 'End MainTain’ system will automatically upload new data to server.

Enable maintain mode before update firmware.
v. Then navigate to Update image > browser > upload the tampered file
(Tampered_firmware.tar) and click Update - as shown in figure Wait until the

ONT reboots.
(5]  DG-GREE21AC x | + v = m] ®
<« C O 8 s® 19216811 * L on S @ PM T & =

@ 19216811

Do you really want to upgrade the firmware?

==

Upload the tampered firmware file.
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5] | DG-GREBIAC X |+ ~ = m} b

<« C O 8 &= 1921681 * L @on S o PN T % =
® —
DIGISOL ot
STt Status Network Security  Application Management Diagnostics  Help

User Manage Device Manage LogFile Maintain

Commit/Reboot
Upgrade firmware failed!(invalid file)

Timely Reboot The System is Restarting ...
Close the Configuration window and wait for a minute before reopening your web browser. If
Upgrade Image necessary, reconfigure your IP address to match your new configuration.
Load Default
Config File
Reboot the ONT.

o Note: Before initiating the software update process, the DUT performs integrity
check, but the same is not visible and hence cannot be verified by the tester.
Hence, OEM documentation is required to explain the details clarifying the
Digital Certificate used for authenticity and hashing mechanism used for
integrity verification by the DUT

11.4 Test Case Number: 04
11.4.1 Test Case Description: The tester should add a test case to verify that an low-
privilege user cannot perform update/upgrade actions.
11.4.2 Execution Steps:

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username user, password user@123 and verification code in the login dialog
box.

[S] DG-GREB21AC * + o S

< C O 8 &= 192168.1.1/admin/login.as HYy 9 @ 6 S & Pu @ r & o @ =

DIGISOL

Contact Tall Free No 1800 209 3444 or mail to helpdesk@digisol.com for Technical Assistance

low privilege user login
ii. Navigate to management > device manage
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(=] | DG-GRe821AC X |+ v

Commit/Reboot
This page is used to commit changes to system memaory and reboot your system

Timely Reboot
Commit and Reboot: Commit and Reboat

<« G O 8 & 19216814 Yy 9 e N S e P ™ T &
®
DIGISOL
Status Network Securi Hel
Management T == v g P
Commit and Reboot

iii. verify low privilege cannot perform update/upgrade.
iv. Verify that the low-privilege user cannot perform update or upgrade actions.

11.4.3 Test Observation:
i. Test case01:

e The DUT successfully does checks and updates the DUT firmware but the
integrity check, hashing mechanism and digital certificates are not visible to
check the security controls of the mechanisms used.

« For this OEM documentation is required. Hence the testcase is “Not Tested.”

ii. Test case02: Hence the testcase is “Not Tested.”

iili. Test case03: The DUT successfully does checks and rejects the tampered DUT
firmware but the integrity check, hashing mechanism and digital certificates are not
visible to verify the security controls of the mechanisms used. For this OEM
documentation is required. Hence the testcase is “Not Tested”

iv. Test case04: A low-privilege user does not have the option to perform updates or
upgrades. Hence the testcase is Pass.

12. Test Case Result:

S.No TEST CASE NAME | PASS/FAIL | Remarks
1 01
2 02
3 03
4 04
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2.3.2 TSTP for Evaluation of Secure Upgrade

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.3.2
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security
2. <Security Requirement No & Name > 2.3.2 Secure Upgrade
3. <Requirement Description: >

(i) ONU/ONT Software package integrity shall be validated in the installation and
upgrade stages strictly using the secure cryptographic controls prescribed in Table1
of the latest document “Cryptographic Controls for Indian Telecom Security
Assurance Requirements (ITSAR)” only.

(ii) ONU/ONT shall allow upgrades only if code signing certificate is valid and not time
expired. To this end, the ONU/ONT shall have a list of public keys or certificates of
authorized software sources, and uses the keys to verify that the software upgrade
is originated from only these sources.

(iii) Tampered software shall not be executed or installed if integrity check fails.

(iv) ONU’s/ONT’s software upgrades shall be carried out strictly using the secure
cryptographic controls prescribed in Tablel of the latest document “Cryptographic
Controls for Indian Telecom Security Assurance Requirements (ITSAR)” only.

(v) A security mechanism is required to guarantee that only authorized individuals can
initiate and deploy a software upgrade.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.3.5]

4. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT
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Status

Device Basic Info

Status Network

DIGISOL

Security

Device Info WANInfo Userinfo Voipinfo Remote Manage Info

Device Info

Device model
Device SN
Hardware Version
Firmware Version
PON SIN

Uptime

CPU Utilisation

Memory Utilisation

DG-GREB21AC

123451CEF03376DE2

4261

V2.1.08-240403

GPONOD376DE2

48 min

0%

33%

Interfaces No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2
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5. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.

5] | DG-GReZIAC X |+ ~ =
« C O & httpsy/192.168.1.1 bas Y on S e 8 T 5
®
DIGISOL
. Status Network Security Application Management Diagnostics  Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caa069e
LAN Port Status
Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 536909 0 0
Port_2 784 171280 0 0 608 204454 0 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
(5] | DG-GRG821AC x4+ ~ - O
« C QO & = 19216811 * L @n S @ & T &
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
. N This page configures the access control of common ports on the upstream and downstream directions; If you need to control other poris, please
IP/Port Filtering canfigure on the page of part ilter
Service-Name LAN WAN Port Remote Host
Commeon Filtering Telnet e
Fip 21
Hitp 80
HTTPS 443
Ping
Submit
Web for Mobile

iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.
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&) aravind@Aravind_V: ~ x +

:$ |curl https://192.168.1.1 —insecure -1

HTTP/1.0 288 OK

Date: Thu, 81 Jan 1970 00:11:50 GMT

Server: Boa/0.93.15

Connection: close

Content-Type: text/html

Content-Length: 2023

Last-Modified: Fri, €9 Dec 2022 05:59:34 GMT
X-Frame—Options: SAMEORIGIN

o 3l

6. Precondition:

i. OEM should provide document regarding how many modes the DUT
firmware/software can be upgraded.

ii. OEM should provide the firmware/software file for software upgrade

iii. For negative testcase, tester should have Tampered firmware image file in the tester
machine for software upgrade

iv. To create a tampered firmware file, open the firmware file in HxD. Replace random
values from the hexa-decimal file, and then save it as a new file
(Tampered_firmware.tar). This will tamper with the integrity of the file.

e oo &

Save the tampered file as Tampered_firmware.tar

@ New N Sort = View

A Home Name Date modified Tpe Size

A Gallery Today

4 Tompered_firmware 6-06-2024 1318 Compressed Archi.. 2,440KB
B Desktop
- Downloads
J Documents
A Pictures

6 Music

3 Videos

7. Test Objective: To verify that DUT have mechanism that validates the software
package integrity based on digital signature during installation/upgrade stage
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8. Test Plan:
8.1 Number of Test Case Scenarios: 4

8.1.1 Test case01: Verify that the network product enforces secure software upgrades
based on signed certificates and code integrity verification for correct firmware.

8.1.2 Test case02: Verify that the code signing certificate associated with the upgrade
package is valid and not expired.

8.1.3 Test case03: Verify that the network product enforces secure software upgrades
based on signed certificates and code integrity verification for tampered
software.

8.1.4 Test case04: Verify that a low-privilege user cannot perform upgrade/upgrade
actions.

8.2 Test Setup Diagram

DUT : Digisol ONT PC1

7

el' Ethernet Connection

"

Port: LAN 2 0S: Windows 11
IPv4:192.168.11 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: HxD, Web browser (For access GUI of DUT)
8.4 Test Execution Steps
8.4.1 Test case:01 Verify that the network product enforces secure software upgrades
based on signed certificates and code integrity verification for correct firmware.

i. To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username as admin and password is admin123 in the login dialog box.

ii. Navigate to Management > Device Manage > Upgrade Image.

iii. To browse the firmware image to Upgrade, click on the “Browse” button and
select the firmware to Upgrade and click on “Upgrade”.

iv. The Upgrade process will start, and the DUT will be automatically rebooted post
Upgrade.

» Note: Before initiating the software upgrade process, the DUT performs integrity

check, but the same is not visible and hence cannot be verified by the tester. Hence,
OEM documentation is required to explain the details clarifying the Digital
Certificate used for authenticity and hashing mechanism used for integrity
verification by the DUT.
8.4.2 Test case 02: Verify that the code signing certificate associated with the upgrade
package is valid and not expired.
> Note: The ONT does not provide access to viewing the code signing certificate
associated with the upgrade package. Hence, OEM documentation is required
explaining the code signing certificate used for the specific DUT and its firmware.
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» Sample steps
(A) Access the ONT Management Interface:

1. Connect to the ONT:
o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi.
2. Open a Web Browser:
oOpen a web browser and enter the ONT's management IP address (e.g,
http://192.168.1.1).
3. Log In:
oEnter the login credentials. The default username and password are often
provided in the ONT's manual or on the device itself.

(B) Navigate to the Firmware or Software Upgrade Section:

1. Locate the Firmware Section:
oOnce logged in, navigate to the section related to firmware upgrades. This is
often found under "System", "Administration”, "Maintenance", or a similar
menu.
2. View Current Firmware:
oIn the firmware section, you should see the currently installed firmware version

and details about its digital signature.

(C) View the Code Signing Certificate:

1. View Digital Signature Details:
oLook for options like "Signature”, "Certificate", "Details"”, or "Verify" related to
the firmware. These options will display the digital signature and certificate
information.
2. Check Certificate Information:
o Click on the details to view the issuer, subject, validity period, and other relevant
details of the code signing certificate.

8.4.3 Test case03: Verify that the network product enforces secure software upgrades
based on signed certificates and code integrity verification for tampered
software.

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username admin, password admin@123 and verification code in the login dialog
box.

ii. Checking the hash of the tampered firmware (Tampered firmware) using
PowerShell by executing the following command.
a.Get-File Hash LoadDef HG323DACv2_all_V2.1.08-240403_Digisolver.tar
b.Get-FileHash Tampered_firmware.tar

iii. To enable maintain mode, navigate to management > maintain and click End
maintain.

iv. Then navigate to Upgrade image > browser > upload the tampered file
(Tampered_firmware.tar) and click Upgrade.

v. Wait until the ONT reboots.
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» Note: Before initiating the software upgrade process, the DUT performs integrity
check, but the same is not visible and hence cannot be verified by the tester. Hence,
OEM documentation is required to explain the details clarifying the Digital
Certificate used for authenticity and hashing mechanism used for integrity
verification by the DUT.

8.4.4 Test case04: verify that a low-privilege user cannot perform upgrade/upgrade
actions.

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username user, password user@123 and verification code in the login dialog box.

ii. Navigate to management > device manage.

iii. Verify that the low-privilege user cannot perform upgrade or upgrade actions.

9. Expected Results for Pass: Software package integrity shall be validated using
cryptographic means, e.g. Digital certificate (digital signature) in the
installation/upgrade stage. Tampered software shall not be executed or installed if
integrity check fails. Only authorized person, can able to do software upgrade.

10. Expected Format of Evidence: Screenshots of GUI, log

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Description: The tester verifies that the secure software upgrades

based on signed certificates and code integrity verification for correct
firmware.
11.1.2 Execution Steps:

i. To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username as admin and password is admin123 in the login dialog box.

ii. Navigate to Status and check the software version

1

9 Getting Started  #) New Tab

DIGISOL -

Status Network Security Application Management Diagnostics Help
Device info WANInfo Userinfo Voipinfo Remote Manage Info

Status

Device Basic Info Device Info

Device model DG-GRES21AC
Device SN 123451CEF03376DE2
Hardware Version 42E1

Firmware Version V2.1.08-240403

PON SIN GPONOO3TEDE2
Uptime 46 min

CPU Utilisation 0%

Memory Utilisation 33%

iii. Navigate to Management-> Device Manage -> Upgrade Image.
iv. To browse the firmware image to Upgrade, click on the “Browse” button and
select the firmware to Upgrade and click on “Upgrade” - as shown in figure
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P2 C O & 19216811

®
DIGISOL
Status Network Securi Application Diagnostics Hel
Management 37 LD g g >

User Manage Log File  Maintain
Commit/Reboot Upgrade Image 2

This page allows you upgrade the firmware to the newer version. Please note that do not power off the device during the upload because this make
ne sys able

Timely Reboot

‘IBrowse. |'_uiuDELHGHGDACVZJILVZ....ﬂ-undu:ﬁiniglsulveri1].tir|<——°
°—> Upgrade Image

Reset
Load Default
Config File g
Firmware upgrade initiation.

v. The Upgrade process will start, and the DUT will be automatically rebooted post
Upgrade.
vi. Navigate to Status and check the software version for whether software upgrade
is done or not
» Note: Before initiating the software upgrade process, the DUT performs integrity

check, but the same is not visible and hence cannot be verified by the tester. Hence,
OEM documentation is required explaining the details clarifying the Digital
Certificate used for authenticity and hashing mechanism used for integrity
verification by DUT.

11.2 Test Case Number: 02

11.2.1 Test Case Description: Verify that the code signing certificate associated

with the upgrade package is valid and not expired.

11.2.2 Execution Steps:

» Note: The ONT does not provide access to viewing the code signing certificate
associated with the upgrade package. Hence, OEM documentation is required
explaining the code signing certificate used for the specific DUT and its firmware.

1.Access the ONT Management Interface:
a) Connect to the ONT:
o Ensure your computer is connected to the ONT via Ethernet or Wi-Fi.
b) Open a Web Browser:
o Open a web browser and enter the ONT's management IP address (e.g.,
http://192.168.1.1).
c) LoglIn:
o Enter the login credentials. The default username and password are often
provided in the ONT's manual or on the device itself.

2. Navigate to the Firmware or Software Upgrade Section:

a) Locate the Firmware Section:
o Once logged in, navigate to the section related to firmware upgrades. This is
often found under "System", "Administration”, "Maintenance", or a similar
menu.

b) View Current Firmware:
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o In the firmware section, you should see the currently installed firmware
version and details about its digital signature.

3. View the Code Signing Certificate:
a) View Digital Signature Details:

o Look for options like "Signature"”, "Certificate", "Details", or "Verify" related
to the firmware. These options will display the digital signature and
certificate information.

b) Check Certificate Information:

o Click on the details to view the issuer, subject, validity period, and other

relevant details of the code signing certificate.

11.3 Test Case Number: 03

11.3.1 Test Case Description: The tester checks that the network product enforces secure
software upgrades based on signed certificates and code integrity verification for
tampered software.

11.3.2 Execution Steps: To log into the web interface of the router, open a web browser and
enter the default gateway address (192.168.1.1) in the address bar. Then, enter the
username admin, password admin@123 and verification code in the login dialog
box as shown in figure

= DG-GRE821AC % + ~ - a pe

& @ O ® = o~ 192.168.1.1/admin/login.asp ] Yy @ fH =

Username: |WECTTIE

D I G I s D L@ Password: lm-

y8orw (R

)

Contact Toll Free No 1800 209 3444 or mail to helpdesk@digisol.com for Technical Assistance

Figure: given username, password and verification code on login page.
i. Checking the hash of the tampered firmware (Tampered firmware) using
PowerShell by executing the following command- as shown in the figure
ii. Get-FileHash LoadDef HG323DACv2_all_V2.1.08-240403_Digisolver.tar

iii. Get-FileHash Tampered_firmware.tar
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Windows PowerShell

AEU1TEALIFED611LUBEE

> Get-FileHash Tampered_firmware.tar

O7UE1USFE

Figure - Compare tampered hash value with download option
iv. To enable maintain mode, navigate to management > maintain and click End

maintain as shown in the figure

(5] | DG-GREB21AC x| + ~

ean So®®.L T

*
® [
DIGISOL o
Management St Network Security  Application Diagnostics  Help

User Manage Device Manage Log File

&

<« C O 8 == 192168.1.1

Maintain Upload when End Maintain

Click ‘End MainTain" ,system will automatically upload new data to server.

End Maintain

Figure: Enable maintain mode before upgrade firmware.
v. Then navigate to Upgrade image > browser > upload the tampered file
(Tampered_firmware.tar) and click Upgrade - as shown in figure

(5] DG-GR6E2IAC x |+ ~ = u] %

<« G O & == 19216811 * 9 L @8 S @ &8 TS

@ 19216811

Do you really want to upgrade the firmware?

Caneel

Figure- Upload the tampered firmware file.
vi. Wait until the ONT reboots - as shown in figure
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[ | DG-GReSIAC X |+ ~ = m} b

<« C O R’ = 19216811 * L on S e $H T % =
® —
DIGISOL o
MGt Status Network Security Application Management Diagnostics  Help

User Manage Device Manage LogFile Maintain

Commit/Reboot
Upgrade firmware failed!(invalid file)

Timely Reboot The System is Restarting ...
Close the Configuration window and wait for a minute before reopening your web browser. If
Upgrade Image necessary, reconfigure your IP address to match your new configuration.
Load Default
Config File

Figure - Reboot the ONT.

» Note: Before initiating the software upgrade process, the DUT performs integrity
check, but the same is not visible and hence cannot be verified by the tester. Hence,
OEM documentation is required to explain the details clarifying the Digital
Certificate used for authenticity and hashing mechanism used for integrity
verification by the DUT.

11.4 Test Case Number: 04
11.4.1 TestCase Description: The tester should add a test case to verify that an low-privilege
user cannot perform upgrade/upgrade actions.
11.4.2 Execution Steps:

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username user, password user@123 and verification code in the login dialog
box - as shown in figure

& | o 21ac x|+ o

< C O 8 &= 152168.1.1/adminfloginass 2 9 @ H F e o R’ T % @ & =

DIGISOL

Contact Toll Free No 1800 209 3444 or mail to helpdesk@digisol com for Technical Assistance

figure -low privilege user login
ii. Navigate to management > device manage - as shown in figure
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[=] DG-GR6821AC x + ~ - [=]

I x

<« C O 8 == 19216811 HIEECENORIEE S B ros o
®
DIGISOL
status Network Securi Hel
Management I veregement | P
Commit and Reboot

Commit/Reboot
This page is used to commit changes te system memory and reboet your system,

Timely Reboot

Commit and Reboot: Commitand Reboot

figure -verify low privilege cannot perform upgrade/upgrade.
iii. Verify that the low-privilege user cannot perform upgrade or upgrade actions.

11.4.3 Test Observation:

i. Test case03: The DUT successfully does checks and rejects the tampered DUT
firmware but the integrity check, hashing mechanism and digital certificates are
not visible to verify the security controls of the mechanisms used.

For this OEM documentation is required. Hence the testcase is “Not Tested”

ii. Testcase04: A low-privilege user does not have the option to perform upgrades
or upgrades. Hence the testcase is Pass.

13Test Case Result:
S.No TEST CASE NAME PASS/FAIL Remarks
1
2
3
4
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2.3.3 TSTP for Evaluation of Source code security assurance

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.3.3
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DEB116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 3: Software Security
2) <Security Requirement No & Name > 2.3.3 Source code security assurance
3) <Requirement Description: >

a) Vendor should follow best security practices including secure coding for software
development. Source code shall be offered to designated TSTP for source code
review. It may be supported by furnishing the Software Test Document (STD).

b) Also, Vendor shall submit the undertaking as below: (i) Industry standard best
practices of secure coding have been followed during the entire software
development life cycle of the ONT/ONU software, which includes vendor developed
code, third party software and open-source code libraries used/embedded in the
ONT/ONU. (ii) The ONT/ONU software is free from CWE top 25 & OWASP top 10
security weaknesses on the date of offer of ONT/ONU to designated TSTP for testing.
For other security weaknesses, OEM shall give mitigation plan. (iii) The binaries for
ONT/ONU and upgrades/updates thereafter generated from the source code are
free from all known security vulnerabilities stated in bullet (ii) above.

4) DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT
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Status

Device Basic Info

DIGISOL

Status Network Security

Device Info WANInfo Userinfo Voipinfo Remote Manage Info

Device Info

Device model
Device SN
Hardware Version
Firmware Version
PON SIN

Uptime

CPU Utilisation

Memory Utilisation

DG-GREB21AC

123451CEF03376DE2

4261

V2.1.08-240403

GPONOD376DE2

48 min

0%

33%

Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2
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5) DUT Configuration: Load the source code into tester’s machine for source code
analysis.

6) Precondition:
i. OEM should provide undertaking as per the ITSAR requirement.
ii.OEM should provide source code of DUT software along with STD (Software Test
Document) document.

7) Test Objective: To verify that the DUT software is free from recently published CWE
top 25(SANS) & OWASP top 10 security weaknesses and very high CWE technical
impacts (CWSS) related weaknesses.

8) Test Plan:
8.1 Number of Test Case Scenarios: 2

8.1.1 Test case01: Verify that the OEM undertaking provided for DUT software is as
per the ITSAR requirement.

8.1.2 Test case 02: Verify that DUT software doesn’t have any OWASP top 10(latest),
SANS top 25(latest) and very high CWE technical impacts (CWSS) related
weaknesses with the support of STD

8.2 Test Setup Diagram: - NA

8.3 Tools Used A suitable source code analysis tool having support for the
programming language of the source code & having capabilities to detect
vulnerabilities as per the requirement clause.

8.4 Test Execution Steps

8.4.1 Test case01: Verify that the OEM undertaking provided for DUT software is as
per the ITSAR requirement. Verify that the OEM given undertaking, as per the
following paragraph

(i) Industry standard best practices of secure coding have been followed during the

entire software development life cycle of the ONT/ONU software, which includes
vendor developed code, third party software and open-source code libraries
used/embedded in the ONT/ONU. (ii) The ONT/ONU software is free from CWE
top 25 & OWASP top 10 security weaknesses on the date of offer of ONT/ONU to
designated TSTP for testing. For other security weaknesses, OEM shall give
mitigation plan. (iii) The binaries for ONT/ONU and upgrades/updates thereafter
generated from the source code are free from all known security vulnerabilities
stated in bullet (ii) above.

8.4.2 Test case02: Verify that DUT software doesn’t have any OWASP top 10(latest),
SANS top 25(latest) and very high CWE technical impacts (CWSS) related
weaknesses with the support of STD

i. Configure the source code analysis tool as per DUT software code bases.

ii. Perform source code analysis on source code of DUT software
iii. Generate report as per the ITSAR standard (OWASP top 10, SANS Top 25 and
very high CWE)
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9) Expected Results for Pass:

i.  The OEM undertaking as per the ITSAR requirement
ii.  The Source code analysis report shows the DUT software free from OWASP top
10, SANS Top 25 and very high CWE

10)Expected Format of Evidence: Screenshots of Tool configuration, STD report

11)Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Description: The tester verifies that the OEM submitted

undertaking as per ITSAR requirement.
11.1.2 Execution Steps: Verify that the OEM given undertaking, as per the following
paragraph

(i) Industry standard best practices of secure coding have been followed during
the entire software development life cycle of the ONT/ONU software, which
includes vendor developed code, third party software and open-source code
libraries used/embedded in the ONT/ONU.

(ii) The ONT/ONU software is free from CWE top 25 & OWASP top 10 security
weaknesses on the date of offer of ONT/ONU to designated TSTP for testing. For
other security weaknesses, OEM shall give mitigation plan.

(iii) The binaries for ONT/ONU and upgrades/updates thereafter generated from
the source code are free from all known security vulnerabilities stated in bullet
(ii) above.

11.2 Test Case Number: 02
11.2.1 Test Case Description: Verify that DUT software doesn’t have any OWASP top
10(latest), SANS top 25(latest) and very high CWE technical impacts (CWSS)
related weaknesses with the support of STD.
11.2.2 Execution Steps:
i. Configure the source code analysis tool as per DUT software code bases.

ii. Perform source code analysis on source code of DUT software
iii. Generate report as per the ITSAR standard (OWASP top 10, SANS Top 25 and
very high CWE)
iv. Compare TSTP report with OEM STD document.
11.2.3 Test Observation: Not Tested

12)Test Case Result:
S.No TEST CASE NAME PASS/FAIL Remarks
1 Not Tested
2 Not Tested
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2.3.4 TSTP for Evaluation of Known Malware and backdoor Check

Optical Network Terminal (ONT)-PON
family Broadband Equipment ITSAR

ITSAR

ITSAR403012311

No: | Clause no:2.3.4

<DUT Details: > DIGISOL DG-GR6821AC

<DUT Software Version:> V2.1.08-240403
<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF

DOCA4F823AEAE417EA1F8D6114B8E
<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 3: Software Security

2) <Security Requirement No & Name > 3.4 Known Malware and backdoor Check

3) <Requirement Description: > Vendor shall submit an undertaking stating that
ONU/ONT is free from all known malware and backdoors as on the date of offer to
the TSTP for testing and shall submit Malware test document (MTD).

4) DUT Confirmation Details:

i. Use the command line/GUI interface to get details of the machine on which test is

conducted.

ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT

© S50 O & 19216811

) Import bookmarks.. # Getting Started  #3 New Tab

Status
Device Info  WAN Info

Device Basic Info Pevice Info

Device model
Device SN
Hardware Version
Firmware Version
PON SN

Uptime

CPU Utilisation

Memory Utilisation

DIGISOL o

Status Network Security

Userinfo VoipInfo Remote Manage Info

Application Management Diagnostics Help

DG-GRB821AC
123451CEF03376DE2
42E1
V2.1.08-240403
GPONODITEDEZ

28 min

0%

33%
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Interfaces No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5) DUT Configuration: NA

6) Precondition:

¢ OEM should provide undertaking as per the ITSAR requirement.
¢ OEM should provide malware test document (MTD) of DUT software.

7) Test Objective: To verify that there is no malware present on the DUT from date of

testing

8) TestPlan:
8.1 Number of Test Case Scenarios: 2
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8.1.1 Test case 01: Verify that the OEM undertaking provided for DUT software is as
per the ITSAR requirement.
8.1.2 Test case 02: Verify that DUT software doesn’t have any known malware based
on MTD
8.2 Test Setup Diagram: - Based on OEM MTD testing
8.3 Tools Used: A suitable tool with malware database updated regularly
8.4 Test Execution Steps
8.4.1 Test caseO1:
i. Verify that the OEM undertaking provided for DUT software is as per the ITSAR
requirement.
ii. Verify that the OEM given undertaking, as per the following para,
iii. We are undertaking that ONU/ONT (DUT name with software version) is free
from all known malware and backdoors as on the date.

8.4.2 Test case 02: Verify that DUT software doesn’t have any known malware based
on MTD
i. Check the malware database updated date and malware scan date will be same
or not (based on MTD)
ii. Check malware scan directory coverage (what are the directories covered inside
in the DUT software).
iii. Check there is no known malware present on the DUT based on MTD

9) Expected Results for Pass:

i.  The OEM undertaking as per the ITSAR requirement
ii.  The MTD report showing there is no malware present on the DUT.

10) Expected Format of Evidence: Screenshots of Tool configuration, MTD Report

11) Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: 8.1.1

11.1.2. Test Case Description: The tester verifies that the OEM submitted
undertaking as per ITSAR requirement.

11.1.3. Execution Steps: Verify that the OEM given undertaking, as per the following
paragraph, We are undertaking that ONU/ONT (DUT name with software version)
is free from all known malware and backdoors as on the date.

11.2 Test Case Number: 02
11.2.1.Test Case Name: 8.1.2
11.2.2.Test Case Description: Verify that DUT software doesn’t have any known
malware based on MTD
11.2.3.Execution Steps:
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i. Check the malware database updated date and malware scan date will be same
or not (based on MTD)
ii. Check malware scan directory coverage (what are the directories covered inside
in the DUT software).
iii. Check there is no known malware present on the DUT based on MTD

11.2.4.Test Observation: Not Tested

12) Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1 Not Tested
2 8.1.2 Not Tested
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2.3.5 TSTP for Evaluation of No Unused software

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.3.5
family Broadband Equipment ITSAR

<DUT Details: > Syrotech SY-GPON-1110-WDONT (HGU)
<DUT Software Version:> 1.0.38-230104

<Digest Hash of OS> XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security

. <Security Requirement No & Name > 2.3.5 No unused software

3. <Requirement Description: > Software components or parts of software which are
not needed for operation or functionality of the ONT/ONU shall not be present.
Orphaned software components /packages shall not be present in ONT/ONU. OEM
shall provide the list of software that are necessary for its operation. OEM shall furnish
an undertaking as “ONT/ONU does not contain Software that is not used in the
functionality of ONT/ONU"

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.3]

N

4. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT

A Notsecure  192.168.1.1

syRotech

Device Information | WAN Connection Info | User Information | VOIP Information | Remoie Management Status

Device Basic Info

Device Model ~ HGU

Device ID 8014A8-F32428014A8000000
Hardware Version STD-ONU

SoftWare Version 1.0.38-230104

Serial No RTKG11111111

&
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TtTeckh

PWR PON LOS LANZ LANI FXS  Pair Wi

o i e oo - H

J

—;‘
Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2 Port(s) Physical LAN1, LAN2
FXS 1 Port(s) Physical FXS
GUI - Man-Machine Syrotech

5. DUT Configuration:
i. The DUT (IP:192.168.1.1) is connected with Lab’s Testing Machine (IP:192.168.1.2)
via LANZ2.
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Gateway Name: HGU

Diagnose

Management Help

Status Application

Gateway Info:
WLAN Interface Information 1P Address  [192168.1.1 |
|MAC Address|8014a8000000 |

LAN Interface Information
Receive/Send Info:

PORT_1] 43 | 7002 0 13196
||PorT 2| 1411 [1es188] o | o | 128 |aasves| 0 | o |
L 1

LAN Detect Status:

LAN1 FAIL
| tanz | PASS

ii. DUT is pre-configured with SSID (FTTH-210F) having Key “12345678".
syRetech

Gateway Name: HGU

Management Diagnose Help

Network status e

WLAN Security Settings
| S5ID Type: FTTH-210F ~»
Encryption: | WPA2 Mixed v

Authenti Mode: O Enterprise (RADIUS) @ Personal (Pre-Shared Key)
WPA Cipher Suite: BTap Caes
WPA2 Cipher Suite: OTkip B AES
Group Key Update Timer: ‘86400 ‘
Pre-Shared Key Format: P h v

| Pre-Shared Key: ‘ -------- i ‘

Apply Changes

iii. DUT is pre-configured with Boa as a webserver having 0.93.15 version.

« C A Notsecure | 192.168.1.1 A D = @ ®| -

sy'Rgtecl; D P 0 Qwon ¢ B0 BNewsx > @ O + “® x

(e ond @ @ =® Q ([ Presenelog [ Disablecache Notheotting @ 23 T & &
Gateway Name 16U [T - O imvert | O Hide data URLS ) Hide extension URLS

Status o e A I L Ll Al Fotch/XMR  Doc €SS JS  Font Img  Media Manifest WS Wasm Other [ Blocked response cookies

() Blocked requests [ 3rd-party requests

10ms 2ms 0ms wms 0w foms Toms soms om 100ms 9
Device Basic Info
Device Model HGU i
Device 1D |8014A8.F32428014AB000000 ame X Headers Preview Response Initistor Timing  Cookies

Hardware | | !:r dj0ARY v General
IVersion {sTo-on & commonis

{ Request URL: hitp//192.168.1.1/
sofware l__—l © teft enhiml
1.0.38-230104 Request Method: GET

SerialNo  RTKG1111111 B urosgit (s Goc @000k
! | Remote Address: 192168.1.1:80

© top_enasp Referrer Policy: strict-origin-when-cross-origin

commonys

[ background_top_en.gif v Response Headers O Raw

[ ber_topait Connection: close

B uLosgit Content-Length: 1462

) st device basto.cnasp | A

3 commonjs
Date: Thu, 01 Jan 1970 03:31:38 GMT
Last-Modified Vied, 04 Jan 2023 08:56:13 GMT
-
v Request Headers ClRaw
Accept:

exchangev=b3q=07
Accept-Encoding: gzip, deflate
12 requests 180 kB transferred 18 Accept-Language: en-USeng=09,en-iN:g=08

6. Precondition:

1.1.1. A list of all available software and libraries and associated components
containing at least the following information shall be included in the OEM
documentation accompanying the DUT(SBOM):

1.1.2. name of the software / library;

1.1.3. version of the software / library installed;
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1.1.4. list of dependencies and versions;
1.1.5. any add-ons and functions;

1.1.6. any special hardware/debugging ports;
1.1.7. software support type;

1.1.8. licensing information;

1.1.9. brief description of their purpose.

1.1.10. 0S level access is required
1.1.11. OEM should provide the list of software that are necessary for its
operation

1.1.12. OEM should provide an undertaking as “ONT/ONU does not contain
Software that is not used in the functionality of ONT/ONU”

7. Test Objective: To ensure that there is no unused software or associated components
that might be installed in the network product which are not required for its operation
or functionality.

8. Test Plan:
8.1 Number of Test Case Scenarios: 2
8.1.1 Test case01: Verify that the OEM undertaking provided for DUT software is as per
the ITSAR requirement.
8.1.2 Test case02: No Unnecessary software
8.1.3 Test case 03: No orphaned (EoL) software/packages
8.2 Test Setup Diagram

DUT : Digisol ONT PC1

L

e‘l Ethernet Connection

—
r—
Port: LAN 2 OS: Windows 11
IPv4: 192.168.11 IPv4 Address: 192.168.1.10
IPv6: feB80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: - CLI(0S) of DUT, XEOL
8.4 Test Execution Steps
8.4.1 Test case 01: Verify that the OEM undertaking provided for DUT software is as
per the ITSAR requirement.
i. “ONT/ONU does not contain Software that is not used in the
functionality of ONT/ONU”
8.4.2 Test case02: No Unnecessary software
i. Find the list of installed software in the DUT
ii. Compare the list of installed software with OEM declared necessary software
8.4.3 Test case03:No orphaned software/packages
i. Find the EoL for opensource/third-party/proprietary software installed in the
DUT

9. Expected Results for Pass:
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i.  The OEM undertaking as per the ITSAR requirement
ii. No unused software present in the system
iii. ~ No EoL software present in the system

10. Expected Format of Evidence: Screenshots of CLI, Tool report

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Description: The tester verifies that the OEM submitted
undertaking as per ITSAR requirement.

11.1.2. Execution Steps: Verify that the OEM undertaking provided for DUT software
is as per the ITSAR requirement.
“ONT/ONU does not contain Software that is not used in the functionality of
ONT/ONU”

11.2 Test Case Number: 02

11.2.1. Test Case Description: verify there is No Unnecessary software present in
the DUT
11.2.2. Execution Steps:
i. Login to the shell (0S) of DUT

ii. Find the list of installed software in the DUT
» NOTE 1: The identification of software could be done by, e.g. consulting the

package manager of the OS/distribution (e.g. apt, dpkg, rpm, pacman, flatpack,
snap...) and package managers of available runtimes (e.g. pip (Python), npm
(JavaScript), composer (PHP)...), scanning for executables (global or focused on
PATH variable of all available users), scanning for script files related to the
available interpreters or listing images and their dependencies when
virtualization or containerization is used.

iii. Compare the list of installed software with OEM declared necessary software

11.3 Test Case Number: 03
11.3.1.Test Case Description: No orphaned software/packages present in the DUT
11.3.2.Execution Steps:
i.Upload SBOM to XEOL tool for finding the EoL for opensource/third party
software
ii.For proprietary software check with OEM
11.3.3.Test Observation: Not Tested

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 Not Tested
2 Not Tested
3 Not Tested
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2.3.6 TSTP for Evaluation of Insecure Services/protocol Removal

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.3.6
family Broadband Equipment ITSAR

<DUT Details: > Alphion AONT100C

<DUT Software Version:> R2.0.9.6

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security
2. <Security Requirement No & Name > Insecure Services/protocol Removal
3. <Requirement Description: > The OEM to provide list of essential services and the
related ports required for functioning of ONU/ONT, list of optimal services supported
by ONU/ONT and their related ports. The ONU/ONT shall only run protocol handlers
and services which are needed for its operation, and which do not have any known
security vulnerabilities. In particular, by default the following services and their ports
shall be initially configured to be disabled on the ONU/ONT by the vendor.
- FTP
- TFTP
- Telnet
- rlogin, RCP, RSH
- HTTP - SNMPv1 and v2
- SSHv1, HNAP
- TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
- Finger
- BOOTP server
- Discovery protocols (CDP, LLDP)
- IP Identification Service
- PAD
- MOP
Full documentation of required protocols and services (Communication matrix) of the
Network product and their purpose needs to be provided by the OEM as prerequisite for
the test case.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.1]

4. DUT Confirmation Details: Use the command line/GUI interface to get details of the
machine on which test is conducted.
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. Use GUI to get Application No/Verswn No & hardware Info

ﬁ |9 i B D[ ]v| ® GponONTWebConfigu... g qterminal 30... @ Thunar

File Actions Edit View Help

pwd
clear

HONT/system/shel

iii. The below screenshot shows the DUT configuration file

T MTU:1500
© dropped:0 ov
rs:0 dropped:0 overruns:0 carrier:@
queuelen:1000
o (n 0 B) TX byt

HWaddr 00:
10 Bcast:1
MTU:1500 Metric:1
© dropped:0 ov

0 dropped:0 ov
len:1000

TX bytes:0 (0.0 B)

HWaddr

nDNTrrvETembﬂntver
OntSwiWer toR2.8.9.0
HONT/system>|]

#ONT/system>custom
Customer Information

Customer Name UUAP

Customer Full Name : Alphion
System Config file /etc/sys.cfg.alp
#ONT/system>

5. DUT Configuration:

L.
il.

iil.

O & 1021681251 x + - @

The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

X

C @ 1921681251 N T ]

Sign in to access this site

Authorization required by httpy//192.168.1.251
Your connection to this site is not secure.

Username root

I

m Cancel

Verify the DUT information through device info
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< c

A Notsecure  192.168.1.251/html/frame.html

GPON ONT
Status > Device Info
Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
* Advanced Software Version: R2.09.6
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

6. Precondition: A list of all required network protocols and services containing at least
the following information shall be included in the documentation accompanying the
Network Product:

i.  protocol handlers and services needed for the operation of network product;
ii.  their open ports and associated services;
iii.  and a description of their purposes.
iv.  The tool used shall be capable to detect and identify the protocol handlers
and running services in the system.

7. Test Objective: To ensure that on all network interfaces, there are no unsecure
services or protocols that might be running.

8. Test Plan:
8.1 Number of Test Case Scenarios: 3
8.1.1 Test case 01: Verify that only required services are active on the ONU/ONT and
compare with the OEM-provided list of services.
8.1.2 Test case 02: To verify that Unsecure Service are disabled by default
8.1.3 Test case 03: Verify Running Services and their Vulnerabilities.
8.2 Test Setup Diagram

l DUT (Management Port)
192:168.1.251

Test Machine
192.168.129.49
—

8.3 Tools Used: - Port scanning tool (Nmap)
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8.4 Test Execution Steps
8.4.1 Verify that only required services are active on the ONU/ONT and compare with
the OEM-provided list of services.

i.Perform factory reset on the DUT and Run the port scanning tool (Nmap) on
192.168.1.251 of DUT
ii.List the running services in the DUT by Nmap
iii.compare port scanning results with OEM document
8.4.2 To verify that Unsecure Service are disabled by default

i. Perform factory reset on the DUT
ii. Run the port scanning tool (Nmap) on 192.168.1.1(default IP) of DUT
iii. Compare Nmap results with our ITSAR document,
- FTP

- TFTP
- Telnet
- rlogin, RCP, RSH
- HTTP - SNMPv1 and v2
- SSHv1, HNAP
- TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
- Finger
- BOOTP server
- Discovery protocols (CDP, LLDP)
- [P Identification Service
- PAD
- MOP
8.4.3 Verify Running Services and their Vulnerabilities.

i. Run the port scanning tool(Nmap) on 192.168.1.1 of DUT
ii. List the running services with version details in the DUT by Nmap

iii. Check the running services have affected by any known vulnerability (NIST)

9. Expected Results for Pass:

i.  No unnecessary service running in the DUTs
ii.  No vulnerable service running in the DUT

10. Expected Format of Evidence: Screenshots of CLI, Tool report (Nmap)

11. Test Execution:
11.1Test Case Number: 01
11.1.1. Test Case Description: Verify that only required services are active on the
ONU/ONT and compare with the OEM-provided list of services.
11.1.2. Execution Steps:
1. Login to the ONT GUI(http://192.168.1.251:80)
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http://192.168.1.251/

& G A Notsecure 192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
* Advanced Software Version: R2.09.6
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

2. Go to Maintain -> Factory Default and click “Reset” in the ONT GUI

« C O 8B 192.168.129.251 9%
GPON ONT
Maintain > Factory Default
Factory Default

* Status
* Network
+ Advanced Reset System Configuration to Factory Default Setting
@ Maintain [Reset |

Password

Factory Default

Reboot Device

« C O 8B 192.168.129.251 9%
GPON ONT

Maintain > Factory Default

Factory Default
* Status

+ Network
+ Advanced

@ Maintain
Password
Factory Default

e Unable to connect

Firefox can't establish a connection to the server at 192.168.129.251.

+ The site could be temporarily unavailable or too busy. Try again in a few moments.
« IF you are unable to load any pages, check your computer’s network connection.

« If your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access
the web.

3. Perform port scanning on ONT Interface(Default)
Command for TCP : sudo nmap -p- -sT -A -Pn 192.168.1.251)

141




:-§ sudo nmap -p- -sT -A -Pn 192.168.1.251

[sudo] password for acer:
Starting Nmap 7.80 ( https://nmap.org ) at 2025-02-13 12:57 IST
Nmap scan report for _gateway (192.168.1.251)
Host is up (0.00058s latency).
Not shown: 65532 closed ports
PORT  STATE SERVICE VERSION
23/tcp open telnet
| fingerprint-strings:
| GenericLines:
| Login as:
| Login as: Login as:
|  GetRequest:
| Login as: GET / HTTP/1.0
| Password:
| Help:
| Login as: HELP
| Password:
| NCP:
| Login as: DmdTA@"@"@
| ngrerenatenenenene
| NULL:
| Login as:
|  RPCCheck:
| Login as:
| ngre(r
|  SIPOptions:
| Login as: OPTIONS sip:nm SIP/2.6
| Via: SIP/2.8/TCP nm;branch=foo
| From: <sip:nm@nm>;tag=root
| <sip:nm2@nm2>
| Call-ID: 50000
| CSeq: 42 OPTIONS
| Max-Forwards: 70
| Content-Length: ©
| Contact: <sip:nm@nm>
| Accept: application/sdp
| Password:
| tn327e:
|_  Login as: A@IBM-3279-4-E
53/tcp open domain dnsmasq 2.41
| dns-nsid:
|_ bind.version: dnsmasq-2.41
80/tcp open http  GoAhead WebServer
| http-auth:
| HTTP/1.1 461 Unauthorized\xep
|_ Basic realm=GPON
|_http-title: Document Error: Unauthorized
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF- Port23 TCP:V=7.80%I=7%I /13%Time=67ADOF OE%P=x86_64-pc-1inux-gnu%r(NULL

119, "\xFFAXFd\x01\ xFF\xFA\x1F\XFF\xFd 1 \x FF\xFb\x01\xFF\xFb\x03Login\x20
SFias: \x20 )%r(cener\(L\nes 31 ‘\xff\xfd\xﬂ1\xff\xfd\x1f\xff\xfd‘\xff\xfb\

|_ bind.version: dnsmasq-2.41
80/tcp open http GoAhead Webserver
| http-auth:
| HTTP/1.1 401 Unauthorized\xeD
|_ Basic realm=GPON
|_http-title: Document Error: Unauthorized
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/subnit.cgi?new-service :
SF-Port23-TCP:V=7.80%I=7%D=2/13%Time=67ADIFOE%P=x86_64-pc-Linux-gnu%r(NULL
SF:,19,"\XFF\XFd\x01\XxFF\XFd\x1F\xFF\xFd! \xFF\xFb\x01\xff\xFb\x83Login\x20
SF:as:\x20")%r (GenericLines,31, "\xfF\xFd\x@1\xFF\xFd\x1f\xFF\xfd!\xfF\xFb\
SF:x01\xff\xfb\x03Login\x20as:\x20\r\n\r\nLogin\x20as:\x26Login\x20as: \x20
%r(tn3278,2A, "\XFF\XTd\x81\XFF\XFd\Xx1F\XFF\XFd! \xFf\xFD\XOL\XFF\xFb\x
SF:03Login\x20as:\x20\ "@IBM-3279-4-E\xfb\"Y" )%r (GetRequest, 35, " \xFF\xFd\x0
SF: 1\XFF\xFd\x1F\xFF\xFd1 \xFF\xFb\x01\xFF\xfb\x03Login\x20as : \x20GET\x26/\
SF:X2@HTTP/1\.0\r\n\r\nPassword:\x20" )%r(RPCCheck, 23, "\xf F\xfd\x01\xFf\xfd
SF:\x1F\xFF\xfd ! \xFF\xFb\x01\xFF\xfb\x83Login\x20as : \x26\x80\ G\ @\ (r\xfe\
SF:M\]")%r(Help, 29, " \xFAAXFA\X01\xFFAXFd\x1F\xFF\XFdI \xTF\XFb\x01\xFF\xFb\
SF:x03Login\x20as:\Xx28HELP\r\nPassword:\x28" )%r(SIPOptions,102, "\xff\xfd\x
SF:01\xf f\xFd\x1F\xfF\xfd! \xFF\xFb\x01\xFF\xfb\x@3Login|x20as : \x260PTIONS\
SF:x20sip:nm\x20SIP/2\.6\r\nVia:\x205IP/2\.0/TCP\x28nm;branch=foo\r\nFrom
SF:\x20<sip:nm@nm>;tag=root\r\nTo:\x20<sip:nm2@nm2>\r\nCall-ID:\x2050000\r
SF:\nCSeq: \x2042\x200PTIONS\ r\nMax-Forwards:\x2076\r\nContent-Length:\x200
SF:\r\nContact:\x20<sip:nm@nm>\r\nAccept:\xz6application/sdp\r\n\r\nPasswo
SF:rd:\x20" )%r (NCP, 53, "\xFf\xFd\x01\XFF\xFd\x1F\XFF\xFd ! \xFF\xfb\x81\xFF\x
SF: fb\x83Login\x20as : \x20DndT\"@\ *@\"@\ x88\x28\x08\ x08\x28\x88\ x08\x20\x68
SF:\X08\x20\X08\x08\ x20\x08\ x08\ X260\ X068\ X08\ X260\ X08\ XO8) X20\ X08\ XO8) X20\ X0
SF:8\xB8\x28\x08\ @\ "@\"@\"A\"@\ e\ e\ "e\"@" );
MAC Address: 00:1F:E6:2B:B3:48 (Alphion)
No exact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
05: SCAN(V=7 . B0%E=4%D=2/13%0T=23%CT=1%CU=30259%PV=Y%DS=1%DC=DXG=Y%M=001FECKT
0 67ADIF4A%P=x86_64-pc-Linux-gnu)SEQ(SP=C7%GCD=1%ISR=CB%TI=Z%CI=Z%II=I%T
0! -A)OPS(01=M5ACST11NW1%02=M5ACST11INW1%03=M5ACNNT 11NW1%04=M5ACST11NW1%0.
05:M5ACST11NW1%06=M5ACST11 ) WIN(W1=1680%H2=1680%H3=1680%H4=1680%H5=1680%H
05:680)ECN(R=Y%DF=Y%T=40%W=16B0%0=M5ACNNSNW1%CC=N%Q=)T1(R=Y%DF=Y%T=40%S=0%A
0S : =S+%F=AS%RD=0%Q=) T2 (R=N) T3(R=Y%DF=Y%T=40%W=1680%5=0%A=S+%F=AS%0=M5ACST11
05 : NW1%RD=0%Q= ) T4(R=Y%DF=Y%T=40%H=0%5=A%A=Z%F =R%0= %DF=Y%T=40

os :UN=BXRIPL=GHRID=GRRIPCK=CHRUCK=GKRUD=G) TE (R=YXDFT=NKT= 40%(0 s)
Network Distance: 1 hop

TRACEROUTE

HOP RTT ADDRESS

1 0.58 ms _gateway (192.168.1.251)

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 96.72 seconds

Command for SCTP : sudo nmap -p- -sY -A -Pn 192.168.1.251

:~% sudo nmap -p- -sY -A -Pn 192.168.1.251
Starting Nmap 7.80 ( https://nmap.org ) at 2825-02-13 13:82 IST
Nmap scan report for _gateway (192.168.1.251)
Host is up (0.00066s latency).
All 65535 scanned ports on _gateway (192.168.1.251) are filtered
MAC Address: 00:1F:E6:2B:B3:48 (Alphion)
Too many fingerprints match this host to give specific 0S details
Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 0.66 ms _gateway (192.168.1.251)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 148.78 seconds

Command for UDP : sudo nmap -p- -sU -A -Pn 192.168.1.251
4. Compare port scan result with OEM document
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11.2Test Case Number: 02

11.2.1.
11.2.2.

11.2.3.

Test Case Name: 8.1.2

Test Case Description: To verify that Unsecure Service are disabled by

default
Execution Steps:

1. Login to the ONT GUI(http://192.168.1.251:80)

&« c¢ A Notsecure  192.168.1.251/html/frame.html
GPON ONT
Status > Device Info
Device Info
@ Status
Device Info
WAN Status
Equipment ID:
* Network Hardware Version:
# Advanced Software Version:
® Maintain Build Date:
- MAC Address
Current Time

00142-00029-43

02

R2.0.86

2017-08-11
00-1F-E6-2B-B3-48
2000-01-01 00:29:55

2. Go to Maintain -> Factory Default and click “Reset” in the ONT GUI

<« C

# Status
* Network
+ Advanced

@ Maintain
Password
Factory Default
Reboot Device

# Status
+ Network
= Advanced

@ Maintain
Password
Factory Default
Reboot Device

O & 192.168.129.251

GPON ONT

Maintain > Factory Default

Factory Default

Reset System Configuration to Factory Default Setting

U & 192.168.129.251

GPON ONT

Maintain > Factory Default

Factory Default

[Reset |

Unable to connect

Firefox can't establish a connection to the server at 192.168.129.251.

» The site could be temporarily unavailable or too busy. Try again in a Few moments.

» IF you are unable to load any pages, check your computer’s network connection.

w ® @ 9

» If your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access

the web.

3. Perform port scanning on ONT Interface(Default)
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http://192.168.1.251/

Command for TCP : sudo nmap -p- -sT -A -Pn 192.168.1.251)

:-$ sudo nmap -p- -sT -A -Pn 192.168.1.251
[sudo] password for acer:
Starting Nmap 7.80 ( https://nmap.org ) at 2025-02-13 12:57 IST
Nnap scan report for _gateway (192.168.1.251)
Host is up (0.60058s latency).
Not shown: 65532 closed ports
PORT  STATE SERVICE VERSION
23/tep open telnet
| fingerprint-strings:

Login as:
GetRequest:
Login as: GET / HTTP/1.0
Password:
Help:
Login as: HELP
Password:
NCP:
Login as: DmdT@"@"@
AENENEANENENEENE
NULL:

Login as:

SIPOptions:
Login as: OPTIONS sip:nm SIP/2.0
Via: SIP/2.8/TCP nm;branch=foo
From: <sip:nm@nm>;tag=root
<sip:nm2gnn2>
Call-ID: 50000
CSeq: 42 OPTIONS
Max-Forwards: 70
Content-Length: 0
Contact: <sip:nm@nm>
Accept: application/sdp
Password:
n3270:
_ Login as: AQIBM-3279-4-E
53/tcp open domain dnsmasq 2.41
| dns-nsid:
|_ bind.version: dnsmasq-2.41
80/tcp open http GoAhead WebServer
| http-auth:
| HTTP/1.1 461 Unauthorized\xeD
|_ Basic realm=GPON
|_http-title: Document Error: Unauthorized
1 service unrecognized despite returning data
SF-Port23-TCP:V=7 . 80%I=7%D=2/13%T1ne=67ADIFOE%P=XB6_64-pc- Linux-gnusr (NULL
SF:,19, "\XFF\XFd\X01\xFF\xFd\x1F\xFF\xFd! \xFF\xFb\x01\xFF\xFb\x03Login\x20
SF:as:\x20" )%r(GenericLines,31,"\xFF\xfd\x01\xFF\xFd\x1F\xFF\xFfd! \xFF\xFb\
201\ % X oginlxo0ac o0 o Dl ogin\x202c\ 00l 0oin\ X202 \x00

If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgiznew-service :

|_ bind.version: dnsmasq-2.41
80/tcp open http  GoAhead WebServer

| http-auth:

| HTTP/1.1 461 Unauthorized\xep

|_ Basic realm=GPON

|_http-title: Document Error: Unauthorized

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/subnit.cgiznew-service
SF-Port23-TCP:V=7.80%I=7%D=2/13%Time=67ADIFOE%P=Xx86_64-pc-linux-gnu%r(NULL
SF:,19,"\xFF\xFd\x01\xFF\xFd\x1F\xFF\xFd! \xFF\xFb\x01\xFF\xFb\x63Login\x20
SF:as:\x20")%r(GenericLines, 31, "\xFF\xFd\x01\xFF\xFd\x1F\xFF\xfd! \xFF\xfb\
SF:x01\xFf\xfb\x@3Login\x20as:\x2@\r\n\r\nLogin\x20as:\x20Login\x20as: \x20

SF:")%r(tn3270,2A, "\xFF\xfd\x01\xFF\xfd\x1F\xFF\xFd! \xFF\xFb\x01\xFF\xFb\x

SF:03Login\x20as:\x20\ @IBM-3279-4-E\xFb\AY" )%r (GetRequest,35, "\xfF\xfd\xe
SF1\XFF\XFA\X1F\XFF\xFd!\XFF\XFb\x01\XFF\xFb\Xx83Login\x20as : \X20GET\x26/\
SF:x20HTTP/1\.8\r\n\r\nPassword:\x20" )%r (RPCCheck, 23, "\xFF\xFd\x01\xFf\xfd

SF:\X1F\XFF\xFd! \XFF\xFb\x61\xFF\xFb\x63Login\x20as: \x20\x86\ @\ @\ (r\xfe\

SF:A\]")%r (Help, 29, "\XFF\XFd\X01\XFF\XFd\X1F\xFF\xFd!\xFF\XFb\X01\XFF\XFb\

SF:x03Login\x20as: \x26HELP\r\nPassword: \x20" )%r (SIPOptions, 102, "\xFF\xfd\x
SF:01\XFF\XFd\X1F\XFF\xFd!\XFF\XFb\xB1\XFF\xFb\x03Login\x20as :\x200PTIONS\
SF:x20sip:nm\x20SIP/2\.0\r\nVia:\x20SIP/2\.8/TCP\x20nm;branch=Ffoo\r\nFrom:

SF:\x20<sip:nn@nm>; tag=root\r\nTo:\x20<s1p: nm2@nn2>\r\nCall-ID: \x2650000\r
SF:\NCSeq:\x2042\x260PTIONS\r\nMax-Forwards:\x2676\r\nContent-Length:\x260
SF:\r\nContact:\x208<sip:nm@nn>\r\nAccept:\x20application/sdp\r\n\rynpassuo

SFird:\x20")%r (NCP, 53, "\xFF\xFd\x@1\xFF\xFd\x1F\xFF\xFd! \xFF\xFb\xO1\xFF\x
SF:fb\x@3Login\x20as : \x260mdT\A@\ ~@\ @\ x08\ x26\ xO8\ X08\ X20\ X08\X08\ X260\ X608

SF:\x08\x20\ 08\ x08\ x20\ xB8\ X08) 20\ 08\ XO8\ X20\ X88) X08\ X206\ X08\XO8\ X260\ X0
SF:8\x08\x20\x08\7@\ @\ @\ A\ e\ @\ e\ e\"e");

MAC Address: 00:1F:E6:2B:B3:48 (Alphion)

No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/subnit/ )
TCP/IP fingerprint:

_ nUX-gnu)SEQ(SP=C7%GCD=1%TSR=CB%
05:5=A)0PS(01=M5ACST11NH1%02=M5ACST11NH1%03=M5ACNNT1 INW1%0:
05:M5ACST11NW1%06=MSACST11)WIN(W1=1680%H2=1680%H3=1680%H4=1680%H5=1680%6=1
05:680) ECN(R=Y%DF=Y%T=40%H=16BO%0=HSACNNSNH1%CC=N%Q=) T1 (R=Y4DF =Y%T=46%S=0%A
05:=S+%F=AS¥RD=0%Q=) T2 (R=N) T3 (R=YXDF=YXT=40%H=1680%5=0%A=S5+%
05:NWI%RD=0%Q=) T4 (R=YADF =YAT=40%H=0%S=A%A=Z%F =R%0=%RD=
05 : %H=0%5=7%A=S. T6(R=YHDF=V4T Q
05:=)T7(R=YADF=Y%T=40%H=0%5=Z%A=S+%F=ARK0=%RD=0%Q= U1 (R=Y%DF=N%T=46%IPL=164
05 XUN=0%RTPL=G4RTD=GARIPCK=GXRUCK=GXRUD=G) TE (R=YADF I=N%T=40%CD=S5 )

Network Distance: 1 hop
TRACEROUTE

HOP RTT  ADDRESS

1 0.58 ms _gateway (192.168.1.251)

05 and Service detection performed. Please report any incorrect results at https://nmap.org/subnit/ .
Nmap done: 1 IP address (1 host up) scanned in 96.72 seconds

Command for SCTP : sudo nmap -p- -sY -A -Pn 192.168.1.251

:-% sudo nmap -p- -sY -A -Pn 192.168.1.251
Starting Nmap 7.80 ( https://mmap.org ) at 2025-02-13 13:02 IST
Nmap scan report for _gateway (192.168.1.251)
Host is up (0.00066s latency).
ALl 65535 scanned ports on _gateway (192.168.1.251) are filtered
MAC Address: 00:1F:E6:2B:B3:48 (Alphion)
Too many fingerprints match this host to give specific 05 details
Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 ©0.66 ms gateway (192.168.1.251)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 148.78 seconds

Command for UDP : sudo nmap -p- -sU -A -Pn 192.168.1.251




4. Compare port scan results with ITSAR unsecure services (enabled by
default)

11.3Test Case Number: 03
11.3.1. Test Case Name: 8.1.3

11.3.2. Test Case Description: Verify Running Services and their Vulnerabilities.
11.3.3. Execution Steps:

1. Perform port scanning on ONT Interface(Default)
Command for TCP : sudo nmap -p- -sT -A -Pn 192.168.1.251)

: 6 sudo nmap p ST A Pn 192.168.1.251
[sudo] password for ace
tarting Nmap 7. {1mmap-org ) at 2025-02-33 12:57 1ST
map scan report for _gateway (192. 1)
asis Tatency).
65532 Closed ports
TS SERUEC VR
23/tcp open tel
Fingerprint- ST

Login as:

GET / HITP/1.0

. DmdTA@AEAG
AQAENENAREAEAENENE

Login as:
tcp open domaln dnsmasq z.41
dns- mm
: dnsmasq-2.41
0/ tcp upcn http GoAhead HWebServer

1 101 Unauthorized\xep
PON

I
I
I
I
|
|
|
|
I
I
I
I
I
|
|
|
|
I
I
I
I
I
|
|
|
|
I
I
I
I
I
1_
s
|
|
8
I
I
I_
|

Thtep-tit o t Error: Unauthorized
f EORAGD MCEeieed dopite gy Ao, o7 ou know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgiznew-service :
-TCPIV=T. %D=2/13%T LNe=67ADIFOERP=X86_64-PC-L1NUX-gnusr (NULL
AXT ﬂ'd\xol\ H’\ﬂ'u\uF\ﬂ'r\ﬂ'u‘\xﬂ'\ﬂ'b\xol\xFr\xrb\xozLuuu\\xzo
) e El e e R e B
ool 2ol oo o0 20

|_ bind.version: dnsmasq-2.41
80/tcp open http  GoAhead We
| http-auth:
\ HTTP/1.1 401 Unauthorized\xep
Basic realm=GPON
\ “http-title: Document Error: Unauthorized
1 service unrcmgn\z:d d:sp\t: returning data. If e know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgiznew-service :
SF-Port23-TCP:V=7. ime=67AD9FOEXP=x86_64-pc-Linux-gn!
(ff\‘fd\xol\(ff\(fd\xlf\(ff\(fd‘\(ff\xfb\xol\(v’f\xfb\KOBLDg\n\xZO
" )%r (GenericLines, 31, "\xFf\xfd\x01\xFF\xFd\x1F\xFf\xfd! \xFF\xfb\
xol\xff\(fb\xOBLog\n\xzoa \x26\r\n\r\nLogin\x26as:\x26Login\x20as: \x20
r(tn3270,2A, "\xFF\xFd\x0L\XFF\xFd\x1F\xFF\xfd!\xFF\xFb\x01\xFF\xFb\x
:03Login\ x2045 : \x20\AQIBH- 3278 -4-E\XFD\"Y" )%r( GetRequest, 35, "\xFF\XFd\x0
I\XFF\XFA\XIF\XFF\XFd! \XFF\xFb\X01\xXFF\xFb\x03Login\x2035: \X2GET\x20/\
X2@HTTP/1\.6\r\n\r\nPassword: \» r(RPCCheck, 23, " \xff\xfd\x01\xFF\xfd
$\XLP\XFFXFAI\XFF\XTD\XOL\XFF\xfb\x03Login\x20as: x20\x80\"@\ @\ (r\xfe\
, \(ff\xfd\xol\(ff\(fd\xlf\(ff\xfd‘\(ff\(fb\xol\xff\xfb\
x03Login\x20as: \x26HELP\r\nPassword: \x20")%r(SIPOptions, 102, "\xFF\xFd\x
Ol\xff\(fd\xlf\(ff\xfd‘\xff\(fb\xol\(ff\xfb\‘OBLogln\xzoas X200PTIONS\
X20sip:nm\x20SIP/2\.0\r\nVia:\x20SIP/2\.0/TCP\x20nm;branch=Ffoo\r\nFrom:
\x20<sip :nm@nm>; tag=root\ r\nTo:\x20<sip:nm2@nm2>\r\nCall-1ID:\x2650000\r
\NCSeq:\x2042\x260PTIONS\ r\nMax-Forwards:\x2076\r\nContent- Lengt
z\r\nContact:\x20<sip:nm@nm>\r\nAccept:\x20application/sdp\r\n\r\nPasswo
rd:\x20" )%r (NCP, 53, "\xFF\xfd\x01\xFF\xFd\x1F\xFF\xFd! \xf F\xFb\X01\xFF\x
F: fb\x03Login\x20as : \x20Dmd T\ ~@\"@\"@\ X8\ x20\x08) x08\x20\ x08)\x08\x20\x08
F:\x08\ x20\x08\Xx08\ 20\ x08\ X608\ x20\ x08\x08\x20\ XO8\ xB8\ X260\ xB8\ X08\X20\ X0
SF:8\x08\x26\x08\"@\"@\"@\"A
MAC Addres: 00:1F:E6:2B:B3:48 (Alphion)
xact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ ).

/1

Network Distance: 1 hop

TRACEROUTE

HOP RTT ADDRI

1 0.58 ms _gateway (192.168.1.251)

05 and service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nnap done: 1 IP address (1 host up) scanned in 96.72 seconds

Command for SCTP : sudo nmap -p- -sY -A -Pn 192.168.1.251
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:~S sudo nmap -p- -sY -A -Pn 192.168.1.251
Starting Mmap 7.80 ( https://nmap.org ) at 2025-02-13 13:02 IST
Nmap scan report for _gateway (192.168.1.251)
Host is up (0.80866s latency).
ALl 65535 scanned ports on _gateway (192.168.1.251) are filtered
MAC Address: 00:1F:E6:2B:B3:48 (Alphion)
Too many fingerprints match this host to give specific 0S5 details

Network Distance: 1 hop

TRACEROUTE

HOP RTT ADDRESS

1 0.66 ms _gateway (192.168.1.251)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 148.78 seconds

Command for UDP : sudo nmap -p- -sU -A -Pn 192.168.1.251
2. Check the version name and version of running services In the nmap

result
Sl.No | Service Name Application name Service version
1. Telnet telnetd
2. DNS dnsmasq 241
3. HTTP GoAhead
Webserver

3. Check the vulnerability details in
https://cve.mitre.org/cve/search_cve_list.html

] % cve.mitre.orgy earch_cve_list.html

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs

TOTAL CVE Records: 240830
NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Support for the legacy CVE download formats ended on June 30, 2024.
New CVE List download format is available now on CVE.ORG.

Search CVE List

You can search the CVE List for a CVE Record if the CVE 1D is known. To search by keyword, use a specific term or multiple keywords
separated by a space. Your results will be the relevant CVE Records. View the search tips.

Attention: CVE Records now include product versions & more on the new CVE.ORG website. Learn about the new and improved CVE
Record Format.

[dnsmasa )

Submit
dnsmasq 2.4.1

Page Last Updated or Reviewed: June 14, 2024

Go to CVE.ORG website | Terms of Use | Manage Cookies | Cookie Notice | Privacy Policy | Contact

Use of the CVE® List and the associated references from this website are subject to the terms of use. CVE is sponsored by the U.S. Department of Homeland Security (DHS) Cybersecurity and
Infrastructure Security Agency (CISA). Copyright @ 1999-2025, The MITRE Corporation. CVE and the CVE logo are registered trademarks of The MITRE Corporation.
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https://cve.mitre.org/cve/search_cve_list.html

cve.mitre.c

the vendor's position is that CVE-2021-45951 through CVE-2021-45957 "do not represent real vuiaerabilities, to the best of our
knowledge."

** DISPUTED ** Dnsmasq 2.86 has a heap-based buffer overflow in check_bad_address (called from check_for_bogus_wildcard
and FuzzCheckForBogusWildcard). NOTE: the vendor's position is that CVE-2021-45951 through CVE-2021-45957 "do not
represent real vulnerabilities, to the best of our knowledge."

An issue was discovered in OpenStack Neutron before 16.4.1, 17.x before 17.2.1, and 18.x before 18.1.1. Authenticated
attackers can reconfigure dnsmasq via a crafted extra_dhcp_opts value.

A flaw was found in dnsmasq in versions before 2.85. When configured to use a specific server for a given network interface,
dnsmasq uses a fixed port while forwarding queries. An attacker on the network, able to find the outgoing port used by dnsmasq,
only needs to guess the random transmission ID to forge a reply and get it accepted by dnsmasq. This flaw makes a DNS Cache
Poisoning attack much easier. The highest threat from this vulnerability is to data integrity.

A flaw was found in dnsmasq before version 2.83. A heap-based buffer overflow was discovered in dnsmasq when DNSSEC is
enabled and before it validates the received DNS entries. This flaw allows a remote attacker, who can create valid DNS replies, to
cause an overflow in a heap-allocated memory. This flaw is caused by the lack of length checks in rfc1035.c:extract_name(),
which could be abused to make the code execute memcpy() with a negative size in sort_rrset() and cause a crash in dnsmasq,
resulting in a denial of service. The highest threat from this vulnerability is to system availability.

A flaw was found in dnsmasq before version 2.83. When receiving a query, dnsmasq does not check for an existing pending
request for the same name and forwards a new request. By default, a maximum of 150 pending queries can be sent to upstream
servers, so there can be at most 150 queries for the same name. This flaw allows an off-path attacker on the network to
substantially reduce the number of attempts that it would have to perform to forge a reply and have it accepted by dnsmasq. This
issue is mentioned in the "Birthday Attacks" section of RFC5452. If chained with CVE-2020-25684, the attack complexity of a
successful attack is reduced. The highest threat from this vulnerability is to data integrity.

5 A flaw was found in dnsmasq before version 2.83. When getting a reply from a forwarded query, dnsmasq checks in
forward.c:reply_query(), which is the forwarded query that matches the reply, by only using a weak hash of the query name. Due
to the weak hash (CRC32 when dnsmasq is compiled without DNSSEC, SHA-1 when it is) this flaw allows an off-path attacker to
find several different domains all having the same hash, substantially reducing the number of attempts they would have to
perform to forge a reply and get it accepted by dnsmasq. This is in contrast with RFC5452, which specifies that the query name is
one of the attributes of a query that must be used to match a reply. This flaw could be abused to perform a DNS Cache Poisoning
attack. If chained with CVE-2020-25684 the attack complexity of a successful attack is reduced. The highest threat from this
vulnerability is to data integrity.

A flaw was found in dnsmasq before version 2.83. When getting a reply from a forwarded query, dnsmasq checks in the

The above screenshot showing vulnerabilities related to dnsmasq 2.4.1

CVE - Search CVE List - Brave

< > C

Al % cve.mitre.org/c earch_cve_list.html Al

Search CVE List Data Fee:

Downloads Update a CVE Record Request CVE IDs

TOTAL CVE Records: 240830

INOTICE: Transition to the all-new CVE bsite at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Support for the legacy CVE download foermats ended on June 30, 2024.
New CVE List download format is available now on CVE.ORG.

Search CVE List

You can search the CVE List for a CVE Record if the CVE ID is known. To search by keyword, use a specific term or multiple keywords
separated by a space. Your results will be the relevant CVE Records. View the search tips.

Attention: CVE Records now include product versions & more on the new CVE.ORG website. Learn about the new and improved CVE
Record Format.

[Goahead

Submit

Page Last Updated or Reviewed: June 14, 2024

ﬂ £ Type here to search
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CVE - Search Results - Brave

<

C [n] % cve.mitre.org/cgi-bin,

Search CVE Data Feeds

Downloads Update a CVE Record Request CVE IDs

TOTAL CVE Records: 240830
NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Support for the legacy CVE download formats ended on June 30, 2024.
New CVE List download format is available now on CVE.ORG.

Search Results
‘There are 62 CVE Records that match your search. ‘

Name Description

CVE-2024-48419 Edimax AC1200 Wi-Fi 5 Dual-Band Router BR-6476AC 1.06 suffers from Command Injection issues in /bin/goahead.
Specifically, these issues can be triggered through /goform/tracerouteDiagnosis, /goform/pingDiagnosis, and
/goform/fromSysToolPingCmd Each of these issues allows an attacker with access to the web interface to inject and execute
arbitrary shell commands, with "root” privileges.

CVE-2024-48417  Edimax AC1200 Wi-Fi 5 Dual-Band Router BR-6476AC 1.06 is vulnerable to Cross Site Scripting (XSS) in : /bin/goahead via
/goform/setStaticRoute, /goform/fromSetFilterUriFilter, and /goform/fromSetFilterClientFilter.

CVE-2024-46215 A vulnerability was discovered in KM08-708H-v1.1, There is a buffer overflow in the sub_445BDC() function within the
Jusr/sbinfgoahead program; The strcpy function is executed without checking the length of the string, leading to a buffer
overflow.

CVE-2024-3187 This issue tracks two CWE-416 Use After Free (UAF) and one CWE-415 Double Free vulnerabilities in Goahead versions <=
6.0.0. These are caused by JST values not being nulled when freed during parsing of JST templates. If the
ME GOAHEAD JAVASCRIPT flag is enabled, a remote attacker with the privileges to modify JavaScript template (JST) files

n pe Type here to search

CVE - Search CVE List - Brave

@ owr

New Tab

< > C [J % cvemitreorg/cve/ e_list.html

CRYPTOHA

Search CVE List Downloads Data Feeds Update a CVE Recor Request CVE IDs
TOTAL CVE Records: 240830 End-of-life

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Support for the legacy CVE download formats ended on June 30, 2024.
New CVE List download format is available now on CVE.ORG.

Search CVE List

You can search the CVE List for a CVE Record if the CVE 1D is known. To search by keyword, use a specific term or multiple keywords
separated by a space. Your results will be the relevant CVE Records. View the search tips.

Attention: CVE Records now include product versions & more on the new CVE.ORG website. Learn about the new and improved CVE
Record Format.

telnet

Submit

Page Last Updated or Reviewed: June 14, 2024

n L Type here to search

148




CVE - Search Results - Brave

< @

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs

TOTAL CVE Records: 24

[+]
NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Support for the legacy CVE download formats ended on June 30, 2024.
New CVE List download format is available now on CVE.ORG.

Search Results
There are 590 CVE Records that match your search. |

Name Description

CVE-2025-0890 **UNSUPPORTED WHEN ASSIGNED** Insecure default credentials for the Telnet function in the legacy DSL CPE Zyxel VMG4325-
B10A firmware version 1.00(AAFR.4)C0_20170615 could allow an attacker to log in to the management interface if the
administrators have the option to change the default credentials but fail to do so.

CVE-2025-0528 A vulnerability, which was classified as critical, has been found in Tenda AC8, AC10 and AC18 16.03.10.20. Affected by this issue
is some unknown functionality of the file /goform/telnet of the compoenent HTTP Request Handler. The manipulation leads to
command injection. The attack may be launched remotely. The exploit has been disclosed to the public and may be used.

CVE-2024-8162 A vulnerability classified as critical has been found in TOTOLINK T10 AC1200 4.1.8¢cu.5207. Affected is an unknown function of the
file /squashfs-root/web_cste/cgi-bin/product.ini of the component Telnet Service. The manipulation leads to hard-coded
credentials. It is possible to launch the attack remotely. The exploit has been disclosed to the public and may be used. NOTE: The
vendor was contacted early about this disclosure but did not respond in any way.

CVE-2024-7464 A vulnerability, which was classified as crltlcal has been found in TOTOLINK CF'QDD 6.3c.566. This issue affects the function
setTelnetCfa of the compeon

Bl o veeneretosearcn
11.3.4. Test Observation:
i. Test case 01: By default, the following services are open in the ONT,
e telnet (23),
¢ DNS (53)
«HTTP (80)

ii. Test Case 02: It is observed that, ONT using following unsecure services
enabled by default,

e Telnet (23)
eHTTP (80)

iii. Test case 03: It is observed that dnsmasq 2.4.1, Goahead and telnet having known
vulnerabilities

12.Test Case Result:

S.No TEST CASE NAME | PASS/FAIL Remarks

1 8.1.1 Based OEM document
2 8.1.2 FAIL
3 8.1.3 FAIL
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2.3.7 TSTP for Evaluation of Restricting System Boot Source

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.3.7
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security

2. <Security Requirement No & Name > 2.3.7 Restricting System Boot Source

3. <Requirement Description: > ONU/ONT shall boot only from memory devices
intended for this purpose

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.3.2]

4. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT

< 5 C | O & 19216811

-8) Import bookmarks... #9 Getting Started  #% New Tab

DIGISOL

Status Status Network Security Application Management Diagnostics Help

Device Info WANInfo Userinfo Voipinfo Remote Manage Info

Firmware Version
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Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.
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) | DGGREB2IAC X+ ~ -
« G O & hitpsy/192.168.1.1 %@L @ 9 ® & & r o o
®
DIGISOL
Status Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caalBe
LAN Port Status
Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 636909 0 0
Port_2 784 171280 0 0 608 204454 0 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
[E  DG-GRS8IAC x |+ ~ = m} b
<« C O & == 13216811 * © L @ & e &1 Ir & 9 =
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
N . ommon ports on the upstream and downstream dirs ontrol other ports, please
IP/Port Filtering
Service-Name LAN WAN Port Remote Host
Commoeon Filtering Telnet 2
Fip 21
Http 30
HTTPS 443
Ping
Submit
Web for Mobile
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.

@ aravind@Aravind_V: ~ x +

:$ [curl https://192.168.1.1 —insecure -I
HTTP/1.0 200 OK
Date: Thu, 81 Jan 1970 00:11:50 GMT
Server: Boa/0.93.15
Connection: close
Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, 09 Dec 2022 05:59:34 GMT
X-Frame—Options: SAMEORIGIN

1~% |
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6. Precondition:
i. OEM clarity on which specific memory devices are designated for booting the device
by default.
ii. The OEM should provide documentation describing how to boot through external
device (like USB, network, etc), if external booting is possible.
iii. OEM document clarifying if any mechanisms are used to detect and prevent
tampering with the boot process or firmware access.

7. Test Objective: Verify that the network product can only boot from memory devices
intended for this purpose (e.g. not from external memory like USB key, network if not
mentioned in the manual/document).

8. Test Plan:
8.1 Number of Test Case Scenarios: 2
8.1.1 Verify that the DUT can boot only from memory device intended for this purpose.
8.1.2 The tester verifies that there is no possibility to access and modify the firmware
of the network product without successful authentication and the authenticated
subject (e.g., person or process) has no possibility to access and modify the
firmware without privileged access rights.
8.2 Test Setup Diagram

DUT : Digisol ONT PC1

e|| Ethernet Connection

/

2

Port: LAN 2 0OS: Windows 11
IPv4:192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: - Network file transfer protocols (FTP, TFTP, SCP, BOOTP), Web
browser (For access GUI of DUT), USB
8.4 Test Execution Steps
8.4.1 Access the DUT.
1. Wait till the reboot process is completed.
2. Check whether after reboot, the boot image address is same as mentioned in
the OEM document.
8.4.2 Boot from TFTP
1. Configure TFTP server over same subnet.
2. Store the firmware file that is to be booted, in TFTP-Root directory.
3. Check whether TFTP server is reachable from the DUT.
4. Initiate TFTP boot using TFTP server and verify whether boot is successful from TFTP
server.
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8.4.3 Boot with external USB drive
1) Connect testing machine to the DUT through serial console using terminal
emulator tool like PuTTY.
2) Store the firmware file that is to be booted, in USB Drive.
3) Login using highest/root privilege user.
4) Connect USB Drive to the DUT and try to boot from External memory device
(USB).

9. Expected Results for Pass: DUT should boot firmware from OEM documented devices

only

10. Expected Format of Evidence: Screenshots of terminal

11. Test Execution:
11.1 Test Case Number: 01

11.1.1.
11.1.2.

11.1.3.
.

il.

iil.

Test Case Name: 8.1.1

Test Case Description: Verify that the DUT can boot only from memory
device intended for this purpose.

Execution Steps:

Access the DUT.

Wait till the reboot process is completed.

Check whether after reboot, the boot image address is same as mentioned in
the OEM document.

11.2 Test Case Number: 02

11.2.1.
11.2.2.

11.2.3.

v s W NP

Test Case Name: 8.1.2

Test Case Description: The tester verifies that there is no possibility to
access and modify the firmware of the network product without successful
authentication and the authenticated subject (e.g., person or process) has no
possibility to access and modify the firmware without privileged access
rights

Execution Steps:

Boot from TFTP

Configure TFTP server over same subnet.

Store the firmware file that is to be booted, in TFTP-Root directory.

Check whether TFTP server is reachable from the DUT.

Initiate TFTP boot using TFTP server and verify whether boot is successful from TFTP

server.

o

Boot with external USB drive
Connect testing machine to the DUT through serial console using terminal emulator tool

like PuTTY.
8. Store the firmware file that is to be booted, in USB Drive.
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9. Login using highest/root privilege user.

10.Connect USB Drive to the DUT and try to boot from External memory device (USB).

11.2.4. Test Observation: Hence the testcase is “Not Tested.”

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1 Not tested
2 8.1.2 Not Tested
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2.3.8 TSTP for Evaluation of Secure Time Synchronization

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.3.8
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security
2. <Security Requirement No & Name > 2.3.8 Secure Time Synchronization
3. <Requirement Description: > The ONU/ONT shall support time synchronization
feature for its core functionality or for the additional supported functionality. For
ONU/ONT ‘s that have time synchronization feature, it shall support the secure time
synchronization feature preferably by using Network Time Protocol NTP. The
ONU/ONT clock shall be synchronized with NTP server in a secure manner. The
ONU/ONT client should be able to verify the authentication and authorization of the
NTP Server. OEM shall plugin well known vulnerabilities, input validation
vulnerabilities related to NTP feature.
4. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT

DIGISOL =

Status Network Security Application Management Diagnostics Help
Device Info WANInfo Userinfo Voipinfo Remote Manage info

Status
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Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.
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= DG-GRE82TAC =< - ~
<« C O & hitpsi//192.168.1.1 w9 @ N S e &R T & ©
®
DIGISOL =
Status Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo Voip Info Remote Manage Info
WLAN Info Device Info
1P Address 192.188.1.1
LAN Info MAC Adaress 00177caan6ee
LAN Port Status
Interface state speea Mode
Port_1 down -
Port_2 up. 1000 M Full duplex
Send and Recv
interface Receive Ssend
Packels Bytes Enors Diopped chets Bytes Enors Diopped
Port_1 2079 467487 o o 2204 636909 o o
Port_2 784 171280 o o 508 204454 o o
Active DHCP Clients
Device Type MAC Address 1P Address Lease Time
1 | DG-GRss21AC < |+ ~ — o
<« S O & == 192.168.1.1 *x @ L @ H = & &P r & =
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
o Th ports on the upstream and downstream directions; If you need to control other ports, please
IP/Port Filtering -
Service-Name LAN WAN Port Remote Host
Common Filtering — 23
Fip 21
Hitp 80
HTTPS 443
Ping
Submit
Web for Mobile

@) aravind@Aravind_V: ~ x

4

:$ curl https://192.168.1.1 ——insecure -1

HTTP/1.0 200 OK

Date: Thu, 81 Jan 1970
Server: Boa/0.93.15
Connection: close

00:11:50 GMT

Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, €9 Dec 2022 05:59:34 GMT

X—Frame—Options: SAMEORIGIN

1%

iv. Configure the NTP server ip address in the ONT GUI

6. Precondition:

i. OEM should provide the document related to NTP configuration in the DUT
ii. OEM document describing well-known NTP vulnerabilities and applied patches

the ONT.

on

7. Test Objective: Verify that the DUT support NTP based time synchronization in a

secure manner
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8. Test Plan:
8.1 Number of Test Case Scenarios : 3

8.1.1 Verify that the DUT supports the time synchronization feature as part of its core
or additional functionality.

8.1.2 Confirm that the DUT can securely synchronize its clock with an NTP server and
validate the server's authentication and authorization.

8.1.3 Validate that the OEM has addressed well-known vulnerabilities and
implemented proper input validation in the NTP feature.

8.2 Test Setup Diagram

DUT : Digisol ONT PC1

ell Ethernet Connection

/

4

Port: LAN 2 0S: Windows 11

IPv4: 192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used:- Wireshark, python script for spoof NTP packet
8.4 Test Execution Steps

8.4.1 (A)
1.Log into the DUT on PC1 using the admin account with the username admin and
password admin123. Then, navigate to Network > Time > Time Server and check
the current time.
2.Choose the time zone, enter the NTP server IP address, select Sync via LAN(NTP
server), and apply all changes.
3. Verify that the ONT supports time synchronization functionality.

8.4.2 (B) Confirm that the DUT can securely synchronize its clock with an NTP server
and validate the server's authentication and authorization.

1. To verify secure clock synchronization with the NTP server.

2. Log into the DUT on PC1 using the admin account with the username admin and
password admin123. Then, navigate to Network > Time > Time Server and check
the current time.

3. Choose the time zone, enter the NTP server IP address, select Sync via LAN(NTP
server-PC1), and apply all changes.

4. Use Wireshark to capture the traffic between DUT and PC1

5. Open Wireshark on PC1, which is connected to the OLT, and verify that the ONT
securely synchronizes its clock with the NTP server, ensuring the server's
authentication and authorization are validated.

8.4.3 (C)Validate that the OEM has addressed well-known vulnerabilities and
implemented proper input validation in the NTP feature.
a.Manual:
i. Check the running version of NTP server
ii. Check the vulnerability details in MITRE website.
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iii. Verify the identified well-known NTP vulnerabilities and applied patches on the
DUT against the information provided in the OEM documentation.
b.Automatic:
i. Use vulnerability Assessment tool for finding the NTP related vulnerabilities

9. Expected Results for Pass:

1.1.13.
1.1.14.

DUT have a NTP time sync with NTP server in a secure manner
DUT doesn’t have any known vulnerabilities related to NTP

10. Expected Format of Evidence: PCAP, screenshot of wireshark, GUI/CLI
configuration, MITRE (or) Vulnerability Assessment tool

11. Test Execution:

11.1
11.1.1.
11.1.2.

11.1.3.

Test Case Number: 01

Test Case Name: 8.1.1

Test Case Description: Verify that the DUT supports the time
synchronization feature as part of its core or additional functionality.
Execution Steps:

1. Loginto the DUT on PC1 using the admin account with the username admin and
password admin123. Then, navigate to Network > Time > Time Server and check
the current time.

2. Choose the time zone, enter the NTP server IP address, select Sync via LAN (NTP
server), and apply all changes.

3. Verify that the ONT supports time synchronization functionality.

11.2 Test Case Number: 02

11.2.1.
11.2.2.

11.2.3.

O OoONU e

Test Case Name: 8.1.2
Test Case Description: Confirm that the DUT can securely synchronize its
clock with an NTP server and validate the server's authentication and
authorization.
Execution Steps:
To verify secure clock synchronization with the NTP server.
Log into the DUT on PC1 using the admin account with the username admin
and password admin123. Then, navigate to Network > Time > Time Server and
check the current time.
Choose the time zone, enter the NTP server IP address, select Sync via LAN
(NTP server-PC1), and apply all changes.
Check the NTP server time and DUT time is sync or not
To Perform NTP spoof, send an NTP spoofed packet to the DUT
Check the time of DUT is changed or not after spoofed NTP packet
If time settings not changed, execution steps 8 & 9 will applicable.
Use Wireshark to capture the traffic between DUT and PC1
Open Wireshark on PC1, which is connected to the ONT, and verify that the ONT
securely synchronizes its clock with the NTP server, ensuring the server's
authentication and authorization are validated using as per the “Crypto-
Controls-V1.0.0” ITSAR crypto algorithms.
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11.3 Test Case Number: 03
11.3.1. Test Case Name: 8.1.3
11.3.2. Test Case Description: Validate that the OEM has addressed well-known
vulnerabilities and implemented proper input validation in the NTP feature.
11.3.3. Execution Steps:
a. Manual:
1. Check the running version of NTP server
2. Check the vulnerability details in MITRE website.
3. Verify the identified well-known NTP vulnerabilities and applied patches on
the DUT against the information provided in the OEM documentation.
b. Automatic:
1.Use vulnerability Assessment tool for finding the NTP related vulnerabilities
11.3.4. Test Observation: Not Tested

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 8.1.1 Not tested
2 8.1.2 Not Tested
3 8.1.3 Not Tested
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2.3.9 TSTP for Evaluation of Restricted reachability of services

Optical Network Terminal (ONT)-PON
family Broadband Equipment ITSAR

ITSAR No: ITSAR403012311

Clause no:2.3.9

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment
<ITSAR Version No:> 1.0.0
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security
<Security Requirement No & Name > 2.3.9 Restricted reachability of services
<Requirement Description: > The ONU/ONT shall restrict the reachability of
services so that they can only be reached on interfaces where their usage is required.
OEM to map the essential services required to be accessed from WAN side, LAN side to
limit access to services only on need / functionality basis. For Interfaces on which
services are active, the reachability to be limited to legitimate communication peers.
One such Use-case scenario is to restrict web-management access of ONU/ONT to only
LAN ports and not to permit access on Wi-Fi, WAN side
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.3.2.2]

2.
3.

4.

L.

il.
iil.

DUT Confirmation Details:

Use the command line/GUI interface to get details of the machine on which test is

conducted.
Use GUI to get Application No/Version No

& hardware Info

The below screenshot shows the firmware version of the DUT

DIGISOL —

Status Network Security A
Iser il

DG-GRES21AC
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Interfaces No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:

i. The DUT (192.168.1.1) is connected to the Lab’s Testing Machine’s (192.168.1.2 and

192.168.1.3) via LAN1 interface.

ii. The DUT (192.168.2.1) is connected to the Lab’s Testing Machine’s (192.168.2.2 and

192.168.2.3) via LANZ2 interface.
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(=] DG-GR6821AC E3 -+ = p—
« C O & nhttpsy/192.168.1.1 W @ @ N S e PR T B ©
®
DIGISOL
Status Status Network Security Application Management Diagnostics Help
Device Info WAN Info User Info Voip Info Remote Manage Info
WLAN Info Device Info
IP Address 19218811
LAN Info MAC Address 00177caalB9e
LAN Port Status
Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 o o 2204 636909 o o
Port_2 784 171280 o o 608 204454 o o
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
iii. HTTPS is enabled.
(=] DG-GRB821AC x -+ ~ = O x
« C O & == 19216811 * @ L @ 8 S & # R T % @ =
®
DIGISOL
Gy Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
I This p. ccess control of common ports on the upstream and downstream directions; If you need to control other ports, please
IP/Port Filtering config
Service-Name LAN WAN Port Remote Host
Common Filtering T 23
Fip 21
Hitp 20
HTTPS 443
Ping
Submit
Web for Mobile

iv. DUT is pre-configured with BOA as a webserver having (0.93.15) version.

@) aravind@Aravind_V: ~ x A

:$ curl https://192.
HTTP/1.0 200 OK
Date: Thu, 81 Jan 1970 00:11:50 GMT
Server: Boa/0.93.15
Connection: close
Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, €9 Dec 2022 05:59:
X—Frame—Options: SAMEORIGIN

1%

168.1.1 ——insecure -1

34 GMT

v. Configure the NTP server ip address in the ONT GUI

6. Precondition: OEM need to provide document regarding the DUT have the capability
to restrict services reachability to only declared ports and the nodes authorized to

access them. In case, the OEM shall detail how this capability can be configured.
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7. Test Objective: To verify that it is possible to bind the services only to the interfaces

from which they are expected to be reachable.

8. Test Plan:

8.1 Number of Test Case Scenarios: 3

8.1.1To verify that it is possible to bind the services such as HTTP and SSH only to the

authorized interfaces (LAN) and legitimate user.

8.1.2 To verify that services such as HTTP and SSH are not accessible from

unauthorized interface (WAN) and illegitimate user.

8.2 Test Setup Diagram

DIGISOL (DG-GR6821AC)

PC1

m

4

0S: Windows 11
IP Address: 192.168.1.2
Default Gateway: 192.168.1.1

\|

PC2

Ul

\|

0S: Windows 11
IP Address: 192.168.1.3
Default Gateway: 192.168.1.1

Legitimate user v

Lan1

19216811
HTTP Disable
SSH Enable

lllegitimate user x

e Lan 2
U 192.168.2.1
HTTP Enable
SSH Disable

PC1

Legitimate user v

0S: Windows 11
IP Address: 192.168.2.2
Default Gateway: 192.168.2.1

PC2

lllegitimate user x

0S: Windows 11
IP Address: 192.168.2.3
Default Gateway: 192.168.2.1

8.3 Tools Used: - GUI/CLI of DUT, Port scan tool
8.4 Test Execution Steps
8.4.1 (A) To verify that it is possible to bind the services such as HTTP and SSH only to
the authorized interfaces (LAN) and legitimate user.

1. Launch PuTTY, Enter the DUT's IP address 192.168.1.1 in the "Host Name " field,
set connection type SSH, specify port 22 and Click "Connect".

2. Enter the username “admin” and password “admin123”.

3. Create firewall rules on the DUT to accept SSH and HTTP connections for all the
legitimate users connected on authorized ports.

4. To checkforservices that are open and filtered on all connected authorized ports,
utilize the Nmap tool to verify the status of services.

5. Using Putty, login into the DUT’s SSH service from a legitimate user.

6. Check the logs for SSH attempt via authorized interface and legitimate user.

7. Attempt HTTP connection via authorized interface and legitimate user, open a
web browser and enter the default gateway address (DUT’s ip) in the address
bar. Then, login with the admin user.

8. Check the logs for HTTP attempt via authorized interface and legitimate user.

1.1.15.
8.4.2 (B) To verify that services such as HTTP and SSH are not accessible from

unauthorized interface (WAN) and illegitimate user.
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i. Launch PuTTY, Enter the DUT's IP address 192.168.1.1 in the "Host Name " field,
set connection type SSH, specify port 22 and Click "Connect".

ii. Enter the username “admin” and password “admin123”.

iii. Create a Firewall rule on DUT to drop SSH connection for any interface and user
except authorized interface and legitimate user.

iv. Try to access SSH via unauthorized interface, open PuTTY, enter the DUT's IP
address in the "Host Name" field and set the port to your desired number 22 for
SSH. Then click "Open" and log in.

v. Check the logs for SSH attempt via unauthorized interface.

vi. Tryto access SSH via illegitimate user and authorized interface, open PuTTY, enter
the DUT's IP address in the "Host Name" field and set the port to your desired
number 22 for SSH. Then click "Open" and log in.

vii. Check the logs for SSH attempt via illegitimate user via authorized interface.
viii. Attempt HTTP connection via unauthorized interface, open a web browser and
enter the default gateway address (DUT’s ip) in the address bar.

ix. Check the logs for HTTP attempt via unauthorized interface.

x. Attempt HTTP connection via illegitimate user and authorized interface, open a
web browser and enter the default gateway address (DUT’s ip) in the address bar.
Then, login with admin user.

xi. Check the logs for HTTP attempt via unauthorized interface.

9. Expected Results for Pass:
1.1.16. DUT should be accessed through authorized interface only
1.1.17. DUT should be accessed through authorized entity only

10. Expected Format of Evidence: GUI/CLI configuration, Nmap results

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: 8.1.1

11.1.2. Test Case Description: To verify that it is possible to bind the services such
as HTTP and SSH only to the authorized interfaces (LAN) and legitimate user.

11.1.3. Execution Steps:

1. Loginto the DUT on PC1 using the admin account with the username admin and
password admin123.

2. Then go to the “Security -> IP/Port filtering” in the GUI.

3. Enable the management protocols (SSH, HTTP/HTTPS) on the LAN side and
disable it on WAN side.
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IP/Port Filtering

Common Filtering

This page configures the access control of common ports on the upstream and downstream directions; If you need to control other ports, please

configure on the page of portfilter

(5]  DG-GRES2IAC x [ + ~ = (m] x
« G O 8 = 19216811 * L @y S e P T % © =
® R
DIGISOL —
Sz Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering

Service-Name LAN WAN Port Remote Host
Telnet [m] 23
Ftp (m} a 21
Hitp 80
HTTPS 443
Ping [m]

Submit

fi

for Mobile

4. Create IP filter rule for only legitimate
Security -> IP/Port Filtering

user(entity) able to access the DUT.

c oOa

— 2 © L @ D S

DIGISOL

. Status Networiig A Di
Security e =

WAN Access  Firewall MAC Filtering [IP/Port Filtering @)

IP/Port Filtering IP/Port Filtering

1P Address Filtering;

e & =

Logout

Help

Disable

Common Filtering Fitaring Made: @ Biscrist

O wnitelist

CIick SUBMIL t0 enabie:disabis IIPOM Ntenng MNCHON. When wWhite ISt ES N0 eMply, WHIte ISLWOFKS mStead of Diack ist.

‘Supmat

Add IP Filter - Out

Fifter Name:

1P Version:

Protocot:

Source [P Addrass:

Source Subaet Mask:

Destination IP Address:

Destination Subnet Mask:

Source Port:

Destination Port:

192.168.1.1 qHe o

DIGISOL

Logout
. Status Networkil] Sec Application Management Diagnostics Hel
Security i 9 g P
WAN Access  Firewall MAC Filtering ort Filtering

IP/Port Filtering IPIPort Filtering

W aqaress tenng: O insania

Common Fittering Fillring Mode. ® Bt

O wielist

Click submit to enabloidisable IP/Port fitering function. When white list is not smpty, white list works instead of black st

Subma

S = S
©
e
=

Sourcapor: -
oo Port = o
N - - )

5. Try to access the DUT from LAN side (legitimate user) - ping, ssh, http/http
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@ aravind@Aravind_V: ~ X A

: $|sudo hping3 -p 22 192.168.1.1
[sudo] password for aravind:
HPING 192.168.1.1 (eth® 192.168.1.1): NO FLAGS are set, 40 headers + 0 data bytes

~C
——— 192.168.1.1 hping statistic —-
97 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.8 ms
3

11.1.4. Test Observation: Not tested

11.2 Test Case Number: 02
11.2.1. Test Case Name: 8.1.2
11.2.2. Test Case Description: To verify that services such as HTTP and SSH are not
accessible from unauthorized interface (WAN) and illegitimate user.
11.2.3. Execution Steps:

1. Log into the DUT on PC1 using the admin account with the username admin
and password admin123.

2. Then go to the “Security -> IP/Port filtering” in the GUL

3. Enable the management protocols (SSH, HTTP/HTTPS) on the LAN side and

disable it on WAN side.
5  DG-GRS8IAC x|+ ~ = m} b
<« C O & == 19216811 * Lo n S e & T® ©® =
®
DIGISOL
RNt Status Network Security Application Management Diagnostics  Help

WAN Access Firewall MAC Filtering IP/Port Filtering

N . This pag ures the access control of common ports on the upstream and downstream directions; If you need to control other ports, please
IP/Port Flhe”ng configurs the page of portfilter.
Service-Name LAN WAN Port Remote Host
Commoeon Filtering — P
Fip 21
Http 30
HTTPS 443

Ping

Submit

Web for Mobile

4. Create IP filter rule for only legitimate user(entity) able to access the DUT.
Security -> IP/Port Filtering

168




WAN Access Firewall MAC Filtering [IP/Port Filtering

IP/Port Filtering

« cC Oa 192.168.1.1 2t 9+ @n S o Pu
@
DIGISOL
CoprE Status Nerwurlo Security | Application Management Diagnostics Help
WAN Access  Firewall MAC Filtering |IPIPort Filtering e
IP/Port Filtering
IP Address Filtering: Disable o
Commen Filtering Filtering Mode: @® Blacklist el

Click submit to enable/disable IP/Port filtering function. When white list is not empty, white list works instead of black list

Submat

Add IP Filter - Out

Filter Name: ssh_drop

1P Version: Py v

Protocol: TCP v

Source IP Address: 192.168.16 -

Source Subnet Mask:

Destination IP Address:

Destination Subnet Mask:

Source Port: -

Destination Port: 22 e
[ cnses (@)

« cC O& 182.168.1.1 % 9 L0 o Puk
®
DIGISOL
Security Status Nerworlo Application Management Diagnostics  Help

1P Address Fittering:

Common Filtering

Filtsring Mode:

Disable

@ Biackist

Whitelist

Click submit to enableidisable IPPort filtering funcbon. When white st is not empty, white list works instead of black st

‘Submit

Fiter Name: ssh_drop
1P Version: IPet ~
Protocok

Source P Address:

Source Subaet Mask:

Destination IP Address:

DestinationSubnet Mask:

Source Port:

Destination Port:

ooty chang==] ()
5. Try to access the DUT from WAN side (ilegi

€ aravind@Aravind_V:

x  +

:$ sudo hping3 -p 22 192.168.1.1
[sudo] password for aravind:

HPING 192.168.1.1 (eth® 192.168.1.1): NO FLAGS are set,

40 headers + 0 data bytes
~C

192.168.1.1 hping statistic
97 packets transmitted, @ packets received, 100% packet

loss

round-trip min/avg/max 0.0/0.08/0.0 ms

11.2.4. Test Observation: Not Tested
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12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1 Not tested
2 8.1.2 Not Tested
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2.3.10 TSTP for Evaluation of Avoidance of Unspecified Mode of Access

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311
family Broadband Equipment ITSAR

Clause no:2.3.10

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical

Network Terminal (ONT) - PON family Broadband Equipment
<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

2. <ITSAR Section No & Name> Section 3: Software Security

3. <Security Requirement No & Name > 2.3.10 Avoidance of Unspecified Mode of

Access

4. <Requirement Description: > An undertaking shall be given by the vendor as follows:
"The ONU/ONT does not contain any wireless, optical, magnetic or any other

component that may be used as a covert channel"
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . Section 4.2.3.4.6.1]

5. DUT Confirmation Details:

i. Use the command line/GUI interface to get details of the machine on which test is

conducted.
ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT

< 5 C | O & 19216811

) Import bookmarks.... #) Getting Started % New Tab

DIGISOL

Status Network Security Application Management Diagnostics Help

evice Inffo WANInfo Userinfo Voipinfo Remote Manage Info

Status
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Interfaces No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

6. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.
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= DG-GRBE21AC x —+ ~ — [m]
« C O G hitps//192.168.1.1 oL e S e P T 3 ©
®@
DIGISOL
ST Status Network Security Application Management Diagnostics  Help

Device Info WAN Info Userinfo Voipinfo Remote Manage Info

WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caa069e

LAN Port Status

Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex

Send and Recv

Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 636909 0 0
Port_2 784 171280 0 0 508 204454 0 0

Active DHCP Clients

Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
(=] DG-GRE821AC = + ~ — o
<« < O & =2 192.168.1.1 * © L @ 5 = & ¥ T % =
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help

WAN Access Firewall MAC Filtering IP/Port Filtering

o This p e access control of commen perts on the upstream and downstream directions; If you need te control other ports, please
IP/Port Filtering o

Service -Name LAN WAN Port Remote Host

Common Filtering Telnet 23

Fip 21

Hitp 20

HTTPS 443
Ping
Submit

Web for Mobile

DUT is pre-configured with BOA as a webserver having (0.93.15) version.

1ii.

@ aravind@Aravind_V: ~ x +

:$ curl https://192.168.1.1 ——insecure -I
HTTP/1.0 200 OK
Date: Thu, 61 Jan 1970 ©€0:11:50 GMT
Server: Boa/0.93.15
Connection: close

Content-Type: text/html

Content-Length: 2023

Last-Modified: Fri, 09 Dec 2022 ©5:59:34 GMT
X-Frame-Options: SAMEORIGIN

%
iv. Configure the NTP server ip address in the ONT GUI

7. Precondition: OEM should provide the undertaking as per the ITSAR requirement
8. Test Objective: Verify that the DUT does not have any covert channel

9. Test Plan:
8.1 Number of Test Case Scenarios: 1
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8.1.1 Verify that the DUT does not support covert channel with support of
undertaking document
8.2 Test Setup Diagram

DUT : Digisol ONT PC1

el' Ethernet Connection

4

"

Port: LAN 2 0S: Windows 11

IPv4: 192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2:11 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0
8.3 Tools Used:- Monitoring tools, logs of DUT
8.4 Test Execution Steps
i. Check the OEM undertaking, as per the ITSAR requirement or not
ii. Check the DUT logs for any traffic initiated by external devices or not
iii. Monitor the DUT incoming/outgoing traffic
10.  Expected Results for Pass:

i.  OEM undertaking document stating that “The ONU/ONT does not
contain any wireless, optical, magnetic or any other component that
may be used as a covert channel”.

ii.  There should not be any unauthorized (Undocumented)
communication channel present.

11. Expected Format of Evidence: Wireshark screenshots, DUT Logs

12. Test Execution:
11.1Test Case Number: 01

12.1.1. Test Case Name: 8.1.1
Test Case Description:
Verify that the DUT does not support covert channel with support of undertaking
document
Execution Steps:
i. Check the OEM undertaking, as per the ITSAR requirement or not

ii. “The ONU/ONT does not contain any wireless, optical, magnetic or any other
component that may be used as a covert channel”.
iii. Check the DUT logs for any traffic initiated by external devices or not
iv. Monitor the DUT incoming/outgoing traffic
Test Observation: - Not tested

13. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 8.1.1 Not tested
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Section 4: System Secure Execution Environment
2.4.1 TSTP for Evaluation of No unused functions

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.4.1
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 4: System Secure Execution Environment

2. <Security Requirement No & Name > 2.4.1 No unused functions

3. <Requirement Description: > Unused functions i.e. the software and hardware
functions which are not needed for operation or functionality of the ONU/ONT shall
not be present in the ONU/ONT'’s software and/or hardware. List of the used functions
of the Networks s software and hardware as given by the vendor shall match the list of
used software and hardware functions that are necessary for the operation of the
ONU/ONT.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.4]

4. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT

DIGISOL

Status Network Security Application Management Diagnostics Help
Device info WANInfo Userinfo VoipInfo Remote Manage Info

Status

Firmware Version V2.1.08-240403
PON SIN GPONOD3TEDE2

Uptime 46 min
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Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.
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5] | DG-GReBZIAC X | + ~ =
<« G O G heps/192.168.0.0 bl Y on S e P r s e
®
DIGISOL
Status Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caalB9e
LAN Port Status
Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Byles Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 536900 0 0
Port_2 784 171280 0 0 608 204454 0 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
(5] | DG-GR6821AC x|+ v = m} X
« C O & & 19216811 * T L o8 & e F T B8 ® =
®
DIGISOL
S Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
L s the access control of common ports on the upstream and downstream directions; If you need to control other ports, please
IP/Port Filtering i filter
Service-Name LAN WAN Port Remote Host
Commoeon Filtering Telnet 2
Fip 21
Hitp 80
HTTPS 443
Ping
Submit
eb for Mobile

iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.
Q) aravind@Aravind_V: ~ X +

:$ curl https://192.168.1.1 ——insecure -1
HTTP/1.0 288 OK
Date: Thu, 81 Jan 1970 00:11:50 GMT
Server: |Boa/0.93.15
Connection: close
Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, €9 Dec 2022 05:59:34 GMT
X-Frame-Options: SAMEORIGIN

o |
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6. Precondition: OEM have to provide document regarding a list of all available software
or hardware and associated components containing at least the following information
shall be included in the documentation accompanying the Network Product:

13.1.1. name of the software or hardware;

13.1.2. version of the software or hardware installed;
13.1.3. list of dependencies and versions;

13.1.4. any add-ons and functions;

13.1.5. any special hardware/debugging ports;
13.1.6. software or hardware support type;

13.1.7. licensing information;

13.1.8. requirement during functioning of system;
13.1.9. brief description of their purpose.

13.1.10.

7. Test Objective: To verify that DUT does not have any unused hardware and software
functions

8. Test Plan:
8.1 Number of Test Case Scenarios: 3
8.1.1 Verify that the OEM submitted document as per the precondition
8.1.2 Verify that the no unused hardware functions present in the DUT compare with
OEM document
8.1.3 Verify that the no unused software functions present in the DUT compare with
OEM document
8.2 Test Setup Diagram

DUT : Digisol ONT PC1

m

7

ell Ethernet Connection

I-l
Port: LAN 2 0S: Windows 11
IPv4:192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: - Web browser (For access GUI of DUT), CLI of DUT
8.4 Test Execution Steps
8.4.1.(A) Verify that the OEM submitted document as per the precondition,

i. Verify that submitted BOM will be as per the precondition
ii. To verify software function from software bill of materials (SBOM)
iii. To verify hardware function from hardware bill of materials (HBOM)

8.4.2. (B)Verify that there is no unused hardware functions present in the DUT
compare with OEM document
i. Login to the DUT by CLI(SSH)
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ii. Checkthe any unused (which may not be needed for DUT functionality) hardware
functions (USB) present in the CLI of DUT
iii. Validate with OEM document

8.4.3. (C) Verify that there is no unused software functions present in the DUT
compare with OEM document

i. Login to the DUT by CLI(SSH)
ii. Check the any unused (which may not be needed for DUT functionality) software
functions (File transfer) present in the CLI of DUT
iii. Validate with OEM document

9. Expected Results for Pass: There is no unused software /hardware functions present
in the DUT

10. Expected Format of Evidence: Screenshots of terminal

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: 8.1.1
11.1.2. Test Case Description: Verify that the OEM submitted document as per the
precondition
11.1.3. Execution Steps:

i. Verify that submitted BOM will be as per the precondition
ii. To verify software function from software bill of materials(SBOM)
iii. To verify hardware function from hardware bill of materials(HBOM)

11.2 Test Case Number: 02
11.2.1. Test Case Name: 8.1.2
11.2.2. Test Case Description: Verify that there is no unused hardware functions
present in the DUT compare with OEM document
11.2.3. Execution Steps:

i. Login to the DUT by CLI(SSH)
ii. Checkthe any unused (which may not be needed for DUT functionality) hardware
functions (USB) present in the CLI of DUT
iii. Validate with OEM document

11.3 Test Case Number: 03
11.3.1. Test Case Name: 8.1.3
11.3.2. Test Case Description: Verify that there is no unused software functions
present in the DUT compare with OEM document
11.3.3. Execution Steps:

i. Login to the DUT by CLI(SSH)
ii. Check the any unused (which may not be needed for DUT functionality) software
functions (File transfer) present in the CLI of DUT
iii. Validate with OEM document
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12. Test observation: The testcase is “Not Tested”

13. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 8.1.1 Not tested
2 8.1.2 Not tested
3 8.1.3 Not tested
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2.4.2 TSTP for Evaluation of No unsupported components

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.4.2

family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 4: System Secure Execution Environment

2.
3.

<Security Requirement No & Name > 4.2 No unsupported components
<Requirement Description: > The ONU/ONT shall not contain software and
hardware components that are no longer supported by their vendor, producer or
developer, such as components that have reached end-of-life or end-of-support.
Excluded are components that have a special support contract. This contract shall
guarantee the correction of vulnerabilities over components' lifetime. OEM to provide
report and declaration to this effect.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.2.5]

4. DUT Confirmation Details:

1.

Use the command line/GUI interface to get details of the machine on which test is
conducted.

. Use GUI to get Application No/Version No & hardware Info
iii. The below screenshot shows the firmware version of the DUT

®
DIGISOL —

Status Network Security Application Management Diagnostics Help
Device info WANInfo Userinfo VoipInfo Remote Manage Info

Status

Device Info
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Interfaces No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.
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) || DG-GRe8ZIAC x| + ~ =
<« C O & hitps//192.168.1.1 T 9L e s e PR r &
®
DIGISOL
Status Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo Voip Info Remote Manage Info
WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caa069e
LAN Port Status
Interface State Speed WMode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 636900 0 0
Port_2 784 171280 0 0 508 204454 0 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time

ii. HTTPS is enabled.

IP/Port Filtering

Web for Mobile

Service-Name LAN WAN Port Remote Host
Commoeon Filtering Telnet En
Ftp 21
Hittp 80
HTTPS 443
Ping
Submit

= DG-GR6821AC = aF ~ = o =
<« C O & =° 192.168.1.1 * @ L @ 8 S & & r & =
@
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
ontrol of common ports on the upstream and downstream directions; If you neec control other poris, please

iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.

@ aravind@Aravind_V: ~ x +

:$ lcurl https://192.168.1.1 —-insecure -I

HTTP/1.0 200 OK
Date: Thu, €1 Jan 1970 00:11:50 GMT

Server: Boa/0.93.15
Connection: close

Content-Type: text/html
Content-Length: 2023
Last-Modified: Fri, 89 Dec 2022 85:59:34 GMT

X-Frame-Options: SAMEORIGIN

2%

6. Precondition: OEM have to provide document regarding a list of all available software
or hardware and associated components containing at least the following information

shall be included in the documentation accompanying the Network Product:

13.1.11.
13.1.12.

name of the software or hardware;
version of the software or hardware installed;
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13.1.13. list of dependencies and versions;

13.1.14.  any add-ons and functions;

13.1.15.  any special hardware/debugging ports;
13.1.16.  software or hardware support type;
13.1.17.  licensing information;

13.1.18.  requirement during functioning of system;
13.1.19.  brief description of their purpose.

13.1.20.

7. Test Objective: To ensure that all software and hardware components running in the
network product are still supported and have not reached either their end-of-life or
end-of-support.

8. Test Plan:
8.1 Number of Test Case Scenarios: 3
8.1.1 Verify that the OEM submitted document as per the precondition
8.1.2 Verify that the no EoL hardware functions present in the DUT compare with
OEM document
8.1.3 Verify that the no EoL software functions present in the DUT compare with OEM
document
8.2 Test Setup Diagram

DUT : Digisol ONT PC1

m

el' Ethernet Connection

4

y 7
Port: LAN 2 0S: Windows 11
IPv4:192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: feB0:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: - Web browser (For access GUI of DUT), CLI of DUT, XEOL
8.4 Test Execution Steps
8.4.1 (A) Verify that the OEM submitted document as per the precondition,
i. Verify that submitted BOM will be as per the precondition
ii. To verify software function from software bill of materials (SBOM)
iii. To verify hardware function from hardware bill of materials (HBOM)

8.4.2 (B) Verify that there is no EoL hardware functions present in the DUT
compare with OEM document
i. Login to the DUT by CLI(SSH)
ii. Check the list of installed hardware functions in the CLI of DUT
iii. Check the EoL of software by internet search/automated tool
iv. Validate with OEM document

8.4.3 (C) Verify that there is no EoL software functions present in the DUT compare
with OEM document
i. Login to the DUT by CLI(SSH)
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ii. Check the list of installed software functions in the CLI of DUT
iii. Check the EoL of software by internet search/automated tool(XEOL)
iv. Validate with OEM document

9. Expected Results for Pass: There is no EoL software /hardware functions present in
the DUT
10. Expected Format of Evidence: Screenshots of terminal
11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: 8.1.1
11.1.2. Test Case Description: Verify that the OEM submitted document as per the
precondition

11.1.3. Execution Steps:

i. Verify that submitted BOM will be as per the precondition
ii. To verify software function from software bill of materials (SBOM)
iii. To verify hardware function from hardware bill of materials (HBOM)

11.2 Test Case Number: 02
11.2.1. Test Case Name: 8.1.2
11.2.2. Test Case Description: Verify that there is no EoL hardware functions present in
the DUT compare with OEM document
11.2.3. Execution Steps:

i. Login to the DUT by CLI(SSH)
ii. Check the list of installed hardware functions in the CLI of DUT
iii. Validate with OEM document

11.3 Test Case Number: 03
11.3.1. Test Case Name: 8.1.3
11.3.2. Test Case Description: Verify that there is no EoL software functions present
in the DUT compare with OEM document
11.3.3. Execution Steps:

i. Login to the DUT by CLI(SSH)
ii. Check the list of installed software functions in the CLI of DUT
iii. 3. Validate with OEM document

11.3.4. Test observation: The testcase is “Not Tested”
12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL | Remarks

1 8.1.1 Not tested
2 8.1.2 Not tested
3 8.1.3 Not tested
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Section 5: User Audit
2.5.1 TSTP for Audit Event Generation

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.5.1
family Broadband Equipment ITSAR

<TSTP Document ID:>
<Applicant Name:>
<Application Number>

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 5- User Audit

2. <Security Requirement No & Name > 2.5.1 Audit Event Generation

3. <Requirement Description: > ONU/ONT to have capability to log important Security
events. The audit logs may preferably be stored in non-volatile memory. If applicable
(for cyber-cafe, Public Data Office usage scenario) provision for secure log export
should exist and logs may capture unique System Reference such as website address,
[P Address, MAC address, hostname, login attempts etc.

[Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.6.1;

2) TSDSISTD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.2.5]

4. DUT Confirmation Details:

DIGISOL -

Status Network Security Application Management Diagnostics Help

Device Info WAN Info Userinfo VoipInfo Remote Manage Info

Status

Device Basic Info Device Info

Device model DG-GR8821AC
Device SN 123451CEF03376DE2
Hardware Version V42

Firmware Version V2.1.08-230602

PON S/N GPON00376DE2
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5.

L.

DUT Configuration: The DUT must grant required privileges to the user/tester to

generate the mentioned events and access the log files on the system.

The DUT ( IP: 192.168.1.1) is connected to the Lab Testing Machine over LAN 2.

[=] U DG-GR6821AC B | + ~
« > C O A nttpsy192.168.1.1 w L @0 S e ¥ oT O
®
DIGISOL —
Status Network Securi Applicatit M Dii i Hel|
Status rity = >
Device Info WANInfo Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address. 00177caa069e
LAN Port Status
Interface State Speed Mode
Port_1 down - -
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 o o 2204 636909 0 0
Port_2 784 171280 o o 608 204454 0 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
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il

iii.

6.

HTTPS, SSH and FTP services are enabled

DIGISOL .

Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering

Security

. . This page configures the access control of common ports on the upstream and downstream directions; If you need to control other ports, please configure
IP/Port Filtering on the page of port filter.

Port Remote Host

S
z

. R Service-Name LAN
Common Filtering

Telnet 23

Q|0

Fip 21

@]

Hitp 20

HTTPS 443

[« ]
0O 0|0 OlO0O|Oo|0O

Secure Shell(SSH) 22

@]

Thp

Ping

Submit

DUT is pre-configured with BOA as a webserver having (0.93.15) version.

© aravind@Aravind_V: ~ ® + |

:$ curl https://192.168.1.1 ——insecure -1
HTTP/1.0 200 OK
Date: Thu, 81 Jan 1970 00:11:50 GMT
Server: Boa/8.93.15

Connection: close

Content-Type: text/html

Content-Length: 2023

Last-Modified: Fri, @9 Dec 2022 05:59:34 GMT
X-Frame-Options: SAMEORIGIN

Preconditions:

i. Vendor to provide documentation (administration guide or any other document) on
how to configure audit logs to be access controlled for various privilege levels.

ii. The following information shall be provided by the documentation (administration
guide or any other document) accompanying the network product:

o Thelogwhere the eventisrecorded and how it can be accessed (e.g., the complete
path).
o If the event type is enabled by default or how to enable it.

iii. Documentation (administration guide or any other document) describing where
logs are stored and how these logs are accessed, and the Network Product interfaces
that these logs can be accessed from.

iv. Tester has the highest level of access to DUT.

Test Objective: - To verify that all the Security events are logged together with a
unique system reference (e.g. host name, IP or MAC address) and the exact time the
incident occurred. For each security event, the log entry shall include user name
and/or timestamp and/or performed action and/or result and/or length of session
and/or values exceeded and/or value reached.
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8. Test Plan:

8.1 Number of Test Scenarios:
8.1.1 To verify that DUT logs important security events.
8.1.2 To verify that provision for secure log export is present in DUT.
8.1.3 To verify that audit logs preferably stored in Non-volatile memory.
8.1.4 To verify that High privilege user can read the logs but not to delete the logs.
8.1.5 To verify that low privilege users cannot read the logs also are not able to delete

the logs.
8.2 Test Setup Diagram:

| — g;-

| DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools Used: - Wireshark
8.4 Test Execution Steps
i. The Tester sequentially triggers each security event,
ii. The Tester verifies whether the security events, and their individual options, were
correctly logged. In particular it is verified whether they include at least the event
data specified as required to be logged.

9. Expected Results to Pass: The security events are properly logged along with the
minimum required details as mentioned.

10. Expected Evidence: The testing report contains the following information for each
security event:
i. List of O&M services.
ii. Commands executed per O&M services
iii. The relevant parts of the logs in appropriate form (e.g. file, screenshot).

11. Test Execution:

11.1 Test Case Number: 1
11.1.1 Test Case Name: TC_AUDIT EVENT GENERATION
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11.1.2

11.1.3

11.1.4
L.
il.

iii.

Test Case Description: To verify that the network product correctly logs all
required security event.

Execution Steps:

Execution Steps:

Launch Wireshark to capture packets on the "Ethernet” interface.

To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar.

To login through Administration Account, enter the username admin and
password “admin123” in the login dialog box.

iv. Open the new private window to login DUT through Lowest Privilege user, enter
the username “user” and password “user123” in the login dialog box.
DG-GReG21AC ¥ + ~
c O G o hitps/192.168.1.1/ax ogin.as |-—° 0% ¢
Username:
DIGISOL |t i
atgt2
(¢] p B o 192.168.1.1/admin/log >H 130% €2
L
Username:
DIGISOL | i
wiead ST EED
4
v. Check the logs in DUT for below mention security events occurred in DUT.

A. Log Generation 1: Incorrect Log In attempts (Mandatory)

Ch

eck the initial logs before incorrect login.
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1970-01-01 12:07:46  Warning
1970-01-01 12:07:46 Emargancy

1970-01-01 12:07:46 Warning

1970-01-01 12:07:46  Warning

kernel: TAPIdxs reboot notifier called
kemsl: reboot: R¥starting system
kernel: StopHW Succeed

Kernel: System restart.

= O & nips/19216800  |—-MD Bex  €¥
®
DIGISOL °
Status Network Security Application |[Management| Diagnostics Help
Management
User Manage Device Manage Log File Maintain
System Log User List
LOG Info [~ Giick "Accass Records" to view system access record
Besides fter log enabled, you can clean up syslog
o— E s B
@ System Access Log — Muzlla Firerox - o x
O G hitpsi//192.168.1.1/mg g_view_a ] =
1970-01-01 12:07:46 Warning kernal: ri8192cd close----- >
1970-01-01 12:07:46  Notice systemd: wlan0 down

a. Try to log in with an incorrect password for the "admin" user with

administrative privileges and try to log in with an incorrect username using the

"user" account, which has the lowest privilege level.

|O PA https://192.168.1.1/boaform/admin/formLogin |-—°

ERROR:bad password!

OK

|O G httpsy//192.168.1.1/bo

1/admin/formLogin |-—o

ERROR:invalid username!

oK

b. Check the logs for incorrect login attempts by administration Privilege user

“admin”, Lowest privilege user “user”.
B. Log Generation 2: Administrator Access (Mandatory)
a. Check the initial logs before administrative access.

O[& 192:1681.1/mgm_

1970-01-01 05:30:44 Warning kemel: INITIAL VOIP MANAGER PROGRAM
1970-01-01 05:30:44 Warning kemel: Inactive PIN_CS:
1970-01-01 05:30:44 Warning kenel. aipc: (0123)aipc_module_voip_set_pcm_fs I0_MODE_EN=0x00012058
1970-01-01 05:30:44 Warning kemel: aipc: (0468)aipc_module_voip_slic_reset rtk_api Pull low GPIO 28
1970-01-01 05:30:44 Warning kernel: aipc: (0477)aipc_module_voip_slic_reset_rtk_api Pull high GPIO 28
1970-01-01 05:30:44 Warning kemel: aipc: (0468)aipc_module_voip_slic_reset_rtk_api Pull low GPIO 28
1970-01-01 05:30:44 Warning kernel: aipc: (0477Jaipc_module_voip_slic_reset_rtk_api Pull high GPIO 28
1970-01-01 05:30:44 Warning kemel: *pSPICKDIV(b8002008)=FF000000 pSPITCR(b8009010)=00201823 pSPITCALR(b800201¢)=00000000
1970-01-01 05:30:44 warning kemel: FW di OK
1970-01-01 05:30:44 Warning kernel: TAPI init OK
1970-01-01 05:30:44 Warning kernel: BBD dl OK
1970-01-01 05:30:44 Warning kemel: ch0 line feed OK
1970-01-01 05:30:44 Warning kemel: PCM IF CFG OK Dy
1970.01.01 05:30.44 Warning kemnel- ch0 PCM CH CFG OK.
= LH =
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b. To access the DUT’s web interface, login with administrative privilege user
“admin” and low privilege user “user” with correct credentials

DG-GRE821AC X 4

c O[ & o+ nitpsy92168.1.1/adminloginasp_|«—D 0% 9y

DIGISOL

4tgt2

c. Check the logs for administrative access privilege user “admin” and low level

privilege “user”.

C & 192.168.11

so% ¥ =

Kermel PCM IF CFG OK

1970-01-01 05:30:44 warning
1970-01-01 0530 44 Warming kernel chd PCM CH CF G OK

1970-01-01 05:30:44 warning kemel chd PCM CH enabie Ok

1970-01-01 05:35:26 warning Kkemel Intel Slic(0) axs

1970-01-01 05:35.26 Warning kemel. “[[om

1870-01-01 05:35°26 warming Kemel Auta channel choose cn'o

1970-01-01 05:40:14 Informational boa[983]: logout successful from - M 192.168.1.2
1870-01-01 05:40:24 Informatonal bOA[983]: Kogin SUCCESSTUI 0T A4 roM 11182 168.1 2
1870-01-01 05:40:27 Warning kemel: Auto channel choose ch8

1970-01-01 05:4529 Warning kemel Auta channel choose ch 8

1970-01-01 05:48:06 Error b0a[083): login error from -ff:192.168.1.2 for bad password
1970-01-01 054817 Error boa[983] Verification code checkd error
1970-01-01 05:48:31 Error boa[083) Verification code checkd error

C. Log Generation 3: Account Administration (Mandatory)

a. Check the initial logs before all account administration activity configure,
deleting, enabling, and disabling any activity.

b.To test the ability to create, modify, and manage activities using both
administrative “admin” and low-privilege “user” accounts.

c. Following are some activity to check if logs are generated for above mention
ability:
Try to configure IP/Port filtering to check if logs are generated for the same,
navigate to the Security tab and select IP/Port Filtering. Enable [P address
filtering and activate the blacklist option, then click Submit to save your

changes.
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O 8 o 19216311 [+ 1ox § @

DIGISOL

Status Network Application Management Diagnostics Help
& WAN Access Firewall MAC Filtering IPi'Pur‘tFiIlering‘_o

IP/Port Filtering 4

IP Address Filtering: Disable @ Enable
Common Filtering Filtering Mode: @® BlackList *—0 Whitelist

Click submit to enable/disable IP/Port filtering function. When white list is not empty, white list works instead of black list.

o]

d. To check if logs are generated for the below blacklist activity, configure the
Upstream Blacklist, click "ADD" and enter the necessary details as follows.
e Filter Name: IPBLACK34
e Select IP Version: IPv4
e Select Protocol: ICMP
e Enter Source IP Address : 192.168.3.1
e Enter Source Subnet Address: 255.255.255.0
e Enter Destination IP address : 192.168.1.2
¢ Enter Destination Subnet Address: 255.255.255.0
e Enter Source PORT: 23
e Enter Destination PORT :23
e C(lick on Apply changes Button

A Notsecure 192,168.1.1 1 Lol

DIGISOL
Status Networlo—- Application Management Diagnostics Help

WAN Access Firewall MAC Filtwg_. IP/Port Filtering

Add IP Filter - Out

Security

IP/Port Filtering

Security

IP/Port Filtering
Common Filtering oy g
E—

Source IP Address: 19216831 ﬂ
Source Subnet Mask: 255.255.255.0 . _o
Destination IP Address: 192 168.12 .—o
DestinationSubnet Mask 255.255.255.0 ‘_——0

E—

Apply Changes l-—

e. To check if logs are generated for delete configuration activity, delete selected
Upstream Black List Configuration.

Upstream BlackList Configuration
Note, When black list enabled, default allow all LAN upstreams, add black list filter rules to prevent specified LAN upstreams

N Protocol Source IP Source Subnet Source Destination IP Destination Subnet  Destination Delet IP
Sine potoco Address Mask Port Address Mask Port I8t version
IPBLACK34 (None) 192.168.3.1 255.255.255.0 23 192.168.1.2 255.255.255.0 23 IPv4
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f. Verify that DUT generates log.
D. Log Generation 4: Resource Usage (Mandatory)
Note: The features to set the parameter values such as disk space, CPU load
are not available in this DUT. Hence the tester has provided general guidelines
for performing this test.

a. Check the initial logs before resource usage.

b. Locate the option to define thresholds for critical resource utilization levels
(These thresholds indicate when resource usage becomes excessive. For
example: Disk space, CPU load threshold etc.)

c. To test resource usage exceeding the defined thresholds by following:

e Transferring large amounts of data to test disk space limitations
¢ Running resource-intensive applications to increase CPU load.

d. Verify that DUT generates log.

e. Log Generation 5: Configuration change (Mandatory)
¢ Check initial logs before changing configuration

O & 19216811 10% 9%

1970-01-01 06:00:30 Warning kernel: Auto channel choose ch 6

1970-01-01 06:05:31 Warning kernel: Auto channel choose ch:8

1970-01-01 06:10:32 Warning kernel: Auto channel choose ch:8

1970-01-01 06:15:33 Warning kernel: Auto channel choose ch:1

1970-01-01 06:20:35 Warning kernel: Auto channel choose ch:7

1970-01-01 06:25:36 Warning kernel: Auto channel choose ch:9

1970-01-01 06:30:37 Warning kernel: Auto channel choose ch:6

1970-01-01 06:31:59 Warning dnsmasq[2441]: ignoring nameserver -1 - local interface

1970-01-01 06:31°59 Warning dnsmasq[2441]: ignoring nameserver 127.0.0.1 - local interface

f. To enable all services for both the "admin" user with administrative privileges
and the "user" with lower privileges on the DUT. Navigate Security > IP/Port
Filtering > Common Filtering click radio button to enable.

O & 19218811 [=—— (1] 0% 1% @ &

DIGISOL

Security Status Network @ Application Management Diagnostics  Help
WAN Access Firewall MAC Filtering | IP/Port Filtering -o

IP/Port Filtering : ‘ I‘I-Il‘m access control of on ports on the upstream and downs

Service-Name LAN WAN Port Remote Host
Common Filtering Teinat 23
Fip 21
&
o B | Hitp 80
HTTPS 443
Fing
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O & 19216811 0% Ty

®
DIGISOL

Status Network Security Management Help

Security
WAN Access Firewall MAC Filtering

[
WAN Access URL filtering -- add 100 rules at most.
URL Blocking: @ Disable Enable
CPU Rate FilteringMode: @ BlackList
URL Address Delete

Add  Delete

g. Check the logs for changes made in configuration of DUT via administration

privilege user “admin” and privilege user “user”.
E. Log Generation 6: Reboot/shutdown/crash (Mandatory)
a. Check initial logs before rebooting DUT.

O 8 19216811 -,—0 E I Q0 %
DIGISOL tome

Status Network Security Di Help
Management
User Manage  Device Manage Maintain [}
Systom Log User List o

[co5Te)—@)

Clear Records  Downlosd Log

@ System Access Log — Mozilla Firefox == o X
O & 1921681 8% W
1970-01-01 053042 Warning kemat lnk_mode=013, sic_ia=03
1970.01-0105:3042 warming Kemel:sicintertace_mod ZS1_ISI_PIN_MODE=040018¢7
1970-01-01 053042 waming Kermet TAPL Version 4 17.07, (c)2001-2016 Lanta Beteligungs-Gmok & COKG
1970-01-01 05:30:42 Warning Kermel:DUSLIC XS device aver version 13.1.0. (c) 2014-2015 Lansq Beteligungs-GmbH & CoKG
1970-0101 053042 Warning Keme* 000000 pSPIT 00201823 pSPITCAL
1970-0101 053042 Warning kemet A[mCreats Silc Event tread successtully
1970-01-01 05:3042 Waming vemat: oMV control bind 1 (1) Instances successhuly
1970-01-01 05:30.42 Warning Keme index dsp_could dsp_cch host_cch
1970-01-01 053042 warning e
1970-01-0105:30.42 warming Kemat 0% 0% 04 0%
1970-010105:3042 Warning kemal voip spin lock ind done
1970-01.01 053042 Warming Kemel: Vo RX netiter hook nt done!
1970-010105:3042 Warning Kemst-VoIP RX netiter ook for [P nt ol
1970-01-01 053042 warming vermet =sRTK VOIP SUITE
1970-01.0105:3042 warming Kemmet: SOK VoIP Version: VoiP-1.6-DSP-RES23-Luna-R23o rsine
1970.01010530. wamog Kamal Bo2rg CFG Moces

b. Reboot the DUT via administration privilege user “admin” and low privilege

user

@
[«

0 & 19216810 | ° o

DIGISOL °

Status Network Securi Application Diagnostics Hel
Management o4 U = 2 -
User Manage Log File  Maintain

: 3
Commit/Reboot ﬁommlt and Reboot

Timely Reboot

Commit and Reboot:

Upgrade Image

Load Default

Config File
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O & 19216811 ‘—o pd

®
DIGISOL —

Status Network Security Help
Management User ST

Commit/Reboot Fe)mmit and Reboot

This page is used to commit changes to system memory and reboot your system

Timely Reboot

Commit and Reboot: Gommit and Reboot | ﬂ

c. Check the logs post reboot.
F. Log Generation 7: Interface status change (Mandatory)
a. Check initial logs before changing interface status.

O & 192.168.1.1 & @

DIGISOL

Status Network Security Application Diagnostics Help
Management
User Manage Device Manage Maintain
System Log User List

Access Records  Clear Records  Download Log

@ System Access Log — Moxzilla Firefox = a x
v

O & 19216810 R = =
1970-01-01 06:11.22 Debug syshog: Debu: buildifvc: Interface br0 Addr. 192 16811, Flags. 0x1043

1970-01.01 06:11.:24 Debug syslog: Debu: buildifVc: Interface lo Addr. 127.0.0.1, Flags: 0x0049

1970-01.01 08:11:24 Debug syslog: Debu: buildifvc: Interface br0 Addr: 192 168 1.1, Flags: 0x1043

1970-01.01 06:11.26 Debug syslog: Debu buildifVc: Interface lo Addr: 127 0.0.1, Flags: 0x0049

1970-01-01 08:11.26  Debug syslog: Debu: buildifVc: Interface br0) Addr. 192.168.1.1, Flags: 0x1043

1970-01-01 08:11:28  Debug syslog: Debu: buildifVe: Interface lo Addr: 127.0.0.1, Flags: 0x0049

1970-01-0106:1128  Debug syslog: Debu: buildifvc: Interface br0 Addr. 192.168.1.1, Flags. 0x1043

1970-01-01 06:11.30 Debug syslog. Debu. buildifVe: Interface lo Addr. 127.0.0.1, Flags. 0x0049

1970-01-01 06:11:30 Debug syslog: Debu: buildifvc: Interface br0 Addr: 192168 1.1, Flags 0x1043

1970-01-01 06:11.32 Debug syslog: Debu buildifVc: Interface lo Addr: 127 0.0.1, Flags: 0x0049

1670-01-01 06:11.32 Debug syslog: Debu: buildifve: Interface br0 Addr: 192 168 1.1, Flags Ox1043

b. Initially plug the ethernet cable in “LAN-1" and check the status of LAN-1,
Navigate to Status > user info > LAN info > LAN-1-

O 8 192.168.1.1 A @ %

®
DIGISOL

Network Security Application Management Diagnostics Help

Device Info  WAN Info Voip Info Remote Manage Info

WLAN Info Device Info &
4

Status

IP Address 19216811

LAN Info MAC Address 00177caalb9e

LAN Port Status

Interface State Speed Mode
Port_1 wp 1000 M Full duplex H
Port_2 down - -
[z
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 943 138627 0 0 949 195634 0 0 ‘._o
Port_2 0 0 0 0 0 0 0 0

Active DHCP Clients

Device Type MAC Address IP Address Lease Time
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c. Now remove the ethernet cable from LAN-1 and insert it into LAN-2 and
check the status of LAN-2, Navigate to Status > user info > LAN info > LAN-
2.

[0 8w [—0 © &
®
DIGISOL
Status Network Security Application Management Diagnostics Help

Device Info  WAN Info Voip Info Remote Manage Info

WLAN Info Device Info
IP Address 192.168.1.1
4 LAN Info MAC Address 00177caal69e
LAN Port Status
Interface State Speed WMods
Port_1 down - -
Port_2 up 1000 M Full duplex ‘-—o

Send and Recv

Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes. Errors Dropped

Port_1 1257 186108 0 0 1706 287607 0 0 Iy

Port_2 849 123562 0 0 764 382788 0 0

Active DHCP Clients

Device Type MAC Address IP Address Lease Time

d. Check the logs for interface status changes.

G. Log Generation 8: Change of group membership or accounts (Optional)
Note: The features Change of group membership or accounts are not
available on this

a. Check initial logs before changing group via administration privilege user
“admin” and low privilege user “user”.

b. (Browser A) login with low privilege user and check whether this user can have
any change of group membership for accounts. Then logout from the current
user account.

c. (Browser B) login with admin privilege user and check whether this user can
have any change of group membership for accounts.

Check the logs for changes made via administration privilege user “admin” and
low privilege user “user”.

H. Log Generation 9: Resetting Passwords (Optional)

a. Check initial logs before resetting password of administration privilege user
“admin” and access privilege user “user”.
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[f) & 192.168.1.1 1o% ¥ ® &
®
D I G I S 0 L : : -
Status Network Security Application | Management | Diagnostics Help
Management .
User Manage Device Manage [Log File | Maintain
——
System Log User List (]
LOG |nfo}.4°‘ Access R 10 view sy
Besides @@Poa enavled, you
Clear Records ~Download Log
@ System Access Log — Mozilla Firefox - o x

1970-01-01 06.37 50 ‘Warning kernel [EAPOLKeyRecvd 4261][wian1}4-2

1970-01-01 06.37 50 ‘Warning kernel [SendEAPOL 3104)lwlan1]4-3

1970-01-01 06:37-50 Warning kernel [EAPOLKeyRecvd 4480)(wlan1}4-4

1970-01-01 0637 50 Warning kemel [EAPOLKeyRecvd 4761]wian1]WPA2 4.way handshake done
1970-01-01 06:39.44 Warning kermel [SendEAPOL 3003)wian1}4-1

1970-01-01 06:39.44 Warning kernel: [EAPOLKeyRecvd 4261][wian1}4-2

1970-01-01 06:39 44 Waming kermel [SendEAPOL 3104]wian1}4-3

1970.01.01 06:39:44 Warning kernel [EAPOLKeyRecvd 4480)(wian1}4-4

Web for
g 1970-01-01 06:39:44 Warning kemel: [EAPOLKeyRecvd 4761)[wian1]WPA2: 4.way handshake done

b. Steps to reset password of administration privilege user “admin” and low

privilege user “user”.

O &8 o 19216811 |+~—4@)

DIGISOL o

Management

Device Manage Log File Maintain
- o Acéess Control -- Password

Username: ad
Old Password: essscces
- Q@
New Password: sessscses
Confirm Password: ssscscsse

App% Changes |- °

Status Network Security Application Diagnostics Help

Logout

Cemmn]—0
®
DIGISOL o

v

O — e
Management
Device Manage

User Manage Access Control -- Password
é The password must contain at least 6 characters
The passwor n x 16 charactors

Username: IS¢

Old Password:

New Password:

Confirm Password:

Logout

Help

c. Check the logs for changes made in password of administration privilege user

“admin” and low privilege user “user”.

I. Log Generation 11: user Login (Mandatory)
a. Check initial logs.
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O A 19216811 |[~—4) w 2 &
®
D I G I S D L ) et
Status Network Security Application | Management | Diagnostics Help
Management - o
User Manage Device Manage | Log File | Maintain
System Log User List 5
You can v s.
LOG Info 4 [ ord
Besides fter log enabled, yo g
3 o Records DowniosLog
@ System Access Log — Moxilla Firefox S - o x

QO & 192.168.1.1/mgm _log view_access.as| % =
1670-01-01 05:68:50 Emor boaf858]: Verfication code checkd emor
16700101 06:00:28 Warning kemet: Auto channel choose chié
1970-01-01 06 .05 31 ‘Warning kemel Auto channel choose ch
1870-0101 06:10:32 Warning kemel: Auto channel choose ch:1
1670-01.01 06:45:47 Natice kemel: kiogd started: BusyBox vi 22 1 (2022-11-28 14:44:46 CST)
1970-01-01 06.50.42 Warning kemel. Auto channel choose ch.7
1970-01-01 06:5543 Warning kemel: Auto channel choose chiG

b. Below is the sample to check if logs are generated for the authentication
mechanism used in the DUT while accessing:

o Login into DUT via administration privilege user “admin” and low privilege
user “user

| QO 8 192.168.1.1/admin/login.asp H 120%  ¥¥ @

Username: L

DIGISO'—G Password: IR

xylio ST

O & o+ 192.168.1.1/admin/login.asp I.—° 120% g%

Username:

DIGISOL® Password:m

7zm2d S D |

c. Check logs for user identification details.

. Log Generation 14: Time Change (Mandatory)
a. Check initial logs before making changes in DUT time.
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[© & 19216810 |-—p 2% r @ &

DIGISOL o

Status Network Security Application |[Management| Diagnostics Help
Management
User Manage Device Manage Maintain

User List é

System Log
You can view system records
LOG Info ED-lick "Access Records” to view system access record.
Besides fgypy enabled, you can clean up sysiog

) [T

@ System Access Log — Mozilla Firefox

T & 19218811 120% Ty

1970-01-01 06:50:42  Waming kernel: Auta channel choose ch:7 s

1970-01-01 06:55:43  Waming kernel: Auto channel choose ch:6

1970-01-01 07:06:46  Waming kernel: Auto channel choose ch:8

1970-01-01 07:10:47  Waming kernel: Auta channel choose ch:7

1970-01-01 07:14:48 Error boa[858]: login error from ::ffff-192.168.1.2 for invalid usemame

1970-01-01 07:15:48  Waming kernel: Auta channel choose ch:7

Web for Mobile

b. To change time of DUT via administration privilege user “admin” and low
privilege user “user”, navigate Network > Time.

O & 19278811 120% Ty

o 2

®
DIGISOL
Network Status Security Application Management Diagnostics Help

Internet Bind Settings LAN 5G 2.4G TRO&9 Qos Time Route

3
®

Time

Current Time: hu Jan 1 07:22:53 GMT 1970

Time Zone Select: [Chonnat, Kolkata, Mumbar, New Dolhi (GMT=05:30) =
Enable Daylight Saving Time
Enable SNTP Client Update

NTP Primary Time Server: clock.Imtne net ~
NTP Secondary Time Server: clack.nyc.he.net =
Sync Channel: INTERNET -

Sync with WAN:

Interval: 86400

Web for Mobile p e r—

Note: In this DUT, users with low privilege cannot modify the date and time. If
the date and time modification functionality is available for a normal user, the

OEM must provide the relevant OEM documentation.

QO 8 19216811 a ] 120% €3 @ & @

DIGISOL o

Status Network Securi Management Hel
Network ty 9 p
LAN 5G 24G

2
1Pv4 LAN Settings

Config LAN IP address and sunbet mask, Click Apply Changes to take effect

IPvé

IP Address: 192.168.1.1

|Pv6 DHCP Subnet Mask: 255.256.256.0
Disable DHCP Server
Enable DHCP Server ®
Start IP Address: 192.168.1.33
End IP Address: 192.168.1.254
DHCP Mask: 255.255.255.0 N
Lease Time: One Day ~
LAN DNS Mode FromiSP v
Primary IP DNS: 0.0.0.0

Web for Mobile Secondary IP DNS: 0.0.0.0

c. Check logs for changes made in time of DUT via administration privilege user

“admin” and low access privilege user “user”.
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K. Log Generation 16: Audit Changes (Mandatory)
a. Check initial logs before making changes in DUT log.
O 8 19216811 -—o 0% ¥Y

® 3
DIGISOL ° =

Management Status Network Security Application Diagnostics Help

User Manage Device Manage |Log File | Maintain
System Log User List 3

o —@

ClearRecords  Download Log

@ System Access Log — Mozilla Firefox

QO & 19216811 ’ W% §F =

1970-01-01 083827  Waming kemel wilidccBIock 0°0,0,0,0,0,0,0

1970-01-01 08:38:41 Hotice: systemd: Ethernet WAN(nas0) up

1970-01-01 083843  Waming dnsmasq[3443] ignoring nameserver 1 - local interface

1970-01-0108:38:43  Waming dnsmasq[3443]. ignoring nameserver 127.0.0.1 - local interface

1870-01-01 08:38:53 Error routed[3506]: Cannot log to -D: not under varflog/

1970-01-01 08:38:53 Error routed[3506]: adding route to nethost 192 168.1.0 throug gateway 162 166 1 1: Cannot assid; requested address

1970-01-01 08:38:54  Waming kernel: disable loopback defect

1970-01-0108:38:54  Waming

kemel- fffa
b. Clear the audit data or logs records.
@ System Access Log — Mozilla Firefox — o x
O & 19216811 0% ¥ =
System Access Log
Manufacturer: DIGISOL
SerialNumber: GPONODASDOSE
P 102 16811
HW Ver: vazct
SW Ver: V3.2.02-240516
[
Refresh  Close
Date/Time Severity Info

c. Launch Putty to access DUT’s CLI mode via SSH service with admin
privilege user. Enter username “admin” and password “admin123”. -

Ef 192.168.1.1 - PuTTY

login: admin
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f. Check “syslogd.txt” file before manually add logs using the following
command. - cat syslogd.txt

channel

g. Add manually fake logs in syslogd.txt file using the following command.
echo “1971- 04 01 01:47:39 [Warning] kernel DUT Fake log” >> syslogd.txt

][l alll]

h. Check “syslogd.txt” file before manually add logs using the following
command. cat syslogd.txt

[\‘rr-ning] kernel:DUT Fake log? >>

i. To confirm that logs are added, login into DUT Web interface via

administration privilege user “admin.

11.1.5 Evidence Provided:
1.Log Generation 1: Incorrect Log In attempts (Mandatory)
- Logs for Incorrect login attempts present in DUT with following details.
i. username: Not Present
Source IP: Present
iii. Outcome of Event: Present
iv. Timestamp: Present

@ System Access Log — Mozilla Firefox = o *
O & nttps//192.168.11 Bo% P =
1970-01-01 09:00:21  Error boa[915): malformed request: “(null)"
1970-01-01 12:04:09 Error boa[915]: Error opening web/favicon.ico for ::ffff:192.168.1.8: No such file or directory
1970-01-01 12:04:15 Error boa[915]: Error opening web/favicon.ico for ::ffff:192.168.1.8: No such file or directory
1970-01-01 12:07:46 Emergency kernel: reboot: Restarting system
1970-01-01 08:55:22 Error boa[854]: login error from ::ffff:192.168.1.2 for bad password
V|1970-01-01 08:58:23  Error boa[854];: login error from :ffff:192.168.1.2 for invalid usemame
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2.Log Generation 2: Administrator Access (Mandatory)
- In This DUT administrator can access web GUI access. But normal user can’t
access administrator level feature in this DUT.
i. Username: Present
ii. Timestamp: Present
iii. Length of session: Not Present
iv. Outcome of event (Success or failure) : Present
v. Source (IP address) if remote access : Present

O & 19216811 % 1y =
197001010530 44 Warning kermel. PCM IF CFG OK
1970-01-01 059044 warning kermel: cho PCM CH CFG OK
19700101 05:30 44 Warning kemel cho PGV CH enable OK
1970-01-01 05:35:26 warning Kermet "[3Zminiliaize Intel Sic(0) Gxs102 Successtully
1970-01-01 05.35.26 warning Kemel. [om
1970-01-01 05:35:26 warning Kemet Auto channel choose cn9
1970-01-01 05.40.14 Informational boa[983]. logout successiul from _MT192.168.1.2

1870-01-01 05:40:24 Doa[883] login Successtul for admin from ~ 11192 168.1.2

1970-01-01 054027 kemel Auta channel choose ch 8

1970-01-01 05:45:20 Warning kemel: Auto channel choose ch'®
1970-01-01 05.48.06 Error boa[oB3]. login error from 1,192 168.1 2 for bad password
1070-01-01 05:48:17 Ermor boalg83]: Verification code checkd error
1970.01.01 054831 Error boa[oB3] Verification code checkd error

3.Log Generation 3: Account Administration (Mandatory)
- Logs for IP Port filtering configuration in DUT with following details.
i. Administrator username: Not Present
ii. Administered account: Not Present
iii. Source IP: Not Present
iv. Activity performed (configure, delete, enable
v. and disable): Not Present
vi. Timestamp: Not Present

/\ Notsecure  192.168.1.1/mgm_log_view_access.asp

1970-01-01 05:30:24 Warning kernel: |Pv4+|Pv6 both bridge

1970-01-01 05:30:24 Warning kernel: get mntr error!ll

1970-01-01 05:30:24 Warning kernel: get mntr errorlll

1970-01-01 05:30:24 Warning kernel: get mntr errorlll

1970-01-01 05:30:24 Warning kernel: get mntr error!l!

1970-01-01 05:30:24 Warning kernel: get mntr error!l!

1970-01-01 05:30:25 Warning kernel: get mntr error!ll

1970-01-01 05:30:25 Warning kernel: get mntr errorlll

1970-01-01 05:30:25 Warning kernel: get mntr errorlll

1970-01-01 05:30:25 Warning kernel: get mntr error!l!

1970-01-01 05:30:25 Warning kernel: get mntr error!l!

1970-01-01 05:30:25 Warning dnsmasq[2323]: ignering nameserver ::1 - local interface
1970-01-01 05:30:25 Warning dnsmasq[2323]: ignoring nameserver 127.0.0.1 - local interface
1970-01-01 00:00:11 Critical dnsmasq[878]: cannot read /var/dnsmasq.conf- No such file or directory
1970-01-01 00:00:11 Critical dnsmasq[878]: FAILED to start up %
1970-01-01 00:00:11 Critical dnsmasq[881]: cannot read /var/dnsmasq.conf: No such file or directory
1970-01-01 00:00: 11 Critical dnsmasq[881]: FAILED to start up
1970-01-0100:00:12 Critical dnsmasq[885]: cannot read /varidnsmasq.conf: No such file or directory
1970-01-01 00:00:12 Critical dnsmasq[885]: FAILED to start up

1970-01-01 00:00:12 Critical dnsmasg[915]: failed to create listening socket: Address already in use
1970-01-01 00:00:12 Critical dnsmasq[315]: FAILED to start up

4. Log Generation 4: Resource Usage (Mandatory)
Note: The features to set the parameter values such as disk space, CPU load are
not available in this DUT.
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5.Log Generation 5: Configuration change (Mandatory)
- Lowest privilege user “user” doesn’t have rights to make changes in

configuration of DUT hence log is not generated for same.

- Configuration changes via administration privilege user “admin” are visible in
DUT log with the following details.
i. username: not Present

ii. Timestamp: Present

iii. Changes made: Present.
iv. Outcome of Event: Present

O [B 1921681 | 0% T
1970-01-01 06:31:50 Warning dnsmasq]2441]; ignoring nameserver 127.0.0.1 - local interface
1970.01.01 06 3538 Warning kermel Aulo channel choose ch 8
1970-01-01 063549 Error routed(2480] adding route to netthost 182 168 1.0 through gateway 192 168 1.1° Cannot assign requested address
1970-01-01 06 35:57 Error routed[2507]. Cannot log to -D. not under fvarflog!
1970-01.01 06 35.57 Ertor routed]2507] adding route 1o nethost 192 168 1.0 through gateway 192 168 1.1° Cannol assign requested address
1470-01-01 06°36:20 Error routed[2567) Cannot log to -D° not under ivariog!
1970-01-01 06.36:20 Error routed|2567]. adding route to nethost 192.168.1.0 through gateway 192.168.1.1. Cannot assign requested address
1970-01.01 06 36:23 Error fouled[2630] Cannot log 1o -0’ not under varflog!
1970-01-01 06:36:23 Error routed(2630] adding route to nethost 192.168.1.0 through gateway 192.168.1.1: Cannot assign requested address
1670-01-01 06:38-11 Waming kemel wifiAccBlock 0:0,0,0,00,00
1970-01-01 06.39:12 Warning kemel. wifiAccBlock 0.0,0,0,0,0,0.0
1870-01-01 06:39:12 Warning kemnal wilAccBlack 000,0,0,0,0,00
1870-01-01 063912 Waming kemel wifiAccBlack 0:0,0,0,00,00
1970-01-01 06 40:40 Warning kemel Aulo channel choose ch 8
O [& 192.168.11 Tow Y
1970-01-01 07:01:04 Error dhepd:
1970-01-01 07:01:04 Error dhcpd: Not configured fo listen on any interfaces!
1970-01-01 07:01:04 Error dhcpd:
1970-01-01 07:01:04 Error dhcpd: If you did not get this software from fip isc.org, please
1970-01-01 07:01:04 Error dhcpd: get the latest from ftp isc org and install that before
1970-01-01 07:01:08 Warning dnsmasq[3459): ignoring nameserver 1 - local interface
1970-01-01 07:01:08 Warning dnsmasq[3459]: ignoring nameserver 127 0.0.1 - local interface
1970-01-01 07:01:08 Error radvd[3438] poll error: Interrupted system call
1970-01-01 07:01:08 Warning radvd[3438]: received RA from fe80::217 7cff feaa 69e
1970:01:01.07.0125 __\Waming Ladvgl3435] received RA Jiom [e80 217 7cllfega 6%
.
6.Log Generation 6: Reboot/shutdown/crash (Mandatory)
- After rebooting, DUT logs for same are not present in DUT.
.
i. Action Performed: Not Present.
.
ii. Outcome of Event: Not Present
O & 19216811 0% 1Y

1970-01-01 05.30.42
1970-01-01 05:30:42
1970-01-01 05.30.42
1870-01-01 05 30 42
1870-01-01 05:30:42
1970-01-01 05:30:42
1970-01-01 05.30.42
1970-01-01 05:30:42
1970-01-01 05.30.43
1870-01-01 0530 43
1970-01-01 05.30.43
1970-01-01 05:30:43
1870-01-01 0530 43
1870-01-01 053043
1970-01-01 05:30.43
1970-01-01 05:31.54
1970-01-01 05.31.54
1970-01-01 05.31.54
1870-01-01 05 35 23
1970-01-01 05.40.24

1970-01-01 05:42.50

Warning
Warning
Warning
Warning
‘Warmning
Warning
Warning
Warning
Warning
‘Warming
‘Warmning
Warning
‘Warning
Warning
Warning
Nolice
Warning
Warning
Warning
‘Warmning

Notice

kemnel. INITIAL VOIP MANAGER PROGRAM
kemel Inaciive PIN_CS
kemel: aipc: (0193)aipc_module_voip_sel_pcm_fs 10_MODE_EN=0x00012058
kemel aipc (0468)aipc_module_voip_slic_resel_rtk_api Pull low GPIO 28
kemel. aipc. (0477)aipc_module_voip_slic_reset_rik_api Pull high GPIO 28
kernel: aipc: (0468)aipc_module_voip_slic_reset_rtk_api Pull low GPIO 28
kernel. aipc: (0477)aipc_module_voip_slic_resel_rtk_api Pull high GPIO 28

kernel. *pSPICKDIV(bS00! FF000000 pSPITCR 3 pSPITCALR(b800901c)=00000000

kernel. FW dl OK.
kemel TAPIinit OK
kernel BBD dl OK
Kemel. cho ine fleed OK
karnel PCM IF CFG OK
kernal: ch0 PCM CH CFG OK
kemel. chO PCM CH enable OK
systemd: eth0.2 down
kemel. *([32minitialize Inte! slic(0) dxs102 successfully
kemel. “[0m
kemel Auto channel choose ch 8
kemel: Auto channel choose ch 8

systamd: ethd. 2 up

7.Log Generation 7: Interface status change (Mandatory)

- After changing interface status log is visible for same in DUT log.
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i. Interface name and Type: Present

ii. Status: Present.

iii. Outcome of Event: Not Present

1970-01-01 11:13:52 Notice systemd: eth0.2 up
1970-01-01 11:15:27 Notice systemd: eth0.2 down
1970-01-01 11:15:37 Notice systemd: eth0.3 up
1970-01-01 11:15:59 Warning kernel: Auto channel choose ch:8
1970-01-01 11:16:01 Notice systemd: eth0.3 down
1970-01-01 11:16:06 Notice systemd: eth0.2 up

8.Log Generation 8: Change of group membership or accounts (Optional)
Note: The features Change of group membership or accounts are not available

on this DUT.

9.Log Generation 9: Resetting Passwords (Optional)

- The tester found that a user with low privileges ‘user’ and a user with high
privileges “admin” can change the password. But the DUT does not show the

event in the log file.
i. Username: Not Present
ii. account: Not Present

iii. Activity performed: Not Present
iv. Outcome of event: Not Present

v. Timestamp: Not Present

O & 19218810

1670-01-01 06:40:37 Informational
1970-01-01 06:40.39 Infarmational
1970-01-01 06:4110 Informational
1970-01-01 064119 Informational
1970-01-01 06:41.41 Informational
1670-01-01 06:41:41 Infarmational
1970-01-01 06:42:44 Informational
1970-01-01 06:42:44 Informational
1970-01-01 07:02:56 Warning

1970-01-01 07:07.57 Informational
1970-01-01 07:07:58 Warming

1670-01-01 07:08.02 Infarmational
1670-01-01 07:08.07 Informational
1970-01-01 07:0812 Informational
1970-01-01 07:0817 Informational
1970-01-01 07:08:22 Informational
1970-01-01 07:08:27 Informational
1970-01-01 07:08:32 Informational
1970-01-01 07:08:37 Informational
1670-01-01 07:09:02 Informational
1970-01-01 07:0007 Informational

boa[960] login successful for admin from - ffff 192 168 1 2

udhcpd: sending ACK to 192 168 1 33

udhcpd: sending ACK to 192 168 133

udhcpd: sending ACK to 192 168.1 33

udhcpd. sending ACK to 192.168.1.33

udhcpd: sending ACK to 192 168 133

udhcpd: sending ACK to 192 1681 33

udhcpd: sending ACK to 192 168 1 33

kermel: Auto channel choose ch:8

dnsmasq[2339): read ivarimpihosts

-1 addresses

kemel. Auto channel choose ch.8

dnsmasq[2339] read ivar/impihasts
dnsmasq[2339] read var/impihasts
dnsmasq[2339]: read vartmpihosts
dnsmasq[2339]: read vartmpihasts
dnsmasq[2339): read /var/tmp/hosts
dnsmasq[2330): read /variimp/hosts
dnsmasq[2339]: read vartmpihasts
dnsmasq[2339]: read vartmpihasts
dnsmasq[2330): read /variimp/hosts

dnsmasq[2339): read Aartmphasts

-1 addresses

- 1 addresses

- 1 addresses

- 1 addresses

- 1 addresses

-1 addresses

- 1 addresses

- 1 addresses

-1 addresses

1 addresses

10.Log Generation 11: user Login (Mandatory)

- user identification details are present in DUT for login activity performed by

user Admin.
i. username: Not Present

ii. Administered account: Not Present

iii. Activity Performed: Present
iv. Outcome of Event: Present
v. Timestamp: Present
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QO [R 192.168.1.1/mgm log view_access.asp 110%
1970-UT-UT U7 5UD7 warning Kemel: [EAFULKEYReCva 4701][Wian'[WHAZ: 4-way nanasnake aone
1970-01-01 07:52:03 Notice systemd: eth0.2 down
1970-01-01 07:52:08 Notice systemd: eth0.2 up
1970-01-01 07:52:46 Notice systemd: eth0.2 down
1970-01-01 07:52:51 Notice systemd: eth0.2 up
1970-01-01 08:02:28 Informational boa[960]: logout successful from ::ffff:192.168.1.2
1970-01-01 08:02:34 Error boa[960]: login error from ::ffff.:192.168.1.2 for bad password
1970-01-01 08:02:50 Informational boa[960]: login successful for admin from :ffff.192.168.1.2
1970-01-01 08:03:03 Informational udhcpd: sending ACK to 192.168.1.33

11.Log Generation 14: Time Change (Mandatory)
- In this DUT Local time configuration feature is not available.
- The lowest privilege user “user” doesn’t have rights to make changes in DUTs
time hence log is not generated for same.
- After changing time in DUT via administration privilege user “admin” log is not
visible for same in DUT log.
i. 0Old value of Time: Present
ii. New value of Time: Not Present
iii. Origin of attempt to change time: Not Present
iv. Outcome of Event: Not Present
v. Timestamp: Not Present
vi. user Identity: Not Present

;!IHJ l— IE ili!il II !arnlng !erne !u'o c!anne c!cose c! !

1970-01-01 06:35:38 Warning kernel: Auto channel choose ch:8

1970-01-01 06:39:52 Notice systemd: eth0.3 down

1970-01-01 06:39:55 Notice systemd: eth0.3 up

1970-01-01 06:40:38 Notice systemd e‘kﬂ 3 down

1970-01-01 06:40:40 Warning kernel: Auto channel choose ch:9

1970-01-01 06:40:41 Notice systemd: eth0.3 up

1970-01-01 06:42:15 Error boa[897]: Error opening web/favicon.ico for :ffff.192.168.1.2: No such file or directory
1970-01-01 06:45:41 Warning kernel: Auto channel choose ch:8

12.Log Generation 16: Audit Changes (Mandatory)
i. Timestamp: Present
ii. Type of event (audit data deletion, audit data modification) : Present
iii. Outcome of event (Success or failure, as applicable) : Not Present
iv. Subject identity: Not Present
v. user identity: Not Present
vi. origin of attempt to change time (e.g. IP address) : Not Present
vii. Details of data deleted or modified: Present

10 ke DUT Fake g? >> s txt
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Ol & 192.168.1.1/mgm_log_view_a .z 20% ¥
1970-01-01 09:27.34 ‘Warning kernel: Auto channel choose ch:9
1970-01-01 09:32:35 warning kernel: Auto channel choose {30
1970-01-01 09:37.37 ‘Warning kernel: Auto channel choose ch:9
1970-01-01 09°42°38 ‘Wwarning kernel” Auto channel choose ch'gé
1970-01-01 09:47.39 ‘Warning kernel. Auto channel choose ch.@
1970-01-01 09:52:40 Warning kernel: Auto channel choose ch @
1970-01-01 09.64.32 Warning Kernel [SendEAPOL 3003](wlan1]4-1
1970-01-01 09.54.32 ‘Warning kernel. [EAPOLKeyRecvd 4261][wian1]4-2
1970-01-01 09'54:36 Warning kernel [EAPOLKeyRecvd 4261][wlan1]4-2

| 1971-04-01 014739 Warning kernel: DUT Fake log"
1970-01-01 09.59:42 ‘Warning kernel: Auto channel choose ch@

11.2 Test Case Number: 2
11.2.1. Test Case Name: TC_SECURE_LOG_EXPORT

11.2.2. Test Case Description: DUT to have capability to log important
Security events. The secure log export is present in DUT.
11.2.3. Execution Steps: Execution steps can be referred from TSTP of clause 5.2

11.2.4. Evidence Provided: Screenshots to be captured.

11.3 Test Case Number: 3

11.3.1. Test Case Name: TC_NON_VOLATILE MEMORY

11.3.2. Test Case Description: DUT to have capability to log important Security events.
The audit logs preferably stored in Non-volatile memory.

11.3.3. Execution Steps:

A) Default logs storage to non-volatile memory.
i.To reset DUT to its default configuration, navigate management > Device

manage > Load Default >click on Restore Factory Configuration

O & w111 [«—) 1% ¥
®
DIGISOL ¢
Status Network Securi Application Diagnostics Hel
Management v pp 9 9 P

Usew Log File  Maintain

Commit/Reboot Configuration -- Restore Factory Default

Reset ONU to Factory Default

Timely Reboot

Load Default: Restore Default

\ Restore factory configuration H

Upgrade Image

Reset button: @ Enable Disable

Load Default 5

Config File

B) Resetting the DUT via High privilege user(admin).
i. To log into the web interface of the ONT, open a web browser, and enter the
default gateway address in the address bar.
ii. To login through Administration Account, enter the username admin and
password “admin123” in the login dialog box.
iii. To check the current logs, navigate to Management> Logs File> check the Logs
info
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DG-GREE? 1AC x |+

(] O & o nipsyy192.168.1.172 T ] 0% £

DIG'SOE Password: SR TITEEEEED

atgr2

login to DUT via administrative access user “admin”
iv. To Disable the services, navigate to Security > IP/Port Filtering > Common

Filtering, disable Telent, https service and check the log was generated for
Telent, https service disable

®
DIGISOL ==

Security Status Net\n&—' Application Management Diagnostics Help
WAN Access  Firewall MAC Filtering  [P/Port Filtering [*—)

. . This page configures the access control of common ports on the upstream and downstream directions; If you need to control other ports, please configure
IP/Port Fllte"ng on the page of port filter

= o
| Telnet O O ‘23 | | ‘ ‘
Ftp ] 0 ‘21 | ‘ ‘
3
Http 0O ‘30 | ‘ ‘
e—’l HTTPS 0 a 443 | | \ ‘
Secure Shell(SSH) 0 2 | \ |
0 0 —
e - L ]

C) Disable the Telent, Https service.
i. Rebootthe DUT.

ii. To check the logs post reboot, Log into the Browser of the ONT, enter IP
address in the address bar. To login through Administration Account, enter the
username admin and password “admin123” in the login dialog box. Navigate
to Logs and check the logs present post reboot

iii. Evidence Provided:

D) Default logs storage to non-volatile memory.
i. Logs before reboot.
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O 8 192.168.1.1/mgm_log_view

1970-01-01 05:47:56 Error boa[905]: Error opening web/help/share js for ::ffff. 192.168.1.2: No such file or directory
1970-01-01 05:47:57 Error boa[905]: Error opening web/help/common. s for ::ffff:192.168.1.2: No such file or directory
1970-01-01 05:47:57 Error boa[905]: Error opening web/help/share js for ::ffff 192 168.1.2: No such file or directory
1970-01-01 05:47:57 Error boa[905]: Error opening web/help/common js for :ffff:-192.168.1.2: No such file or directory
1970-01-01 05:47:57 Error boa[905]: Error opening web/help/share js for ::ffff. 192.168.1.2: No such file or directory
1970-01-01 05:47:58 Error boa[905]: Error opening web/help/common js for ::fff:-192.168.1.2: No such file or directory
1970-01-01 05:47:58 Error boa[905]: Error opening web/help/share js for ::ffff. 192.168.1.2: No such file or directory
1970-01-01 05:47:59 Error boa[905]: Error opening web/help/common. s for ::ffff:192.168.1.2: No such file or directory
1970-01-01 05:47:59 Error boa[905]: Error opening web/help/share js for ::ffff 192 168.1.2: No such file or directory
1970-01-01 05:50:27 Warning kernel: Auto channel choose ch-8

1970-01-01 05:55:28 Warming kernel: Auto channel choose ch:8

1970-01-01 06:00:29 Warning kernel: Auto channel choose ch:3

ii. DUT Logs after disable Telent and https service.

QO 8 192168.1.1/mg

1970-01-01 12:21:05 Debug syslog: Debu: buildIfve: Interface br0 Addr: 192.168.1.1, Flags: 0x1043
1970-01-01 12:22:42 Informational dnsmasq[3397]: read /var/tmp/hosts - 1 addresses
1970-01-01 12:22:42 Informational dnsmasq[3397]: read /var/tmp/hosts - 1 addresses
1970-01-01 12:22:47 Informational dnsmasq[3397]: read /varftmp/hosts - 1 addresses
1970-01-01 12:22:47 Informational dnsmasq[3397]: read /var/tmp/hosts - 1 addresses
1970-01-01 12:22:49 Notice kernel: klogd started: BusyBox v1.22.1 (2022-11-28 14:44:46 CST)
1970-01-01 12:22:50 Debug syslog: Debu: buildIfvc: Interface br0 Addr- 192 168 1.1, Flags: 0x1043

iii. Logs after reboot.

1970-01-01 05:30:42 Warning kermel: INITIAL VOIP MANAGER PROGRAM

1970.01-01 05:30.42 Waming kernel: Inactive PIN_CS:

1970-01.01 05:30:42 Waming kemel aipc (0193)aipc_module_voip_set_pcm_fs |0_MODE_EN=0x00012058
1970-01-0105.30.42 Warning kernel aipc: (0468)aipc_module_voip_slic_reset_rtk_api Pull low GPIO 28
1970-01-01 0530 42 Waming kemel: aipc: (0477)aipc_module_voip_shic_reset_rtk_api Pull high GPIO 28
1970-01-01 05:30:42 Warning kermel. aipc: (0468)aipc_module_voip_slic_reset_tk_api Pull low GPIO 28
1970-01-01 05:30.42 Warning kemel: aipc. (0477)aipc_module_voip_siic_reset_rtk_api Pull high GP1O 28
1970-01-01 05:30:42 Warning kernel: *pSPICKDIV(b8009008)=FF000000 pSPITCR(b8009010)=00201823 pSPITCALR(b800901c)=00000000
1970-01-01 05:30:42 Warning kemel: FW di OK

1970-01-01 05:30:43 Warning kemel: TAPI init OK

1970.01-01 053043 Wanning kernel: BBD di OK

1970-01-01 05:30:43 Waming kemel: chO line feed OK

1970.01.01 05:30.43 Waming kernel PCM IF CFG OK

1970-01.01 05:30:43 Waming kemel ch0 PCM CH CFG OK

1970-01-0105:30.43 Warning kernel. ch0 PCM CH enable OK

11.4 Test Case Number: 4
11.4.1 Test Case Name: TC_PRIVILEGE_USER_UNABLE_TO_DELETE_LOGS
11.4.2 Test Case Description: To verify that the network product correctly logs all
required security event types.
11.4.3 Execution Steps:
i. To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar.
ii. To login through Administration Account, enter the username admin and

password “admin123” in the login dialog box.

209




DG-GREE21AC x +

C O| fa O hitps//192.168.1.1/admin/login asy l-—o 130%  TF

Username:

D I G |S D I_® Password: T

arg2

iii. All types of logs generated in DUT are stored at a location called “log info” and
administrative privilege user “admin” can access that location, Navigate >
Management>Log File >Log Info

O 8 19216811 0% v = &
®
DIGISOL ° Lo
Management Status N-etwork Sem..lrity - Application Diagnostics Help
User Manage Device Manage Maintain
System Log User List =
You can view system racords
¢—o"k Access Records"” 1o view system access record
Besides g anabled, you can clean up syslog
Clear Records  Download Log
@ System Access Log — Mozilla Firefox - o bs
Q0 B 192.168.1.1/mg ! o £ =
1970-01-01 07:08:04 Warning kemel. [GelHwReg8BXXIIPHY_REG_PG_8812Fmp_Type0]
1970-01-01 07:08:04 Warning kernel. =>manual_dfs_regdemain 3
1970-01-01 07:08:04 Warning kernel: >>dfs VERSION_8§812~
1970-01-01 07:08.05 Warning kernel: starl_addr=(0x20000), end_addr=(0x40000), buffer_size=(0x20000), smp_number_max=(16384)
B | 10700101 o7-08.05 Warning kemel: [sel_8812F_trx_regs] +++
1970-01-01 07:08.05 Warning Kkernel MI8192¢cd_init_hw_PCl.—>
1970-01-01 07:08.05 Notice systemd: wian0 up
1970-01-01 07:08.05 Warning kemel: rtI8192cd_open-—
1970-01-01 07:08:13 Warning kemel: Auto channel choose ch 44

iv. To verify that High privilege user is not able to delete the log, Navigate
Management > Log File > Clear log > Click “Log level

O & 19216811 Q0 so% ¥ S}
® 2
DIGISOL

Status Network Security Application Diagnostics  Help
Management
User Manage Device Manage Maintain
System Log User List @ System Access Log — Modzilla Firefax . - o b3

QO & 192.168.1.1/mar ew_a sp w0 =
System Access Log

4 LOG Info

Manutacturer: Roaftok

ProguctClass: DG-GRE821AC
Senaiumber: 1234500177CAR089E
5 e 19216811
Hvrver var
swiver: vazozzznzs

DaterTime Severity info

11.4.4 Evidence Provided:
i. Logs before deletion.
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1970-01-01 07:08:04 Warning kernel: >>SetBeaconDownload88XX
1970.01-01 07-08:04 Warning kemel: Init Download FW OK
1970-01-01 07:08:04 Warning kernel. halmac_inil_mac_cfg OK
1970-01-01 07:08:04 Warning kernel: halmac_cfg_rx_aggregation OK
1970-01-01 07:08:04 Warning kernel. halmac_inil_mac_cfg OK [H)
1970-01-01 07:08:04 Warning kernel: [GetHwReg88XX|[PHY_REG_PG_8812Fmp_Type0]
1970-01-01 07:08:04 Warning kernel: >>manual_dfs_regdomain:3
1970-01-01 07:08:04 Warning kernel: >>dfs VERSION_8812f~
1970-01-01 07:08:05 Warning kernel: start_addr=(0x20000), end_addr=(0x40000), buffer_size=(0x20000), smp_number_max=(16384)
1970-01-01 07:08:05 Warning kemel: [set_8812F _trx_regs] +++
1970-01-01 07:08:05 Warning kemel t18192cd_init_hw_PCl-—>
1970-01-01 07:08:05 Notice systemd: wian0 up
1970-01-01 07:08:05 Warning kemel rtig182cd_open——>
| L1670-04-01 07084 Warning kamel Auto channal choose chr44

ii. High privilege user “admin” can delete the DUT logs
DIGISOL ¢

Status Network Security Application Diagnostics Help

User Manage Device Manage | Log File | Maintain

Management

System Log User List @ System Access Lag — Mozilla Firefox = o x
=3
’ O & 19216811 w =
4 LOG Info F n
System Access Log
manutactrer: Reattek
Access Records | Clear Records |DownioadLog| | ProductClass: DC-GR8B21AC
Serialiumber: 1234500177CARG9E
5 - 192 16011
fron e
svnver: 3202221128
Refresh | Close
DaterTime Severity Ia

11.5 Test Case Number: 5
11.5.1. Test Case Name: TC_LOW_PRIVILEGE_USER _UNABLE_TO_DELETE_LOGS
11.5.2. Test Case Description: DUT to have capability to log important Security
events. Also, the low privilege user is not able to read or delete logs.
11.5.3. Execution Steps:
i. To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar.
ii. To login through Low privilege user account, enter the username user and
password “user123” in the login dialog box.
iii. To verify that Low privilege user is not able to read and delete the log, Navigate
Management > Log File > click on Clear log
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O 8 192.168.1.1 U

DIGISOL

Status Security

User Manage

Network

Management
| Device Manage |

Access Control -- Password
User Manage

The password must contain at least 6 characters.

The password must Inpul Max 16 charactors.

The password must contain at least two of the following combinations:

0-9, a-z, A-Z, Special characters (. /@ 1~#$%"*()+=7)

Username: user

Old Password:

New Password:

Confirm Password:

Apply Changes

110%  Lp

?

Help

I ogout]

Note: In This DUT Low level privilege user can’t access Log File tab in

Management.

11.5.4. Evidence Provided: In this DUT, a low-level privilege user cannot access the
Log File tab under Management. This means users with the lowest privilege

level are unable to read or delete logs."

O 8 192.168.1.1 1 0% % 3
®
DIGISOL ?
Status Network Securi Hel
Management y 9Y =
| User Manage Device Manage |
User Manage Access Control -- Password

The password must contain at least 6 characters.

The password must Input Max 16 charactors.

The password must contain at least two of the following combinations

0-9, a-z, A-Z, Special characters (. _/@1~#$%"*()+=7)
Username: user
Old Password:
New Password:
Confirm Password:
Apply Changes

12.Test Case Result:
S.No | TEST CASE NAME PASS/FAIL | Remarks

1 TC_AUDIT_EVENT_GENERATION

TC_SECURE_LOG_EXPORT

TC_NON_VOLATILE MEMORY

TC_PRIVILEGE_USER_UNABLE_TO_DELETE_LOGS

g W N

TC_LOW_PRIVILEGE_USER_UNABLE_TO_DELETE_
LOGS
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2.5.2 TSTP Evaluation for Secure Log Export.

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.5.2
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS>

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 5 - User Audit
2. <Security Requirement No & Name > 2.5.2 Secure Log Export.
3. <Requirement Description: >

i) (a)The ONT/ONU shall support forward of security event logging data to an external
system by push or pull mechanism.

(b)Log functions should support secure uploading of log files to a central location.

ii) ONT/ONU shall be able to store generated audit data itself, may be with limitations.

iii) ONT/ONU shall alert administrator when its security log buffer reaches configured
threshold limit.

iv) In the absence of external system (due to loss of connectivity or due to node failure
or due to any other reasons), ONT/ONU shall have mechanism to store audit data
locally. ONT/ONU shall have sufficient memory (minimum 15 MB) allocated for this
purpose. vendor to submit justification document for sufficiency of local storage
requirement.

v) Secure Log export shall comply the secure cryptographic controls as prescribed in
Table 1 of the latest document of "Cryptographic Controls For Indian Telecom
Security Assurance Requirements (ITSAR)" only.

4. DUT Confirmation Details:
$ DDk x |+

syRotech

s D
Status Status Network Security A Mar Help
o A i

AN Info  Userinfo  Voip info Remote Manage Info

nnnnnnnnnn

Below Screenshot is IP address of DUT Test Machine:
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2 windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\GRL MAS> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPv6 Address

Link-local IPv6 Address

IPvi Address

Subnet Mask

IPvd Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvl Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvl Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 4:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvd Address

Subnet Mask

1 2001:db8::2

: feB0::f15:48d0: ec20:8580%5
: 192.168.1.22

: 255.255.255.0

: 192.168.3.1

: 255.255.2U8.0

: 2001:db8::1

. fe80: :828b:589b:918F:8%c%15
1 192.168.1.11
1 255.255.255.0

: feB0::f620:5e07:cb37:86aa%U
: 192.168.100.2
: 255.255.255.0

: feB80::e92b:1eeb:17bc:293a%25
: 192.168.56.1
: 255.255.255.0

Default Gateway
Ethernet adapter Ethernet 5:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvU Address

Subnet Mask

Default Gateway

: feB0::168u2:cbu2:a60u: 410e%20
: 169.2504.19.174
: 255.255.0.0

Ethernet adapter Ethernet 6:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvl Address

Subnet Mask

Default Gateway

: fe80::be98:ec2f:dUcc:6198%2
: 192.168.169.2
: 255.255.255.0

Additionally, to ensure the connectivity between the DUT and the test machine, a ping test
is conducted. This test verifies the ability to test machine to communicate with the DUT
over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo
replies. A successful ping indicates that the network connection is established and
functioning properly, enabling further testing and data transfer between the DUT and the

test machine.
PS C:\Users\GRL MAS=> ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms

Ping statistics for 192.168.1.1:

Packets: Sent = U, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms
PS C:\Users\GRL MAS>




5. DUT Configuration:

i.The tester accesses the DUT via web browser and navigate to management >> log file
and enables logging and changes the mode to both local and remote

(=[]
TN A Notsours | 45216613 DG R @
s tegh Loaout
Status Network Security icati Di i Hel
Management User Manage Device Manage Log File Maintain ¢
Sysinci Loy Syslog -- Configuration
LOG Info
SavelApply
ii. The tester than configures the external sys log
im] [ HGu x |+ = [m]
& G A Notsecure | 192.168.1.1 PN ¥ M 2 @
§ tECh [Logout|
Status Network Securit Application Management Diagnostics Hel
Management o i1 < = i

User Manage Device Manage LogFile Maintain

System Log Syslog - Configuration

f enabled syslog mode, system start to log events which loglevel is equal or higher than your settings.
LOG Info

For the display level, all events that are equal to or higher than the selected level will be displayed

f select mode "Remote’ or ‘Both' log events will be sent to both remote syslog server IP and Port

f select mode "Local’ or 'Both’ log events will be logged to local.

Select then click "Save/Apply to configuration

Log: O Disable ® Enable
Log Level: Debugging v
Display Level: Debugging v
Mode: Both b

Server IP Address: 192 165122

Server UDP Port: 514

Savel/Apply

6. Preconditions:

i. The manufacturer shall list the standard protocols which transfer security event
logging data in the Vendor Documentation.

ii. The Vendor must provide the documentation for the central location / external
storage specifying the storage location for log files.

iii. The session between network product and central location or external system for
network product log functions has been set up.

iv. The tester has privilege to operate network product and related logs can be
outputted.

v. The OEM should provide configuration file path along with the access parameters.
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vi. The OEM should provide details about DUT’s threshold alert mechanisms.

7. Test Objective: To verify that logs are securely transferred to the centralized storage

8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1 Test ensures secure log export

8.1.2 Storing the logs locally with sufficient memory
8.1.3 DUT sends alerts to sys admin
8.2 Test Setup Diagram:

=t aE

l DUT (Management Port)
192.168.1.251

Test Machine

I I 192.168.1. 49
—

8.3 Tools Used: Command Line, Wireshark
8.4 Test Execution Steps:

1.

il.

iil.

iv.

vi.

vii.

The tester configures the network product to forward event logs to an external
system (according to bullet a) of requirement) and related logs are sent out.

The tester checks whether the used transport protocol for log file upload is a
secure standard protocol.

The tester checks whether the central location or external system for network
product log functions has stored the related logs.

The tester configures the network product for secure upload of event log files to
an external system (according to bullet b) of requirement) and performs a log file
upload.

The tester checks whether the central location or external system for network
product log functions has stored the related logs.

The tester should check the mechanism to alert administrator when its security
log buffer reaches configured threshold limit.

The tester should verify internal log storage mechanisms in case of absence of
external systems.

9. Expected Results to Pass:
The OEM listed transport protocols are secure protocols as per latest cryptographic

L.
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control ITSAR.

ii. The used transport protocol for log file upload is a secure protocol as per latest
cryptographic control ITSAR.

iii. The DUT should store at least 15MB of security logs locally.

iv. The central location/external system for network product should store the security
related logs.

v. The DUT alerts the administrator when the security log buffer reaches configured
threshold limit.

10. Expected Format of Evidence: Screenshot, packet trace of evidence (pcap file)

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test case Name: Forwarding of the security logs to external secure system.
11.1.2 Test Case Description: To verify that the DUT is forwarding security logs to
an external secure system

11.1.3 Execution Steps:
i. Tester triggers event of password changes and checks whether the log export
is secure or not by capturing the packets in Wireshark.

| O Heu x |+
& & A Notsecure | 192.168.1.1 poA Y B & - O
tech Cogod
Management Status Network Security Application Management Diagnostics  Help

User Manage Device Manage LogFile Maintain

User Manage Access Control -- Password

The password must contain at least 6 characters.

0-9,a-z, A-Z, Special characters (. _/ @ ~

Username: admin
Old Password:
New Password:

Confirm Password:

Apply Changes
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® % T Eaqaaw

Tame Saurce Destination Length info
7116 2024-05-0 16:57:57.316700 192.168.1.1 192.168.1.22 115 USER.DEBUG:  syslog: Debu: bulléIfVe: Interface lo Addr: 127.0.0.1, Flags: 0x0043
7117 2024-5-03 16:57:57.318654 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildIfVe: Interface brd Addr: 192.168.1.1, Flags: 0x1043
7215 2024-5-83 16:57:59. 326761 192.168.1.1 152.168.1.22 115 USER.DEBUG:  syslog: Debu: buildIfVe: Interface lo Addr: 127.8.8.1, Flags: 0x0049
7216 2024-05-03 16:57:59.329284 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildlfVe: Interface brd Addr: 192.168.1.1, Flags: 0x1043
7303 2024-05-03 16:58:01.336504 192.168.1.1 192.168.1.22 115 USER.DEBUG:  syslog: Debu: buildIfVe: Interface lo Adde: 127.0.0.1, Flags: 0x0049
7304 2024-05-03 16:58:01.338461 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildIfVe: Interface br Addr: 192.168.1.1, Flags: 0x1043
7414 2024-05-0) 16:58:03.346639 192.168.1.1 192.168.1.22 115 USER.DEWG:  syslog: Debu: buildIfVc: Interface lo Addr: 127.0.0.1, Flags: 0x0049
7415 2024-05-03 16:58:03. 348643 192,168.1.1 192.168.1.22 118 USER,DEBUG:  syslog: Debu: buildIfVe: Interface brd Addr: 192,168.1.1, Flags: 0x1043
7470 2024-05-03 16:58:05.356398 192.168.1.1 192.168.1.22 115 USER.DEBUG:  syslog: Debu: buildIfVe: Interface lo Addr: 127.0.0.1, Flags: 0x0049
7471 2024-05-03 16:58:05, 358368 192.168,1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildIfVe: Interface brd Addr: 192.168.1.1, Flags: 0x1043
7478 2024-05-01 16:58:96.149726 192,168.1.1 192.168.1.22 95 DAEWON. INFO: dnsmasa[2529]: read /var/tep/hosts - 1 addresses
7479 2024-05-03 16:58:06.151680 192.168.1.1 192.163.1.22 81 KERN.INFO:  udhepd: sending ACK to 192.163.1,33
7480 2022-05-03 16:58:06.154003 192.168.1.1 192.168.1.22 95 DAEMON, INFO:  dnsmasa[2529]1: read /var/twp/hosts - 2 addresses
7487 2024-05-0) 16:58:07. 366912 192.168.1.1 192.168.1.22 115 USER.DERUG:  syslog: Debu: bulldIfVe: Interface lo Addr: 127.8.0.1, Flags: 0x6045
7455 2024-05-03 16:58:07. 368845 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildIfVc: Interface brd Addr: 192.168.1.1, Flags: Bx1643
7509 2024-05-01 16:58:09. 376270 192.168.1.1 192.168.1.22 115 USER.DEBUG:  syslog: Debu: bulldIfVe: Interface lo Adde: 127.0.0.1, Flags: 0x0089
7510 2024-05-03 16:58:09.376243 192,168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildTfVe: Interface brd Addr: 192,168.1.1, Flags: 0x1043
7516 -83 16:58:09.529821 192.168.1.1 192.168.1.22 106 AUTHPRIV. INFO: Boa[S16): useradnin pascword has bean changed successfully
7981 2024-05-03 16:56:11.386271 192.168.1.1 192.163.1.22 115 USER.DEBUG:  syslog: Oebu: buildIfVe: Interface lo Adde: 127.9.0.1, Flags: 00049
7982 2624-05-03 16:58:11. 388563 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: bulldIfVe: Interface brd Adde: 192.168.1.1, Flags: Ox1043
5003 2024-05-03 16:58:13.395988 192.168.1.1 192.168.1.22 115 USER.DFBUG:  syslog: Debu: bulldTfVe: Interface lo Addr: 127.8.0.1, Flags: 0x6045
8004 2024-05-8) 16:58:1 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildIfVe: Interface brd Adde: 192.168.1.1, Flags: Bx1043
8024 2024-05-03 16:58 192.168.2.1 192.168.1.22 115 USER.DEBUG:  syslog: Debu: bulldIfVe: Interface lo Adde: 127.0.9.1, Flags: 0x0049
8025 2024-05-03 16:58:15, 408202 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildIfic: Interface brd Addr: 192.168.1.1, Flags: Ox1043
8018 2024-05-93 16:58:17.415928 152.168.1.1 192.168.1.22 115 USER.OEBUG:  syclog: Debu: buildlfve: Interface lo Adde: 127.9.0.1, Flags: 0x0089
8049 2024-05-03 16:58:17.418267 192.168.1.1 192.168.1.22 118 USER.DEMUG:  syslog: Debu: buildIfVc: Interface brd Addr: 192.168.1.1, Flags: Ox104)
8063 2024-05-03 16:58 192.168.1.1 192.168.1.22 115 USER.DEBUG:  syslog: Debu: buildIfVe: Interface lo Addr: 127.0.0.1, Flags: Gx0043
8064 2024-05-03 16:58: 192.168.1.1 192.168.1.22 118 USER.DEBUG:  syslog: Debu: buildIfVc: Interface brd Addr: 192.168.1.1, Flogs: 0x1043
8093 2024-05-8) 16:58: 192.168.1.1 192.168.1.22 112 AUTIPRIV.ERR:  boa[916]: login error from ::FFF:192.168.1.22 for bad passmord
8109 2024-05-03 16:58:21.151030 192.168.1.1 192.168.1.22 95 DAEMON. INFO:  dnsmasa[2529]: read /var/tep/hosts - 1 addresses
8110 2024-05-0) 16:58:21,153491 192.168.1.1 162.168.1.22 Svslos 95 DALVON. INFO: _dmsmasal 26291 read /van/teo/hosts - 2 addresses

Frame 7516 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on Interface \Device
Ethernet II, Src: SyrotechWetw S4:1a:97 (54147:08:54:1a:97), Dst: LCFCElectran 4b:bs:fa (9
Internet Protocol Version 4, Src: 192.168.1.1, Det: 192.168.1.22
User Datagran Protocal, Src Port: 4509, Dst Port: §1

« Syslog message: AUTHPRIV.INFO: boa[S16]: useradmin password has bean changed successfully

0101 0... = Facility: AUTWPRIV - security/authorization messages (private) (10)
©ie. 2120 = Lovel: INFO - informational (6)
Message: bos[916]: useradnin password has been changed successfully

\WPF_{108676C1-B322-4008.

4b:bs:fa)

53F4-89049A34F804), id ©

Here, tester should verify if the ciphers used during log transfer to external system are
compliant with Cryptographic Control ITSAR.
ii. Tester also confirms from the external syslog server.

Bon view  Hew
Live Syokog View | Daeatsas Ve

el Stop | Syviog Port [10516 < g - @DE) DS S
™ Pacrty Fochy Dates T opaed Homsoge
564 | @ [0EBLG [USER |m30rae 17043 [152 16801 152 168 1.1 Montarfiae. syshog Detu b rtedace o Adi 127 00.1, Fags (x0048
38 | € |DEBUG |USER 03052024 170420 |152 16811 19216811 |Montoam: sylog Debu: bukdIue: nteface brl A 192 1601 1. Fag: 1043
w2 | @ |DEBUG [USER 03052024 10430 |192168.1 192 168 1.1 Montortir:_yog: Dot budPVe: taace o Add 12700.1, Hags Gx0048
s DEBUG |USER 03052024 170428 | 18216811 18216810 | Mantartare: ayalog: Diobu; bukdFvo: Irtadtace o Addr. 192.168.11, Fagu: Oc 1043
se0 DEEUG |USER 03052024 170428 |1216011 1216811 Mtoriiar:_sysog: Debu: bubdfVe: badace o Add- 127.00.1. Hags: G043
) OEBLG |USER [03052024 170425 |10216011 121611 | MantadVam: sl Debu: bukdfVe: bbedace bl Adk 192 160,11, Ange: 01043
78 € |oEBuc |USER 00052024 170428 |182160.11 MontaVer. sysiog. Detu. buldive. Intetace fo Addr. 127.0.0.1. Alags: x0048
7 oEbUG |USER [moas2mae 17042y [19216010 Montoriae: sy, s bubdIe: e bl Ak 19216011, Flags: 01043
% | @ oeoua |usem oo 192 160,11 32,168 1.1 Montorfiae. sysog. Detu e rteace o Ad- 127.00.1 Mg Gx0043
oeBUG | uses 19216011 216811 |Mentoa: sy Debu: buldrue: reface brd A 192 160.1 1, Ra: 1043
& |oeaa |user 192 16811 1921611 Montortiwe:_sysog: Dot buddFVe:rbaace o Add 12700.1, e G002
O W (o [WRTT THRTEATT [ MenkaWam: dremaneiZ608 rmad /o 2 ibemen
O [nro ke 192 16011 152168 1.1 Mnkoriiare: wchepd: sendng ACK1a 182 1681 33
O |wo  |oaEm TRWELT BRIGEIT Moo dnaman2529] read ernphost - 1 ackbemen
DEBUG |USER 192.168.0.1 192.168.1.1 MontorVars: sysog: Debu: busdi Ve Inteface brd Addr. 192.160.1.1. Fage: O« 1043
© oepua |usen 216001 19216511 Mot sysiop Debu: bukdlVe: heface o A 127.00.1, Flags: BOUY
= B e o o . ey v——— T
© |oeev |UseR 017 15216000 Mot '
96 | € |0EBUG [USER 03057024 170417 |152 16011 Montort D
%5 | € |DEAUG |USER 0305024170415 |15216001 Mortcr¥iam: bon(316}logn s o #1132 168 1 22 o bed pamsword
%4 | © 0BG |USER 03052034 170415 |152 16811 smteet
% | @ |owuG [UseR (masaan |t Mot
%2 | € |DERUG |USER  D3052024 70413 | 19216001 Motord
%1 | € [DEBUG |USER 03052024 170411 19216811 Moot
%0 | @ |DEBUG [USER mosamatioan |1s2sai Sontert s
99 | € |DEBUG |USER |0305202617.0408 1921681 Moo
958 | € |DEBUG |USER 03052024 170403 19216811 Monta t]
%7 | € |DEBUG |USER 03052024 17.0407 15216811 |Montord L
6 | € |OEBUG |USER 03053024 170807 |15216.01 Mt
95 | @ WFO | DAEM . 0305204170406 |192 16811 N
s | @ WP kAN 005304170406 |15216001 it
% | O w0 |oasw. |oosacaerroscs 18216000 Montar  Rsceived Dete § Time: B305-2024 170418
952 | € |DEBUG |USER 03052024 170405 | 19216811 [
%51 | € |DEBUG |USER 03052024 170408 |152168.11
20 | © OEBUG |USER 03052024 170403 |152168.11 Frocty ERRoR
w9 | € [0EBuG [UsER (moszeaaroess |18t Souee w211 L
546 | € |DEBUG |USER 03063024 120401 | 19216811 e — L
947 | € |DEBUG [USER 0302024170401 |182168.1
M6 | @ |DEBLG [USER moson1roass |1e2i6a11 om )
ms | € 0BG |USER (0306304 1GaS |18216a11 i, _
84 | € |0CBUG |USER  mOs2cae1GasT |1g216enn I 1T Mot e Dok BV i A 19216811, g G168

iii. Uploading of log file to a central location securely
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x | +

192.168.1.1 A [ ] = @ sk g
Downloads B a B
[Logout
- messages.txt
pen f
Status Network Security Help
Management A = 1 lastgood.xml
User Manage Device Manage Log File Mai e
g download (47)
System Log User List per
You can view system records. g download (46)
LOG Info pen |
Click "Access Records” to view system access record
e download (45)
Besides fter log enabled, you can clean up syslog T oper
see more
Access Clear D Log
. [=]
= xml version=1.0 enc = lastgood.xml messages messages x
File Edit View
~ log Q N ™ = =
Manufacturer:Realtek;
ProductClass:SY-GPON-2010-WADONT ;
SerialNumber:S5447E8-123455447E8541A97;
IP:192.168.1.1;
HWVer:va.2G;
SWVer:V3.2.02-231205;
1970-01-01 10:21:57 [Debug] syslog: Debu: buildIfvc: Interface bre Addr: 192.168.1.1, Flags: @x1043
1970-01-81 10:21:57 [Informational] dnsmasq[2529]: read /var/tmp/hosts - 1 addresses
1970-01-81 10:21:57 [Informational] udhcpd: sending ACK to 192.168.1.33
1970-81-81 18:21:57 [Informational] dnsmasq[2529]: read /var/tmp/hosts - 2 addresses
1970-01-01 10:21:59 [Debug] syslog: Debu: buildifvc: Interface lo Addr: 127.0.0.1, Flags: ©x0049
1970-91-81 10:21:59 [Debug] syslog: Debu: buildIifv Interface . 1 @x1ea3
197@-901-01 1e:22:01 [Debug] syslog: Debu: buildifv Interface . ox0e49
1970-01-01 10:22:01 [Debug] syslog: Debu: buildIfv Interface ° ox1043
1970-01-01 10:22:03 [Debug] syslog: Debu: buildIfvc: Interface c ox0049
1970-01-01 10:22:03 [Debug] syslog: Debu: buildIfvc: Interface o ox1043
1970-01-01 10:22:05 [Debug] syslog: Debu: buildifvc: Interface - 0x0049
1970-01-01 10:22:05 [Debug] syslog: Debu: buildIfwv Interface . ex1043
1970-01-01 10:22:07 [Debug] syslog: Debu: buildIifv Interface c 0xe049
1970-01-81 10:22:07 [Debug] syslog: Debu: buildIfvc: Interface o ex1043
197@-01-01 10:22:09 [Debug] syslog: Debu: buildIfvc: Interface - ox0049
1970-01-01 10:22:09 [Debug] syslog: Debu: buildifvc: Interface bre Addr: 192.168.1.1, Flags: ©x1043
1970-01-01 10:22:11 [Debug] syslog: Debu: buildIfvc: Interface lo Addr: 127.0.0.1, Flags: 0x0049
1970-01-81 10:22:11 [Debug] syslog: Debu: buildIfvc: Interface bre Addr: 192.168.1.1, Flags: @x1043
1970-01-81 10:22:12 [Informational] dnsmasq[2529]: read /var/tmp/hosts - 1 addresses
1970-01-81 10:22:12 [Informational] udhcpd: sending ACK to 192.168.1.33
1970-81-81 18:22:12 [Informational] dnsmasq[2529]: read /var/tmp/hosts - 2 addresses
1970-01-01 10:22:13 [Debug] syslog: Debu: buildifvc: Interface lo Addr: 127.0.0.1, Flags: ©x0049
197@-91-01 1e:22:13 [Debug] syslog: Debu: buildifvec: Interface bre Addr: 192.168.1.1, Flags: exlea3
1970-01-01 1@:22:15 [Debug] syslog: Debu: buildIfvc: Interface lo Addr: 127.0.0.1, Flags: 0x0@49
1970-01-01 10:22:15 [Debug] syslog: Debu: buildIfvc: Interface bre Addr: 192.168.1.1, Flags: @x1043
1970-01-01 10:22:17 [Debug] syslog: Debu: buildIfvc: Interface lo Addr: 127.0.0.1, Flags: 0x0049
1970-01-01 1©:22:17 [Debug] syslog: Debu: buildifvc: Interface bre Addr: 192.168.1.1, Flags: ©x1043
1970-901-01 10:22:19 [Debug] syslog: Debu: buildIfvc: Interface lo Addr: 127.0.0.1, Flags: 0x0049
1970-01-81 10:22:19 [Debug] syslog: Debu: buildIfvc: Interface bre Addr: 192.168.1.1, Flags: @x1043
1970-01-81 10:22:21 [Debug] syslog: Debu: buildIfvc: Interface lo Addr: 127.0.0.1, Flags: 0x0049
1970-01-81 10:22:21 [Debug] syslog: Debu: buildIfvc: Interface bre Addr: 192.168.1.1, Flags: ©x1043
1970-01-©1 1@:22:23 [Debug] syslog: Debu: buildIfvc: Interface 127.0.0.1, Flags: 0x0049
1970-01-01 10:22:23 [Debug] syslog: Debu: buildifvc: Interface : 192.168.1.1, Flags: ©x1e43
197@-91-01 1e:22:25 [Debug] syslog: Debu: buildIfv Interface 127.9.0.1, Flags: X049
1970-01-01 10:22:25 [Debug] syslog: Debu: buildIfvc: Interface 192.168.1.1, Flags: @x1043
1970-01-01 10:22:27 [Debug] syslog: Debu: buildIfvc: Interface 127.0.0.1, Flags: 0x0049
1970-01-01 10:22:27 [Debug] syslog: Debu: buildIfvc: Interface 192.168.1.1, Flags: @x1043
1970-01-01 10:22:27 [Informational] dnsmasq[2529]: read /var/tmp/hosts 1 addresses
Ln1, Col1 100% Unis (LF) UTE-8

The tester should verify if the log files can be uploaded from DUT to the central log server.
11.1.4 Test Observation:

i. ONTis forwarding logging data to external system by push mechanism as all the
logs are pushed to external syslog server.

ii. Logs pushed to external sys log server are not secure as it is using UDP and they
are in plain text in transit.
iii. There is no functionality in the DUT to upload log files to a central location, it

can be only downloaded to local test machine.
11.1.5 Evidence Provided: Screenshots of logs files and log configuration

11.2 Test Case Number: 2
11.2.1. Test case Name: Storing the logs locally with sufficient memory
11.2.2. Test Case Description: Logs are stored locally and storage allocated is
sufficient (15 mb min)
11.2.3. Execution Steps:
i. The tester accesses the DUT via web browser and navigate to management >>
log file
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lLogout

Status Network Security Di i Help
Management
UserManage Device Manage Log File  Maintain
Systniton Syslog - Configuration
o eha r scetn
LOG Info

Lop Level
Display Levei:

Wode:

Server P Addrezs: (0000

ServeruDPRort 514

Saverapply

Detuggan

Netice.

Bom

® Coatie

ii. Tester navigates to system logs and get access to system logs

(im} (B Heu

< C A Not secure

Management

System Log

LOG Info

& Not secure
System Access Log

Manufacturer:
ProductClass:

SerialNumber:

IP:

HWVer:

SWVer:

Refresh Close
Date/Time

1970-01-01 10:05:42
1970-01-01 10:05:42
1970-01-01 10:05:43
1970-01-01 10:05:43
1970-01-01 10:05:45
1970-01-01 10:05:45
1970-01-01 10:05:47
1970-01-01 10:05:47
1970-01-01 10:05:49

1970-01-01 10:05:49

Informational
Informational
Debug
Debug
Debug
Debug
Debug
Debug
Debug

Debug

x |+
192.168.1.1 A Py h = ]
Status Network Security Application Management Diagnostics
User Manage Device Manage LogFile Maintain
User List
You can view system records.
Click "Access Records" to view system access record
Besides fter log enabled, you can clean up syslog
Access R d: Clear D Log
192.168.1.1/mgm_log_view_access.asp
Realtek
SY-GPON-2010-WADONT
5447E8-12345544T7E8541A97
192.168.1.1
V426
V3.2.02-231205
Severity Info

dnsmasq[2529]: read /var/tmp/hosts - 2 addresses
udhcpd: sending ACK to 192.168.1.33

syslog: Debu: buildifVc: Interface lo Addr- 127.0.0 1, Flags: 0x0049
syslog: Debu: buildIfVe: Interface brO Addr: 192.168.1.1, Flags: 0x1043

syslog: Debu: buildifVe: Interface lo Addr: 127.0.0.1, Flags: 0x0049
syslog: Debu: buildIfVc: Interface brQ Addr: 192.168.1.1, Flags: 0x1043

syslog: Debu: buildIfVe: Interface lo Addr: 127.0.0.1, Flags: 0x0049
syslog: Debu: buildifVe: Interface brO Addr: 192.168.1.1, Flags: 0x1043

syslog: Debu: buildIifVc: Interface lo Addr: 127.0.0 1, Flags: 0x0049

syslog: Debu: buildIfVe: Interface brQ Addr: 192 168 1.1, Flags: 0x1043

> & 8 & a
. a
L
g - O
|Logout|
Help
ad AN
a

iii. The tester should verify the configuration files and check the memory

allocation for logs.
» NOTE: The path to configuration file and access parameter should be provided
by the OEM.
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Lvdiue
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<value
<value
<value
<value
<value
<value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value
<Value

LU I RS-

Name= FiLlbe_LF_ALW_IFIF vdaiue= 1 J/ >
Name="MIB_IP ALG FTP" value="1"/>
Name="MIB_CTC_ACCOUNT_ENABLE" value="1"/>
Name="NLAN_VAP3_ITF_GROUP" vValue="0"/>
Name="NLAN_VAPE_ITF_GROUP" value="0"/>
Name="NLAN_VAPl_ITF_GROUP" value="0"/>
Name="NLAN_VAP@_ITF_GROUP" value="0"/>
Name="LAN_DHCP_GATENAY" vValue="192.168.1.1"/>
Name="WSC_VERSION" value="1"/>
Name="NSC_CONFIGBYEXTREG" value="0"/>
Name="WSC_SSID" value=""/>

Namez"wSC_PSK" Value="12345678"/>
Name="NSC_REGISTRAR_ENABLED" value="0"/>
Name="NSC_UPNP_ENABLED" value="1"/>
Name="NSC_MANUAL_ENABLED" value="1"/>
Name="WSC_ENC" value="12"/>

Name="WSC_AUTH" value="34"/>

Namez"wSC_PIN" Value="52193590" />
Name="NSC_CONFIGURED" value="1"/>
Name="WSC_METHOD" value="3"/>

Name="WSC_ DISABLE" Value="@"/>

Name="DOS_ENABLED" Value="1"/>

Name="MIB_WLAN MAC_CTRL" value="0"/>

Name="MIB_ETH MAC_CTRL" value="@"/>
Name="MAXLOGLEN" Value="512@8"/>

Name="SYSLOG" Value="1"/>
Name="CWMP_CT SERVICE_ TRUSTHOST" Value=""/>
Name="CWMP_FIRMWARE UPGRADE_ MODE™ Value="@"/>
Name="CWMP_DELAY RESTARTWAN CHECK TIME" Value="15"/>
Name="CWMP_DELAY RESTARTWAN ENABLE" Value="1"/>
Name="CWMP_ CT_IP_FORWARD MODE_ ENABLED" Vvalue="@"/>
Name="CWMP_CT QOE_PORT" Value="geee"/>
Name="CWMP_CT QOE_TESTDOWNLOADURL" Value="gz.gdqoe.ct"/>
Name="CWMP_CT QOE_ENABLE" value="o"/>

Name="TR111 NATDETECTED" Value="&"/>

Name="TR111 STUNPASSWORD"™ Value=""/>

Name="TR111 STUNUSERNAME™ Value=""/>

Name="TR111 STUNMINIMUMKEEPALIVEPERIOD" Value="28"/>
Name="TR111 STUNMAXIMUMKEEPALIVEPERIOD" Value="68"/>
Name="TR111 STUNSERVERPORT" Value="3478"/>
Name="TR111_STUNSERVERADDR" value=""/>
Name="TR111_STUNENABLE" Value="8"/>
Name="TRlll_UDPCONNREQADDR" value="9.9.9.9:7547"/>
Name="CNMP_CONFIGURABLE" Value="7"/>
Name="CNMP_NAN_INTERFACE" value="65535"/>
Name="CNMP_PERSISTENT_DATA" vValue=""/>»
Name="CNMP_CT_PING_ENABLE" vValue="0"/>
Name="CNMP_USERINFO_PROVISIONINGCODE" value=""/>

Ve Mg mmars plm TR mrerar mrasar— W e T oo TN §

11.2.4. Test Observation:
i. Tester observed that DUT is storing the logs locally.
ii. There is no information about the logs file size, OEM support may be required
to get the information about the storage.
iii. As per the running configuration max log length is mention as 51200, OEM may
provide more information on this.
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11.2.5. Evidence Provided: Screenshots of logs files and log configuration

11.3 Test Case Number: 3
11.3.1. Test case Name: DUT sends alerts to sys admin
11.3.2. Test Case Description: To verify that the DUT is triggering alarm when logs
storage reaches to threshold.
11.3.3. Execution Steps:
i. The tester accesses the DUT via web browser and navigate to management >>
logs files.

O [0 Heu x  + — o

& C A Notsecure | 192.168.1.1 poA ¥ M 1 % & O
|Logout|

Status Network Securit Application Management Diagnostics Hel
Management : i 3 . Pp - = -
User Manage Device Manage LogFile Maintain
System Log Syslog - Configuration
If enabled syslog mode,system start to log events which loglevel is equal or higher than your settings.
LOG Info

For the display level, all events that are equal to or higher than the selected level will be displayed.
If select mode 'Remote’ or 'Both' log events will be sent to both remote syslog server IP and Port
If select mode "Local' or 'Both' log events will be logged to local

Select then click 'Save/Apply’ to configuration

Log: O Disable @ Enable
Log Level: Debugging v
Display Level: Debugging v
Mode: Both v

Server IP Address:  |192 168122

Server UDP Port: 514

Savel/Apply

ii. Tester looks for the option to configure alarms and alerts for sys admin or

network admin.
D [ Heu x  + _ g
< C A Notsecure | 192.168.1.1 pooA B 1= Bz & o
|Logout|
Status Network Securit Application Management Diagnostics Hel
Management _ ] 3 _ Pp : = -
User Manage Device Manage LogFile Maintain
System Log User List
You can view syslem records.
LOG Info

Click "Access Records" to view system access record

Besides fter log enabled, you can clean up syslog

Access Records  Clear Records  Download Log

11.3.4. Test Observation: DUT is not having any option to configure the alerts and
alarms when logs are full and it’s not generating any alarm or alert.
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11.3.5. Evidence Provided: Screenshots of logs files and log configuration

12. Test Results:

S.No | TEST CASE NAME PASS/FAIL Remarks
1 Forwarding of the security logs to
external secure system
2 Storing the logs locally with sufficient
memory
3 DUT sends alerts to sys admin
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Section 6: Data Protection

2.6.1 TSTP for Evaluation of Cryptographic Based Secure
Communication with connecting entities

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 Clause no:2.6.1
PON family Broadband Equipment
ITSAR

Applicant Name: Tejas

Application Number: GE-BE-1103240001

DUT Details: ONT

DUT Software Version:2.3.4.50B

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required
Applicable ITSAR: ONT ITSAR403012311

ITSAR Version No: 1.0.1

OEM Supplied Document list: NA

1. <ITSAR Section No & Name> Section 1.6: Data Protection

2. <Security Requirement No &Name>2.6.1: Cryptographic Based Secure
Communication with connecting entities

3. Requirement Description: ONU/ONT shall Communicate with the connected
entities strictly using the secure cryptographic controls prescribed in Tablel of the
latest document “Cryptographic Controls for Indian Telecom Security Assurance
Requirements (ITSAR)” only.

4. DUT Confirmation Details:

2 B | b nevonon B Newsn

5. DUT Configuration:
i. Configure the DUT for the supported management protocols
ii. Configure the DUT for control pane communication with any other connected entity
(eg: OLT)
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6. Pre-Condition: OEM shall provide detail of cryptographic algorithms used by DUT
for communication between the CPE and connected entities.

7. Test Objective: To verify that the DUT communicates with connected entities with
secure ciphers in accordance to crypto control ITSAR

8. TestPlan
8.1 Number of Test Scenarios:
8.1.1 OEM documentation review
8.1.2 Secure communication verification
8.1.3 Control plane communication verification
8.1.4 /+
8.2 Test-bed setup Diagram:

DuUT
192.168.1.1

I

e

Test Machine

192 168122 ONU

8.3 Test tool required per scenario/test case: Wireshark

9. Expected Results for Pass: DUT communicates with connected entities with secure
ciphers in accordance to crypto control ITSAR

10.Expected Format of Evidence: Screenshots

11.Test Execution:
i. Review the OEM documentation to check for the supported connected entities
and the protocol with which it communicates with
ii. Attempt to connect with each entity and capture the same on Wireshark
iii. Analyze the packets and verify the ciphers used in the communication

11.1 Test Case Number: 01

11.1.1 Test case Name: Review the OEM documentation.

11.1.2 Test Case Description: Check the OEM document describing the secure
communication services/protocols supported on the DUT, details of Crypto
modules used, Cryptographic protocols and algorithms, command to verify
the related configuration in the DUT.

11.1.3 Execution Steps:
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i. Review the OEM documentation to check for the supported connected entities
and the protocol with which it communicates with
ii. Attempt to connect with each entity and capture the same on wireshark
11.1.4 Test Observations: Check the OEM document describing the secure
communication services/protocols supported on the DUT, details of Crypto
modules used, Cryptographic protocols and algorithms, command to verify
the related configuration in the DUT.
11.1.5Evidence Provided: -NA-

11.2 Test Case Number: 02
11.2.1 Test case Name: Secure cipher communication (1)
11.2.2 Test Case Description: The Tester shall check the DUT specifications and
the cryptographic protocols it uses for communication.
11.2.3 Execution Steps: DUT only support HTTP for communication.
i. The Tester connects the DUT through LAN port and access HTTP using
following http://192.168.1.1 in browser of the test machine (192.168.1.22).

L I

ii. The Tester captured traffic between DUT and test machine in Wireshark to
verify the secure ciphers used in the communication

IF:!.‘E? :
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http://192.168.1.1/

il

i

"

I

L

(s

= c&ean

1.

il.

iil.

a. Testssl

The Tester install testssl from this url
https://github.com/drwetter/testssl.sh.git on Kali Linux ( test machinel) to
verify ciphers on DUT.

The Tester used this command ./testssl.sh 192.168.1.1 and observed that DUT
is not supporting any cipher.

The Tester observed that DUT did not use any ciphers for secure
communication
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~/testssl.sh
192.166.1.1:80

testssl.sh 3.2rc3 from https://testssl.sh/dev/
(1292486 2023-11-10 19:41:08)

This program is free software. Distribution and
modification under GPLv2 permitted.
USAGE w/0 ANY WARRANTY. USE IT AT YOUR OWN RISK!

Please file bugs @ https://testssl.sh/bugs/

Using "OpenSSL 1.0.2-bad (1.0.2k-dev)" [~183 ciphers]
on kali:./bin/openssl.Linux.x86_64
(built: "Sep 1 14:03:44 2022", platform: "Linux-x86_64")

rDNS (192.168.1.1):
192.168.1.1:80 doesn't seem to be a TLS/SSL enabled server

yes
Service detected: Couldn't determine what's running on port 88, assuming no HTTP service = skipping all HTTP checks

Testing protocols via sockets except NPN+ALPN

ssLv2 not offered (0K)
ssLv3 not offered (OK)
TLS 1 not offered
TLS 1.1 not offered
TLS 1.2 not offere
TLS 1.3 not offered

NPN/SPDY  not offered
ALPN/HTTP2 not offered

Testing cipher categories

NULL ciphers (no encryption) offered (0K)
Anonymous NULL Ciphers (no authentication) offered (0K)
Export ciphers (w/o ADH+NULL) offered (0K)
LOW: 64 Bit + DES, RC[2,4]1, MD5 (w/o export)

Triple DES Ciphers / IDEA of fered
Obsoleted CBC ciphers (AES, ARIA etc.) offered
Strong encryption (AEAD ciphers) with no FS. offered
Forward Secrecy strong encryption (AEAD ciphers) ot of

Testing server's cipher preferences

Hexcode Cipher Suite Name (OpenssL) KeyExch.  Encryption Bits Cipher Suite Name (IANA/RFC)

TLSv1.1

TLSv1.2

TLSv1.3

Has server cipher order?

Testing robust forward secrecy (FS) — omitting Null Authentication/Encryption, 3DES, RC4

Testing server defaults (Server Hello)

TLS extensions (standard) (none)

Session Ticket RFC 5077 hint no — no lifetime advertised

SSL Session ID support no

Session Resumption Tickets no, ID: no

TLS clock skew SSLv3 through TLS 1.2 didn't return a timestamp
Client Authentication none

Testing vulnerabilities

Heartbleed (CVE-2014-0160) not vulnerable (0K), no heartbeat extension
€CS (CVE-2014-0224) not vulnerable (0K)
Ticketbleed (CVE-2016-9244), experiment. (applicable only for HTTPS)

BOT Server does not support any cipher suites that use RSA key transport
Secure Renegotiation (RFC 5746)
Secure Client-Initiated Remegotiation
CRIME, TLS (CVE-2012-4929)
POODLE, SSL (CVE-2014-3566) not vulnerable (0K), no SSLv3 support
TLS_FALLBACK_SCSV (RFC 7507) » no protocol below TLS 1.2 offered
SWEET32 (CVE-2016-2183, CVE-2016-6329)  not vulnerable (OK)
FREAK (CVE-2015-0204) not vulnerable (0K)
DROWN (CVE-2016-0800, CVE-2016-0703) not vulnerable on this host and port (0K)

no RSA certificate, thus certificate can't be used with SSLv2 elsewhere

LOGJAM (CVE-2015-4000), experimental no DH EXPORT ciphers, no DH key detected with < TLS 1.2
BEAST (CVE-2011-3389) , no SSL3 or TLS1
LUCKY13 (CVE-2013-0169), experimental not vulnerable (0K)
Winshock (CVE-2014-6321), experimental  not vulnerable (0K) - no HTTP or RDP
RC4 (CVE-2013-2566, CVE-2015-2808)

Could not determine the protocol, only simulating generic clients.

Running client simulations via sockets

Browser Protocol Cipher Suite Name (OpenSSL) Forward Secrecy

Android 6.0 No connection
Android 7.0 (native) No connection
Android 8.1 (native) No connection
Android 9.0 (native) No connection
Android 10.0 (native) No connection
Android 11 (native) No connection
Android 12 (native) No connection
Chrome 79 (Win 10) No connection
Chrome 101 (W ) No connection
Firefox 66 (Win 8.1/10) No connection
Firefox 100 (Win 10) No connection
No connection

No connection

No connection

11 win 7 No connection

11 Win 8.1 No connection

11 Win Phone 8.1 No connection

11 Win 10 No connection
Edge 15 Win 10 No connection
Edge 101 Win 10 21H2 No connection
safari 12.1 (i0s 12.2) No connection
Safari 13.0 (mac0S 10.14.6) No connection
safari 15.4 (mac0S 12.3.1) No connection
Java 7u25 No connection
Java 8u161 No connection
Java 11.0.2 (OpenJDK) No connection
Java 17.0.3 (OpenJDK) No connection
g0 1.17.8 No connection
LibressL 2.8.3 (Apple) No connection




OpenSSL 1.0.2e No connection
OpenSSL 1.1.01 (Debian) No connection
OpenSSL 1.1.1d (Debian) No connection
OpenSSL 3.0.3 (git) No connection
Apple Mail (16.0) No connection
Thunderbird (91.9) No connection

Rating (experimental)

Rating specs (not complete) SSL Labs's 'SSL Server Rating Guide' (version 2009q from 2020-01-30)
Specification documentation ://github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide
Protocol Support (weighted)

Key Exchange (weighted) 100 (30)

Cipher Strength (weighted) 60 (24)
Final Score 84

Overall Grade
Grade cap reasons Grade capped to C. TLS 1.2 or TLS 1.3 are not offered
Grade capped to B. Forward Secrecy (FS) is not supported

Done 2024-02-05 04:01:38 [48365] —» 192.168.1.1:80 (192.168.1.1) «—|

~/testssl.sh

iv. The Tester observed the communication between Web client and Web server
is not protected using industry standard secured communication protocols
such as TLS/HTTPS.

11.2.4 Test Observation: Tester verified no secure communication mechanism
between the Network product and the connected entities. Not using industry
standard and NIST recommended cryptographic protocols.

11.2.5 Evidence Provided: Screenshots are attached above

11.3 Test Case Number: 03
11.3.1 Test case Name: Secure ciphers to be used (2)
11.3.2 Test Case Description: The Tester shall capture the communication between
the DUT and OLT to check for secure ciphers
¢ Note : Due to unavailability of OLT the following executions steps have been
given on generalized manner for reference purpose
11.3.3 Execution Steps:
i. Trigger the communication between ONT and OLT and simultaneously
capture the same on wireshark.
ii. Expected control plane communication : OMCI (ONT Management and Control
Interface)
11.3.4 Test Observations: NA
11.3.5 Evidence Provided: NA

12) Test Case Result:

SL.No |TEST CASE NAME PASS/FAIL | Remarks
1 Review the OEM documentation

2 Secure ciphers used 1

3 Secure ciphers to be used 2
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2.6.2 TSTP for Evaluation of Cryptographic Module Security Assurance

Optical Network Terminal (ONT)-PON | ITSAR No: | Clause no:2.6.2
family Broadband Equipment ITSAR ITSAR403012311

Applicant Name: Tejas

Application Number: GE-BE-1103240001

DUT Details: ONT

DUT Software Version:2.3.4.50B

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required
Applicable ITSAR: ONT ITSAR403012311

ITSAR Version No: 1.0.1

OEM Supplied Document list: NA

1.
2.

3.

5.

<ITSAR Section No & Name> Section 1.6: Data Protection

<Security Requirement No &Name>1.6.2: Cryptographic Based Secure
Communication on WiFi Access

Requirement Description: An undertaking is to be submitted by the vendor
mentioning that “Cryptographic module embedded inside the ONU/ONT (in the form
of hardware, software or firmware) that provides all the necessary security services
such as authentication, integrity and confidentiality is designed and implemented in
compliance with FIPS 140-2 or later as prescribed by NIST standards.”

Vendor shall submit cryptographic Module testing document and the detailed self /
Lab test report along with test results for scrutiny

DUT Confirmation Details:

$* O O mzwonon % | B Mewtab 4

DUT Configuration: There is no additional configuration required for this test case.
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6. Pre-Condition: OEM shall provide the cryptographic Module testing document and
the detailed self / Lab test report along with test results

7. Test Objective: - To review the undertaking provided by the OEM
8. Test Plan

8.1 The Tester shall review the undertaking provided by the vendor as below.
8.2 Test-bed setup Diagram:

DuT
192.165.1.1

1
J
.
Test Machine
192.168.1.22

8.3 Test tool required per scenario/test case: NA
8.4 Test Execution Steps: Review the OEM undertaking

9. Expected Results for pass: The submitted undertaking is as per the ONT ITSAR
10. Expected Format of Evidence:

11. Test Execution

11.1 Test Case Number: 01
11.1.1 Test case Name: Review the undertaking provided by the vendor
11.1.2 Test Case Description: Review the undertaking provided by the vendor
11.1.3 Execution Steps:

i. The Tester shall review the undertaking provided by the vendor as below:
Cryptographic module embedded inside the Network product (which may be in
the form of hardware, software or firmware) that provides all the necessary
security services such as authentication, integrity and confidentiality are
designed and implemented in compliance with FIPS 140-2 standards for
different levels of security.

ii. The Tester searched cryptographic module mentioned on OEM website so find
below. However, no undertaking is available form OEM.

11.1.4 Test Observation: OEM undertaking required
11.1.5 Evidence Provided: -NA-
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12. Test Case Results:

SL.No | TEST CASE NAME PASS/FAIL REMARKS
1 Review the  undertaking
provided by the vendor
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2.6.3 TSTP for Evaluation of Cryptographic Algorithms implementation
Security Assurance

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:6.1.3
family Broadband Equipment ITSAR

TSTP Document ID: GE-BE-1103240001 v001

DUT Details: ONT

DUT Software Version: 2.3.4.50B

Digest Hash of OS:Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required
Applicable ITSAR: ONT ITSAR403012311

ITSAR Version No: 1.0.1

OEM Supplied Document list: NA

1. <ITSAR Section No & Name> Section 1.6: Data Protection

2. <Security Requirement No &Name> 2.6.3: Cryptographic Algorithm
Implementation Security Assurance

3. Requirement Description: An undertaking is to be submitted by the vendor
mentioning that “Cryptographic algorithms embedded in the crypto module of
ONU/ONT shall be implemented in compliance with respective FIPS standards (for
the specific crypto algorithm).”
Vendor shall submit cryptographic algorithm implementation testing document and

the detailed self / Lab test report along with test results for scrutiny.

4. DUT Confirmation Details:

* [ | [ m2008-ONT x [ Mewtsb x| +

« C A 19216811 T e @O =

'rs.us
NETWORKS

5. DUT Configuration: There is no additional configuration required for this test case.
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6. Pre-Condition: The vendor shall submit cryptographic algorithm implementation
testing document and the detailed self / Lab test report

7. Test Objective/ Purpose: To review the undertaking provided by the OEM

8. TestPlan
8.1Review the undertaking provided by the vendor.
8.2 Test-bed setup Diagram:

DuUT
192 165811
| |

N

L e
1

]
—J
A
Test Machine
192 168 1 22

8.3 Test tool required per scenario/test case: 1. Manual
8.4 Test Execution Step: Review the OEM undertaking

9 Expected Results: The submitted undertaking is as per the ONT ITSAR

10 Expected Format of Evidence:

11 Test Execution:
11.1 Test Case Number: 01

11.1.1Test case Name: Review the undertaking provided by the vendor

11.1.2 Test Case Description: Review the undertaking provided by the vendor

11.1.3Execution Steps: The Tester shall review the undertaking that is provided by
the vendor as below: An undertaking shall be provided by the vendor as below:
Cryptographic algorithms embedded in the crypto module of Network product
are implemented in compliance with respective FIPS standards (for the specific
crypto algorithm).

11.1.4Test Observation: OEM undertaking required

11.1.5Evidence Provided: -NA-

12 Test Case Results:

SL.No | TEST CASE NAME PASS/FAIL Remarks
1 Review the undertaking
provided by the vendor

OEM undertaking required
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2.6.4 TSTP for Evaluation of Protecting data and information -
Confidential System Internal Data

Optical Network Terminal (ONT)-
PON family Broadband Equipment
ITSAR

ITSAR No: ITSAR403012311

Clause no:2.6.4

DUT Details: ONT
DUT Software Version: 2.3.4.50B

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required

Applicable ITSAR: ONT ITSAR403012311

ITSAR Version No: 1.0.1
OEM Supplied Document list: NA

1. <ITSAR Section No & Name> Section 1.6: Data Protection
2. <Security Requirement No &Name> 1.6.4: Protecting data and information -

Confidential System Internal Data

3. <Requirement Description:> When ONU/ONT is in normal operational mode (i.e.,
not in maintenance mode PINs, Cryptographic Keys, passwords, cookies) there shall
be no system function that reveals confidential system internal data in the clear to

users and administrators

Access to maintenance mode shall be restricted only to authorized privileged user.

4. DUT Confirmation Details:

8 D | [ meoom-onT x [ Newtad

reons

5. DUT Configuration: Check if the DUT can be configured for normal operation mode

and maintenance mode
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6. Pre-Condition:

i. The OEM shall provide documentation describing how confidential system internal
information that could possibly be revealed in clear text is handled by system
functions.

ii. OEM shall provide a list of all system functions in the ONT, information on how to
enable and execute them should be provided as a part of the vendor's
documentation.

7. Test Objective: To verify that the DUt doesn’t include a system function that exposes
sensitive data in clear text

8. Test Plan
8.1 Test Cases:

8.1.1 Review the documentation provided by the vendor describing how confidential
system internal information is handled by system functions.

8.1.2 The Tester shall connect DUT locally using command line interface or web
interface and see the running configuration details, user details, error messages,
logging messages, alarms, export mechanism.

8.1.3 The Tester shall check if the maintenance mode (if supported) is only accessed
by authorized user

8.2 Test-bed setup Diagram:

DuT
192 168.1.1

]
J
_—
Test Machine
192.168.1.22

8.3 Test tool required per scenario/test case: CMI/GUI Interface
8.4 Test Execution Steps
i. Verify the normal operational and the maintenance mode feature present in the

DUT from the OEM documentation

ii. Verify the possible sensitive data at the directories and check if its visible in clear
text

iii. If maintenance mode supported by the DUT check if its only operated by the
authorized mode
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9. Expected Results for Pass: To verify that the DUt doesn’t include a system function
that exposes sensitive data in clear text

10. Expected Format of Evidence: - Screenshots

11. Test Execution:
11.1Test Case Number: 01

11.1.1 Test case Name: OEM documentation for sensitive data

11.1.2 Test Case Description: Review the documentation provided by the vendor
describing how confidential system internal information is handled by system
functions.

11.1.3 Execution Steps: Review the OEM documentation to check for the sensitive
data present at the possible directories (may also require shell access)

11.1.4 Test Observation: NA

11.1.5 Evidence Provided: -NA-

11.2Test Case Number: 02

11.2.1 Test case Name: Sensitive data check
11.2.2 Test Case Description: The Tester shall connect DUT locally using command
line interface or web interface and see the running configuration details, user
details, error messages, logging messages, alarms, export mechanism.
11.2.3 Execution Steps:
i. Tester login DUT (192.168.1.1) via web interface using username and password

from test machine (192.168.1.22).

2cc.remd®€¢ 9@ O E

ii. The Tester Click Device info > summary for view configuration details of DUT.
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iii. The Tester Click Device info > PON info for view configuration details of DUT.
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iv. The Tester Click on management > Access control for view user details
configuration details of DUT.
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v. The Tester Click on management > system log for view logging messages details
of DUT.
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11.2.4 Test Observation: The Tester concludes no confidential system internal data
revealed in the clear by each system function.
11.2.5 Evidence Provided: Screenshots are attached above

12. Test Case Results:

SL.No | TEST CASE NAME PASS/FAIL Remarks
1 OEM documentation for sensitive

data
2 Sensitive data check
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2.6.5 TSTP For Protecting data and information in storage

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.6.5
family Broadband Equipment ITSAR

DUT Details: ONT

DUT Software Version:2.3.4.50B

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required
Applicable ITSAR: ONT ITSAR403012311

ITSAR Version No: 1.0.1

OEM Supplied Document list: NA

1. <ITSAR Section No & Name> Section 1.6: Data Protection

2. <Security Requirement No &Name> 2.6.5: Protecting data and information in
storage

3. Requirement Description: For Sensitive (eg PINs, cryptographic keys, password,
cookies) data in storage (persistent or temporary), read access rights shall be
restricted. Files of ONU/ONT system that are needed for the functionality shall be
protected against manipulation strictly using the secure cryptographic controls
prescribed in Tablel of the latest document “Cryptographic Controls for Indian
Telecom Security Assurance Requirements (ITSAR)” only with appropriate
nonrepudiation controls.
In addition, the following rules apply for:

(i) Systems that need access to identification and authentication data in the

clear/readable form e.g. in order to perform an activity/operation, such systems
shall not store this data in the clear/readable form , but scramble or encrypt it by
implementation-specific means.

(ii) Systems that do not need access to sensitive data in the clear. Such systems shall
hash this sensitive data strictly using the secure cryptographic controls prescribed
in Tablel of the latest document “Cryptographic Controls for Indian Telecom
Security Assurance Requirements (ITSAR)” only.

(iii) Stored files: Shall be protected against manipulation strictly using the NCCS
approved secure cryptographic controls prescribed in Table1 of the latest document
“Cryptographic Controls for Indian Telecom Security Assurance Requirements
(ITSAR)” only.

Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 Section 4.2.3.2.3;

4. DUT Confirmation Details:
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DIGISOL —

Status Network Security Application Management Diagnostics Help

Status
Device Inffo WANInfo Userinfo VoipInfo Remote Manage Info
Device Basic Info Device Info
Device model DG-GRE821AC
Device SN 123451CEF03376DE2
Hardware Version 4.2E1
Firmware Version V2.1.08-240403
PON $IN GPONO0376DE2
Uptime 1:46
CPU Utilisation 3%
Memory Utilisation 34%

11.DUT Access Credentials:
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Username of Password of the Group Privileges
the Account Account
admin Digisol@321(Default) Administrator | Admin -  Highest
Privilege
user user Normal user Low Privilege
admin admin123 Administrator | Admin - Highest
Privilege
e8ftp e8ftp FTP user FTP level privilege
12. Wireless Access Credentials:
SSID Password Frequency [Security
DIGISOL_5G 12345678 5GHz WPA2-Personal
DIGISOL_2.4G 12345678 2.4GHz WPA2-Personal
13. DUT Interface Information:
Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2 Port(s) Physical LAN1, LAN2
GUI - Man-Machine -
Interface (MMI)

5. DUT Configuration:

I.

O & 19216811

SSH is enabled.

Common Filtering

DI

Network
WAN Access  Firewall MAC Filt

N Status
Security

IP/Port Filtering

Security

GISOL

ering  IP/Port Filtering

Application Management Diagnostics

Help

HTTPS

Secure Shell(SsH)

Thp

Ping

£
2

< J < T < O <

Submit

ii.

DUT is pre-configured with BOA as a webserver and its version 0.93.15.

C:\Users\KshitijaMhatre>curl http://192.168.1.1 ——insecure -I

HTTP/1.0 302

Moved Temporarily

Date: Thu, 01 Jan 1970 ©2:14:12 GMT

Server:

Connection:

Content-Type:

Boa/0.93.15
close

text/html

Location: /admin/login.asp
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6. Pre-Condition: OEM shall provide detail of sensitive data in (persistent or
temporary) and where it is stored and who all have access to read/ write.

7. Test Objective/ Purpose: To verify that the DUT stores the sensitive information in
encrypted/hashed format

8. Test Plan
8.1 Number of Test Scenarios:
8.1.1 To verify that sensitive data in (persistent or temporary) storage read access
rights shall be restricted.
8.1.2 The tester shall verify the unauthorized manipulation of the sensitive data is not
possible.
8.1.3 The Tester shall check if sensitive data is encrypted or hashed in accordance to
crypto control ITSAR
8.2 Test-bed setup Diagram:

DuT
192 168.1.1

n
J
—
Test Machine
192 .165.1.22

8.3 Test tool required per scenario/test case: CLI/GUI Interface
8.4 Test Execution step:
i. The tester accesses the DUT remotely and navigates to the directory of the sensitive
data (in accordance to OEM documents)
ii. The tester shall check if read access is restricted
iii. The tester shall also attempt to manipulate the sensitive files
iv. If the sensitive files are encrypted or hashed the tester shall the used ciphers

9. Expected Results: DUT stores the sensitive data in encrypted format or hashed
format which cannot be manipulated

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test case Name: Read access rights restricted

11.1.2 Test Case Description: The tester shall check if read access rights of the
sensitive files are restricted
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11.1.3 Execution Steps:

i. Open PuTTy application, provide the hostname as 192.168.1.1, port as 22,
connection type as SSH and click on open. For authentication, provide the
username as admin and password as admin123.

ii. To check the read access of sensitive data in (persistent or temporary) storage,
execute the following command - as shown in figure 4.1.6.1.

Enterlinuxshell
Is -la /var/tmp
iii. To check the read permissions of the sensitive data like password, execute the
below command - as shown in figure 4.1.6.1.
Is -la /etc/passwd

Figure no. 4.1.6.1: Check read permission of sensitive files

11.1.4 Test Observation: Normal users are restricted from accessing the Linux shell,
and their privileges differ from those of admin users. Only admin users have
read and write access to sensitive information.

2P 19216811 - PuTTY

11.1.5 Evidence Provided: Screenshots above

11.2 Test Case Number: 02
11.2.1 Test case Name: Manipulation protected
11.2.2 Test Case Description: The tester shall attempt to manipulate the sensitive
files
11.2.3 Execution Steps:
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i. To check the write access of sensitive data in storage, execute the following
command - as shown in figure
e enterlinuxshell
e cd/etc
e catpasswd
e cat>> passwd
e enter “Hiiii”

e catpasswd

Figure CLI access of DUT.

0::/tmp:/bin/cli

Figure no. Check write permission of sensitive files.

11.2.4 Test Observations: It was observed that passwd files (that’s needed for the
functionality of ONT) allows manipulation by the user.

11.3 Test Case Number: 03

11.3.1 Test case Name: Encrypted or Hashed sensitive files
11.3.2 Test Case Description: The tester shall verify the ciphers used in encrypting or
hashing the sensitive files
11.3.3 Execution Steps
i. To check if hashing is used to protect sensitive data, execute the following

command - as shown in figure 4.3.6.1. and 4.3.6.2
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enterlinuxshell
cd /etc
cat passwd

~rlinuxshell

=1t

Figure CLI access of DUT.
1

~ o1

GuF19A9A7

Figure Check the hashing used for password
Compare the hash found with cryptographic control of ITSAR.

11.3.4 Test Observation:
i. The hashing used is MD5 as the hash begins with $1$ which is not as per
Prescribed Cryptographic Control.
ii. (The tester may also confirm from the OEM for the supported ciphers by the ONT
to encrypt or hash the sensitive data)
11.3.5 Evidence Provided:

12. Test Case Results:

SL.No | TEST CASE NAME PASS/FAIL | Remarks
1 Read access rights restricted

2 Manipulation protected

3 Encrypted or Hashed sensitive files
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2.6.6 TSTP Report for Protection against Copy of Data

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.6.6
family Broadband Equipment ITSAR

DUT Details: ONT

DUT Software Version: 2.3.4.50B

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required
Applicable ITSAR: ONT ITSAR403012311

ITSAR Version No: 1.0.1

OEM Supplied Document list: NA

=

<ITSAR Section No & Name> Section 1.6: Data Protection

<Security Requirement No & Name> 2.6.6: Protection against copy of data

3. Requirement Description: Without authentication, ONU/ONT shall not create a copy
of data in use or data in transit. Protective measures shall exist against use of available
system functions/software residing in ONU/ONT to create copy of data for illegal
transmission. The software functions, components in the ONU/ONT for creation of
data copy are to be disabled or sufficiently secured to prevent illegal copy of data.

N

4. DUT Confirmation Details:

DIGISOL -

Status Network Security Application Management Diagnostics  Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info

Status

Device Basic Info Device Info

Device model DG-GR6821AC
Device SN 123451CEF03376DE2
Hardware Version V4.2

Firmware Version V2.1.08-230602

PON SiN GPON00376DE2
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14. DUT Interface Information:

Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2 Port(s) Physical LAN1, LAN2
GUI - Man-Machine -
Interface (MMI)

5. DUT Configuration: There is no additional configuration required for this test case.

6. Pre-Condition: OEM shall provide detail of available system functions / software (ex.
FTP, TFTP, NFS etc.) residing in ONT to create copy of data for illegal transmission.

7. Test Objective / Purpose: To verify that DUT doesn’t allow unauthorized copying of

data in use and transit

8. Test Plan:
8.1 Test Cases:
8.1.1 Copy of data in use
8.1.2 Copy of data in transit
8.2 Test Bed Diagram:
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8.3 Test tool required per scenario/test case: CLI/GUI Interface
8.4 Test Execution
i. The Tester shall review OEM documentation for the supported system functions

used for copying of data and check if copying of data in use is possible without
authentication

ii. The Tester shall transfer data from ONT to another connected entity and check if
data in transit been encrypted

9. Expected Results:
i. DUT has protection measure against copying of data (by asking for authentication or
only restricting it to authorized users only)
ii. DUT shall check if copying of data is possible for data in transfer

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test case Name: The Tester checks copying of data in use
11.1.2 Test Case Description: The Tester shall check if copy of data is possible for data
in use
11.1.3 Execution Steps:
i.The Tester shall review OEM documentation for the supported system functions
used for copying of data and check if copying of data in use is possible without
authentication
ii.The tester checks if system functions for copying of data is possible without
authentication
iii.The tester can also check if copying of data is permitted to authorized users only

11.1.4 Test Observation: The Tester observed that there is no such system function

present in the DUT
11.1.5 Evidence Provided: screenshots
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11.2 Test Case Number: 02

11.2.1 Test case Name: Copying of data in transfer.
11.2.2 Test Case Description The tester checks if system functions for copying of data
in transfer is possible without authentication
11.2.3 Execution Steps:
i. Setup the FTP service in the DUT as mentioned in precondition.
ii. Open the FTP client and provide the details to establish connection as below:
e Host: 192.168.1.1
e Username: e8ftp
e Password: e8ftp
e Port:21
iii. Click on ‘Quickconnect’ to establish the connection.
iv. Upload file ‘authinfo’ file from the DUT (Remote site) to the client (Local site) by
dragging the file from remote site to local site — as shown in figure 4.1.6.1.

@ /9
’
] e S -

01-01-1970 0"
wae 2 File 01-01-1970 08:49:00

©cococccoese08000 o

Figure Checking copy of data over ftp transfer.

e Checkif a copy of the file ‘authinfo’ is created at the local site (192.168.1.33)
or at the DUT (192.168.1.1)

11.2.4 Test Observation:
i. Transfer of data does not create a copy of the data on the server, nor does it
create copy on the client side.
ii. The DUT also asks for authentication before the transfer of data.
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He|BTMERIORO M TAaos
HOSI’l 192.168.1.1

Quickconnect || *

] Usemame: [eS"r) } Password: | .

Status: Connecting 10 1921681121

Status:  Connection established, waiting for welcome message...

Status:  Insecure server, it does nat support FTP over TLS.

Status:  Logged in

Status:  Retrieving directory listing.

Status:  Calculating timezone offset of server.

IStatus.  Timezone offset of server is 1704087000 seconds.

Status:  Directory listing of “/varAtmp” successful

Status: _Connecting to 192.168,1.1:21

Status; [Connection established, waiting Tor welcome message.. | 0
Status: port F1P over 1L

[Status:

Status Tmp/authint

status: | File transfer successful, transferred 14 bytes in 1 second ‘—o

Local site: | C\Users\Kshitijahhatre\ Documents\Kshiti
- T Kshitija
8 My Music
N My Pictures

Filenome Filesize Filetype Last modified
Backup File folder 01-12-2023 10;
<pp File folder 21-05-2024 16
NABL 3 File folder 7-08-2023 19 bosa.yer B Fie
Personal File folder 31-07-2024 132 chip. type 13 File
Softwares File folder 01-07-2024 11 ftcent 0 CONFFile
TestCases - ONT File folder 06-08-2024 12 hosts 104 File
Testcases - Wifi CPE File folder 26-04-2024 10 | max_size_of tcp. 2 File
TestCases-IP router File folder 22-04-2024 10 pmap. decontig 1380 File
£13GPP-t5 133117v14.. 462164 Adobe Acroba.._12-07-2023 00 Y ppp_sen_fifo 0 File
[ authinto 14 File 06082022 12— M priwver 13 Fle
& Doct docx 67376 Microsoft Wor. 10-08-2023 14 timeStatus 1 File
upnpdm_actions.. 0 SOCKFile
voipstatus 1 File
weblock_ver 11 File
") wsed_config.old 271 OLD File
wscd_status 2 File

3 files and 8 directories. Total size: 1,029,554 bytes Selected 1 file. Total size: 13 bytes

Last modified

01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1970 05:30.00
01-01-1970 05:30:00
01-01-1970 10:53:00
01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1970 05:30:00
01-01-1370 05:30:00
01-01-1970 05:30.00
01-01-1970 08:49:00

Permissions Owner/Gr.

W

“PWr-er=

PWXT-XT-X
T

-

SPWXEXTX

-rw-

Length

192,168 220 localhast. localdemain FTP sery

182.168.1.33 52.168.1.1 m quest: AUTH TLS

192.168. 2 : 580 AUTH TLS': command et understood
551

192.165.1.33 92.168.1.1 + A
01 1822681 52.168.1. m s ;00

sos6 192.168..

252528 192.165..

TH SSL": command not understood.

wsen
331 Passuord required for eBftp.

254968
2

26

215 WX
Pea

M- Features supparted
)

e 0TS UTHS (4

+ 509 "OPTS UTFE ON': command ot understood
Ly

5. 318556 2
s Rusponsa:
Aecuest: PA

s
Aespanse: ve ode (151,168,1,1, 35, 208)
LIS

Ldonain FT server (O inetuti

:9.4) resdy

+ command nat understond.

+ command rot understood

11.2.5 Evidence Provided: Screenshots above

12. Test Case Results:

SL. No TEST CASE NAME PASS/FAIL

Remarks

1 The Tester checks copying of
data in use

2 Copying of data in transfer
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2.6.7 TSTP Report for Protection against Data Exfiltration - Overt

Channel

Optical Network Terminal (ONT)-PON
family Broadband Equipment ITSAR

ITSAR No: ITSAR403012311

Clause no:2.6.7

<DUT Details: >
<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1
<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.6: Data Protection
2. <Security Requirement No &Name> 2.6.7: Protection against Data Exfiltration -

Overt Channel

3. Requirement Description: ONU/ONT shall have mechanisms to prevent data
exfiltration attacks for theft of data in use / data in transit. Establishment of outbound
overt channels such as, HTTPS IM, P2P, Email etc. are to be forbidden if they are auto-
initiated by / auto-originated from the Network product.
Session logs shall be generated for establishment of any session initiated by either

user or ONU/ONT.

4. DUT Confirmation Details:

O [ meosont x| [ Newsb

TEJAS
NETWORKS

m = @ B -

5. DUT Configuration: There is no additional configuration required for this test case.
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6. Precondition: OEM to provide the documentation describing the supported overt
outbound protocols

7. Test Objective: To verify that DUT’s overt channels cannot be used for data
exfiltration

8. Test Plan
8.1 Test Cases:
8.1.1 The Tester shall review the document from OEM explaining the mechanism
implemented to meet the clause and the default configuration.

8.1.2 The Tester shall check if any of the services is used for Outbound channel.
8.2 Test-bed setup Diagram:

DuUT
192.168.1.1

| |
(|
1
!

]
J
_—
Test Machine
192 .165.1.22

8.3 Test tool required per scenario/test case: CLI/GUI Interface
8.4 Test Execution Steps
i. The Tester shall review the OEM documentation for the supported outbound overt
channels
ii. The Tester shall verify the protection mechanism implemented for the
establishment of outbound overt channel

iii. The Tester shall verify the presence of monitoring logs for established outbound
overt channel

9. Expected Results for Pass: DUT’s overt channels cannot be used for data exfiltration
10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test case Name: OEM document review for outbound overt channel

11.1.2 Test Case Description: OEM shall provide detail of mechanisms used to
prevent data exfiltration attacks for theft of data in use / data in transit.

11.1.3 Execution Steps:
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i. The Tester shall review the OEM documentation for the supported outbound
overt channels and verify its existence
ii. The Tester may use any port scanning tool (eg: nmap) for its verification
11.1.4 Test Observation:
11.1.5 Evidence Provided:-NA-

11.2 Test Case Number: 02

11.2.1 Test case Name: Protection for outbound overt channel establishment
11.2.2 Test Case Description: The Tester shall check if any of the services is used for
Outbound channel has protection mechanism
11.2.3 Execution Steps:
i. The tester shall review the OEM documentation if any protection feature is
present for the usage of outbound overt channel
ii. The tester shall verify by establishing connection with any connected entity and
check if its only possible for authorized users only
iii. The tester shall check if any authentication is asked before the establishment of
outbound overt channel.
11.2.4 Test Observation:
11.2.5 Evidence Provided: -NA-

11.3 Test Case Number: 03

11.3.1 Test case Name: Monitoring log system
11.3.2 Test Case Description: To Verify the Session logs must be generated for all user
and ONU/ONT initiated session.
11.3.3 Execution Steps:
i. Verify that which outbound services present on the DUT.
ii. Try to initiate the session by using any of this outbound service FTP, HTTP,
HTTPS IM, P2P supported by DUT.
iii. Verify that DUT generated session log if any of the outbound service such as
FTP, HTTP, HTTPS IM, P2P initiate by DUT.

11.3.4 Test Observation
11.3.5 Evidence Provided: -NA-

12. Test Case Results:

SL. No TEST CASE NAME PASS/FAIL Remarks
1 OEM document review for outbound
overt channel
) Protection for outbound overt channel
establishment
3 Monitoring log system
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2.6.8 TSTP Report for Protection against Data Exfiltration - Covert

Channel

Optical Network Terminal (ONT)-PON
family Broadband Equipment ITSAR

ITSAR No: ITSAR403012311

Clause no:2.6.8

<DUT Details: >
<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1
<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.6: Data Protection
2. <Security Requirement No &Name > 2.6.8: Protection against Data Exfiltration -

Covert Channel

3. Requirement Description: NE shall have mechanisms to prevent data exfiltration
attacks for theft of data in use / data in transit. Establishment of outbound covert
channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP Tunnel, TLS, SSL, SSH,
[PSEC VPN, RTP Encapsulation etc. are to be forbidden if they are auto-initiated by /
auto-originated from the Network Product.
Session logs shall be generated for establishment of any session initiated by either

user or ONU/ONT.

4. DUT Confirmation Details:

* O [ menon-ont x [ Newtab +
« C a

TEJAS
HITWORKS

5. DUT Configuration: OEM shall provide details on what mechanisms are used to
prevent data exfiltration attacks for theft of data in use/data in transit and
Establishment of outbound covert channels and tunnels such as DNS Tunnel, HTTPS
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Tunnel, ICMP Tunnel, TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation, etc. are to be
forbidden. if they are initiated by CPE and how to monitor anomalous channels.

6. Precondition: OEM shall provide details what mechanisms used to prevent data
exfiltration attacks for theft of data in use / data in transit and Establishment of
outbound covert channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP
Tunnel, TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation etc. are to be forbidden. if they
are initiated by CPE and how to monitoring anomalous channels.

7. Test Objective: To check DUT’s protection against establishment of covert channel for
data exfiltration

8. Test Plan
8.1 Test Cases:

8.1.1 Test Scenario to review the OEM documentation and check if the mentioned
covert channels are used as overt channels
8.1.2 Test Scenario to check for the establishment of covert channel
8.1.3 Test Scenario to check if any monitoring feature exists for any channel
establishment
8.2 Test-bed setup Diagram:

DuT
192 1658.1.1

1
=]
192 160,122
8.3 Test tool required per scenario/test case: CLI/GUI Interface
8.4 Test Execution
i. The Tester shall review the OEM documentation to check if any covert channels can
be figured out
ii. The Tester shall attempt to establish covert channels from DUT to other connected
entity
iii. The Tester shall check for any monitoring features present in DUT upon
establishment of any channel
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9. Expected Result for pass: The DUT should have protection measures against
establishment of covert channel

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1.Test Case Name: Review the OEM documentation

11.1.2.Test Case Description: The Tester shall check if any of the services are used for
the Outbound covert channel.

11.1.3.Execution Steps: The Tester shall review the OEM documentation for the
mentioned overt channels and figure out the possible covert channels

11.1.4.Test Observation: The Tester explored the DUT and didn’t find any outbound
covert channels such as FTP, HTTPS IM, P2P, Email, etc. other than HTTP. HTTP
channel is used for the management/configuration of DUT.

11.1.5.Evidence Provided: -NA-

11.2 Test Case Number: 02
11.2.1. Test Case Name: Covert channel establishmentt
11.2.2. Test Case Description: The Tester shall attempt to establish the covert
channels from DUT to any other connected entity
11.2.3. Execution Steps
i. The Tester shall attempt to establish covert channel Dns tunnel
ii. Attempt to connect the WIFI CPE to a testing machine via ethernet and capture
the same on wireshark filter the packets captured on port 53 and inspect the
packet traces. Check if any dns tunnel query is found in  the traces (looking for
unusual characteristics like frequent, short queries with seemingly random
domain names, large numbers of subdomains within a single domain, or unusual
query types, which could indicate data being encoded within the DNS requests)
iii. If the DUT supports the tool “iodine” or “dnscat2” , thesetools can be used to
establish dns tunnel (Similarly the tester can check for the establish of other
covert channels from DUT using relevant commands)
11.2.4. Test Observation: -NA-
11.2.5. Evidence Provided: -NA-

11.3 Test Case Number: 03
11.3.1 Test Case Name: Monitoring feature in DUT
11.3.2 Test Case Description: The Tester shall check for any monitoring features
present in DUT upon establishment of any channel
11.3.3 Execution Steps:
i. The Tester shall attempt to establish of a channel (covert or overt)
ii. The Tester shall check if the DUT logs the establishment of the channel
11.3.4 Test Observations: -NA-
11.3.5 Evidence provided: -NA-
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12. Test Case Results:

S.No

TEST CASE NAME

PASS/FAIL

Remarks

1

Review the OEM documentation

2.

Establishment of covert channels

Monitoring of establishment
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Section 7: Network Services

2.7.1 TSTP for Evaluation of Traffic Separation

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311

PON family Broadband Equipment
ITSAR

Clause no:2.7.1

<DUT Details: >
<DUT Software Version:>
<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1
<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 7: Network Services
2. <Security Requirement No & Name > 1.7.1 Traffic Separation

3. <Requirement Description: > ONU/ONT shall support physical and/or logical
separation of Operation & Maintenance traffic and control plane traffic. See RFC 3871
[3] for further information.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.5.1].

4. DUT Confirmation Details:

;@

a/
&
i
(©)

conducted.
Use command to get Interfaces details

show int (To find all interfaces in the DUT)

ddg-sas@ddgsas-0OptiPlex-7050:~$ ssh rootsystem@192.168.129.250

b33 SR s S S S S N DS e S S B S e s g 2
UNAUTHORIZED USE OF THIS SYSTEM IS STRICTLY PROHIBITED!

If you have not been provided with permission to access
this device - disconnect at once.
Rl By s s R B S s S i e S e S
rootsystem@i92.168.129.250's password:

Centre for Development of Telematics
Welcome to CROS CLI

05 session id = 21614
Active device = Slot #1

Connection via ssh from VRF mgmt-vrf

rootsystem connected from 192.168.129.15 using ssh on CTX-2600
CTX-2000# SHETERGL
INTERFACE ADMIN OPER LINK
STATUS STATUS SPEED DESCRIPTION

L3-port global Interface phy-1_6_1
L3-port 1500 global Interface phy-1_9 1
L3-port P - 1500 mgmt-vrf Interface mgmt-0

cTx-2000% I

Use command to get Application No/Version No & Kernel Info
Command used: do show int (To find all interfaces in the DUT)

Use the command line interface to get details of the machine on which test is

Command used: show version (To get Application No/Version No & Kernel Info)
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Uptime - ’ /5, 22 hours, 25 minutes
System MAC :

Model

Serial MNum

software Versilon

Bulld 2 - se:6196) (Tue Mov 22 14:16:48 IST 2822)

SDE Versilon - X -5DK 4.5.2028, 5X-API 1.8 XD 2.88 , I55U 181

Bootloader : (GRUB ) 2~beta3-s5+debouz
Platform Version : OMIE 2 11-5.3.00085-115200
Kernel Version : glit-b799d9558a Wed Apr 27 11:82

5. DUT Configuration:
i. Tester should configure the DUT interfaces to support 0&M and Control plane
traffic separately.
ii. IP address of Management interface: x.x.x.x
iii. IP address of Data interface: x.x.x.x

6. Preconditions
i. The network product has at least two separate physical or logical interfaces.
ii.OEM should provide details about interface configuration.
L.
7. Test Objective: DUT shall support physical or logical separation of 0&M and Control
Plane traffic.

8. Test Plan:
8.1 Number of Test Scenarios: 01
8.1.1Test Scenario for physical or logical traffic Separation
8.2 Test Setup Diagram:

IFL

192.168.129.250 E
(Management)

P2

L

| 10.9.9.1 (Control) |

Test Machine 2

13.1.21.
8.3 Tools Used: Command line interface of DUT, Ping

8.4 Test Execution Steps
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i. Test Machine 1 and Test Machine 2 will try to send the ICMP messages to system
over separate interfaces.

ii. DUT should allow the traffic to separately handle at the two interfaces.

iii. Test Machine 1 will be sending the traffic to DUT over interface [/F 1

iv. Test Machine will be sending the traffic of icmp messages to DUT over interface
with ip address I /F 2

9. Expected Results for Pass:

i. The ping messages for the Test Machine 1 will be successfully transmitted without any
loss when sent to the interface 1 of the DUT. But the ping messages fail to reach interface
2 of the DUT.

ii. The ping messages for the Test Machine 2 will be successfully transmitted without any
loss when sent to the interface 2 of the DUT. But the ping messages fail to reach interface
1 of the DUT.

iii. This is because the traffic is separated by DUT to different domains for handling the icmp
messages from different Test Machine.

10. Expected Format of Evidence: Evidence in the form of the screenshot of the
command line can be submitted.

11. Test Execution:

11.1 Test Case Name: TC_TRAFFIC_SEPARATION

11.2 Test Case Description: The DUT should support the physical or logical separation
of traffic belonging to different network domains.

11.3 Execution Steps:

i. Case 1 - Physical separation of O&M and Control Traffic.: Below screenshots

shows DUT has separate interface for O&M traffic and separate for data plane
traffic.

aaee
1
T

o TEAL

alelainis 3
2 18 alislaolaelae

15. Figure: Console and Management Interface of DuT

ii. Case 2 - Logical Separation of 0&M and Control plane Traffic.
16. Tester will ping the DUT using command line of the Test Machine 1
17.ping 192.168.129.250
18. Tester will ping the DUT using command line of the Test Machine 2
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19. ping 10.9.9.1

20. Tester will ping the DUT using the command line of Test Machine 1 but this time at the
other interface

21.ping 10.9.9.1

ddg-sas@ddgsas-OptiPlex-7050: ~

i ddg-sas@ddgsas-OptiPlex-7050: ~

ddg-sas@ddgsas-0OptiPlex-7050:~5 [RET NI IE: I
PING 10.9.9.1 (10.9.9.1) 56(84) bytes of data.
From 192.168.129.9 icmp_seg=1 Destination Host Unreachable
From 192.168.129.9 icmp_seq=2 Destination Host Unreachable
From 192.168.129.9 icmp_seq=3 Destination Host Unreachable
~C

- 10.9.9.1 ping statistics ---

3 packets transmitted, © received, +3 errors, 100% packet loss, time 20837ms

ddg-sas@ddgsas-OptiPlex-7050:~$ I

22. Tester will ping the DUT using the command line of Test Machine 2 but this time at the
other interface.
23.Ping 192.168.129.250

ddg-sas@ddgsas-OptiPlex-7050: ~
ddg-sas@ddgsas-OptiPlex-7050: ~

ddg-sas@ddgsas-0ptiPlex-7050:~5 RUIVENEFISTY: NP NrLY)
PING 192.168.129.250 (192.168.129.250) 56(84) bytes of data.
L3
C

ddg-sas@ddgsas-Opt

- 192.168.129.250 ping statistics ---
3 packets transmitted, 0 received, 100%

packet loss, time 2052ms

ddg-sas@ddgsas-OptiPlex-7050:~5 ]

11.4 Test Observations:

i. The ping messages for the Test Machine 1 will be successfully
transmitted without any loss when sent to the interface 1 of the DUT.
But the ping messages fail to reach the interface 2 of the DUT.

ii. The ping messages for the Test Machine 2 will be successfully
transmitted without any loss when sent to the interface 2 of the DUT.
But the ping messages fail to reach the interface 1 of the DUT.

iii. This is because the trafficis separated by DUT to different domains for
handling the ICMP messages from different Test Machines.

12. Test Case Result:

Sl. No TEST CASE NAME PASS/FAIL Remarks
1 TC_TRAFFIC_SEPARATION
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2.7.2 TSTP Evaluation for Traffic Filtering - Network Level
Requirement

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.7.2
PON family Broadband Equipment
ITSAR

<DUT Details: > SyroTech

<DUT Software Version:> V 3.2.02-231205

<Digest Hash of OS>

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 7: Network Services

2. <Security Requirement No & Name > 2.7.2 Traffic Filtering - Network Level
Requirement

3. <Requirement Description: > ONT/ONU shall provide a mechanism to filter
incoming [P packets on any IP interface. In particular the Network product shall
provide a mechanism:

i. To filter incoming IP packets on any IP interface at Network Layer and Transport
Layer of the stack ISO/OSI.

ii. To allow specified actions to be taken when a filter rule matches. In particular at least
the following actions should be supported:

e Discard/Drop: the matching message is discarded; no subsequent rules are
applied and no answer is sent back.

e Accept: the matching message is accepted.

e Account: the matching message is accounted for i.e. a counter for the rule is
incremented. This action can be combined with the previous ones. This feature is
useful to monitor traffic before its blocking.

iii. To enable/disable for each rule the logging for Dropped packets, i.e. details on
messages matching the rule for troubleshooting.

iv. To filter on the basis of the value(s) of any portion of the protocol header.

v. To reset the accounting.

vi. The Network product shall provide a mechanism to disable/enable each defined rule.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.6.2.1]

4. DUT Confirmation Details:
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X

Status Network Security A

Devicelnfo WANInfo Userinfo Voipinfo Remote Manage Info

Device Basic Info DeviGa
Davice model SY-GPON-2010-WADONT
Device SN SA4TEL-123485447EBS41ATT
Hardware Vorsion V426
Firmware Version V3202231205
PON SN GPONODS41A37

5. DUT Configuration:
Below screenshot is IP address of DUT:

& DD x
< C A ure (/]
Q
5 v
status Network security  Application Management
DeviceInfo  WANInfo Userinfo Voip Info Remote Manage Info -
2
Device Basic Info Device Info .
3
Device model SY-GPON-2010-WADONT a
Devics $K SAUTER1Z3S5ATERS 41407
«
Hardware Version vi2c
Firmure Version Vi202:231205
PON SN GPONOD541A8T +
£ oD x|+
€ C A o
R Q
viKotech J
Stat Net K S Applicat M t v
atus letworl ecurt ication lanagemen|
Network v PP 9
Internet Bis ettings LAN 5G 24G TR0O68 QoS Time -
i
) LAN Settings .
>
IPv6 &
1P Address
IPv§ DHCP od
Subet Mask
RA Disable DHC Servar .
Enable DHCP Server .
Start P Address
End 1P Address: 192168 1254
OHCP Mask
Leass Time: oneDay v
LAN DNS Mods FromeP w
Primary 1P DN:
Secondary IP DN
Enable DHCP Server Relsy
DHCP Serveri®
Edit Reservod IP Address
Apply Changes

Below Screenshot is IP address of DUT Test Machine:
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B¥ windows Powershell x o

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\GRL MAS> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
: 2001:db8::2

IPv6 Address

Link-local IPv6 Address
IPvil Address

Subnet Mask

IPvld Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix . :

: feB0::828b:589b:918F:8%c%15
: 192.168.1.11

: 255.255.255.0

Link-local IPv6é Address . .
IPvU Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix . :

: feB0::f620:5e07:cb37:86aa%U
: 192.168.100.2

: 255.255.255.8

Link-local IPv6 Address
IPvl Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet u:

Connection-specific DNS Suffix . :
: fe80::e92b:leeb:17bc:293a%25
: 192.168.56.1
: 255.255.255.0

Link-local IPv6 Address
IPvif Address
Subnet Mask

5:48d0:ec20: 8580%5

: 192.168.1.22
: 255.255.255.0
: 192.168.3.1

: 255.255.248.0
1 2001:db8::1

Default Gateway
Ethernet adapter Ethernet 5:

Connection-specific DNS Suffix . :
Link-local IPv6 Address : fe80::18U2:cbu2:a604:U10e%20
IPvl Address : 169.254.19.174

Subnet Mask 1 255.255.0.0

Default Gateway 3

Ethernet adapter Ethernet 6:

Connection-specific DNS Suffix . :

Link-local IPv6 Address : feBO::be98:ec2f:dlcc:6198%2
IPvld Address : 192.168.169.2

Subnet Mask : 255.255.255.8

Default Gateway 3

Additionally, to ensure the connectivity between the DUT and the test machine, a ping test
is conducted. This test verifies the ability to test machine to communicate with the DUT
over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo
replies. A successful ping indicates that the network connection is established and
functioning properly, enabling further testing and data transfer between the DUT and the
test machine.

PS C:\Users\GRL MAS> ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms

Ping statistics for 192.168.1.1:

Packets: Sent = U4, Received = U4, Lost = 8 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = Oms, Average = BOms
PS5 C:\Users\GRL MAS=>

6. Preconditions
i. The DUT has packet filtering enabled.
ii. The DUT should have at least 2 different logical or physical ports and each port is
connected to a host.
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iii. OEM should submit document about filtering features available in DUT.

7. Test Objective: To check that DUT shall provide a mechanism:

i. To filter incoming IP packets on any IP interface at Network Layer and Transport

Layer Of the stack ISO/OSI.

ii. To allow specific actions to be taken when a filter rule matches. In particular at least

the following actions should be supported:

a. Discard/Drop: the matching message is discarded, no subsequent rules are applied

and no answer is sent back.
b. Accept: the matching message is accepted.

c. Account: the matching message is accounted for i.e. a counter for the rule is
incremented. This action can be combined with the previous ones. This feature is

useful to monitor traffic before its blocking.

iii. To enable/disable for each rule the logging for Dropped packets, i.e. details on

messages matching the rule for troubleshooting.

iv. To filter on the basis of the value(s) of source IP, destination IP and port addresses of

protocol header.
v. To reset the accounting,

vi. The DUT shall provide a mechanism to disable/enable each defined rule.

8. Test Plan:

8.1 Number of test scenario:
8.1.1Packet filtering for HOST 1
8.1.2Packet filtering for HOST2.
8.1.3Enable/Disable logging
8.1.4Port Filtering
8.1.5To enable or disable filter.
8.1.6To reset the counter
8.1.7Packet Filtering account.

8.2 Test Setup Diagram:
7] o
L !
H:*| liF 2

-'"'—_-‘E_ :-
L .-.':ne;

Host2

8.3 Tools Used: Command line interface, IP tables
8.4 Test Execution Steps

i. Firstly, the network should be established as such in which DUT is the Server and
2 Hosts (For simulation purposes we have taken 2 Hosts/Clients) are connected to

the Server.

ii. Obtain the IP Address of the DUT and the Hosts.
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iii. Configure the Rules in the DUT for Packet Filtering as follows.

Name Ip Address Rules
(HOST1) 172.20.0.4 ACCEPT ICMP echo messages
(HOST2) 172.20.0.3 DROP ICMP echo messages
(SERVER/DUT) 172.20.0.2 -

iv. In case iptables is implemented then below command should be used in command
line of DUT for accepting the icmp echo messages from HOST 1.
v. iptables -A INPUT -p icmp --icmp-type 8 -s <HOST1 ip Address> -j ACCEPT
vi. In case iptable is implemented then below command should be used in command
line of DUT for dropping the icmp echo messages from HOST 2.
vii. iptables -A INPUT -p icmp --icmp-type 8 -s <HOST2 ip Address> -j DROP
viii. The tester configures the Network Product to only allow ICMP traffic from host 1.
(Check if option is available at network level)
ix. The tester initiates ping traffic from host 1.
x. The tester initiates ping traffic from host 2.

9. Expected Results for Pass: Host 1 will receive a 'ping' answer back, but host 2 will
not.

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1Test Case Number: 01
11.1.1. Test Case Name: TC1_PACKET_FILTERING_HOST1
11.1.2. Test Case Description: As per the Rules mentioned in the table, DUT should
respond to ICMP messages sent from HOST 1.
11.1.3. Execution Steps:
i. Check that precondition is already satisfied by the DUT.
ii. Use the command line of the HOST1 to ping the DUT.
iii. Use the following command.
iv. ping -1 <HOST1 IP Address> <DUT IP Address>
v. Capture the response on the HOST1 for the above command.
11.1.4. Test Observations:
i. Case 1: DUT’s response is positive for the HOST1’s icmp messages (PASS CASE)
Below image can be used as a reference that HOST1 is getting positive response
from DUT to ICMP messages sent.
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Figure : Packet lost
Case 2: DUT is not responding to icmp echo messages by HOST1(FAIL CASE)
Below image can be used as a reference that HOST1 is getting no response from

DUT to ICMP messages sent.

il.

Figure : 100% Packet lost

11.2 Test Case Number: 02
11.2.1. Test Case Name: TC2_PACKET_FILTERING_HOST?2
11.2.2. Test Case Description: As per the Rules mentioned in the table, DUT should

not respond to ICMP messages sent from HOST?2.

11.2.3. Execution Steps:
i. Check that precondition is already satisfied by the DUT.

ii. Use the command line of the HOST2 to ping the DUT.

iii. Use the following command

iv. ping -1 <HOST2 IP Address> <DUT IP Address>

v. Capture the response on the HOST2 for the above command.

11.2.4. Test Observations:
Case 1: DUT is not responding to ICMP echo messages by HOST2 (PASS CASE)

Below image can be used as a reference that HOST1 is getting no response from

DUT to icmp messages sent.

.
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Figure : 100% Packet Loss

ii. Case 2: DUT’s response is positive for the HOST2’s ICMP messages (FAIL CASE)
Below image can be used as a reference that HOST2 is getting positive response
from DUT to icmp messages sent.

Figure : No Packet Loss

11.3Test Case Number: 03
11.3.1. Test Case Name: TC3_ENABLE_LOGGING
11.3.2. Test Case Description: DUT should have a functionality to enable or disable
logging for each filter.
11.3.3. Execution Steps:
i. Check that the precondition is already satisfied by the DUT.
ii. Drop all incoming packets and enable logging for it. A sample script is added

below.
NOTE: Following commands are OEM dependent
# Clear existing rules
sudo iptables -F
# Set default policies to DROP
sudo iptables -P INPUT DROP
sudo iptables -P FORWARD DROP
sudo iptables -P OUTPUT ACCEPT
# Allow loopback traffic
sudo iptables -A INPUT -i lo -j ACCEPT
# Allow established connections
sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
# Log and drop all other incoming packets
sudo iptables -A INPUT -j LOG --log-prefix "IPTables-Dropped: " --log-level 4
sudo iptables -A INPUT -j DROP
# Log and drop all forwarded packets
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sudo iptables -A FORWARD -j LOG --log-prefix "IPTables-Dropped: " --log-level 4
sudo iptables -A FORWARD -j DROP
Then the DUT is pinged from another source

11.3.4. Test Observations:
i. CASE 1: The desired rule which we intend to log gets logged (PASS CASE)

Command : sudo tail -n 20 /var/log/syslog | grep “IPTables-Dropped”

Jul 31 09:37:42 naanz20-pc kernel: [241767.425111] : IN=ens18 OUT
= MAC=bc:24:11:06:53:¢3:4a3:d9:c0:2b:e7:c9:08:00 SRC=192.168.100.1 DST=192.168.10
0.15 LEN=84 TOS=0x00 PREC=0x00 TTL=64 ID=43157 DF PROTO=ICMP TYPE=8 CODE=0 ID=31
898 SEQ=3

1Jul 31 09:37:43 naan20-pc kernel: [241708.449143)] : IN=ens18 OUT
= MAC=bC:24:11:06:53:¢3:42:d9:¢c0:2b:e7:c9:08:00 SRC=192.168.100.1 DST=192.168.10
0.15 LEN=84 TOS=0x00 PREC=0x00 TTL=64 ID=43191 DF PROTO=ICMP TYPE=8 CODE=0 ID=31
898 SEQ=4

Jul 31 09:37:44 naan20-pc kernel: [241769.473070] : IN=ens18 OUT
= MAC=bc:24:11:06:53:¢3:4a:d9:c0:2b:e7:¢c9:08:00 SRC=192.168.100.1 DST=192.168.10
0.15 LEN=84 TOS=0x00 PREC=0x00 TTL=64 ID=43582 DF PROTO=ICMP TYPE=8 CODE=0 ID=31
898 SEQ=5

Jul 31 ©9:37:44 naan20-pc kernel: [241709.477728] : IN=ens18 OUT
= MAC= SRC=192.168.100.15 DST=224.0.0.251 LEN=73 TOS=0x00 PREC=0x00 TTL=25S5 1D=2
5053 DF PROTO=UDP SPT=5353 DPT=5353 LEN=53

Jul 31 09:37:45 naan20-pc kernel: [241710.496961] : IN=ens18 OUT

This is happening because the ping fails

root@acer2:~# ping 192.168.100.15
PING 192.168.100.15 (192.168.100.15) 56(84) bytes of data.

ii. CASE 2: The desired rule which we intend to log is not logged (FAIL CASE)

11.4Test Case Number: 04
11.4.1 Test Case Name: TC4_PORT_FILTERING
11.4.2 Test Case Description: DUT should have a functionality to filter on the basis of
the value(s) of source IP, destination IP and port addresses of protocol header.
11.4.3 Execution Steps:
i.Check that the precondition is already satisfied by the DUT.
ii.First only allow a specific IP to reach the DUT on a particular port and check that
DUT is reachable on that particular port.
iii.Next disallow an IP and a particular port and next check that DUT CANNOT be
reached by that IP and on that port.
iv.Sample script to be run on DUT and Testing machine is attached below. Actual
script should be provided by the OEM.
IP_TABLES CONFIGURE SCRIPT - TO BE RUN ON DUT
#! /bin/bash
# Define variables
ALLOWED_SRC_IP="192.168.137.15" # Allowed source IP
DISALLOWED SRC [IP="192.168.137.157" # Disallowed source IP
PROXMOX_IP="192.168.137.96" # IP of DUT
ALLOWED_PORT="23" # Allowed port (e.g., random)
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DISALLOWED_PORT="22" # Disallowed port (e.g., SSH)

#When wanting to test allowed change allowed to 22 and disallowed to
random number

#When wanting to test disallowed, change disallowed to 22 and allowed to
random number

# Clear existing iptables rules

echo "Flushing existing iptables rules..."

sudo iptables -F

# Set default policies to DROP

echo "Setting default policies to DROP.."

sudo iptables -P INPUT DROP

sudo iptables -P FORWARD DROP

sudo iptables -P OUTPUT ACCEPT

# Allow loopback traffic

echo "Allowing loopback traffic..."

sudo iptables -A INPUT -i lo -j ACCEPT

# Allow established connections

echo "Allowing established connections..."

sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED, RELATED -j ACCEPT
# Allow incoming traffic from the allowed source IP

echo "Allowing traffic from source IP: $ALLOWED_SRC_IP"

sudo iptables -A INPUT -s $ALLOWED_SRC _IP -j ACCEPT

# Allow incoming traffic to the Proxmox host on the allowed port

echo "Allowing traffic to Proxmox IP $PROXMOX_IP on port $ALLOWED_PORT"
sudo iptables -A INPUT -d $PROXMOX_IP -p tcp --dport SALLOWED_PORT -j ACCEPT
# Log and drop all incoming traffic to a specific disallowed port

echo "Dropping traffic to Proxmox IP $PROXMOX_IP on port $DISALLOWED_PORT"
sudo iptables -A INPUT -d $PROXMOX_IP -p tcp --dport $DISALLOWED_PORT -j LOG
--log-prefix "IPTables-Dropped: " --log-level 4

sudo iptables -A INPUT -d $PROXMOX_IP -p tcp --dport $DISALLOWED_PORT -j DROP
# Log and drop all other incoming packets

echo "Logging and dropping all other incoming packets..."

sudo iptables -A INPUT -j LOG --log-prefix "IPTables-Dropped: " --log-level 4

sudo iptables -A INPUT -j DROP

echo "iptables rules configured successfully.”
root@acer2:~# .fip_table bash.sh

Flushing existing iptables rules...
'Setting default policies to DROP...
loopback traffic...

established connections.

traffic from source IP: 192.168.137.15
Allowing traffic to Proxmox IP 192.168.137.96 on port 22
Dropping traffic to Proxmox IP 192.168.137.96 on port 22
'Logging and dropping all other incoming packets...
iptables rules configured successfully.
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TESTING SCRIPT TO BE RUN ON TEST MACHINE

#! /bin/bash

# Define variables

PROXMOX_IP="192.168.137.96" # IP of Proxmox host
PORT="22" # Allowed/Disallowed port

echo "Are you allowed or disallowed IP?"

read name

# Function to test ping

test_ping()

{echo "Testing ping to $PROXMOX_IP..." ping -c 3 $PROXMOX_IP echo ""}

# Function to test SSH (allowed port)

test_ssh()

{echo "Testing SSH connection to $PROXMOX_IP on port $PORT..." ssh -o Connect
Timeout=5 -p $PORT root@$PROXMOX_IP || echo "SSH connection failed." echo ""}
# Execute tests

echo "Running tests from ($name) ..."

test_ping

Test_ssh

11.4.4 Test Observations:
i. CASE 1: The allowed IP and port is able to reach DUT (PASS CASE)

B $ .[ip_table_test_script.sh
Are you allowed or disallowed IP?:

‘Allowed

Running tests from (Allowed)...

JTesting ping to 192.168.137.96...

PING 192.168.137.96 (192.168.137.96) 56(84) bytes of data.

64 bytes from 192.168.137.96: icmp_seq=1 ttl=64 time=0.324 ms

64 bytes from 192.168.137.96: icmp_seqg=2 ttl=64 time=0.260 ms
64 bytes from 192.168.137.96: icmp_seq=3 ttl=64 time=0.295 ms

--- 192.168.137.96 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 20839ms
rtt minfavg/max/mdev = 0.260/0.293/0.324/0.026 ms

Testing SSH connection to 192.168.137.96 on port 22...

-root@192.168.137.96's password:

Linux acer2 6.8.4-2-pve #1 SMP PREEMPT_DYNAMIC PMX 6.8.4-2 (2024-04-10T17:367Z) x8
L6_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
_individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Jul 31 89:57:50 2024 from 192.168.137.15
root@acer2:~# exit

logout

Connection to 192.168.137.96 closed.

ii. CASE 2: The DISALLOWED IP and port is unable to reach DUT (PASS CASE)
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1~% .JS1p_table_test.sh
Are you allowed or disallowed IPT:
Dizallowed
Running tests rrnm fD1;a110wed1
Testing ping . .
PING 192.168 - 96 Iluﬂ 168.137.96) 56(84) bytes of data.

=== 192.168.137.96 ping statistics ---
3 packets transmitted, 8 received, 1668% packet loss, time 2838ms

Testing 55H connection to 192.168.137.96 on port 22...
connect to host 192.168.137.96 port 22: Connection tamed out
55H connection failed.

1% [

iii. CASE 3: Any other case apart from above (FAIL CASE)

11.5Test Case Number: 05
11.5.1.Test Case Name: TC5_ENABLE/DISABLE_FILTERING
11.5.2.Test Case Description:
i. DUT should have a functionality to enable or disable each filter.
ii. DUT should disable the desired rule for the corresponding filter.
11.5.3.Execution Steps:
i. Check that the precondition is already satisfied by the DUT.
ii. Use the command line of the HOST2 to ping the DUT.
iii. Use the following command iptables -L
iv. The list of rules will be shown in the command line shown below:

destination

e destination
V. use the below command to delete 2nd rule.

iptables -D INPUT -p icmp --icmp-type 8 -s 172.20.0.4 -j DROP

vi. use the below command to see the rules listed in iptables and capture the result.
iptables -L

11.5.4.Test Observations:
i. CASE 1: The desired rule which we intend to delete gets deleted (PASS CASE)
See that the second rule got deleted from the table of rules

273




-p lcmp --1cmp-type 8

Chain 3
target o ination
ACCEPT ic ausf.test_net anywhere icmp echo-request

Chain FORWARD (po
target prot opt ol destination

destination

11.6Test Case Number: 06
11.6.1 Test Case Name: TC6_FILTERING_COUNTER_RESET
11.6.2 Test Case Description: DUT should have a functionality to reset the counter
available to count the data packet received under each rule.
11.6.3 Execution Steps:
i. Check that precondition is already satisfied by the DUT.
ii. Use the command below to see the current counter value for each filter in DUT.
iptables -vL
iii. The output like this will be displayed as per the below figure.

# iptables

icmp -- any y B .t et anywhere icmp echo-reques
icmp -- any / e et anywhere icmp echo-rec

Chain FO policy ACCEPT 0 packet ytes
pkts s target prot opt in t estination

Chain OUTPUT (policy ACCEPT 13 packets, 1153
pkts s target prot opt in out ce estination

iv. Use the command below to set the counters to zero. iptables -Z
v. Use the command below to see the current counter value for each filter in DUT
and capture the result displayed in the command line. iptables -vL
11.6.4 Test Observations:
i. CASE 1: The counters for each rule is set to zero after the above command is run
(PASS CASE) Please see the below screen shot for Reference.

Figure : All the Counters for the Filter Rules are set to Zero

ii. CASE 2: The counter for each rule is not set to zero after the above command is
run (FAIL CASE)

11.7Test Case Number: 07
11.7.1 Test Case Name: TC7_PACKET _FILTERING _ACCOUNT
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11.7.2 Test Case Description: DUT should have a functionality to ensure the matching
message is accounted for i.e. a counter for the rule is incremented.

11.7.3 Execution Steps:

i. Check that the precondition is already satisfied by the DUT.
ii. The tester should use the command below to set up rules to log and count ICMP

trafficking HOST 1.

sudo iptables -A INPUT -p icmp --icmp-type echo-request -j LOG --log-prefix

"PING REQUEST: "

sudo iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT
iii. Then From HOSTZ ping HOST1.
iv. In HOST1 check the iptables counter to see if the packets matching the rule were

logged: sudo iptables -L -v -n

v. Again, from HOST2 ping HOST1.
vi. Again, in HOST1 check the counters to see if they have increased.
11.7.4 Test Observations: The counters have increased.

: S sudo iptables -L -v -n
Chain INPUT (pol ACCEPT 178 packets, 41618 bytes)
pkts bytes targ prot opt in out
d = AR A 2 e .

5 420 ACCEPT icnfl -- *

D (policy ACCEI
target

Chain OUTPUT (policy ACCEPT 183 packets, 24602 bytes
pkts bytes target D prot opt in out
/%

12. Test Case Result:

destination
6.0 f
0.0.0.8/0
destination
destination
destination
8.9 f

destination

destination

newslab-ks42z@newslab-ks422: ~
newslab-ks422@newslab-ks422: ~ 80x24

Z
(=]

TEST CASE NAME

PASS/FAIL (Please see Note Below)

TC1_PACKET_FILTERING_HOST1

TC2_PACKET_FILTERING_HOST?2

TC3_ENABLE/DISABLE_FILTERING

TC4_FILTERING_COUNTER_RESET

TC5_ENABLE/DISABLE_FILTERING

TC6_FILTERING_COUNTER_RESET

Njo v s w N = (w

TC7_PACKET_FILTERING_ACCOUNT

FINAL RESULT
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2.7.3 TSTP for Evaluation Traffic Protection -Anti-Spoofing

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no2.7.3
PON family Broadband Equipment
ITSAR

<DUT Details: > SyroTech

<DUT Software Version:> V 3.2.02-231205

<Digest Hash of OS>

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. ITSAR Section No & Name: Section 7: Network Services

2. Security Requirement No & Name: 1.7.3: Traffic Protection -Anti-Spoofing

3. Requirement Description: ONT shall not process IP packets if their source address is
not reachable via the incoming interface. This feature can be implemented in several
ways like use of IPsec, TLS, "Reverse Path Filter" .

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.3.1.1]

4. DUT Confirmation Details:

D | DK
> A 19216811 m = @ K -

syRotech

- D R
St Status : Nel‘work‘ Security Mar Help

serinfo  Voipinfo Remote Manage Info

nnnnnnnnnn

5. DUT Configuration:
Below Screenshot is IP address of DUT Test Machine:
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2 windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSwWindows
PS C:\Users\GRL MAS> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPv6 Address

Link-local IPv6 Address

IPvi Address

Subnet Mask

IPvd Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvid Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvi Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet U:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvid Address

Subnet Mask

Default Gateway

Ethernet adapter Ethernet 5:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvU Address

Subnet Mask

: 192.168.1.22
: 255.255.255.0
: 192.168.3.1

: 255.255.2U8.0
: 2001:db8::1

e fe80::828b:589b:918F:8%c%15

: 192.168.1.11
: 255.255.255.8

: feB0::f620:5e07:cb37:86aa%U
: 192.168.100.2
: 255.255.255.0

: feBO::e92b:1eeb:17bc:293a%25

: 192.168.56.1
: 255.255.255.8

: feB0::10u2:cbu2:a604:U10e%20
: 169.254.19.174
: 255.255.0.0

Default Gateway
Ethernet adapter Ethernet 6:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPvd Address

Subnet Mask

Default Gateway

: feBO::be98:ec2f:dUcc:6198%2
: 192.168.169.2
: 255.255.255.0

Additionally, to ensure the connectivity between the DUT and the test machine, a ping test
is conducted. This test verifies the ability to test machine to communicate with the DUT
over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo
replies. A successful ping indicates that the network connection is established and
functioning properly, enabling further testing and data transfer between the DUT and the

test machine.
PS C:\Users\GRL MAS=> ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms
Reply from 192.168.1.1: bytes=32 time<lms

Ping statistics for 192.168.1.1:

Packets: Sent = U, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms
PS C:\Users\GRL MAS>




6. P

re-Conditions:

A node N1 is available with:

L.

ii.
iii.

iv.

Vi.

vii.

viii

ix.

Xi.

xii.

xiii

Xiv.

XV.

XVi.

Two interfaces named respectively if1-n1 connected to the network product and if2-
nl to which the tester connects a tester machine
routing capabilities
if2-n1 has a static IP address (e.g. 192.168.3.1 belonging to the subnet
192.168.3.0/24).
A node N2 is available with:
Two interfaces named respectively if1-n2 connected to the network product and if2-
n2 to which the tester connects a tester machine
Routing capabilities. In particular N2 has a default route to if1-np subnet via if2-np
(e.g. 192.168.2.1)
if2-n2 has a static IP address . This ip is the same as if2-n1 (e.g. 192.168.3.1
belonging to the subnet 192.168.3.0/24).
. The network product has at least 2 enabled interfaces said if1-np and if2-np:
The interface if1-np is connected to interface ifl-n1 of the node N1 on the subnet,
e.g., 192.168.1.0/24.
The interface if2-np is connected to interface if1-n2 of the node N2 on the subnet,
e.g., 192.168.2.0/24.
The network product is configured with a static route for the subnet where if2-n1 is
connected to (e.g. 192.168.3.0/24), so this subnet can be reached via if1-n1 through
if1-np.
The vendor shall declare, in the documentation accompanying the network product,
the supported anti-spoofing mechanism (e.g. RPF or similar function) and if it is
enabled for all interfaces (e.g. netipv4.confallrp_filter = 1 and
net.ipv4.conf.default.rp_filter = 1 in the linux sysctl.conf file) or per interface bases.
. The vendor shall declare if the dropped packets can be logged and how to enable
this logging.
The tester has administrator privileges.
A tester machine is available and configured with:
A static [P address belonging to the subnet where if2-n1 and if2-n2 are connected
to (e.g. 192.168.3.2/24).

xvii. A default gateway set to if2-n1 and if2-n2 IP Address (e.g. 192.168.3.1)

Xvi

ii. A network traffic analyzer (e.g. tcpdump) on the network product is available

7. Test Objective: To test if the system shall not process IP Packets if their source
address is not reachable via the incoming interface.

8. Test Plan:
8.1 Number of Test Scenarios: 1

8.1.1 Test to check that the system does not process IP Packets if their source address
is not reachable via the incoming interface.

8.2 Testbed Diagram:
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if2-n1 i1-n1 If1-np 192.168.1.0/24is directly connected, if1-np
192.168.3.1 5 7A92.168.1.2 192.168.1.1 192.168.2.0/24is directly connected , if12-np
"-j 192.168.3.0/24via 192.168.1.2, f1-np

192.168.1.0/24 0.0.0.0/0via 192.168.2.2,#2-np

N1 Network Product

H2.np
192.168.2.1

192.168.2.0/24

f1-n2
19216822

(<

N2 ~ “| 0.0.0.0/0via 192.168.2.1, if1-n2

2-n2
192.168.3.1

8.3 Tools Used: Command line , Hping3 ,Scapy
8.4 Test Execution Steps:

9. Expected Results for Pass: Host 1 will receive a 'ping’ answer back, but host 2 will
not.

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case 01
11.1.1.Test Case Number: 6.1
11.1.2.Test case Name: TC_IP_SPOOFING_MITIGATION
11.1.3.Test Case Description: Systems shall not process IP packets if their source
address is not reachable via the incoming interface. Implementation example:
Use of "Reverse Path Filter" (RPF) provides this function.
11.1.4.Execution Steps: <REFER TO 3GPP>
i. Tester should check the resources utilization before starting the spoofing.
ii. Tester configures the spoofing tool and send the spoofed packets to the DUT. Here
the tester is using the same ip to spoof the DUT

92 . 1¢ .1) 56(84)
from 192.168.1.1: icmp_seqg=1
from 1 168.1.1: icmp_seqg=2
from 168.1.1: icmp_seqg=3
from 1 168.1.1: icmp_seqg=4

:l

from 192.168.1.1: icmp_seq=>5

avg/m:

oof 192.168.1.1 192.168.1.1J}

iii. Use the suitable command as per DUT to configure filtering on DUT
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iv. Capture the response

(@ Copturing from Etheret
Fle Edt View Go Copture Anabyze

Ipsddr == 19216811
Destinsticn Protocel Lengt Info

60 Echo (ping) request 1d=0x4125, seqa4096/16, ttl=64 (reply in 2)
& i in 1)

192.168.1.1

11.1.5.Test Observation: The tester observed that the DUT is not responding to the
spoofed packets, even if using the same ip and DUT is replying to the normal
requests.

11.1.6.Evidence Provided: The screenshots of the Wireshark outcome are attached.

12. Test case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 TC_IP_Packets_And_Incoming_Interface
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Section 8: Attack Prevention Mechanisms

2.8.1 TSTP For Network Level and application-level DDoS

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.8.1
PON family Broadband Equipment

ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 8 - Attack Prevention Mechanisms

2. <Security Requirement No & Name > 1.8.1 Network Level and application-level
DDoS

3. <Requirement Description: > ONU/ONT shall have protection mechanism against
network level and Application-level DDoS attacks. ONU/ONT shall provide security
measures to deal with overload situations which may occur as a result of a denial-of-
service attack or during periods of increased traffic. In particular, partial or complete
impairment of system availability shall be avoided.

Any one or more of the following protective measures can be used, but not limited to

the following.

i.
ii.
iii.
iv.
V.
Vi.

vii.

Restricting of available RAM per application

Restricting of maximum sessions for a Web application

Defining the maximum size of a dataset

Restricting CPU resources per process

Prioritizing processes

Limiting of amount or size of transactions of an user or from an IP address in a
specific time range

Limiting of amount or size of transactions to an IP address/Port Address in a specific
time range

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.3.1]

4. DUT Confirmation Details:
i. Use the command line interface to get details of the machine on which test is

conducted.

ii. Use command to get Interfaces details
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iii. Use command to get Application No/Version No & Kernel Info

Command used: ifconfig -a (To find IP information and all interfaces)
B |mmP D] ® ponONTWebConfigu... fg qterminal Scree -30... @ Thunar

File Actions Edit View Help

pwd

clear
#ONT/system/shell>
bre

overruns frame
erruns:0 carrier:@
(23.9 MiB)
Link encap:Ethernet HWaddr 00:

up UNNING MULTICAST
© dropped

Ethernet HWaddr 00:00:
TU:

runs:@ carrier:0

HWaddr 00:00:00:00:00:00

MTU:1500 Metri

dropped:0 overruns:0 frame:0
d:0 overruns:0 carrier:0

:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

The below screenshot shows the firmware version of the DUT

HONT/system»ontver
OntSwWer : R2.8.9.6
HONT/system>[

The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion
System Config file : /etc/sys.cfg.alp
#ONT/system>|j

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

:' D & 1921681251 x =k = ) X
< C (O 192.168.1.251 Ay * - B0
Sign in to access this site

Autharization required by http://192.168.1.251
Your connection to this site is not secure

Username  root

Password | ----- |

m Canel
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iii. Verify the DUT information through device info

< c

@ Status
Device Info
WAN Status

* Network
# Advanced
® Maintain

A\ Not secure  192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info

Equipment ID:
Hardware Version:
Software Version:
Build Date:

MAC Address
Current Time

iv. Set the static IP address

2° D [ GponONTWeb Configuration x| =+

00142-00029-43

02

R2.0.9.6

2017-09-11
00-1F-E6-2B-B3-48
2000-01-01 00:29:55

&< O A Notsecure | 192.168.1.251/htmli/frame html
GPON ONT
Network > WAN
WAN
= Status
@ Network
LAN p—
Internet Connection Type Static IP v
WAN ——
DHCP
+ Advanced IP Address static P AE .[10 |
= Maintain Subnet Mask PPPoE 255 . /255 .0 |
Default Gateway 192 [[168 |2 1 |
DNS Server 1 192 |[1e8  |[2 10 |
DNS Server 2 192|168 |2 11 |
Apply Refresh
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
* Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

6. Preconditions:

i. A document which provides a detailed technical description of the overload control
mechanisms.

Refresh

ii. Test results from a test execution phase of overload control mechanism testing.

7. Test Objective/ Purpose:

i. Verify that the network product:

ii. has a detailed technical description of the overload control mechanisms used to deal
with overload scenarios;

iii. has test results verifying the operation of the overload control mechanisms.
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8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1 Test Scenario for Excessive Overload Protection due to Network Level
DDOS Attack:

8.1.2 This test scenario stimulates Network Level DDOS attack due to which CPU and
memory overload is caused, it then verifies whether the network product reacts
in a controlled way during it or not. (Additional Test scenarios based on the
OEM document) .

8.2 Test Bed Diagram:

| — !.1

I DUT (Management Port)
192.168.1.251

Test Machine

I I 192.168.1. 49
-

8.3 Tools required: Command Line Interface, hping3.
8.4 Test Execution Step:
a. The tester verifies that there is:
i. A technical description providing a high-level overview of the overload control
design.

ii. An overview of the types of overload scenarios that the network product
overload control mechanisms are expected to handle.

iii. An overview of the overload control thresholds that the network product uses to
trigger overload control mechanisms.

iv. Description of the types of attacks that may cause an overload to the network
product and how these are handled.

v. A description of how the network product discards or handles input during
various overload situations including excessive overloads. i.e. where the overload
is significantly greater than the thresholds where overload detection is triggered.

vi. A description of how the network product security functions operate and
perform during overload.

vii. A description of how the network product shuts down or performs or takes other
abatement or corrective actions during excessive overload conditions.
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b. The tester performs below steps:
i. Introduce a controlled DDOS scenario with predefined levels of load and traffic.
ii. Observe the Network Product’s response and measure how it adjusts its resource
allocation and prioritization to handle the increased load.
iii. Validate that the NF does not crash or suffer from critical failures due to the
attack.
iv. Assess if the NF can dynamically adapt its behavior based on the severity of the
attack.
v. Verify that the NF can smoothly recover and return to normal operation after the
attack is removed.

c. The tester verifies that the test results:

i. Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.

ii. Describe test procedures used to verify the overload control mechanisms.

iii. Contain data which demonstrates/indicates that the overload control
mechanisms described in the technical description document have been
implemented.

iv. Contain details of the test set-up including the mechanisms for creating the
overload. Where simulators and/or scripts are used to artificially create a load
then details of these should also be included.

9. Expected Results:

I.

ii.

iil.

iv.

Vi.

d.

A technical description provides a high-level overview of the overload control
design.

An overview of the types of overload scenarios and overload control thresholds that
are considered.

Description on the types of attacks that may cause an overload to the system and
how these are handled.

A description of how the network product discards or handles input during various
overload situations.

Describes if or how the network product security functions operate and perform
during overload.

If parts of the system shutdown or take other abatement or corrective actions these
should be described.

Note: If some of the items listed above are not applicable to a network product then,
in those cases, it should be clarified by the vendor why these items are not
applicable.

The test results should:
i. Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.
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ii. Describe the test procedures used to verify the overload control mechanisms.

iii. Contain data which demonstrates/indicates that the overload control mechanisms
described in the technical description document have been implemented.

iv. Contain details of the test set-up including the mechanisms for creating the
overload.

10. Expected Format of Evidence: Documentation showing each of the points in the
results sections.

11. Test Execution:
11.1 Test Case Number: 01

11.1.1.Test Case Name: TC1_NETWORK_LEVEL_DDOS

11.1.2.Test Case Description: Test needs to be conducted to verify that the Network
Product can react to the Network Level DDOS in a controlled manner.

11.1.3.Execution Steps: Create an overload scenario, in this example we'll use
'hping3' to simulate high CPU and memory usage.
Run command: sudo hping3 -c 15000 -d 120 -S -w 64 -p <port-number> --
flood --rand-source <ip-address>
'hping3' will flood ping attack to the specified IP address.
This command will generate a significant load on both the CPU and memory.

File Actions Edit View Help

@ headers + 120 data by

During the DoS attack tester try to access the DUT services such as remote login
(eg - ssh, telnet, etc) or pinging the DUT.
ﬁ | - t o[- | '@ qterminal

Trying 192.
telnet: Un:

-
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During the overload simulation, we'll monitor the system's CPU and memory
usage in real-time.
Open a new terminal and run command: top (this command is OEM dependent)
While 'hping3' is running, 'top' will display the CPU and memory usage of the
system. Observe how the CPU usage increases due to the workload.
Before Attack:

W mmP B gqemmnal

File Actions Edit View Help

d a

PID PP[ USER STAT V5Z %MEM %CPU COMMAND
re 1 2

here CPU% and MEM% can be seen lesser which increases post the attack is
launched.
After Attack:
File Actions Edit View Help
Mem: 3 6K used, { free,
uSEé STAT VSZ EMEM %CPU COMMAND

root [ L / / r -p 20 -s @

ir -p 18 -s @

In 'top’, look for the 'CPU%' and 'MEM%' columns to see the CPU and memory
usage, respectively, of different processes.
i. Monitor the DUT performance, response times, and behavior during the
overload simulation.
ii. Validate that the network product reacts to the overload in a controlled
manner and prioritizes critical tasks. (The expected behavior of the
network product shall be provided in the OEM Documentation)
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iii. Observe how the network product's security functions operate and
perform during the overload.

iv. Note: While hping3 is primarily used for network-level attacks, it can also
simulate application-level attacks by targeting specific application
protocols (such as HTTP) and exploiting the behavior of the application.

11.2  Test Case Number: 02
11.2.1. Test Case Name: TC2_APPLICATION_LEVEL_DDOS
Use below command to launch application level HTTP attack:
sudo hping3 -S -p 80 --faster --url /index.html --flood --rand-source
<target-ip>
Rest of the steps for monitoring are the same as Network Level Attacks.
11.2.2. Test Observation:

i. Case 1: The network product reacts in a controlled way during overload
(Positive TestCase) The network product demonstrates a controlled response
to the simulated DDOS Attack. It prioritizes critical tasks, maintains essential
functions, and keeps security functions operational during the overload scenario.
Then the test case Passes.

ii. Case 2: The network product reacts in a uncontrolled way during overload
(Negative TestCase) If the network product exhibits unpredictable behavior,
crashes, or fails to maintain its security functions during DDOS, it will be
considered a failure.

11.2.3. Evidence Provided: Documentation showing each of the points in the results
sections.

12. Test Case Result:

Sl. No | TEST CASE NAME PASS/FAIL | Remarks
1 TC1_NETWORK_LEVEL DDOS
2. TC2_APPLICATION_LEVEL_DOS
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2.8.2 TSTP for Excessive Overload Protection

il.
iil.

iv.

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.8.2

family Broadband Equipment ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

<ITSAR Section No & Name> Section 8 — Attack Prevention Mechanisms

<Security Requirement No & Name > 1.8.2 Excessive Overload Protection

<Requirement Description: > The ONU/ONT may provide security measures to deal

with overload situations which may occur during periods of increased traffic. In

particular, partial or complete impairment of system availability shall be avoided.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.3.3.3]

DUT Confirmation Details:
i. Use the command line interface to get details of the machine on which test is

conducted.
ii. Use command to get Interfaces details
iii. Use command to get Application No/Version No & Kernel Info

e Command used ifconfig -a (To find IP 1nformat10n and all 1nterfaces)
| M i B B[ ]v| ® GponONTWebConfigu... g qterminal 30... R Thunar

File Actions Edit View Help

ap:Ethernet HWaddr 00:1F:
UP BROADC RUNNING MULTICAST

BROADCAST HULTICAST M
RX packets:@ errors:@ uns:@ frame:0
erruns:@ carrier:0

(0.0 B)

Link encap:Ethe
BROADCAST MULTI

encaj
NOARP MTU:1476 Metric:1

e The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer 2.8.9.6

HONT/system>|

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>fj

v. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
ii. The Tester attempts to open GUI using [P address of the DUT and login DUT using
“root” account.

£ O & 1912 x  + - @

X

& C @ 1921681251 Ao = - O

Sign in to access this site

Autharization required by http//192.168.1.251
Your connection to this site is not secure

m Canel

iii. Verify the DUT information through device info

<« C A Notsecure  192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
AN Siatee Equipment ID: 00142-00029-43
® Network Hardware Version: 02
# Advanced Software Version: R2096
+ Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Setthe static IP address
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3' (im] [ Gpon ONT Web Configuration X |+

&« O A\ Not secure 192.168.1.251/html/frame_html

GPON ONT

Network > WAN

WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN ——
DHCP
+ Advanced IP Address p——cE |2 10 |
+ Maintain Subnet Mask PPPoE 255 | 256  |[0 |
Default Gateway 192 |[188 |2 1 |
DNS Server 1 192 (168 | 2 10 |
DNS Server 2 192 .[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

vi. Preconditions:
i. A document which provides a detailed technical description of the overload control
mechanisms.
ii. Testresults from a test execution phase of overload control mechanism testing.

vii. Test Objective/ Purpose: Verify that the network product:
i. has a detailed technical description of the overload control mechanisms used to deal
with overload scenarios;
ii. has test results verifying the operation of the overload control mechanisms.

viii. Test Plan:
8.1 Number of Test Scenarios:

8.1.1 Test Scenario for Excessive Overload Protection due to CPU Overload: This
test scenario stimulates overload conditions in which CPU overload is performed
and verifies whether the network product reacts in a controlled way during it.
(Additional Test scenarios based on the OEM document)

8.2 Test Bed Diagram:
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| — g;-

| DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools required: Command Line Interface, hping3and other tools for overload
simulation based on documentation.
8.4 Test Execution Step:
A. The tester verifies that there is:

L.

ii.

1ii.

iv.

vi.

vii.

A technical description providing a high-level overview of the overload control
design.

An overview of the types of overload scenarios that the network product
overload control mechanisms are expected to handle.

An overview of the overload control thresholds that the network product uses
to trigger overload control mechanisms.

Description of the types of attacks that may cause an overload to the network
product and how these are handled.

A description of how the network product discards or handles input during
various overload situations including excessive overloads. i.e. where the
overload is significantly greater than the thresholds where overload detection
is triggered.

A description of how the network product security functions operate and
perform during overload.

A description of how the network product shuts down or performs or takes
other abatement or corrective actions during excessive overload conditions.

B. The tester performs below steps:

I

ii.

iii.

Introduce a controlled overload scenario with predefined levels of load and
traffic.

Observe the Network Product’s response and measure how it adjusts its resource
allocation and prioritization to handle the increased load.

Validate that the DUT does not crash or suffer from critical failures due to the
controlled overload.
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iv. Assess if the DUT can dynamically adapt its behaviour based on the severity of
the overload situation.

v. Verify that the DUT can smoothly recover and return to normal operation after
the controlled overload is removed.

C. The tester verifies that the test results:

i. Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.

ii. Describe test procedures used to verify the overload control mechanisms.

iii. Contain data which demonstrates/indicates that the overload control
mechanisms described in the technical description document have been
implemented.

iv. Contain details of the test set-up including the mechanisms for creating the
overload. Where simulators and/or scripts are used to artificially create a load
then details of these should also be included.

ix. Expected Results:

L.
il.

iil.

iv.

Vi.

A technical description provides a high-level overview of the overload control design.
An overview of the types of overload scenarios and overload control thresholds that
are considered.

Description on the types of attacks that may cause an overload to the system and how
these are handled.

A description of how the network product discards or handles input during various
overload situations.

Describes if or how the network product security functions operate and perform
during overload.

If parts of the system shutdown or take other abatement or corrective actions these
should be described.

Note: If some of the items listed above are not applicable to a network product then,
in those cases, it should be clarified by the vendor why these items are not applicable.

a. The test results should:

X.

i. Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.

ii. Describe the test procedures used to verify the overload control mechanisms.
iii. Contain data which demonstrates/indicates that the overload control mechanisms

described in the technical description document have been implemented.

iv. Contain details of the test set-up including the mechanisms for creating the

overload.

Expected Format of Evidence: Documentation showing each of the points in the
results sections.
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xi. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC1_EXCESSIVE_OVERLOAD_PROTECTION
11.1.2. Test Case Description: Test needs to be conducted to verify that the Network
Product can react to an overload situation in a controlled manner.
11.1.3. Execution Steps:
i. Create an overload scenario, in this example we'll use 'hping3' to simulate high

CPU and memory usage.
Run command:
sudo hpin3 -c 15000 -d 120 -S -w 64 -p <port-number> --flood --rand-source
<ip-address>
'hping3" will flood ping attack to the specified I[P address.
This command will generate a significant load on both the CPU and memory.

doti@kall:

File Actions Edit View Help

During the DoS attack tester try to access the DUT services such as remote login
(eg - ssh, telnet, etc) or pinging the DUT.
’Q | - ' B E v | @qterminaL

i

File Actions Edit View Help

~

ii. During the overload simulation, we'll use 'top' to monitor the system's CPU and
memory usage in real-time.
iili. Open a new terminal and run command: top
This will display the CPU and memory usage of the system. Observe how the CPU
usage increases due to the workload.
Before Attack:
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| rmPkBE @ aterminal

File Actions Edit View Help
free, @K shrd,
o o

idl

here CPU% and MEM% can be seen lesser which increases post the attack is
launched.
After Attack:

oa 4,96 ;
PID PPID USER STAT V5Z EMEM %CPU COMMAND

" -p 20 -5 @
r -p 1@ -s @

-p 10 -s @
 -p 10 -5 0

iv. Monitor the network product's performance, response times, and behavior
during the overload simulation.

v. Validate that the network product reacts to the overload in a controlled manner
and prioritizes critical tasks. (The expected behavior of the network product shall
be provided in the OEM Documentation)

vi. Observe how the network product's security functions operate and perform
during the overload.
11.1.4. Test Observation:

i. Case 1: The network product reacts in a controlled way during overload
(Positive Test Case) The network product demonstrates a controlled response
to the simulated overload. It prioritizes critical tasks, maintains essential
functions, and keeps security functions operational during the overload scenario.
Then the test case Passes.
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ii. Case 2: The network product reacts in a uncontrolled way during overload
(Negative Test Case) If the network product exhibits unpredictable behavior,
crashes, or fails to maintain its security functions during overload, it will be
considered a failure.

11.1.5. Evidence Provided: Documentation showing each of the points in the results
sections.

xii. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL Remarks
1 TC1_EXCESSIVE_OVERLOAD_PROTECTION
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Section 9: Vulnerability Testing Requirements
2.9.1 TSTP for Evaluation of Fuzzing - Network and Application Level

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.9.1
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 9: Vulnerability Testing Requirements

2. <Security Requirement No & Name > 2.9.1 Fuzzing - Network and Application Level

3. <Requirement Description: > It shall be ensured that externally reachable services
of ONU/ONT are reasonably robust when receiving unexpected input.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.4.4]

4. DUT Confirmation Details:
Use the command line interface to get details of the machine on which test is
conducted.
ii. Use command to get Interfaces details
iii. Use command to get Application No/Version No & Kernel Info

Command used: ifconfig -a (To find IP 1nformat10n and all interfaces)
ﬁ [ ] ' mF]v | #® Gpon ONTWeb Configu... ‘@ qterminal S 0 0333eM O

dot@kali: ~
File Actions Edit View Help

pud
clear
HONT/system/shell>
bro
255.0

0
454 (18.9 MiB)

Ernexnet HWaddr 00

frame:0
carrier:0

!
runs:0 carrier:0
:0 (0.0 B)

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:l

The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer 2.8.9.6

HONT/system>|

The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion
System Config file : /etc/sys.cfg.alp
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

S DO & 12es1s x | + -

Q

X

< C (D 192.168.1.251

Sign in to access this site

Autharization required by http://192.168.1.251
Your connection to this site is not secure

m Canel

iii. Verify the DUT information through device info

&« c¢ A Notsecure  192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
AN Statte Equipment ID: 00142-00029-43
* Network Hardware Version: 02
+ Advanced Software Version: R2.0.9.6
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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3' (im] [ Gpon ONT Web Configuration X |+

< (3 A Notsecure | 192.168.1.251/htm

frame html

GPON ONT
Network > WAN
WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN Lot
DHCP
+ Advanced IP Address p——cE |2 10 |
+ Maintain Subnet Mask PPPoE 255 | 256  |[0 |
Default Gateway 192 |[188 |2 1 |
DNS Server 1 192 (168 | 2 10 |
DNS Server 2 192 .[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

6. Preconditions

L.

il.

iii.
iv.

vi.

vii.

The tester has the privileges to log in the network product and to access all system
resources (e.g. log files)
A list of all available network services containing at least the following information
shall be included in the documentation accompanying the Network Product:

a. all interfaces providing IP-based protocols;

b. the available transport layer protocols on these interfaces;

c. their open ports and associated services;

d. and a free-form description of their purposes.
NOTE: This list is to be validated as part of the port scanning activity.
The robustness and fuzzing tools that are selected for this test shall utilize state-of-
the-art technology to identify input which causes the Network Product to behave in
an unspecified, undocumented, or unexpected manner.
Fuzz testing tools are a highly sophisticated technology and adaptation to the
individual protocols in question is needed to be effective. Therefore, there is a lack of
available effective fuzz testing tools available especially for protocols proprietary to
the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs
shall acquire fuzz testing tools for those protocols where commercially feasible.
[t needs to be taken into account that fuzz testing tools might show drastic differences
in terms of effectiveness.
The accredited test lab is expected to have sufficient expertise to recognize the level
of effectiveness of the available tools.
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7. Test Objective: To verify that the network product provides externally reachable
services which are robust against unexpected input.

8. Test Plan
8.1. Number of Test Scenarios
8.1.1. Test Scenario for Fuzzing for Application Layer
8.1.2. Test Scenario for Fuzzing for Network Layer
8.2. Test Bed Diagram

| — !.1

s T W e - -

I DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e )

8.3. Tools Required: Fuzzing Tool (Defensics by Synopsys was used in our case)
8.4. Test Execution Steps:
The accredited evaluator's test lab is required to execute the following steps:

i. Execution of available effective fuzzing tools against the protocols available via
interfaces providing Application-based protocols of the Network Product for an
amount of time sufficient to be effective.

ii. Execution of available effective robustness test tools against the protocols
available via interfaces providing IP-based protocols of the Network Product for
an amount of time sufficient to be effective. (Use of TCP/UDP Packets with
underlying [P packets also works)

iii. For both step 1 and 2:

a. Using a network traffic analyzer on the network product (e.g.
TCPDUMP /Wireshark) or an external traffic analyzer directly connected to the
network product, the tester verifies that the packets are correctly processed by

the network product.

b. The testers verifies that the network product and any running network service
does not crash.

c. The execution of tests shall run sufficient times.
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9. Expected Results for Pass

i

il.

iil.

iv.

10.

. A list of all of the protocols of the network product reachable externally on an IP-
based interface, together with an indication whether effective available robustness
and fuzz testing tools have been used against them, shall be part of the testing
documentation. If no tool can be acquired for a protocol, a free form statement should
explain why not.

The used tool(s) name, their unambiguous version (also for plug-ins if applicable),
used settings, and the relevant output is evidence and shall be part of the testing
documentation.

Any input causing unspecified, undocumented, or unexpected behavior, and a
description of this behavior shall be highlighted in the testing documentation.

COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%)
due to different non-deterministic variables in their implementation. At some point
the tool’s documentation may even mention that the failing test shall be repeated to
check whether it is really a recurring problem or not. The tester shall make best effort
to determine if there is an issue with NE or the test tool and if necessary, work with
the vendor of the network product to come to a consensus on the test result outcome.

Expected Form of Evidence: A testing report provided by the testing agency which
will consist of the following information:
i. The used tool(s) name and version information,

ii. Settings and configurations used

iii. The output log file of the chosen tool that displays the results (passed/failed).

iv. Screenshot

v. Test result (Passed or not)

vi. Log/evidence tracing possible crashes

vii. Any input causing unspecified, undocumented, or unexpected behaviour

11. Test Execution
11.1Test Case Number: 01

11.1.1. Test Case Name: TC_FUZZ_TESTING_APPLICATION
11.1.2. Test Case Description: To verify that the application-level protocols are
robust against unexpected input.

11.1.3. Execution Steps:

i. Tester sets the destination URL in the fuzzing tool including IP and designated
incoming open port on DUT.
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Defensics
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|a]ujo| [#]a] = =4[>]a|a)

Defensics status | AllResults | @ HTTP-Server [75%] |
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‘ - Opt\chs‘ ‘ @ GUI Help H @ Suite Help‘
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& HTTP options
¥ TLS

&Y HTTP payload
& Multipart

B) 2) nteroperabilty

B 55 3) Advanced <
S °Z) 4) Instrumentation 4
@ 5) Test cases
B 6) Test run
)] 7) Results q

% §l®) Remediation

[ | [_interoperabity @ |

Defensics Flow user interface
The flow user interface

Welcome to the Defensics flow user interface. The flow user interface provides you a
work flow through all steps of successfully running Defensics test suites for your
benefit. The steps are the following:

1. Basic configuratien of the suite, usually the address and port of the system
under test

2. validating the interoperability of the test suite with the tested system

3. Advanced configuration, which usually is not required, but is available for fine
tuning of the test suite.

4. Instrumentation of the tested system to detect failures during testing

5. Test case selection to increase or decrease the amount of test cases to mateh
available time and coverage requirements for the testing

6. Performing the actual test run and monitoring its progress

7. Inspecting the test run results, and generation of summaries and reports from
the results.

@ Remediation of found issues, by delivering reproduction and fixing packages to
developers and other stake helders

All steps are visible on the left-hand side of the user interface. The content of the
current step is shown on the middle. On the right-hand side you see help or other
information. In the bottom of the middle part there are buttons to take you to next
step and to previous step. As you are familiar with the steps, you can go directly to a
work flow step by simply clicking the steps on the left-hand side.

1. Basic configuration

The basic configuration covers the test suite settings, which may be required to make |+

ii. Tester turns on Wireshark to capture packets received by the server.

iii. Tester should be familiar with the workings of designated fuzzing tools the suites
used, the protocols to be tested and use maximum amount of test cases possible

and repeat test numerous times and compile result.

es Groups Utiities Help
[alujo| [/]8]&]=|4[p]a]s)

AlResults | @ HTTP-Server [finished] |

g | Testrun
14620 (100%) / 12620

htp-suite message-ssquence repest-message

(B8] 11 [ D]

Status: idle
Run time: 00:03:56 / 00:00:00 remaining
Test case: 731042

Test cases per second: 67.20 (last minute) / 61.71 (test run)

Instrumentation: Passed: 14620 (100%) Failed: 0 (0%) Other: 0 (0%)

14620

safeGuard: © Passed

System under test

[ @restcases || Results @ ]

- Options| | @ GUI Help | @ Suite Help

Defensics Flow user interface
6. Test run

The test run steps allows you to start a test run, and monitor the progress of the test
run. The status of the test run is indicated with a progress bar, The essential test run
statistics is displayed in numerical form.

Test suites can be executed by the buttons in the top button bar, or by the buttons in
the test run step. Both set of buttons follow the state of the selected suite.

B play button starts the test run or continues the execution of a paused test run.

B step button steps a single case (executes and pauses execution). ff the button is
pressed when the suite is not running, the test run is started and execution is paused
after the first case. ff the button is pressed when the suite is paused, only the next case

is executed as then test run is paused again.

BB Pause button pauses the execution of the test run. The test run is resumed with
Play button and a single case is executed vith Step button

B stop button stops the test run,

For a more details document on suite execution, see the suite execution help page

For licensed use. Distribution prohibited
Copyright(c) Synopsys, Inc. Al rights reserved.

11.1.4. Test Observations: Pcap Trace and Report should be available. Sample Report
is attached below. Pcap Trace is attached separately due to huge size. (Refer

Tar ball attached):
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Defensics Fuzz Test Report

System Under Test

Fuzz Test Summary

Test Run Summary

Test Run Summary

[Evasien] SafeGuard

11.1.5. Evidence Provided: A testing report provided by the testing agency which
will consist of the following information:
i. The used tool(s) name and version information,

ii. Settings and configurations used

iii. The output log file of the chosen tool that displays the results (passed/failed).
iv. Screenshot

v. Testresult (Passed or not)

vi. Log/evidence tracing possible crashes
vii. Any input causing unspecified, undocumented, or unexpected behavior

11.2Test Case Number: 02

11.2.1.Test Case Name: TC_FUZZ_TESTING_NETWORK

11.2.2.Test Case Description: To verify that the network-level protocols are robust
against unexpected input. The following example uses TCP with IPv4. Testing
also done with UDP with IPv4. If DUT supports IPv6, testing must also be done
with TCP/UDP with IPvé.

11.2.3.Execution Steps:

i. Tester sets the destination URL in the fuzzing tool including IP and designated

incoming open port on DUT.
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11.2.4.Test Observations: Pcap Trace and Report should be available. Sample Report
is attached below. Pcap Trace is attached separately due to huge size. (Refer Tar

D B 5) Test cases

Defensics
uites Groups Ulilties Hel

G’ Ei Ip
L [8ulo] [#la|a|s|4|>|s|5) (=)

[ Defensics status | All Results | @ TCP-for-Pva-5erver ffinished] |

o

8| Basic

Target Address

Target hastname or IP address; [192.168.1.2
Additional settings

TCP Authentication
Interfaces

Destination Port: [sos0

4

B 3) Advanced

92 4) Instrumentation €

intaroperabity @ |

ty @ @) a17Pm

(@] & [ = options| [ @ Ui Help | @ sute Help |

Defensics Flow user interface
The flow user interface

Welcome to the Defensics flow user interface. The flow user interface provides you a
work flow through all steps of successfully running Defensics test suites for your
benefit. The steps are the following

1. Basie configuration of the suite, usually the address and port of the system
under test

2. validating the interoperability of the

3. Advanced configuration, which
tuning of the test suite

t suite with the te:
ot required, bu

4. Instrumentation of the teste em to detect failures during testi

5 ction to increase or decrease the amount of test cases te match
available time and coverage requirements for the testing

6. Performing the actual test run and monitering its progress

7. Inspecting the test run rasults, and generation of summaries and reports fram
the results

8. Remediation of found issues, by delivering reproduction and fixing packages to

developers and other stake holders.

All steps are visible on the left-hand side of the user interface. The content of the
current step is shown on the middle, On the right-hand side you see help or other
information. In the bottom of the middle part there are buttons to take you to next
step and to previous step. As you are familiar with the steps, you can go directly to a
work flow step by simply clicking the steps on the left-hand side.

1. Basic configuration

The basic configuration cavers the test suite settings, which may be required to make |~

Tester turns on Wireshark to capture packets received by the server.

Tester should be familiar with the workings of designated fuzzing tools the
suites used, the protocols to be tested and use maximum amount of test cases

possible and repeat test numerous times and compile result.

Defensics

[a[w]o] |~]a]#|= 46| |

1, B 4) 422pm

ults | @ TCP-ordPva-Server [finished] |
A 1) Basic gy Test un

P 19093 (100%) / 19093
\ B 2) nteroperabiy

TCP_extandad

Status
Run time:
Test case:
Test cases per second:

idle

954472

Instrumentation:
18

00:02:56 / 00:00:00 remaining

093

(B 08 | e ]

102.27 (last minute) / 108.03 (test run)

Passed: 19093 (100%) Failed: 0 (0%) Other: 0 {0%)

System under test

‘ &) Test cases ‘ ‘

Results €3

. v Options | | @ GUI Help | @ Sulte Help

Defensics Flow user interface
6. Test run

The test run steps allows you to start a test run, and monitor the progress of the test
run. The status of the test run is indicated with a progress bar. The essential test run
statistics is displayed in numerical form.

Test suites can be executed by the buttons in the top button bar, or by the buttons in
the test run step. Both set of buttons follow the state of the selected suite

B Play button starts the test run or continues the execution of a paused test run.
B9 step button steps a single case (executes and pauses execution). ff the button is
pressed when the suite is not running, the test run is started and execution is paused
after the first case. i the button is pressed when the suite is paused, only the next

case is executed as then test run is paused again.

B8 pause button pauses the execution of the test run. The test run is resumed with
Play button and a single case is executed with Step button.

B stop button stops the test run,

For a more details document on suite execution, see the suite execution help page.

For licensed use. Distribution prohibited.
Copyright(c) Synopsys, Inc. Al rights reserved

ball attached):
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TCP for IPv4 Server Test Suite(20230816-1619-28 - 20230816-1622-24)

Table of contents

20230816-1619-28 : TGP for IPv4 Server Test Suite

ENABLED
DISABLED
DISABLED
ation DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED

0 fal
18386 pass

707 o
logged  cz

11.2.5.Evidence Provided: A testing report provided by the testing agency which will
consist of the following information:
i. The used tool(s) name and version information,
ii. Settings and configurations used
iii. The output log file of the chosen tool that displays the results (passed/failed).
iv. Screenshot
v. Test result (Passed or not)
vi. Log/evidence tracing possible crashes
vii. Any input causing unspecified, undocumented, or unexpected behavior

12. Test Case Results

Sl.No TEST CASS NAME PASS/FAIL  Remarks
1 TC_FUZZ_TESTING_APPLICATION
2 TC_FUZZ_TESTING_NETWORK
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2.9.2 TSTP for Evaluation of Port Scanning

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.9.2
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 9: Vulnerability Testing Requirements

. <Security Requirement No & Name > 2.9.2 Port Scanning

3. <Requirement Description:> It shall be ensured that on all network interfaces, only
vendor documented/identified ports on the transport layer respond to requests from
outside the system. List of the identified open ports shall match the list of network
services that are necessary for the operation of the ONU/ONT.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.4.2]

N

4. DUT Confirmation Details:
Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info
iii. Command used: ifconfig -a (To find IP information and all interfaces)
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B (mim P Dr]-| ® GronONTWebConfigu... f@ terminal R Thunar

File Actions Edit View Help
pud

Link encap:Ethernet
inet addr:192.

:Ethernet HWaddr 00:1F:
BROADCAST RUNNING MULTICAST MTI
091 :0 dropped

collisions xqueuelen: 1000
RX by’ (0.0 B) TX by

Link encap:

ISPEC  HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
76 Metric:1

HONT/system>ontver
OntsSwV : R2.©8.9.6
HONT/system>|]

#ONT/system>custom
Customer Information

Customer Name UUAP
Customer Full Name : Alphion

System Config file /etc/sys.cfg.alp
#ONT/system>

5. DUT Configuration

i.The Tester opens GUI(webpage) of DUT( 192.168.1.251) in tester machine

ii.The Tester attempts to open GUI using [P address of the DUT and login DUT using
“root” account.

z' 0 &) 1921681251 x B

&< C (D 192.168.1.251

Sign in to access this site

Authorization required by http//192.168.1.251
Your connection to this site is not secure

Username  root

Password | ----- |

m Cancel

iii.Verify the DUT information through device info
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< c

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID:
* Network Hardware Version:
+ Advanced Software Version:
® Maintain Build Date:
MAC Address
Current Time

iv.Set the static IP address

2° M [ GponONTWebConfiguration %  +

A\ Notsecure  192.168.1.251/html/frame.html

00142-00029-43

02

R2.08.6

2017-08-11
00-1F-E6-2B-B3-48
2000-01-01 00:29:55

<~ O & Not secure 192.168.1.251/html/frame.html|
GPON ONT
Network > WAN
WAN
= Status
@ Network
LAN —————
Internet Connection Type Static IP v
WAN —
DHCP
* Advanced IP Address Static IP k4 -2 .10 \
= Maintain Subnet Mask PPPOE 255  |[255 [0 J
Default Gateway 192 [188 | |2 1 |
DNS Server 1 192 |[1e8 |2 10 |
DNS Server 2 192 [[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255,255.0
+ Maintain Default Gateway 192.168.2.1

DNS Server 1
DNS Server 2

6. Preconditions

192.168.2.10
192.168.2.11

Refresh

i. A list of all available network services containing at least the following information
shall be included in the documentation accompanying the Network Product:
a. all interfaces providing IP-based protocols;

b. the available transport layer protocols on these interfaces;

c. their open ports and associated services per transport layer protocol;
d. and a free-form description of their purposes.
ii. The port scanning tool that is used shall be capable to detect open ports on the

relevant transport layer protocols.

iii. NOTE: It might not be possible for certain transport layer protocols (like UDP) to
unambiguously detect whether a port is open or not by means of external port
scanning. Also, in some circumstances it might not be efficient to do external port
scanning, e.g. if there are security measures to limit the rate a system can be probed.
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In those cases, the accredited evaluator's test laboratory determines another means
suitable to verify which ports are open.

7. Test Objective: To ensured that on all network interfaces, only documented ports on
the transport layer respond to requests from outside the system

8. Test Plan
8.1. Number of Test Scenarios
8.1.1.Test Scenario for Port Scanning using Nmap: All the ports on all supported
transport layer protocols should be scanned using Nmap.(Additional test
scenarios are to be taken into consideration if tools like Isof, netstat are used)
8.2. Test Bed Diagram

mm———

I DUT (Management Port)
192.168.1.251

Test Machine

I I 192.168.1. 49
.

8.3. Tools Required: Nmap
8.4. Test Execution Steps
i. Verification of the compliance to the prerequisites:
a. Verification that the list of available network services is available in the
documentation of the Network Product.
b. Validation that all entries in the list of services are meaningful and reasonably
necessary for the operation of the Network Product class
ii. Identification of the open ports by means of capable port scanning tools or other
suitable testing means.
iii. Verification that the list of identified open ports matches the list of available
network services in the documentation of the Network Product

9. Expected Results: The used tool(s) name, their unambiguous version (also for plug-

ins if applicable), used settings, and the relevant output containing all the technically
relevant information about test results is evidence and shall be part of the testing
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documentation. All discrepancies between the list of identified open ports and the list
of available network services in the documentation shall be highlighted in the testing
documentation.

10. Expected Form of Evidence: Output of port scan and list of identified discrepancies.

11. Test Execution
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_BVT_PORT_SCANNING_NMAP
11.1.2. Test Case Description: On all network interfaces of DUT, only documented

ports on the transport layer respond to requests from outside the system

11.1.3. Execution Steps:

1.

il

iil.

iv.

Vi.

vil.

Viil.

ix.

Xi.

Xil.

Xiii.
Xiv.

XV.

Tester shall scan all the available transport layer protocols ports of the DUT using
nmap with the following command

e For Example,

For scanning TCP Ports, use below command.

esudo nmap -sT -PN -n -sV -T4 -p- -oN <DUT_IP>

esudo nmap -p 1-65535 -T4 -A -v <DUT IP> (Default scan of TCP ports only)
For scanning UDP Ports, use below command.

e sudo nmap -sU -PN -n -sV -T4 -p- -oN <DUT_IP>

For scanning SCTP Ports, use below command.

e sudo nmap -sY -PN -n -sV -T4 -p- -oN <DUT_IP>

sT: TCP connect scan.

sU: UDP scan

sY: SCTP scan

PN: Don'’t ping

n: Disable reverse DNS

p: Scan all ports

oN: Output scan is normal. File specification, requests normal output be directed
to given filename.

T4: Faster Execution

sV: Service Version

Below screenshots showing port scanning: The scan report as shown below
indicates the open/closed ports and the services running on those ports in the
DUT, Amongst the given options, identify all the open ports and services running
in transport layer.

Command executed: nmap -sV <ip address of DUT>
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e DNS is disabled. Try using —sys c with —dns-se

sion, please submit the fo fingerprint at https

( Alphmnj

tion performed. P repo
IP addr (1 host up) scani

Host is up
Not shown:
PORT  STATE 5

interfaces match the list provided by the vendor and also verify that no extra port
is opened. (Note: This step has OEM dependency).
11.1.4. Test Observations: Case 1: All the ports discovered to be open by port
scanning tool to be verified by the list provided by the vendor.
11.1.5. Evidence Provided: Output of port scan.

12. Test Case Results

Sl. No TEST CASS NAME PASS/FAIL Remarks
1 TC_BVT_PORT_SCANNING_N OEM Dependent = Port scan results to be verified
MAP against OEM document for list of
open ports.
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2.9.3 TSTP for Evaluation of Vulnerability Scanning

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.9.3
family Broadband Equipment ITSAR

<DUT Details: > Alphion AONT100C

<DUT Software Version:> R2.0.9.6

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. ITSAR Section No & Name: Section 9: Vulnerability Testing Requirements.

2. Security Requirement No & Name: 2.9.3 Vulnerability Scanning.

3. Requirement Description: It shall be ensured that no known critical/ high/medium
vulnerabilities (as on date of offer of ONU/ONT to designated TSTL for testing) shall
exist in the ONU/ONT. For low category vulnerabilities remediation plan is to be
provided.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.4.3].

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info

Command used: ifconfig -a (To find IP information and all interfaces
B (mim P Dr]-| ® GronONTWebConfigu... f@ terminal Sc 30.... R Thunar

File Actions Edit View Help
pud

MiB) TX byt
HWaddr 00:0
M

0

ame: 0
carrier:0

txqueuelen:
-0 B) TX bytes:0 (0.0 B)

Link encap:Et! net HWaddr o 100
5 Mask:255.255.255.0

frame:0

Link encap:UNSPEC Hwaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer : R2.8.9.6

HONT/system>|]

The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>

5. DUT Configuration

i. The Tester opens GUI(webpage) of DUT( 192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

S D & st x  + - @ X
< G © 1921681251 o - 0

Sign in to access this site

Authorization required by http//192.168.1.251
Your connection to this site is not secure

Username root

m Cancel

iii. Verify the DUT information through device info

< c A\ Notsecure  192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
AN Statte Equipment ID: 00142-00029-43
® Network Hardware Version: 02
# Advanced Software Version: R2096
+ Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Setthe static IP address
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3' im} [ Gpon ONT Web Configuration X =+

&« @) A Not secure 192.168.1.251/html/frame.html|
GPON ONT
Network > WAN
WAN
= Status
@ Network
L5 Internet Connection Type Static IP v
WAN —
DHCP
* Advanced IP Address static P e .10 |
+ Maintain Subnet Mask PPPoE 255  |[255 .0 J
Default Gateway 102 [168 | |2 1 |
DNS Server 1 192 [168 |[2 10 |
DNS Server 2 192 |[188  |[2 L1 |

| Apply |

Refresh |

@ Status
Device Info
WAN Status

+ Network
+ Advanced
+ Maintain

GPON ONT

Status > WAN Status

WAN Status

Internet Connection Type
IP Address

Subnet Mask

Default Gateway

DNS Server 1

DNS Server 2

Static IP
192.168.2.10
255.255.255.0
192.168.2.1
192.168.2.10
192.168.211

Refresh

6. Preconditions: A list of all available network services containing at least the
following information shall be included in the documentation accompanying the
Network Product:

i. all interfaces providing IP-based protocols;
ii. the available transport layer protocols on these interfaces;
iii. their open ports and associated services;

iv. and a free-form description of their purposes.

v. NOTE: A known vulnerability scanning tool that has capabilities to support the
given testing should be present. Following TSTP is developed using NESSUS. Any
other tool with similar capability can be also used, but documentation should be
provided that the tool meets the need of the requirement.

7. Test Objective: The purpose of vulnerability scanning is to ensure that there are no
known vulnerabilities (or that relevant vulnerabilities are identified and remediation
plans in place to mitigate them) on the Network Product that can be detected by
means of automatic testing tools via the Internet Protocol enabled network interfaces.

8. Test Plan:
8.1 Test scenarios: -
8.1.1 The Tester performs an authenticated vulnerability scan of DUT using a
suitable vulnerability scanning tool.

8.1.2 Tools Used: Any vulnerability scanner tool (NESSUS)
8.2 Test Bed diagram: -
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e TR YRS e -

I DUT (Management Port)
192.168.1.251

Test Machine

192.168.1. 49

——
e 3

8.3 Test Execution steps: The accredited evaluator's test lab is required to execute the
following steps:

i. Execution of the suitable vulnerability scanning tool against all interfaces
providing IP-based protocols of the Network Product.
ii. Verify that tool have updated the vulnerability database
iii. Perform and validate authenticated scan on the Network Product.
iv. Evaluation of the results based on their severity.

9. Expected Results for Pass: Report showing evidences that no known vulnerabilities
are present in the network product.

10. Expected Format of Evidence:

i. The used tool(s) name, their unambiguous version (also for plug-ins if applicable),
used settings, and the relevant output is evidence and shall be part of the testing
documentation.

ii. The discovered vulnerabilities (including source, example CVE ID), together with a
rating of their severity, shall be highlighted in the testing documentation.

11. Test Execution:
11.1 Test Case Number: 1
11.1.1. Test Case Name: TC_BVT_VULNERABILITY_SCANNING
11.1.2. Test Case Description: To ensure that DUT is free from any vulnerabilities.
11.1.3. Execution Steps: The accredited evaluator's test lab is required to execute
the following steps:
i. Execution of the suitable vulnerability scanning tool against all interfaces
providing IP-based protocols of the Network Product.
ii. Perform and validate authenticated scan on the Network Product.
iii. Evaluation of the results based on their severity.

11.1.4. Test Observations:
i. Case 1: Tester scans the required target (IP address) and checks the scan
summary. We can see in the screenshot below, the given interface is scanned for
vulnerabilities. Various vulnerabilities with their CVE ID’s are shown. All the
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critical/high/medium vulnerabilities should be dealt with seriously. Set the
ports for which scan is to be performed by selecting the custom option.

Port scan (all ports) -

Port scan (common ports)
Port scan (all ports)

Custom

Classification of vulnerability based on the colour: -

Scan Details

Policy: Basic Network Scan
Status: Completed
Severity Base: CVS5v3.0

Scanner: Local Scanner
Start: Today at 2:58 PM
End: Today at 3:11 PM
Elapsed: 12 minutes

Vulnerabilities

& Critical

& High
Medium
Low
Info

Report as shown below is generated. It contains the CVSS score of the
vulnerability as well.
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(=]

192.168.129.251

18

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 19
SEVERITY cvss VPR PLUGIN NAME

V3.0
MEDIUM ) -
N/A -
N/A -
N/A -
N/A -
N/A -

N/A -

N/A -

SCORE

[)]
w

45590

11002

72779

Unencrypted Telnet Server

Common Platform Enumeration (CPE)
DNS Server Detection

DNS Server Version Detection
Embedded Web Server Detection
Ethernet Card Manufacturer Detection
Ethernet MAC Addresses

GPON ONT Home Gateway Router Detection

2 Import bookmarks... @ Getting Started

Cvss_score: CVSS V3
Scan Template: Basic Network Scan
Scan Start: Today at 258 PM
Scan End: Today at 3:11 PM

Authentication / Credential info (Hosts)

Scan Notes

Log4j DN Failed Request
Unable ta resobve DNS ‘r.nessu

Outdated plugins
ERROR: You

12. Test Case Result:

5,00’ 10 check Logd) Vulne

Otenable nessus pr
alphion ont

o wyscans ¥

NLCDR

L= Scan summary Hosts 1 rabilives 1

W Understanding

W iscans Scan Details

B Tash @o @o
Critcal Vulnerabilites High Vulnerabs
@ Vo

O Folices Medium Vulnerabilities Low Vulnerabilities

B Flugn Rules Details

» rad Raports Scan Name: alphion ont
Plugin Set: 202411260056

n T

FAILED

rabiliy.

Complete scan summary:-
« (o] O & &= https//localhost: ¢ L T @ @ & O =

[ Other Bookmarks

Configure  Audit Trail Launch = Report  Export

Top 5 Operating Systems Detected During Scan

0 ® EPSON Stylus Printer Linksys Wireless Azcess Point Oracle Integrated Lights Out Manager

MAX SCAN TIME

ugins have not been updated since 2024111726 Performing a scan with an older plugin set will yield out-of-date results and produce an Incomplete audit. Please run nessus-update-plugins to get the newest vulnerability checks from Nessus.org.

S. No

TEST CASE NAME

PASS/FAIL | Remarks

1

TC_BVT_VULNERABILI

TY_SCANNING

Fail DUT is marked as fail as it contains

medium vulnerabilities.
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Section 10: Operating System
2.10.1 TSTP Report for Evaluation Handling of ICMP

family Broadband Equipment ITSAR

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.10.1

DUT Details: GPON-ONT

DUT Software Version: V 3.2.02-231205

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required

Applicable ITSAR: NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

ITSAR Version No: ONT ITSAR403012311 and Version: 1.0.1

OEM Supplied Document list: All the documents provided by OEM to be listed here

1. Section 1.10: Operating System

2. <Security Requirement No & Name > 1.10.1: Handling of ICMP

3. Requirement Description: Processing of ICMPv4 and ICMPv6 packets which are not
required for operation shall be disabled on the ONU/ONT. In particular, there are
certain types of ICMP4 and ICMPv6 that are not used in most networks, but represent
a risk. Refer standards such as RFC 6192, RFC 7279, RFC 4890.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.4.1.1.2.]

4. DUT Confirmation Details:

syKotech Lok

Status Network Security  Application Management Diagnostics Hel
Status J_ = . ’_ »Dp ‘K' '_ g = P

5. DUT Configuration: DUT is configured to allow/deny ICMP packets in accordance to
the requirement

6. Preconditions: OEM shall provide instruction to enable/disable ICMPv4 and ICMPv6
packets which are not required for operation.

7. Test Objective: To verify that DUT has handling mechanism for the required and non-
required ICMP packets

8. Test Plan

8.1 Test Cases:
8.1.1 OEM documentation for ICMP filtering
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8.1.2 ICMP testcase

8.2 Test-bed setup Diagram:

ouUT
192 168.1.1
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J
L
Test Machine
192.168.1.22

8.3 Test tool required per scenario/test case:
i. Scapy,
ii. Wireshark
8.4 Test Execution
i. The Tester shall review the OEM documentation required to configure the DUT to
allow or deny ICMP packets
ii. The Tester shall trigger the ICMP packets using the scapy and capture the DUT’s
response on wireshark

9. Expected Results for Pass: The DUT shall allow and deny ICMP packets of types
mentioned in accordance to the requirement

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1Test Case Number:

11.1.1. Test case Name: OEM documentation for ICMP filtering
11.1.2. Test Case Description: to configure the DUT to filter the wanted and
unwanted ICMP packets
11.1.3. Execution Steps
i. The DUT should support ICMP filtering for the unwanted and the wanted ICMP
packets
ii. The tester can refer the OEM documentation for the same
11.1.4. Test Observation:
11.1.5. Evidence Provided:

11.2Test Case Number:
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11.2.1. Test case Name: ICMP testcase
11.2.2. Test Case Description: Trigger samples of the certain ICMP types of messages
from the tester machine (e.g., Scapy) to the DUT and verifies by appropriate
means.
11.2.3. Execution Steps:
i. The tester creates a script to send icmpv4 packets. This script will send ICPMv4
type 0,3,5,8,11,12 and 13 to the DUT.

#! /usr/bin/env python3
from scapy.all import *

# Set target IP address and ICMP message types to test
target_ip = "192.168.1.1"
icmp_types = [©, 3, 8, 11, 12, 5, 13] # Adding ICMPv4 types

# Send ICMP packets of each type and check response

for icmp_type in icmp_types:
# Create ICMP packet with specified type and target IP address
icmp_packet = IP(dst=target_ip)/ICMP(type=icmp_type)

# Send packet and receive response
response = srl(icmp_packet, timeout=2, werbose=False)

# Check if response was receiwved
if response is None:
print{f"No response received for ICMP type {icmp_typel}"™)

else:
# Check if response was dropped or no response sent
if response.haslayer{ICMP) and response[ICMP].type == icmp_type:
print(f"ICMP type {icmp_type} was dropped or no response sent™)
else:

# Check if response caused configuration change
# (This check may need to be customized for specific network products)
print(f"ICMP type {icmp_type} did not cause configuration change™)

ii. The tester runs the script using cmd.

C:\Users\GRL\Documents>python3 icmp.py

WARNING: Wireshark is installed, but cannot read manuf !
No response received for ICMP type B8

ICMP type 3 did not cause configuration change

ICMP type 8 did not cause configuration change

ICMP type 11 did not cause configuration change

ICMP type 12 did not cause configuration change

ICMP type 5 did not cause configuration change

ICMP type 13 did not cause configuration change

C:\Users\GRL\Documents>|

iii. The tester captures the traffic using Wireshark

320




10-0:0060, 3£q-2/0, LTl
$d-a0000, seq-/0, trl-

| 18.006628

its), 60
18:97 ¢ es:54:12:97),
192.168.1.1, Dst: 192.168.1.22

e \NPF_{50718295-311F ~4070-ADAB-CFODATSOEAI3],
baiea (9c:2d:cd:abibazen)

r migaight UTE)

midnight uTC)

iv. The tester uses the script to send icmpv6 packets

icmp icmp6_send by +

File Edit View
#! fusr/bin/env python3

from scapy.layers.inett import IPv6, ICMPvG6EchoRequest
from scapy.sendrecv import send

# Set target IPwvE address and ICMPwvE message types to send
target_ipwbt = "fe80::1"
icmp6_types = [1, 2, 3, 4, 128, 129, 133, 134, 135, 136, 137] # Adding ICMPw6 types
# Send ICMPwE packets of each type on behalf of the OLT
for icmp6_type in icmpb_types:
# Create ICMPv6 packet with specified type and target IPv6 address
icmp6_packet = IPvb(dst=target_ipv6) / ICMPvEEchoRegquest(type=icmp6_type)

# Send the packet on behalf of the OLT
send(icmp6_packet, iface="Ethernet™)

print(f"ICMPv6 type {icmpb6_type} packet sent on behalf of the OLT.™)

v. The tester runs the script using cmd.

C:\Users\GRL\Documents>python2 icmpé6_send.py
WARNING Wireshark is installed, but cannot read manuf !
WARNING: Mac address to reach destination not found. Using broadcast.

Sent 1 packets.
ICMPv6 type 1 packet sent on behalf¥ of the OLT.
WARNING: Mac address to reach destination not found. Using broadcast.

Sent 1 packets.
ICMPv6 type 2 packet sent on behal¥ of the OLT.
WARNING: more Mac address to reach destination not found. Using broadcast.

Sent 1 packets.

ICMPvE behalf of the OLT.

Sent 1

ICMPvV6 : pa . behalf of the OLT.

Sent 1 packets.

ICMPv6 type 128 packet sent on behalf of the OLT.

WARNING: Mac address to reach destination not found. Using broadcast.

Sent 1 packets.

ICMPv6 type 129 packet sent on behalf of the OLT.

WARNING: Mac address to reach destination not found. Using

Sent 1 packets.

ICMPv6 type 133 packet sent on behalf of the OLT.

WARNING: more Mac address to reach destination not found. Using broadcast.
Sent 1 packets.

ICMPv6 type 134 packet sent on behalf of the OLT.

Sent 1 packets.
ICMPv6 type 135 packet sent on behalf of the OLT.

Sent 1 packets.
ICMPv6 type 136 packet sent on behalf of the OLT.
WARNING: Mac address to reach destination not found. Using broadcast.

Sent 1 packets.
ICMPv6 type 137 packet sent on behalf of the OLT.

C:\Users\GRL\Documentsz>|
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vi. The tester captures the traffic using Wireshark.

View Go Capture Anshyze Ststistics Telephomy Wirdess Tools Help
am @ EREAe==ZTLE T =Eaqan

11.2.4. Test Observation:

i. The tester observed that the DUT is responding to the ICMPv4 type 13 and in
response DUT is providing the timestamping which is not permitted.

ii. DUT is not responding to the ICMPvé6 type packets specifically for which
responding is not permitted and they are not able to change anything in the
configuration.

11.2.5. Evidence Provided: The screenshot of the Wireshark capture is attached.

12. Test Case Results:

SL.NO TEST CASE NAME PASS/FAIL Remarks
1 OEM documentation for ICMP
filtering
2 ICMP testcase

The clause is marked as fail because the tester observed that the DUT is responding to the
ICMPv4 type 13 and in response DUT is providing the timestamping which is not
permitted.
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2.10.2 TSTP for Authentic Privilege Escalation Only

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.10.2
family Broadband Equipment ITSAR

DUT Details: GPON-ONT

DUT Software Version: V 3.2.02-231205

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required

Applicable ITSAR: NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

ITSAR Version No: ONT ITSAR403012311 and Version: 1.0.1

OEM Supplied Document list: All the documents provided by OEM to be listed here

[y

. <ITSAR Section No & Name> Section 1.10: Operating System

2. <Security Requirement No & Name > 1.10.2: Authenticated Privilege Escalation
Only

3. Requirement Description: There shall not be a privilege escalation method in
interactive sessions (CLI or GUI) which allows a lower privileged / guest user to gain
administrator/root privileges from another user account without re-authentication or
thru exploitation of authentication bypass vulnerabilities.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . Section 4.2.4.1.2.1]

4. DUT Confirmation Details:
£ D D x |5

<

;9
x

C A Notsecure | 19216811 A M ¢t @ B
syRotech T

Status Network Security  Application Management Diagnostics  Help
Devicelnfo WANInfo Userinfo Voipinfo Remote Manage Info =

Status

5. DUT Configuration: There is no additional configuration required for this test case.

6. Pre-Conditions:
i. OEM shall provide documentation of the operating system(s) used in the network
product.
ii. OEM shall supply a list of operating system functions which a system user can use to
explicitly gain higher privileges, and how these functions are configured.

7. Test Objective: To verify no privilege is allowed in DUT without authentication
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8. Test Plan
8.1Test Cases:

8.1.1 Review OEM documentation

8.1.2 Check privilege escalation method in GUI.

8.1.3 Attempt authentication bypass to gain privilege access to the DUT
8.2 Test-bed setup Diagram:

DuUT
192.168.1.1

1
—J
=
Test Machine
192 168 1 22

8.3 Test tool required per scenario/test case: web GUI of DUT.
8.4 Test Execution Steps:
i.The tester shall review the OEM documentation if any feature exists for privilege
escalation and attempt to verify it
ii.The tester shall also attempt to authentication bypass using session id capturing or
SQL injection

9. Expected Results for pass: DUT doesn’t allow privilege escalation without
authentication

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test case Name: Review OEM documentation

11.1.2. Test Case Description: The Tester shall review a list of operating system
functions which a system user can use to explicitly gain higher privileges, and
how these functions are configured.

11.1.3. Execution Steps: Review the OEM documentation

11.1.4. Test Observation:

11.1.5. Evidence Provided: -NA-

11.2 Test Case Number: 02

11.2.1.Test case Name: Check privilege escalation method in GUI.
11.2.2.Test Case Description: Check privilege escalation method in GUI.
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11.2.3.Execution Steps:
i. The tester logged into the DUT’s Web GUI (http://192.168.1.1) in web browser
of the test machine (192.168.1.22) using account “admin” with using the
respective authentication attribute(password).

O | O 1021681 admintoginasp x| F

€& C A Notsecure | 192.168.1.1/a 3 A m = @& K &

.
*
»
B e ©o Q9 x

o

syRotech BEEET

ii. The Tester clicked on Management > User Manage and check for various user

management OptiOIlS.
O D = x [EE = 0

X
& G A Notsecure | 19216811 q A 0 ¢+ a8 % & -0
- Q
syRotech Togo

Status Network Securi Application Ma t  Diac ti Hel .

Management - ity = el = P !

User Manage Device Manage LogFile Maintain o

(]

User Manage Access Control -- Password ~

i

Username: admin
0ld Password:
New Password:

Confirm Password:

Apply Changes

iii. The Tester observed that the DUT do not have options of configuring user

privileges and other options related to clause requirement. The tester can only

change the password.
x |+

O | 0 = - a X
<« C A wre | 19216811 a A O =8 3 & -0
Q

syRotech T
lete Fker.... ‘

Status Network Securif Application Management Diagnostics  Hel

Management b = S = - =
User Manage Device Manage LogFile Maintain o
]
User Manage Access Control -- Password ~

Usemame: admin

Old Password:

New Password:

Confim Password: s

Apply Changes
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http://192.168.1.1/

iv. The Tester also observed that after every password change user requires to re-
authenticate.
B | O 19216811/2dminioginas x |4
« C A e | 19216811 0 ¢+ @ |}

i PO R B € °Q

11.2.4.Test Observation: The DUT is supplied with a pre-configured single user which
acts as an admin user and have all the required privileges to manage the DUT.
The tester can only change the password of the DUT and after every password
change the user needs to re-authenticate immediately.

11.2.5.Evidence Provided: Screenshots are attached above

11.3 Test Case Number: 03

11.3.1. Test case Name: Authentication bypass
11.3.2. Test Case Description: The tester shall attempt authentication bypass
11.3.3. Execution Steps

i. The tester shall attempt authentication bypass by using SQL injection

ii. The Tester may also attempt capturing session cookies/id and use it to bypass
authentication

11.3.4. Test Observations: The DUT is supplied with a pre-configured single user
which acts as an admin user and have all the required privileges to manage the
DUT. The tester can only change the password of the DUT and after every
password change the user needs to re-authenticate immediately.

12. Test Case Results:

SL.No |TEST CASE NAME PASS/FAIL | REMARKS
1 The Tester shall review a list of operating
system functions which a system user can
use to explicitly gain higher privileges,
and how these functions are configured.

2 Check privilege escalation method in GUI.
3 Authentication bypass
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2.10.3 TSTP for System account identification

family Broadband Equipment ITSAR

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.10.3

DUT Details: GPON-ONT

DUT Software Version: V 3.2.02-231205

Digest Hash of OS: Hash of DUT OS is required

Digest Hash of Configuration: Hash of DUT configuration is required

Applicable ITSAR: NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

ITSAR Version No: ONT ITSAR403012311 and Version: 1.0.1

OEM Supplied Document list: All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 2.10.3: Operating System

2. <Security Requirement No & Name > 1.10.3: System account identification

3. Requirement Description: Each system account in ONU/ONT shall have a unique
identification with non-repudiation controls.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.4.2.2]

4. DUT Confirmation Details:

syRotech

Network S i Applicati Man: t Di ti Helj
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5. DUT Configuration: There is no additional configuration required for this test case.

6. Pre-Condition: OEM shall provide confirmation that each system account in Operating
system of the ONT shall have a unique identification. OEM should share the supporting
document.

7. Test Objective/ Purpose: To verify that each system account in DUT shall have a
unique identification with non-repudiation controls

8. Test Plan
8.1 Test Cases:
8.1.1 Multiple system accounts
8.1.2 Unique Identification (UID)
8.2 Test-bed setup Diagram:
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8.3 Test tool required per scenario/test case: CLI /GUI Interface

9. Expected Results: DUT each system account in DUT shall have a unique identification
with non-repudiation controls

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test case Name: Multiple system accounts
11.1.2. Test Case Description: The Tester shall create multiple system accounts on
DUT.
11.1.3. Execution Steps:
i. In DUT, there is no option to create any system or user account.
ii. Further to identify system account in Operating system of the DUT, the Tester
logged into the DUT’s Web GUI (http://192.168.1.1) in web browser of the test

machine (192.168.1.22) using account “admin” with using the respective
authentication attribute (password).

s} x|+
r

Q>

- =
A Notsecure | 19216811 m ¢t @ 8 & -

Password:

Sngtech 5dhbb

iii. The Tester clicked on Management > User Manage and check the various user
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Username:
Old Password:
New Password:

Confirm Password:

Apply Changes

iv. The Tester observed that the DUT do not have any option to create the multiple
users and check uniqueness of each account. The tester can only change the
password.

11.1.4.

11.1.5.

Test Observation: The Tester observed that the DUT do not have any option
to create the multiple users and check uniqueness of each account. The tester
can only change the password.

Evidence Provided: Screenshots are attached above

11.2 Test Case Number: 02

11.2.1.

11.2.2.

11.2.3.

11.2.4.

11.2.5.

Test case Name: The Tester shall check whether all newly created system
accounts having a unique identification (UID).

Test Case Description: The Tester shall check whether all newly created
system accounts having a unique identification (UID).

Execution Steps: DUT does not have option to create multiple accounts hence
unique identification (UID cannot be verified).

Test Observation: DUT does not have option to create multiple accounts
hence unique identification (UID cannot be verified).

Evidence Provided: -NA-

i. CASE 1: The Tester observes that the DUT comes with a single user and creation

of multiple user accounts is not supported by the DUT.
ii. CASE 2: UIDs cannot be verified at this stage and OEM support is required.

12. Test Case Results:

SL.No | TEST CASE NAME PASS/FAIL | Remarks
1 Multiple system accounts
2 unique identification (UID)
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2.10.4 TSTP Report for Evaluation OS-Hardening

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.10.4
family Broadband Equipment ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.10: Operating System

2. <Security Requirement No & Name > 1.10.4: OS-Hardening

3. Requirement Description: Appropriate OS hardening procedures including security
measures required to ensure the kernel security and miniaturization etc. shall be
implemented in ONU/ONT Kernel based network functions not needed for the
operation of the ONU/ONT shall be deactivated.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.3.1.2]

4. DUT Confirmation Details:
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5. DUT Configuration: The DUT is configured to check that the kernel functions are
disabled to harden the OS

6. Precondition: OEM shall provide OS Hardening undertaken and provide information
on steps taken in this regard

7. Test Objective: to verify that the Kernel based network functions not needed for the
operation of the ONU/ONT are deactivated

8. Test Plan
8.1 Test Cases:
8.1.1 OEM documentation for kernel functions
8.1.2 OS hardening verification
8.2 Test-bed setup Diagram:
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8.3 Test tool required per scenario/test case: CLI/GUI Interface
8.4 Test Execution Steps
i. The Tester reviews the process for OS Hardening undertaken from OEM that justify
that the OS is sufficiently hardened
ii. The Tester shall verify that IP Packet Forwarding / Proxy ARP / Directed broadcast
/ IP Multicast / Gratuitous ARP feature are disabled by default on the network
product

9. Expected Results for Pass: The Kernel based network functions not needed for the
operation of the ONU/ONT are deactivated.

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test case Name: The Tester reviews the process for OS Hardening
undertaken from OEM that justify that the OS is sufficiently hardened.
11.1.2. Test Case Description: The Tester reviews the process for OS Hardening
undertaken from OEM that justify that the OS is sufficiently hardened.
11.1.3. Execution Steps:
i. Note: Software test document is not available with lab because this is the
market purchased product used for demo testing.
11.1.4. Test Observation:
i. Note: Software test document is not available with lab because this is the
market purchased product used for demo testing.

11.1.5. Evidence Provided: -NA-

11.2 Test Case Number: 02

11.2.1. Test case Name: OS hardening verification

11.2.2. Test Case Description: The Tester shall verify that IP Packet Forwarding /
Proxy ARP / Directed broadcast / [P Multicast / Gratuitous ARP feature are
disabled by default on the network product.
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11.2.3. Execution Steps:

i. The Tester checked the DUT and found that there is no IP Packet Forwarding /

Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP feature shown in
DUT.

ii. The Tester shall review the OEM document to verify the OS hardening document.
11.2.4. Test Observation:

i. The Tester checked the DUT and found that there is no IP Packet Forwarding /

Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP feature shown in
DUT.

ii. The Tester shall review the OEM document to verify the OS hardening document.
11.2.5. Evidence Provided: -NA-

i. CASE 1: Expected observation “DUT is sufficiently hardened and security
measures are implemented to ensure the Kernel Security and miniaturization”.

ii. CASE 2: Observation and result will be drawn once the TSTP have OEM support
and OEM document.

12. Test Case Results:

SL. No TEST CASE NAME PASS/FAIL Remarks
1 OEM documentation
2 0S Hardening verification
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2.10.5 TSTP Report for Evaluation No automatic launch of removable
media

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 Clause no:2.10.5
family Broadband Equipment ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.10: Operating System

2. <Security Requirement No & Name > 2.10.5: No automatic launch of removable
media

3. Requirement Description: ONU/ONT shall not automatically launch any application
when removable media device is connected.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . Section 4.3.3.1.3]

4. DUT Confirmation Details:
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5. DUT Configuration: There is no additional configuration required for this test case.

6. Precondition: OEM shall provide support mechanisms for buffer overflow protection
and enabled and/or implemented shall be provided.

7. Test Objective / Purpose:

8. Test Plan
8.1Test Cases:

8.1.1 The Tester shall review the OEM documentation which supports that the proper
restrictions set properly in order to prevent the automatic launch of removable
media.

8.1.2 The Tester inserts removable media device (like CD, DVD USB Stick/USB storage
device) whichever is supported by the DUT.
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8.2 Test-bed setup Diagram:
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8.3 Test tool required per scenario/test case: CLI/GUI Interface
8.4 Test Execution Steps:
i. The tester log in the network product.
ii. The tester inserts a removable media device (CD-, DVD-, USB-Sticks and/or USB-
Storage drives) in the network product.
iii. Tster checks if there is launch of any application from the mounted content

9. Expected Results for Pass: The network product does not launch any applications to
open the contents in the removable media device. In Linux® machines, the removable
media device is not automatically mounted in the filesystem

10. Expected Format of Evidence: screenshots

11. Test Execution:
11.1Test Case Number: 01

11.1.1. Test case Name: OEM documentation
11.1.2. Test Case Description: The Tester shall review the OEM documentation
which supports that the proper restrictions set properly in order to prevent
the automatic launch of removable media.
11.1.3. Execution Steps: -NA-
11.1.4. Test Observation:
i. Note: Software test document is not available with lab because this is the market

purchased product used for demo testing.
11.1.5. Evidence Provided: -NA-

11.2Test Case Number: 02
11.2.1. Test case Name: auto-launch of application.
11.2.2. Test Case Description: The tester checks for the auto-launch of application
11.2.3. Execution Steps:
i. Load the autorun script onto the external media drive (e.g., USB) that is
supported by the DUT.
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ii. Connect the external media drive to the DUT and check if the DUT launches the
application or scripts.
iii. Additionally, reload the DUT and verify if the external media drive is accessible
or not.
iv. The Tester checks if auto-mounting is enabled or not
11.2.4. Test Observation: The tester observes that DUT does not have any option to
mount any removable media device like CD/DVD, SD card or USB stick/USB
Storage devices. Images of the DUT are attached for reference.
11.2.5. Evidence Provided: -NA-

12. Test Case Results:

SL.No | TEST CASE NAME PASS/FAIL | Remarks
1 OEM documentation
2 auto-launch of application.

Note: This requirement is marked as not applicable as the DUT does not any option to
mount any removable media device.
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2.10.6 TSTP Report for Evaluation Protection from buffer overflows

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.10.6
family Broadband Equipment ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 2.10: Operating System

2. <Security Requirement No & Name > 2.10.6: Protection from buffer overflows

3. Requirement Description: ONU/ONT shall support mechanisms for buffer overflow
protection.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.3.1.5]

4. DUT Confirmation Details:
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Status

5. DUT Configuration: There is no additional configuration required for this test case.

6. Precondition: OEM shall provide support mechanisms for buffer overflow protection
and enabled and/or implemented shall be provided.

7. Test Objective: To verify that DUT has protection mechanism against buffer overflow

8. Test Plan
8.1 Test Cases:
8.1.1 The Tester shall review the OEM documentation which supports 0S-level
restrictions set properly in order to prevent privilege escalation or extended
access permissions due to the contents of the mounted file systems.
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8.1.2 The Tester shall review the OEM documentation which supports OS-level

restrictions set properly to prevent privilege escalation or extended access
permissions due to the contents of the mounted file systems).

8.2 Test-bed setup Diagram:

DuT
192.168.1.1

1
7
A L
Test Machine
192 168 1 22

8.3 Test tool required per scenario/test case: CLI/GUI interface
8.4 Test Execution Steps : The accredited evaluator's test lab is required to execute
the following steps:

The tester verifies that there is:

L.

il.

a.

b.

A technical description of the buffer overflow protection mechanisms that have
been implemented on the system.

Details of whether the buffer overflow protection mechanisms are implemented
by default or if additional actions (e.g. scripts or commands manually
executed) are required.

If manually executed actions are required then detailed instructions should be
included in the technical description.

The tester verifies that the test results:

a)

b)

Describe test procedures used to verify the buffer overflow protection
mechanisms,

Contain data which demonstrates/indicates that the buffer overflow protection
mechanisms described in the technical description document have been
implemented.

Contains details of the test set-up for the testing of the buffer overflow
protection mechanisms. Where simulators and/or scripts are used to artificially
create the conditions to trigger the buffer overflow protection mechanism then
details of these should also be inc

9. Expected Results for Pass:
a. Atechnical description of the buffer overflow protection mechanisms that have been
implemented on the system.
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i. Details of whether the buffer overflow protection mechanism are implemented by
default or if additional actions (e.g. scripts or commands manually executed) are
required.

ii. If manually executed actions are required then detailed instructions should be
included in the technical description.

b. The test results should:

i. Describe test procedures used to verify the buffer overflow protection
mechanisms,

ii. Contain data which demonstrates/indicates that the buffer overflow protection
mechanisms described in the technical description document have been
implemented.

iii. Contains details of the test set-up for the testing of the buffer overflow protection
mechanisms. Where simulators and/or scripts are used to artificially create the
conditions to trigger the buffer overflow protection mechanism then details of
these should also be inc

10. Expected Format of Evidence: screnshots

11. Test Execution:
11.1 Test Case Number: 01
11.1.1.Test case Name: Buffer overflow protection
11.1.2.Test Case Description: The Tester shall review the OEM documentation which
supports OS-level restrictions set properly in order to prevent privilege
escalation or extended access permissions due to the contents of the mounted
file systems.
11.1.3.Execution Steps:
i. Note: Software test document is not available with lab because this is the market
purchased product used for demo testing.
11.1.4.Test Observation:
i. Note: Software test document is not available with lab because this is the market
purchased product used for demo testing.
11.1.5.Evidence Provided: -NA-

12. Test Case Results:

SL.No | TEST CASE NAME PASS/FAIL | Remarks
1 Buffer Overflow protection
2
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2.10.7 TSTP Report for External file system mount restrictions

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.10.7
family Broadband Equipment ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 10: Operating System

2) <Security Requirement No & Name > 10.7: External file system mount restrictions

3) Requirement Description: If normal users are allowed to mount external file systems
(attached locally or via the network), 0OS-level restrictions shall be set properly in
ONU/ONT in order to prevent privilege escalation or extended access permissions due
to the contents of the mounted file systems. 0S-level restrictions shall apply to normal
users against mount / use of removable media devices (e.g. USB drive, CD ROM etc.) for
data transfer.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.3.3.1.6

4) DUT Confirmation Details:
syRetech

Device Basic Info

[Device Model  |HGU

Device ID |801aA8-F3242801448000000
Hardware Version|STD-ONU

SoftWare Version 3 1.02-220505

Serial No Rk 11111111
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PWR PON LOS LANZ LANT FXS Palc WIFL

TTotech

-—

o i e o o - H

— L

Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON

LAN 2 Port(s) Physical LAN1, LAN2

FXS 1 Port(s) Physical FXS

GUI - Man-Machine Syrotech

5) DUT Configuration: Configure the DUT to mount external file system
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6) Precondition:

i. OEM to give the details on the list of files, directories and their associated
permissions.

ii. OEM should provide documentation on the list of functions and commands
supported by the DUT’s OS.

iii. The OEM should provide documentation specifying whether the DUT supports
external media drives, such as USB. If supported, the USB mount path should be
included.

7) Test Objective: - To verify that DUT doesn’t allow privilege escalation due to external
mounted contents

8) Test Plan
8.1 Test Cases:
8.1.1 Mount external file system
8.2 Test-bed setup Diagram:

DUT : Syrotech (SY-GPON-1110-WDONT) PC1

yr 7

e Ethernet Connection D]l
y—

=y =

rF____

0S: Windows 11

53?{1‘5'5‘1\281 : Link-local IPv6 Address: fe80::6e6b:94b0:a490:8391%10
1921681, IP Address: 192.168.1.2
SSH enabled

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

8.3 Test tool required per scenario/test case:
8.4 Test Execution steps
i. Create an executable file that requires root privileges using SUID configuration and
make the root user the owner of the file.
ii. Connect the external media drive to the DUT and move/ or copy the file to an
external media drive.
iii. Check and verify the privilege/ or permission of the moved file on the external
media drive.
iv. Ensure that the SUID bit has been disabled or not.

9) Expected Results for Pass: - DUT should not let privilege escalation upon executing
the mounted contents in the DUT

10) Expected format of evidence: screenshots

11) Test Execution:
11.1 Test Case Number: 8.1
11.2 Test case Name: Mount external file system
11.3 Test Case Description: Verification of the user account not allowed to mount
external file system.
11.4 Execution Steps:
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i. Create an executable file that requires root privileges using SUID configuration and
make the root user the owner of the file.
ii. Connect the external media drive to the DUT and move/ or copy the file to an external
media drive.
iii. Check and verify the privilege/ or permission of the moved file on the external media
drive.
iv. Ensure that the SUID bit has been disabled or not.

11.5 Evidence provided:- DUT lacks USB port hence the test cannot be performed
11.6 Test Observations
i. Test Case 8.1: DUT lacks USB port hence the test cannot be performed

12) Test Result

ITSAR ONU-ONT No. | Test name Actual Result
1. Mount external file system
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2.10.8 TSTP Report for File-system Authorization privileges

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.10.8
family Broadband Equipment ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name>: Section 10: Operating System

2) <Security Requirement No & Name > 10.8: File-system Authorization privileges

3) Requirement Description: ONU/ONT shall be designed to ensure that only users that
are authorized to modify files, data, directories or file systems have the necessary
privileges to do so.

4) DUT Confirmation Details:

syRotech

Device Basic Info

Device Model  |HGU

Device ID |801aA8-F3242801448000000
Hardware Version|STD-ONU

Software \'ersionli 1.02-220505

Serial No |RTKG1T1111
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>tech

PWR PON LOS LANZ LANT FXS Paic wiFi i
|
=

o i e o o - H

-

—

Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON

LAN 2 Port(s) Physical LAN1, LAN2

FXS 1 Port(s) Physical FXS

GUI - Man-Machine Syrotech

5) DUT Configuration: NA

6) Pre-Condition: - OEM to give the details on authorization policy supported by the DUT.
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7) Test Objective: - To verify that the DUT allows only privileged users to modify files,
data, directories or file systems

8) Test Plan
8.1 Test Cases:

8.1.1User authorization
8.2 Test-bed setup Diagram:

DUT : Syrotech (SY-GPON-1110-WDONT) PC1

A
Ethernet Connection D]'
y— 7

——7

F

==

53‘??5'2"1\281 : Link-local IPv6 Address: fe80:6e6b:94b0:a490:8391%10
' 192.168.1. IP Address: 192.168.1.2
SSH enabled

0S: Windows 11

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

8.3 Test tool required per scenario/test case:

8.4 Test Execution steps:- Open PuTTY and enter the IP address 192.168.1.1 and
verify authorization to modify the file data by running the specified command in
the terminal.
admin
admin123
enterlinuxshell
Is
cat chip_type
echo "Deltaphi” > chip_type
cat chip_type
To create a file running the specified command in the terminal.
touch test.txt
Is
rm -rf test.txt
Is
Verify that only the authorized root user can create, edit, delete files and
directories, and modify data.
low privilege user: Open PuTTY and enter the IP address 192.168.1.1 and verify
user privilege to modify the file data by running the specified command in the
terminal
user
user

enterlinuxshell
Verify that only the user privilege cannot create, edit, delete files and directories,
and modify data.
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9) Expected Results for Pass: - DUT should maintain the authorization policy by letting
the authorized users to modify files, data, directories or file systems

10) Expected format of evidence: screenshots

11) Test Execution:

11.1 Test Case Number: 8.1

11.2 Test case Name: User authorization

11.3 Test Case Description: The tester verifies that only users that are authorized to
modify files, data, directories or file systems have the necessary privileges.

11.4 Execution Steps:

i. Open PuTTY and enter the IP address 192.168.1.1 and verify authorization to
modify the file data by running the specified command in the terminal - as shown
in Figure 4.1.6.1.
admin
admin123
enterlinuxshell
Is
cat chip_type
echo "Deltaphi” > chip_type
cat chip_type

Figure 4.1.6.1- Verify admin privilege edit the modify the data in the file

ii. To create a file running the specified command in the terminal- as shown in figure
4.1.6.2
touch test.txt

Is
rm -rf test.txt
Is
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Figure 4.1.6.2 - Verify admin privilege creates and deletes data in the directory.
iii. Verify that only the authorized root user can create, edit, delete files and
directories, and modify data.
iv. low privilege user:

v. Open PuTTY and enter the IP address 192.168.1.1 and verify user privilege to
modify the file data by running the specified command in the terminal - as shown
in Figure 4.1.6.3.
user

user
enterlinuxshell

1.1 - PuTTY

Figure 4.1.6.2 - Verify user privilege cannot enter into linuxshell

vi. Verify that only the user privilege cannot create, edit, delete files and directories,
and modify data.

11.5 Evidence Provided:
i. Admin privilege user (root):
a. Admin privilege can able to create, edit, and delete files and directories.
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¥ touch test.txt

1

ErECECECG

ii. low privilege user:
a. low privilge user cannot able to create, edit, delete files and directories.

11.6 Test Observations: Test Case 8.1: DUT lacks USB port hence the test cannot be

performed
12) Test Result
ITSAR ONU-ONT No. | Test name Actual Result
1. Mount external file system
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Section 11: Web Servers
2.11.1 TSTP Evaluation for HTTP

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.1
PON family Broadband Equipment
ITSAR

<DUT Details: > Alphion AONT100C

<DUT Software Version:> R2.0.9.6

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.1 HTTP

3. <Requirement Description: > The communication between Web client and Web
server to be protected using industry standard secured communication protocols
TLS/HTTPS. Cipher suites with NULL encryption shall not be supported. ONU/ONT to
be protected against sniffing and side jacking attacks.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.5.1]

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.

i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info
Command used: ifconfig —a (To find IP 1nformat10n and all interfaces)
ﬁ [ @m B D[ ]v| * GponONTWebConfigu... g qterminal Screenshot ox33PM [ 2 0|ac

File Actions Edit View Help

pwd
clear
#ONT/system/shell>ifconfig -a

.9 MiB) TX byt

t Hwaddr 00:1F:E6
AS

Link encap:Ethernet HWaddr 00:00
BROADCAST MULTICAST MTU:1500 Me

RX packets:@ errors:0 dropped:0 o :

TX packets:@ errors:0 dropped:@ overruns:@ carrier:0
collisions:@ txqueuelen:1000

RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)

68.2. ts
CAST MTU:1500 Me
dropped:@ o
opped:@ overruns:@ carrier:@

runs:@ frame:0
runs:@ carrier:0

INSPEC Hwaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
6 Metric:l
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HONT/system>ontver
OntSwver : R2.8.9.6
HONT/system>|

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|j

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

0
2 DO & 121681251 x | + - =) X

& C @ 1921681251 ot o= -

Sign in to access this site

Authorization required by http;//192.168.1.251
Your connection to this site is not secure

m Cancel

iii. Verify the DUT information through device info
€ C A Notsecure 192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID 00142-00029-43
® Network Hardware Version: 02
# Advanced Software Version: R2.0.9.6
® Maintain Build Date: 2017-09-11
MAC Address 00-1F-E6-2B-B348
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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3' im} [ Gpon ONT Web Configuration X +

&« G A\ Not secure 192.168.1.251/html/frame_html
GPON ONT
Network > WAN
WAN
# Status
@ Network
At Internet Connection Type Static IP v
WAN Lo
DHCP
+ Advanced IP Address static P G .[10 |
* Maintain Subnet Mask PPPOE 255  |[266 .0 |
Default Gateway 192 [188 ||z 1 |
DNS Server 1 192 [168 | |2 (10 |
DNS Server 2 192 [188 | |2 .M |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status

Device Info
WAN Status

+ Network
+ Advanced
+ Maintain

Internet Connection Type
IP Address

Subnet Mask

Default Gateway

DNS Server 1

DNS Server 2

Siatic IP
192.168.2.10
255.255.255.0
192.168.2.1
192.168.2.10
192.168.2.11

Refresh

6. Pre-Condition:

L.

il.

iil.

iv.

vi.

vii.

Network product documentation containing information about supported Web
Servers and Protocol to communicate with the Web Server in the DUT is provided
by the vendor.

A peer implementing the security protocol same as the one configured by the
vendor on DUT for Web Server, (e.g., HTTPS client) shall be available.

Network product documentation stating which security protocols for protection of
data in transit are implemented and which profiles in TS 33.310 [9] and TS 33.210
[X] are applicable is provided by the vendor.

For TLS, the tester shall base the tests on the profile defined by 3GPP in TS 33.310
[9].

Test environment with a Web Browser.

All ciphers supported by the server need to be checked that they are as per Table 1
of the latest document “Cryptographic Controls For Indian Telecom Security
Assurance Requirements (ITSAR)”

For example in apache httpd running on ubuntu 20.04 the command openssl ciphers
-v is used to check all supported ciphers. The tester must ensure there are no weak
ciphers and if so those ciphers must be removed from configuration before
conducting the rest of the test. If this fails - TEST FAILS
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TLSv1
55Lv3
TLSv1
TLSv1 Kx

TLSv1 |
Lv3 Kx=RS

7. Test Objective: The communication between Web client and Web server shall be
protected using TLS.

8. Test Plan
8.1. Test Cases: Check traffic is properly protected and TLS is being used or not
8.2.Number of Test Scenarios:

8.1.1 Test Scenario for HTTP: Check traffic is properly protected and TLS is being
used or not
8.3.Test-bed setup Diagram:
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= aE

| DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.4.Tools Required
i. Testssl
ii. Browser
8.5. Test Execution Steps
i. Open any web browser and initiate a connection to the target server using the
HTTP protocol to verify whether the communication between the client and
server occurs over HTTP.
ii. The tester initiates a connection to the target server using the SSL/TLS protocol,
specifying a particular version (e.g., TLS 1.0, TLS 1.2).
iii. Take note of the cipher suites supported by the Device Under Test (DUT) during
the SSL/TLS handshake.
iv. Follow the steps for each supported cipher suite, both secure and weak, to
thoroughly test the server's configuration.
v. Check all supported ciphers and verify that the DUT supports secure ciphers.
Ensure that the server does not support null encryption.
Note: Utilize an automated tool such as Testssl to streamline and automate the
testing process.
vi. Verify DUT is protected against sniffing and side jacketing attacks.

9. Expected Results for Pass:
i. Case 1: The ciphers supported by the Device Under Test (DUT) should align with
the recommendations outlined in the Cryptography ITSAR.
10. Expected Format of Evidence: Screenshots of Testing
11. Test Execution:

11.1 Test Case Number: 01
11.1.1. Test Case Name: TC1_SUPPORT_CIPHERS
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11.1.2. Test Case Description: The communication between Web client and Web
server shall be protected using TLS.
11.1.3. Execution Steps:
i. Step 1: Open kali Linux and type the command “testssl https://172.16.1.50” and
observe the response

ps://testssl.sh/dev/

This program is free software. Distribution and
modification under GPLv2 permitted.
USAGE w/0o ANY WARRANTY. USE IT AT YOUR OWN RISK!

Please file bugs & https://testssl.sh/bugs/

Using "OpenSSL 3.1.4 24 ct 2023 (Library: OpenSSL 3.1.4 24 Oct
on kali:
(built: “"Nov 25 20:35:59 23", platform: “debian-amd64”)

Start 2024-02-22 01:35:07 —» 172.16.1.50:443 (172.16.1.50) &—

» (172.16.1.50):
/ice detected:

except NPN+ALPN

SSLv2

SSLv3

TIS 1 nnt

TLS 1.1 not

TLS 1.2 orTer

TLS 1.3 not ¢ and dow ded to a weaker protocol
NPN/SPDY not oftt

ALPN/HTTP2 not offe

_Testing cipher categories

NULL ciphers (no encryption)

Anonymous NULL Ciphers (no authentication)
Export ciphers (w/o ADH+NULL)

LOW: 64 Bit + DES, RC[2,4], MD5 (w/o export)
Triple DES Ciphers / IDEA

Obsoleted CBC ciphers (AES, ARIA etc.)

Strong encryption (AEAD ciphers) with no FS
Forward Secrecy strong encryption (AEAD ciphers)
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Testing server's cipher preferences

Cipher Suite Name (OpenSSL)

Has server cipher order?

_Yesting robust forward secrecy (FS) omit

Testing server defaults (Server Hello)

TLS extensions (standard)
Session Ticket RFC 5077 hint
SSL Session ID support
Session Resumption

TLS clock skew

Client Authentication
Signature Algorithm
Server key size

SOTVer Key usage

Server extended key usage
Serial

Fingerprints

Common Name (CN)
subjectAltName (SAN)

Rating (experimental)

ii.

11.

Rating specs (not complete)
Specification documentation
Protocol Support (weighte
Key Exchange e

Cipher Strength (wei

Final Score

Overall Grade

Grade cap reasons

Done 2024-02-22 01:36:22 [ 695s] —» 172.

.50:443 (172.16.1.50) <&—

cipher and null encryption by the server.

1.4. Test Observations:

From the above image, we verified the fingerprints, signature, TLS version, supported

i. The communication channel between the Network product and its client is

encrypted using TLSv1.2,

ii. The DUT supported the weak cipher, Fingerprint and signature algorithm

12. Test Case Result:

SI. No  TEST CASE NAME
1 TC1_SUPPORT_ CIPHERS
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211.2 TSTP for Evaluation of Web Server Logging

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.2
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed her

1. <ITSAR Section No & Name> Section 11: Webserver
. <Security Requirement No & Name > 1.11.2 Webserver logging
3. <Requirement Description:> Access to the ONU/ONT webserver (for both successful
as well as failed attempts) shall be logged by ONU/ONT.
The web server log shall contain the following information:
i. Access timestamp
ii. Source (IP address)
iii. Account (if known)
iv. Attempted login name (if the associated account does not exist)
v. Relevant fields in http request. The URL should be included whenever possible.
vi. Status code of web server response

N

These logs should be exportable to external syslog server using secure cryptographic
controls prescribed in Tablel of the latest document of “Cryptographic Controls For
Indian Telecom Security Assurance Requirements (ITSAR)".

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.5.2.1]

4. DUT Confirmation Details:
Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info
e Command used: ifconfig -a (To find IP information and all interfaces)
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S |mmP DFJ| ® GponONTWebConfigu... g qterminal -30... G Thunar 0333PM [ 2 0|lac

File Actions Edit View Help

pud
clear

HONT/system/shel

bro Link encap:

Ethernet HWaddr 00:1F:
T RUNNING MULTICAST MTI

 txqueuelen:
2454 (18.9 MiB) TX byt

dropped:@ overruns:@
len:1000
TX bytes:0 (0.0 B)

Mask:255.255.255.0

0 dropped erruns:0 carrier:0
0 txqueuelen:1000
(0.0 B) TX bytes:0 (0.0 B)
:00

frame:0
carrier:0

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

e The bel_ow screenshot shows the firmware esino thq DUT

HONT/system>ontver
OntSwVer @ R2.0.9.6
BONT/system>]

e The b_elow_screenshot shows the infqrmatign of t}_1e DUT

#ONT/system>custom
Customer Information

Customer Name UUAP

Customer Full Name : Alphion
System Config file : /etc/sys.cfg.alp
#ONT/system>|j

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

S D & st x + - @

X

& C  © 1921681251 N T ]
Sign in to access this site
Authorization required by httpy//192.168.1.251

Your connection to this site is not secure

Username root

Password | ----- |

m Cancel

iii. Verify the DUT information through device info
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& (&) A\ Not secure

@ Status
Device Info
WAN Status

+ Network
+ Advanced
* Maintain

GPON ONT

Status > Device Info

Device Info

Equipment ID:
Hardware Version:
Software Version:
Build Date:

MAC Address
Current Time

iv. Set the static IP address

. : ‘
S O [ Gpon ONT Web Configuration X = -+

< ] A Not secure

GPON ONT

Network > WAN

192.168.1.251/html/frame.htm|

192.168.1.251/html/frame html

00142-00029-43

02

R2.09.6

2017-08-11
00-1F-E6-2B-B3-48
2000-01-01 00:29:55

WAN
# Status
@ Network
LAN —
Internet Connection Type Static IP v
WAN e
DHCP
= Advanced IP Address I 68 L2 10
Static IP
+ Maintain Subnet Mask PPPoE 255  ||255  |[0
Default Gateway 192 5 ‘ 168 L2 1
DNS Server 1 192 - [168 L2 10
DNS Server 2 192 .‘168 L2 1
| Apply Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection TyDE‘ Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
* Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

6. Preconditions
i. Network Product documentation which contains information on log file location and
procedure to access it.

ii. Tester has the necessary privileges to access the log files.

iii. Test environment with a Web Browser.

7. Test Objective: Verify that all accesses to the webserver are logged with the required
information.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Check whether the web server is logging the user login

8.2 Test Setup Diagram:
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| DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed
ii. The tester tries to login to the webserver using the correct and incorrect login
credentials.
iii. The tester verifies whether the login attempts were logged correctly with all the
required information.

9. Expected Results for Pass: All webserver events are logged with all of the required
information.

10. Expected Format of Evidence: Testing report contains copies of the log file showing
the captured information.

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: TC_WEBSERVER_LOGGING
11.1.2. Test Case Description: Verify that all accesses to the webserver are logged
with the required information
The web server log shall contain the following information:
i. Access timestamp - Source (IP address)
ii. Account (if known)
iii. Attempted login name (if the associated account does not exist)
iv. Relevant fields in http request. The URL should be included whenever possible.
v. Status code of web server response
11.1.3. Execution Steps: The tester shall open any Web Browser (Mozilla Firefox,
Google Chrome) and go to the web address/IP of the DUT
i. URL: http://<IP address of DUT> And enter the right credentials.
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& NetHunter Offens it q - GHDB
@ 192.168.1.251

This site is asking you to sign in.

Username

root

Password

ii. With the proper privilege in the DUT while accessing the Log file we can see
the following log info.

iii. Command used: cat/var/log/web

iv. NOTE tester to verify the log from the path shared by OEM

RONT/svsteM/shell>ls
uImage

init
#ONT/system/shell>cd
#ONT/system/shell>1ls

init
#ONT/system/shell>cd
HONT/system/shell>1ls

#ONT/system/shell>cd

#ONT/system/shell>ls

dnsmasq.pid hmr c_f t pmr_drv

ds_ploam ippath sages sal

emr mal ssp

gmr mec us_ploam

#ONT/system/shell>cd web

Error code = 1

#ONT/system/shell>cat web

jeHB*e@4eweb_main.cCUSTOMER = UAP je~/xe@txe0eweb_main.cStop report ready to MECje~4*e@exe04Tweb_main.cxeU get MEC_MSG_PACK_MGR_RPT_ALARM form mec,action = 1,alarmType
15

je~5*e1D*e0tTweb_main.c#eU get MEC_MSG_PACK_MGR_RPT_ALARM form mec,action = 1,alarmType
je~6xelexe0eTweb_main.ceU get MEC_MSG_PACK_MGR_RPT_ALARM form mec,action = 1,alarmType
je~7xe2%e1DTweb_main.c+eU get MEC_MSG_PACK_MGR_RPT_ALARM form mec,action = 1,alarmType =

File Actions Edit View Help

mmr

t MEC_MSG_PACK_MGR_RPT_ALARM form me

[/web/html/1an. html] jaexe=D*

b/html/script]jéS*e>xe
= [/web/html/wan.html]jeex

ipt]jOsxeAe*+Apyweb_common.c? g
ipath i [/ =D/hfm1/5
gleblastLink =

V. Agaln the tester opens any Web Browser (Mozﬂla Flrefox Google Chrome)
and go to the web address/IP of the DUT.
vi. URL: http://<IP address of DUT>

vii. And enter the wrong credentials (wrong password/wrong username)
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File Actions Edit View Help

mmr

_PACK_MGR_RPT_ALARM for

PT_ALARM form m
PT_ALARM form m
F‘A I‘\ HuF. RPT_ALARM form m
Fform m
me . html]jeWrs
[/\v.sh/m"ﬂﬂaen h
[/web/html
= [/web/htm

[ /web/html/script]jeZexed] ript]jezexes)
[ /web/html/script]je reb_c .c7eecgipatl eb/ht nfo. nrnﬂ]]o]gu
j h

_common.
b_commen .

viii. W1th the proper pr1v1lege in the DUT Whlle accessmg the Error Log file we can
see the following log info.
ix. Command used: cat/var/log/web/error
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File Actions Edit View Help

mmr

ke@txeDoWED_ op report ready to 04 t MEC CK_MGR_RPT_ALARM form m rmType

t d PT_ALARM
G+elexe0eTweb_main.c+e _PACK_ RPT_ALARM form me
+2xe1DTweb_m k g _ M\ form me:

[/web/html/script]jejxe:exe:$ L ommon . c? ipat t i g hyu
ipt]jTexe yweb_ . g L/ eb/html /st tus_wan.html]jTene; ex
1pr]jﬂ« Axe U SEE ipatl /web/html/script]jyx¢<exs;eyweb_common

yweb_common.c?44cgipath - [/web/html/lan.html]jn

11.1. 4 Test Observations: It should be ensured tat any ccess/ error/ eents to the
DUT Web-Server the logs are filed with the information as per the ITSAR
clause.

12. Test Case Result:

SI. No TEST CASE NAME PASS/FAIL  Remarks
1 TC_WEBSERVER_LOGGING
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2.11.3 TSTP Report for Evaluation

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.3
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

24. <ITSAR Section No & Name> Section 11: Web Server
1. <Security Requirement No & Name > 1.11.3 HTTPS input validation
25.<Requirement Description: > The ONU/ONT shall have a mechanism in place to ensure that
web application inputs are not vulnerable to command injection or cross-site scripting
attacks. The ONU/ONT shall validate, filter, escape, and encode user-controllable input
before it is placed in output that is used as a web page that is served to other users.
26.[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.2.5.4]

27.DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
Use command to get Interfaces details
Use command to get Application No/Version No & Kernel Info

e Command used: ifconfig -a (To find IP information and all 1nterfaces)
§ | D F]v| * GponONTWebConfigu... '@ qterminal Screenshot_2 30... R Thunar

File Actions Edit View Help
pwd
clear
HONT/system/: nell n(onh a
bro t

t HwWaddr 00:1F
NG MULTICAST M

:00

s:0 frame:0
verruns:@ carrier:0

5 Mask:255.255.255.0
s:0 frame:0
s:0 carrier:0
txqueuelen:1000
© (0.0 B) TX bytes:0 (0.0 B)
p:Ethernet HWaddr 00

frame:0
opped:@ overruns:@ carrier:@

Link encap:UNSPEC HwWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1
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e The below screenshot shows the firmware version of the DUT

HONT/system>ontver
OntSwVer : R2.8.9.6
HONT/system>|]

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|j

28. DUT Configuration

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

S DO & 12es1s x | +

= =) X

<« C (D 192.168.1.251 e = - O

Sign in to access this site

Autharization required by http://192.168.1.251
Your connection to this site is not secure

m Canel

iii. Verify the DUT information through device info
& c A\ Notsecure  192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Statte Equipment ID: 00142-00029-43
® Network Hardware Version: 02
# Advanced Software Version: R2096
* Maintain Build Date: 2017-09-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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z‘ (im] [ Gpon ONT Web Configuration x =

&« O A Not secure 192.168.1.251/html/frame_html
GPON ONT
Network > WAN
WAN
+ Status
@ Network
LAN —
Internet Connection Type Static IP v
WAN o
DHCP )
+ Advanced IP Address Static IP A L2 10 |
* Maintain Subnet Mask PPPoE 255 (255 . 0 |
Default Gateway 192 | [188 ||z 1 |
DNS Server 1 192 |[1e8  |[2 [10 |
DNS Server 2 192 |[1e8  |[2 .1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

29. Preconditions

L.
il
iil.

iv.
V.

The Vendor must provide a Certificate stating that the Web Application is tested and
free from command injection or cross-site scripting attacks.

Network Product documentation which contains information on log file location and
procedure to access it.

Tester has the necessary privileges to access the log files.

Test environment with a Web Browser.

Knowledge about XSS and Command Injection attacks.

30.Test Objective: The DUT shall have a mechanism in place to ensure that web application

inputs are not vulnerable to command injection or cross-site scripting attacks

31.
32. Test Plan
8.1 Number of Test Scenarios:

8.1.1 Test Scenarios for XSS attack

i. Manual check via Cheat Sheet
ii. Automated check via tool

8.1.2 Test Scenarios for Command Injection attack

i. Manual check via Cheat Sheet
ii. Automated check via tool

8.2 Test-bed setup Diagram:
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| DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.

i. XSStrike (https://github.com/sOmd3v/XSStrike)
ii. Commix (https://github.com/commixproject/commix)
8.4 Test Execution Steps
i. Power up the testbed
ii. The tester manually tries to find the inputs in the Web Application.
iii. Perform manual test on inputs for XSS and Command Injection vulnerability based
on cheat sheets.
iv. The tester using automated tools like XSStrike and Commix to find Command
Injection vulnerability.

33. Expected Results for Pass: The Web Application must be free from XSS and Command
Injection vulnerability.

34.Expected Format of Evidence: Testing report contains copies of the log file showing the
captured information.

35. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: TC_XSS_TESTING
11.1.2. Test Case Description: Verify that all the input in the WEB Application is free
from XSS attack.
i. Manual approach
ii. Automated approach
11.1.3. Execution Steps: The tester shall open any Web Browser (Mozilla Firefox,
Google Chrome) and go to the web address/IP of the DUT.
i. URL: http://<IP address of DUT>
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DUT - WEB SERVER

‘Type something H Enter ]

ii. Find all the input in the WEB Application/Page

a. Manual Approach
i. Use the below cheat sheet for XSS and try it in the input and observe the
behaviour.
- (https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb41
5134795b45 /raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_ve
ctors.txt)

%253C 5.r1pf%2R+Ea1ertt X55
onload="alert(String. fromCharCod
onafterprint ert{String.fromCharCod
onbeforeprint="alert(String.fromCharCoc
onbeforeunload="alert(5tring.fromCharC
onerror=" t(String.fromCharCode(88,¢ )
alert{String.from[hartodeiaa,
- 97

alertl;frlng fromCharLudutSS EJ,SJ}
lert(string.fromCharCode (

alert(String.fromCharCode(88,83,8
onresize="alert(String.fromCharCode(88,83,83))
onstorage="alert(String.fromCharCode (88,83
onunload="alert(String.fromCharCode(88,83,
onblur="alert(String
"alert(;fring fromCharCode (88
"alert(String. fromChaer
oninput t(5tring.fromCharCo
oninvalid="alert(String. fromChar

alert(string.fromCharC
alert(String. fromCharC
onsubmit="alert(String.
onheydown—" lert(string. frum(har(ade{
lert(String.fromCharCode (&
t{ﬁ+rinq fromChart
{afrlnq fromchan

ondbld

onmousedown= (
onmousemove="alert(String. fromCharCode(
onmouseou lert(String. fromCharCode (&
onmouseove alerttString.fromCharCode

onmousewh

onwh t . Z ,33,

ondr (

ondragend=" a1ertt:tr1ng frum(har(ode{SQ,QJ, 3
ondragenter="alert(String.fromCharCode(88, Sj E’]
ondragleave="alert(String. fromCharCode(
ondragove lert(String.fromCharCode (¢
ondragstart="alert(String. fromthdrCode_--
ondrop="alert(String.fromCharCode
onscrall—"alertl string. fromCharL

- (A snapshot of few XSS payloads)
ii. Automated Approach.
- Command used: xsstrike -crawl -u <URL of WEB Application>
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ashwini@ashwini-newslab
$ python3 xsstrike.py --crawl -u http://172.18.0.8/

v3.1.5

[~] Crawling the target
'] Progress: 1/1

ashwini@ashwini-newslab

$ ]

- (Here we can see the tool has not detected any vulnerable object

ashwini@ashwini-newslab
$ python3 xsstrike.py --crawl -u http://172.18.0.8/

v3.1.5

[~] Crawling the target
[+] Potentially vulnerable objects found at http://172.18.0.8/

[ = input.value;

'] Progress: 1/1

- (Here we can see the tool has detected a vulnerable object this must be
manually checked and if found vulnerable the test case will fail)
11.1.4. Test Observations: It should be ensured that any input on the WEB Application
should not be vulnerable to XSS attacks.

11.2 Test Case Number: 02

11.2.1. Test Case Name: TC_CI_TESTING
11.2.2. Test Case Description: Verify that all the input in the WEB Application is free
from Command Injection attack.

i. Manual approach

ii. Automated approach
11.2.3. Execution Steps: The tester shall open any Web Browser (Mozilla Firefox,
Google Chrome) and go to the web address/IP of the DUT. URL: http://<IP
address of DUT>

C a

DUT - WEB SERVER

‘Type something H Enter ]

«

1721808

i. Find all the input in the WEB Application/Page
a. Manual Approach
i. Use the below cheat sheet for Command Injection and try it in the input and
observe the behaviour.
ii. (https://hackersonlineclub.com/command-injection-cheatsheet/)
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&1t;!--#execk20cmd=&quot;/bin/cat%20/etc/passwd&quot;--&gt;
&1t;!--#execk20cmd=&quot;/bin/cat%20/etc/shadow&quot; --&gt;
&1t;!--#execk20cmd=&quot;/usr/bin/id;--&gt;
&1t;!--#execk20cmd=&quot;/usr/bin/id;--&gt;

/index.html|id]
7id;

;id

;netstat -a;
7id;

|id

| fusr/bin/id
|id]|

| fusr/bin/id |
| | /usr/bin/id|
|id;

| | /usr/bin/id;
;id|

;| /usr/bin/id|
\n/bin/1s -al\n
\n/usr/bin/id\n
\nid\n
\n/usr/bin/id;
\nid;
\n/usr/bin/id|
\nid|
;y/usr/bin/id\n
;id\n
|usr/bin/id\n

iii. (A snapshot of few Command Injection payloads)
b. Automated Approach.
i. Command used: <Read the utility documentation to get information

;
Automated All-in-One 0S Command Injection Exploitation Tool
Copyright o 2014-2023 Anastasios Stasinopoulos ( )

Mo

Legal disclaimer: Usage of commix for attacking targets without prior mutual consent is illegal. It is the end us sponsibility
1 applicable local, state and federal laws. Developers assume no liability and are not responsible for any r damage ca
program.

] Testing connection to the target URL
] Per i tification checks to the target URL
] [eritical (s) found for testing on the provided target URL. You are vised to rerun with '--crawl=2'

ii. (Here we can see the tool has not detected any vulnerable object)
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ashwini@ashwini-newslab
$ python3 commix.py --url="http://192.168.17.2/vulnerabilities/exec/#" --data="ip=127.0.0.1&Submit=submit" --cookie="security=low;
HPSESSID=3pmaechpnihqjibs6qgfaudc62”

— AN
P \ /T VAN AT\ v3.8d
AR RYAR VAR YARYARVARVIR VAR W\ Ve

\ \ W S G U O T O T O O W W Wy W7 W
N/ZINIZZT NTZINIZINIZINEZINEZINEZINZINEINE T €

in-One 0S Command Injection Exploitation Tool
© 2014-2023 Anastasios Stasinopoulos (

(!) Legal disclaimer: Usage of commix for attacking targets without prior mutual consent is illegal. It is the end user's responsibility
to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage ca
sed by this program.

1 571 [ ] Testing connection to the target URL.
Got a red\rect to 'http://192.168.17. Z/vulnerabllltles/exec/ Do you want to follow? [Y/n] >
[ ] ] Following redirection to 'http://192.168.17.2/vulnerabilities/exec/'.
[1 | ] Performing identification checks to the target URL.
] [warning] Target's estimated response time is 3 seconds. That may cause serious delays during the data extraction procedure a
d/or pos>xble corruptions over the extla([ed data.
Setting POST parameter 'ip' for tests.
Heuristic (basic) tests shows that POST parameter 'ip' might be injectable (possible 0S: 'Unix-like').
Testing the (results-based) classic command injection technique.
POST parameter 'ip' appears to be injectable via (results-based) classic command injection technique.
127.0.0.1;echo CIZATIS((56+49))S(echo CIZATI)CIZATI
POST parameter 'ip' is vulnerable. Do you want to prompt for a pseudo-terminal shell? [Y/n] > Y
Pseudo-Terminal Shell (type '?' for available options)
commix( ) > 1s
help index.php source

(Here we can see the tool has detected a vulnerable object this must be
manually checked and if found vulnerable the test case will fail)
11.2.4. Test Observations: It should be ensured that any input on the WEB
Application should not be vulnerable to Command Injection attacks.

36. Test Case Result:
SI. No  TEST CASE NAME PASS/FAIL  Remarks

1 TC_XSS_TESTING
2 TC_CI_TESTING
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2.11.4 TSTP for Evaluation No unused HTTPS methods

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.4
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed her

1. <ITSAR Section No & Name> Section 11: Web Servers

2. <Security Requirement No & Name > 1.11.4 No unused HTTPS methods

3. <Requirement Description:> HTTP methods that are not required shall be
deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other
methods are required, they shall not introduce security leaks such as TRACK or
TRACE.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.3.4.3].

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
e Use command to get Interfaces details
e Use command to get Application No/Version No & Kernel Info
a. Command used: ifconfig -a (To find IP information and all interfaces)
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S |mmP DFJ| ® GponONTWebConfigu... g qterminal -30... G Thunar 0333PM [ 2 0|lac

File Actions Edit View Help
pud
clear

#ONT/system/shel

bro Link encap:

Ethernet HWaddr 00:1F:
T RUNNING MULTICAST MTI

 txqueuelen:
2454 (18.9 MiB) TX byt

dropped:@ overruns:@
len:1000
TX bytes:0 (0.0 B)

Mask:255.255.255.0

0 dropped erruns:0 carrier:0
0 txqueuelen:1000
(0.0 B) TX bytes:0 (0.0 B)

:00

frame:0
carrier:0

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

b. The bel_ow c_reenshot shows the firmware esino the_ DUT

HONT/system>ontver
OntSwVer @ R2.0.9.6
#ONT/system>]

c. The b_elow_screenshot shows the infqrmatign of tl_le DUT

#ONT/system>custom
Customer Information

Customer Name UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|j

5. DUT Configuration

iv. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

v. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.
S D & 1t x WS
& C (O 192168.1.251

Sign in to access this site

Authorization required by http//192.168.1.251
Your connection to this site is not secure

Username root

Password | ----- |

m Cancel

vi. Verify the DUT information through device info

372




& G A Notsecure 192.168.1.251/html/frame.htm|

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
VAN Statts Equipment ID: 00142-00029-43
* Network Hardware Version: 02
# Advanced Software Version: R2.0.9.6
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B348
Current Time 2000-01-01 00:29:55

vii. Set the static IP address

2° D [ GponONTWeb Configuraion X  +

& @] A Not secure | 192.168.1.251/html/frame html
GPON ONT
Network > WAN
WAN
= Status
@ Network
LAN ————
Internet Connection Type Static IP v
WAN ——
DHCP
+ Advanced IP Address Static IP ek L2 10 |
+ Maintain Subnet Mask PPPcE 255  |[255 || J
Default Gateway 192 168 |2 1 |
DNS Server 1 192 |[168 | [2 10 |
DNS Server 2 192|188 | |2 1 |
| Apply Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
'WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

6. Preconditions
—The tester must have administrative privilege
— A tester machine is available.
- Test environment with a provision to access the DUT.
—Vendor list of Enabled and necessary methods in the DUT Web-Server.

Refresh

7. Test Objective: Verify if the DUT supports any HTTP methods other than GET, HEAD,
POST as mentioned in the requirement.

8. Test Plan:
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8.1.Number of Test Scenarios:
8.1.1.Test Scenario if OPTIONS is enabled
8.1.2.Test Scenario if OPTIONS is disabled: Custom Script to be used to check for

enabled Methods
8.2.Test Bed Diagram

| — g.;-

I DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
E__ 3

8.3. Tools Required: Default DUT configuration tool for Web Server as per vendor. It
can be command line, GUI or any other interface as specified in vendor
documentation.

8.4. Test Execution Steps

—Power up the testbed

—The tester tries to check the available HTTP Methods in webserver.

—The tester verifies whether the only required HTTP Methods are enabled or not.

—If the OPTIONS method is not enabled in WEB-SERVER, the manual checking via
script is to be used.

9. Expected Results for Pass: System settings and configurations have been found
adequately set, in all Web components of the system, to ensure that unneeded HTTP

methods are deactivated.

10. Expected Format of Evidence: Testing report contains screenshots showing the
captured information.

11. Test Execution:

11.1. Test Case Number: 01
11.1.1. Test Case Name: TC_ NO UNUSED HTTP _METHODS OPTIONS DISABLED

11.1.2. Test Case Description: Verify that the Web server has deactivated all HTTP
methods that are not required if OPTIONS method is not enabled.
11.1.3. Execution Steps:

1. The tester shall open any terminal or any tool to access DUT shell
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- Command used: python3 WebServer-Methods.py <IP address of DUT>

~

cd Documents

- The tester will compare the vendor list of enabled and necessary methods.
- Ifany method other than the vendor list is present the test case will fail.
= (This should not be present
Pythonscript.py script (Script used for testing)

#!/usr/bin/env python3

import requests
import urllib
import validators

methods = ["GET", "POST", "PUT", "DELETE",
"PATCH", "HEAD", "OPTIONS", "TRACK", "TRACE", "CONNECT"]
def main(URL):
for method in methods:
try:
res = requests.request(method, URL, verify=False)
if (res.status_code == 405):
print(f"\033[1,94m[{method}]\033[00m:\033[1;,91mDisabled
\033[00m(\033[1,93m{res.status_code}\033[00m)\033[00m")
else:
print(f"\033[1;94m[{method}]\033[00m:\033[1;,92mEnabled
\033[00m(\033[1,93m{res.status_code}\033[00m)\033[00m")
except:
print(f"\033[1,94m[{method}]\033[00m: \033[1;91mError\033[/00m")
pass

if _name_ =='_main__"
if len(sys.argv) < 2:
exit(f"Usage: {sys.argv[0]} <URL>")
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URL = sys.argv[1]

if not validators.url(URL):
exit(f"Error: Invalid URL")
print(URL)
main(URL)
11.1.4. Test Observations: It should be ensured that HTTP methods that are not

required for DUT operation shall be deactivated.

12. Test Case Result:

SI. No TEST CASE NAME PASS/FAIL Remarks
1 TC_NO_UNUSED_HTTP_METHODS_
OPTIONS_DISABLED
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2.11.5 TSTP Report for Evaluation No unused add-ons

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no2.11.5
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

<Security Requirement No & Name > 1.11.5 No unused add-ons

3. <Requirement Description: > All optional add-ons and components of the web
server shall be deactivated if they are not required. In particular, CGI or other scripting
components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are
not required.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 . section 4.3.4.4]

N

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
Use command to get Interfaces details
Use command to get Application No/Version No & Kernel Info

e Command used: ifconfig -a (To find IP 1nformat10n and all interfaces)
N | P DFJ| » GponONTWebConfigu... fg qterminal eensho 01-30.... f Thunar 0333 PM

File Actions Edit View Help

pwd

clear
HONT/system/shell>ifconfig -a
bro e

Link encap:Ethernet HWaddr 00:00
BROADCAST MULTICAST MTU:1500

RX packets:@ errors:0 dropped:0 overruns:@ frame:
TX packets:0 errors:0 dropped:@ overruns:@ carrier:0
collisions:0 txqueuelen:1000

RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)

Link encap: Etherne( HWaddr
inet addr:192.168.2.10 B
BROADCAST MU
3 s:0 frame:0
s:0 carrier:
c txqueuelen:1000
RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)

MTU:1500 Me
dropped:@ o r frame:0
opped:@ overruns:@ carrier:Q

1cap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

e The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwWVer : R2.0.9.6

HONT/system>|

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion
System Config file : /etc/sys.cfg.alp
#ONT/system>|j

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using [P address of the DUT and login DUT using
“root” account.

£ D & s x  + - @

X

& C @ 1921681251 Aoty o - 0

Sign in to access this site

Authorization required by http;//192.168.1.251
Your connection to this site is not secure

m Cancel

iii. Verify the DUT information through device info
< C A Notsecure 192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID 00142-00029-43
® Network Hardware Version: 02
# Advanced Software Version: R2.0.9.6
® Maintain Build Date: 2017-09-11
MAC Address 00-1F-E6-2B-B348
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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S D [ Gpon ONT Web Configuration P +
< G A Not secure 192.168.1.251/html/frame htm!
GPON ONT

Network > WAN

WAN
# Status
@ Network
LAN —
Internet Connection Type Static IP v
WAN —_—
DHCP
* Advanced IP Address static 1P LLRE] .10 |
= Maintain Subnet Mask PPPoE 255 . 1255 .[o |
Default Gateway 192 .[168 .2 1 |
DNS Server 1 192 (168 | |2 10 |
DNS Server 2 192 .| 168 .[2 11 |
Apply Refresh
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network IP Address 192.168.2.10
= Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

6. Preconditions
i. The OEM has supplied a list of add-ons or scripting tools for Web server components

needed for system operation, and that therefore need to be exempted from the test
investigation.

ii. The tester has administrative privileges.

iii. A tester machine is available.

iv. Path of the configuration file of the web server.

7. Test Objective: To verify that the Web server has deactivated unneeded add-ons and
unneeded scripting components.

8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1 Test Scenario for Unused Add-ons: This test scenario will check for the add-ons
using DUT command.
8.2 Test Setup Diagram:

8.3 Test-bed setup Diagram:
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| DUT (Management Port)
192.168.1.251

Test Machine

I I 192.168.1. 49
—

8.4 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.5 Test Execution Steps
i. Power up the testbed
ii. Check that the web server is only running and listening on known ports (e.g., tcp
port 80 and/or 443). Check that
iii. CGI or other scripting components, Server Side Includes (SSI), and WebDAV are
deactivated if they are not required.
iv. The tester verifies that nothing else has been installed than the web server.
v. The tester verifies that relevant system settings and configurations are correct to
ensure fulfilment of the requirement.
vi. The tester scans the Webserver using a suitable tool (e.g., Nikto) and verifies the
tool report for availability of any default content.

9. Expected Results for Pass: System settings and configurations have been found
adequately set, in all Web components of the system, to ensure that all unneeded add-
ons or script components are deactivated.

10. Expected Format of Evidence: Testing report contains copies of the log file showing
the captured information.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_NO_UNUSED_ADD-ONS
11.1.2. Test Case Description: To verify that the Web server has deactivated
unneeded add-ons and unneeded scripting components.
11.1.3. Execution Steps:
i. The tester shall open any terminal or any tool to access DUT shell. Command

used: apache2ctl -M
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amf@localhost $ apache2ctl -M
Loaded Modules:
core_module (static)
so_module (static)
watchdog_module (static)
http_module (static)
log_config_module (static)
logio_module (static)
version_module (static)
unixd_module (static)
access_compat_module (shared)
alias_module (shared)
auth_basic_module (shared)
authn_core_module (shared)
authn_file_module (shared)
authz_core_module (shared)
authz_host_module (shared)
authz_user_module (shared)
autoindex_module (shared)
deflate_module (shared)
dir_module (shared)
env_module (shared)
filter_module (shared)
mime_module (shared)
mpm_event_module (shared)
negotiation_module (shared)
reqtimeout_module (shared)
setenvif_module (shared)
status_module (shared)
allowmethods module (shared)

ii. The tester manually checks for the vendor-supplied list of add-ons or scripting
tools for Web server components needed for system operation other than those
that must not be present.

iii. The tester opens any terminal or any tool to access DUT shell
- Command used: apache2ctl -M

anf@localhost $ apache2ctl -M

nod

nod include (shared)
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iv. Here we can see allowed enabled modules that should not be there because they
are WEBDAV, CGI, SSI (mod_actions, mod_authnz_fcgi, mod_cgi, mod_cgid,
mod_suexec, mod_dav, mod_dav_fs, mod_dav_lock, mod_include)

v. (Clickable link so for more info)

vi. All this must not be present here only allowed and necessary add-ons must be

allowed.

11.1.4. Test Observations: System settings and configurations have been found
adequately set, in all Web components of the system, to ensure that all
unneeded add-ons or script components are deactivated.

12. Test Case Result:

SI. No TEST CASE NAME PASS/FAIL  Remarks
1 TC_NO_UNUSED_ADD-ONS
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https://httpd.apache.org/docs/2.4/mod/mod_actions.html
https://httpd.apache.org/docs/2.4/mod/mod_authnz_fcgi.html
https://httpd.apache.org/docs/2.4/mod/mod_cgi.html
https://httpd.apache.org/docs/2.4/mod/mod_cgid.html
https://httpd.apache.org/docs/2.4/mod/mod_suexec.html
https://httpd.apache.org/docs/2.4/mod/mod_dav.html
https://httpd.apache.org/docs/2.4/mod/mod_dav_fv.html
https://httpd.apache.org/docs/2.4/mod/mod_dav_lock.html
https://httpd.apache.org/docs/2.4/mod/mod_include.html

2.11.6 TSTP for Evaluation of No compiler, interpreter, or shell via CGI
or other server-side scripting

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.6
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.6 No compiler, interpreter, or shell via CGI
or other server-side scripting

3. <Requirement Description: > [f CGI (Common Gateway Interface) or other scripting
technology is used, the CGI directory -or other corresponding scripting directory - shall
not include compilers or interpreters (e.g. PERL interpreter, PHP interpreter/compiler,
Tcl interpreter/compiler or operating system shells).

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.5]

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
Use command to get Interfaces details
. Use command to get Application No/Version No & Kernel Info

e Command used: ifconfig -a (To find IP 1nformat10n and all 1nterfaces)
’Q |9 @ B B[ v| * GponONTWebConfigu... g qterminal

File Actions Edit View Help
pwd
clear
HONT/system/shell>,
bro

© txqueuelen:100
(0.0 B) TX bytes:

collisio en:
RX bytes:0 (0. TX bytes:0 (0.0 B

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARI MTU:1476 Metric:1
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HONT/system>»>ontver
OntSwVer : R2.
HONT/system>|]

B.9.6

#ONT/system>custom
Customer Information

UUAP
Alphion
/etc/sys.cfg.alp

Customer Name
Customer Full Name
System Config file
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
ii. The Tester attempts to open GUI using [P address of the DUT and login DUT using
“root” account.

0
2 O & 19218125 x SR = g X

< C o

(D 192.168.1.251 A+ S

Sign in to access this site

Autharization required by http//192.168.1.251
Your connection to this site is not secure

m Canel

iii. Verify the DUT information through device info

< c A\ Notsecure  192.168.1.251/html/frame.html
GPON ONT
Status > Device Info
Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
# Advanced Software Version: R20.96
® Maintain Build Date: 2017-08-11
- MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Setthe static IP address
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3' o [ Gpon ONT Web Configuration X 4

&« @] A\ Not secure 192.168.1.251/htm|/frame html|

GPON ONT

Network > WAN

WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN L
DHCP
+ Advanced IP Address p——cE |2 10 |
+ Maintain Subnet Mask PPPoE 255 | 256  |[0 |
Default Gateway 192 |[188 |2 1 |
DNS Server 1 192 (168 | 2 10 |
DNS Server 2 192 .[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

6. Preconditions
i. The tester has administrative privileges
ii. A tester machine is available.
iii. Test environment with a Terminal.
iv. OEM should provide path of scripting directories.

7. Test Objective: To verify that there are no compilers, interpreters, or shell accessible
via CGI or other scripting components.

8. Test Plan:
8.1Test Scenario for CGI
8.1.1 This test scenario is regarding CGI and check for compiler/interpreter or shell
in CGI
8.1.2 Manual
8.2 Test bed Diagram
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8.3 Test tool required per scenario/test case: Default DUT configuration tool for

Web Server as per vendor. It can be command line, GUI or any other interface as
specified in vendor documentation.

8.4 Test Execution Steps

.
ii.
1il.

iv.

vi.

Power up the testbed

The tester tries to access the Shell of Web Server.

Consult the web server configuration to identify all directories used for CGI or
other scripting components.

In case the DUT is using other than CGI they must give the information about
different technology used and further tests should be performed on that
technology. (This document only deals with CGI Scripts)

The tester manually checks that there are no compilers or interpreters (e.g.,
PERL® interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or
operating system shells) in the directory/directories used for CGI or for other
scripting tools (including PERL®, PHP, and others).

The tester will run some web scanning tools like Nikto, to get the detailed
information and verify that there are no compilers or interpreters (e.g., PERL®
interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating
system shells) in the directory/directories used for CGI or for other scripting tools
(including PERL®, PHP, and others).

9. Expected Results for Pass: There are no compilers, interpreters or shells in
directories accessible via CGI or other scripting components.

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: TC_NO_COMPILER_FOR_CGI
11.1.2. Test Case Description: There are no compilers, interpreters, or shells in

directories accessible via CGI or other scripting components.

11.1.3. Execution Steps:
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i. The tester shall open any terminal emulator to access the DUT shell and use the
following command.
- Command used: Is <path of the CGI-BIN directory>

amf@localhost $ 1s /var/www/html/cgi-enabled/
test.cgi test.py

- We can see that the directory does not contain any compiler/interpreter, shell.
NOTE: OEM should provide path of scripting directories.

ii. The tester shall open any terminal emulator and use the following command.
- Command used: Is <path of the CGI-BIN directory>

amf@localhost $ 1s
nash python3  test.cgi test.py

- We can see that the directory does contain bash shell, python3 interpreter.
- (This should not be present)
11.1.4. Test Observations: There are no compilers, interpreters or shells in

directories accessible via CGI or other scripting components.

12. Test Case Result:

S.No  TEST CASE NAME PASS/FAIL Remarks
1 TC_NO_COMPILER_FOR_CGI
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2.11.7 TSTP for Evaluation of No CGI or other scripting for uploads

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.7
PON family Broadband Equipment
ITSAR

<DUT Details: >
<DUT Software Version:>
<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical

Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1
<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server
2. <Security Requirement No & Name > 1.11.7 No CGI or other scripting for uploads
3. <Requirement Description: > If CGI or other scripting technology is used, the
associated CGI/script directory shall not be used for uploads.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.6]

4. DUT Confirmation Details:
Use the command line interface to get details of the machine on which test is conducted.

i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info

¢ Command used: ifconfig —a (To find IP information and all interfaces)
B |m @B BE]| » GponONTWebConfigu... fg gterminal Sc 3

File Actions Edit View Help
pwd
clear

#ONT/system/shel

0... @ Thunar 0333PM [ A O0|a c

RUNNING M
09101 err

Link encap:
UP BROADC

:0 overruns:0 carrier:0
54 (18.9 MiB) TX b 2663 (25.0 MiB)

thernet HWaddr 00
BROADCAST MULTICAST M -
RX packets:@ :0 frame:0
10 carrier:0

collisions:0 txqueuelen:l
RX bytes:0 (0.0 B) TX by

:00
Mask:255.255.255.0

:0 frame:@
s:0 carrier:0
collision
RX bytes:

thernet HWad:
LTICAST MTU:15
droppe: e : 0
rors:0 dropped:0 rruns:@ carrier:0
queuelen:1000
TX bytes:0 (0.0 B)

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

e The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer 2.8.9.6

HONT/system>|

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP
Alphion
/etc/sys.cfg.alp

Customer Full Name

System Config file
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

0
2 D & 19268125 x |+ _ 8 x
< C (D 192.168.1.251

Sign in to access this site

Autharization required by httpy//192.168.1.251
Your connection to this site is not secure

Username  root

m Cancel

iii. Verify the DUT information through device info

< c A\ Notsecure  192.168.1.251/html/frame.html|

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
+ Advanced Software Version; R2.096
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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3' o [ Gpon ONT Web Configuration X 4

&« @] A\ Not secure 192.168.1.251/htm|/frame html|

GPON ONT

Network > WAN

WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN L
DHCP
+ Advanced IP Address p——cE |2 10 |
+ Maintain Subnet Mask PPPoE 255 | 256  |[0 |
Default Gateway 192 |[188 |2 1 |
DNS Server 1 192 (168 | 2 10 |
DNS Server 2 192 .[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

6. Preconditions
i. The tester has administrative privileges
ii. A tester machine is available.
iii. Test environment with a Terminal.
iv. Test Environment with a Browser
v. If the web server is configured with CGI/Scripting on, this test applies.
vi. The tester checks the vendor documentation for the “upload and CGI/scripting
directory”.

7. Test Objective: To test whether the upload directory is equal to the CGI/Scripting
directory.

8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1Test Scenario for CGI
8.1.2This test scenario is regarding CGI
8.2 Test-bed setup Diagram:
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
Burp suite professional

8.4 Test Execution Steps

i. Power up the testbed

ii. The tester tries to access the Shell of Web Server.

iii. Consult the web server configuration to identify all directories used for CGI or
other scripting components.

iv. In case the DUT is using other than CGI they must give the information about
different technology used and further tests should be performed on that
technology. (This document only deals with CGI Scripts)

v. Consult the vendor documentation to identify all directories used for upload.

vi. The tester manually checks that the CGI and upload directory are not different and
verify it in the DUT.

vii. The tester will run some web scanning tools like Nikto, to get the detailed
information and verify that the CGI and upload directory are different.

9. Expected Results for Pass:
i. The configured upload directory is different from the CGI/Scripting directory.
ii. Additional evidence might be provided that shows that the web server has no write
rights for the CGI/Scripting directory.

10. Expected Format of Evidence: A part of the configuration file / screenshot of the
configuration showing that the web server is properly configured.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS
11.1.2. Test Case Description: To test whether the upload directory is equal to the
CGI/Scripting directory.
11.1.3. Execution Steps:
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i. The tester compares the <path of the CGI-BIN directory> and <path of the upload
directory> and confirms that they are not same, if same the test case will fail.
ii. The tester shall open any terminal emulator to access the DUT shell and use the
following command.
- Command used: Is -la <path of the CGI-BIN directory>

drwxr-xr- - www-data 4096 Jun 19 12:07 .
drwxr-xr- - www-data 4096 Apr 26 21:58 ..
dr--r--r- - www-data 4096 Jun 26 10:15 cgi-enabled
“TW-TW-T - - www-data 51 May 26 11:37 index.html

- (Here we can see that the <path of the CGI-BIN directory> does not have write

access)
iii. The tester shall open any terminal emulator and use the following command.
- Command used: Is -la <path of the CGI-BIN directory>

amf@localhost $ 1s -1la

-x 1 www-data www-data 4096 Jun 19 12:07 .
drwxr-xr-x 1 www-data www-data 4096 Apr 26 21:58 ..

drw-r--r-- 2 www-data www-data 4096 Jun 26 10:15 cgi-enabled
-Tw-rw-r-- 1 www-data www-data 51 May 26 11:37 index.html

- (Here we can see that the <path of the CGI-BIN directory> have write access)
- (This must be not done)
11.1.4. Test Observations: The CGI and upload directory are different.

12. Test Case Result:

SI. No TEST CASE NAME PASS/FAIL Remarks
1 TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS
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2.11.8 TSTP for Evaluation of No execution of system commands with
SSI

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.8
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1) <ITSAR Section No & Name> Section 11: Web Server

2) <Security Requirement No & Name > 1.11.8 No execution of system commands with
SSI

3) <Requirement Description: > If Server Side Includes (SSI) is active, the execution of
system commands shall be deactivated.

[Ref: TEC 25848:2022 / TSDSISTD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.3.4.7]

4) DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info

e Command used: ifconfig —a (To find IP information and all interfa
S (=@ P BDF]-| ® GponONTWebConfigu.. fg)qterminal 30... g Thunar 03330

dot@kali: ~

ces)

v o

File Actions Edit View Help
pud
clear
#ONT/system/shell>ifco

rruns:0 carrier:0
TX byte: 3 (25.0 MiB)

rnet Hwaddr 00:00:00:00:00:00
T MTU:1500
:0 frame:o
:0 carrier:0

0
Mask:255.255.255.0

erruns:@ carrier:0
(0.0 B)

00:00:00

erruns:@ carrier:0

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1
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HONT/system>»>ontver

OntSwWer : R2.2.9.86
HONT/system>|]

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>fj

5) Dut Configuration

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

0
2 D & w2 x |+ -
< O (D 192.168.1.251

Sign in to access this site

Authorization required by http;//192.168.1.251
Your connection to this site is not secure

Username  root

Password | ----- |

m Cancel

iii. Verify the DUT information through device info
< c A\ Notsecure  192.168.1.251/html/frame.html|

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
* Advanced Software Version: R2.0.96
® Maintain Build Date: 2017-09-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:28:55

iv. Set the static IP address
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3' o [ Gpon ONT Web Configuration X 4

&« @] A\ Not secure 192.168.1.251/htm|/frame html|

GPON ONT

Network > WAN

WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN L
DHCP
+ Advanced IP Address p——cE |2 10 |
+ Maintain Subnet Mask PPPoE 255 | 256  |[0 |
Default Gateway 192 |[188 |2 1 |
DNS Server 1 192 (168 | 2 10 |
DNS Server 2 192 .[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

6) Preconditions

i. The tester has administrative privileges.

ii. If the web server is configured with SSI active, this test applies.
iii. A tester machine is available.
iv. Test environment with a Terminal.

7) Test Objective: To test whether it is possible to use the exec directive and if so,
whether it can be used for system commands

8) Test Plan:
8.1 Number of Test Scenarios

8.1.1 Test Scenario for SSI: This test scenario is regarding SSI.
8.2 Test bed setup Diagram
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VE 4.0 N

| DUT (Management Port)
192.168.1.251

Test Machine

I I 192.168.1. 49
——

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed
ii. The tester tries to access the Shell of Web Server.
iii. The tester checks whether execution of system commands is disabled in the web
server configuration.
iv. The tester actually attempts to use the exec directive in an SSI file with and
without system commands.
v. Some web scanning tools like Nikto should be used to scan the webserver for the
SSI exec.

9) Expected Results for Pass:
i. The execution of system commands via SSIs exec directive is disabled in the web

server configuration.
ii. Itis impossible to execute system commands via SSIs exec directives.

10) Expected Format of Evidence: A part of the configuration file / screenshot of the
configuration showing that the web server is properly configured

11) Test Execution:
11.1 Test Case No: 1
11.1.1. Test Case Name: TC_NO_EXECUTION_OF_SYSTEM_COMMANDS
11.1.2. Test Case Description: If Server Side Includes (SSI) is active, the execution
of system commands shall be deactivated.
11.1.3. Execution steps:
i. The tester shall open any browser to access the DUT webserver using the
following URL.
a. URL: http://<ip/hostname of DUT>/<path of the SSI directory>
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[an error occurred while processing this directive]

b. (Here we can see that we got the error when using the exec directive)

c. We can see that the output is an error while using EXEC directive because we
have used Options IncludeNOEXEC.

d. With proper autentication the tester shall open any terminal emulator and use
the following command to see the error log in the DUT.

Command used: cat <path to the apache error log file> (cat error.log)

[Fri Jun 30 08:43:25.214042 2023] [cgid:error] [pid 387:tid 140349780350656] [client 172.18
.0.1:36286] AHD1271: exec used but not allowed in /var/www/html/ssi-enabled/index.html

f. We can see that the error stating exec used but not allowed in <path of the file>
ii. The tester shall open any browser to access the DUT webserver using the

following URL.
a. URL: http://<ip/hostname of DUT>/<path of the SSI directory>

This executed using is a shell command

b. We can see that a shell command is being run using EXEC directive and it run
successfully.
c. (This should not be executed)

11.1.4. d. Test Observations: When Server Side Includes (SSI) is active, the execution
of system commands is deactivated using IncludesNOEXEC Options.

12) Test Case Result:

SI.No TEST CASE NAME PASS/FAIL Remarks
1 TC_NO_EXECUTION_OF_SYSTEM_COMMANDS
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2.11.9 TSTP for Evaluation of Access rights for web server
configuration

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.9
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.9 Access rights for web server
configuration

3. <Requirement Description: > Access rights for ONU/ONT webserver configuration
files shall only be granted to the owner of the webserver processor to a user with
system privileges.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.3.4.8]

4. DUT Confirmation Details:
Use the command line interface to get details of the machine on which test is conducted.

i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info
e Command used: ifconfig —a (To find IP information and all interfaces)
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B (@B D] | 9 GponONTWebConfigu... '@ gterminal @ Thunar

File Actions Edit View Help
pwd
clear
#ONT/system/shell>ifconfig -a

TX packets
collisions
RX by’

Link encap:Ethernet HWaddr 00:00:00:00:00:00
BROADCAST MULTICAST M

:0 errors:0 dropped:0
:0 txqueuelen:1000
(0.0 B) TX bytes:0 (0.0 B)

thernet HWaddr o
inet addr:192.168.2. c 55 Mask:255.255.255.0
BROADCAST MULTICA!
0 dropped uns:0 frame:0
0 dropped:@ overruns:@ carrier:0
elen:1000
(0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 00:00:00:00:00:00
MTU:1500 Metric

EC Hwaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
Metric:1

HONT/system>ontver
OntSwVer z .80.9.6
HONT/system>|

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion
System Config file : /etc/sys.cfg.alp
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

S O & 192168125 x =k = ) X
< C (D 192.168.1.251 P = - O

Sign in to access this site

Autharization required by http://192.168.1.251
Your connection to this site is not secure

Username  root

Password | ----- |

m =]

iii. Verify the DUT information through device info
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< c

@ Status
Device Info
WAN Status

+ Network
+ Advanced
* Maintain

iv. Set the static IP address

A\ Not secure

GPON ONT

Status > Device Info

Device Info

Equipment ID:

Hardware Version:
Software Version:

Build Date:
MAC Address
Current Time

2° © [ Gpon ONTWeb Configuration

192.168.1.251/html/frame.html

00142-00029-43

02

R2.0.9.6

2017-08-11
00-1F-E6-2B-B3-48
2000-01-01 00:29:55

<« @] A Not secure 192.168.1.251/html/frame html
GPON ONT
Network > WAN
WAN
+ Status
@ Network
LAN —
Internet Connection Type Static IP v
WAN =
DHCP
+ Advanced IP Address static 1P LIIE 10 ]
= Maintain Subnet Mask PPPoE 255 | 255 [0 |
Default Gateway 192 |68 |2 1 |
DNS Server 1 192 [[188 |2 10 |
DNS Server 2 192 .|168 L2 11 |
| Apply | Refresh |
GPON ONT
Status > WAN Siatus
WAN Status
@ Status
Device Info
WAN Status
Internet Connection TypE Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
i DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

6. Pre-Condition: -

i. The tester has administrative privileges

ii. A tester machine is available.

Refresh

iii. Recommended: an automatic assessment tool has been configured / script adapted
in line with the Requirement Description.
iv. OEM should provide path of the configuration file and access parameter.

7. Test Objective

8. Test Plan

8.1 Test Cases: The Tester shall determine the location of the configuration files used
by the web server on DUT as mentioned in OEM documentation.

8.2 Test-bed setup Diagram:
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| — g;-

| DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed
ii. The tester tries to access the Web Server in the browser.
iii. Check the access rights settings for Web server system configuration files.
iv. Check that relevant system settings and configurations are correct to ensure
fulfilment of the requirement.
v. The tester also scans the Web Server using a suitable tool (e.g., Nikto) to verify that
the relevant system settings and configurations are correct to ensure fulfilment of
the requirement.

9. Expected Results for Pass: Access rights for system configuration files are adequately
set.

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: TC_ACCESS_RIGHTS_WEB_SERVER_FILES

11.1.2. Test Case Description: To verify that the access rights for Web server
configuration files are correctly set.

11.1.3. Execution Steps:
NOTE: This test is performed on AMF but testing steps are same or OEM
dependent for path of

i. With the proper privilege in the DUT, we can see the permission on the
configuration file.
a. Command used: Is -la <path to the configuration file>
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amf@localhost $§ 1s -1la apache2.conf

“TW-T----- 1 www-data www-data 7567 Jun 28 05:03 apache2.conf

b. Here we can see that
o Owner - RW
o Group -R
o Other -<None>
c. Only granted to the owner of the web server process or to a user with system
privileges.
ii. With the proper privilege in the DUT, we can see the permission on the
configuration file.
a. Command used: Is -la <path to the configuration file>

amf@localhost $ 1s -1la apache2.conf

-rw-rw-r-- 1 www-data www-data 7567 Jun 28 05:03 apache2.conf

b. Here we can see that

o Owner - RW
o Group - RW
o Other -R

c. Read and Write permission should not be given to the Other and to the Group
no write permission.
iii. With the proper privilege in the DUT, we can see the permission on the
configuration file.
a. Command used: Is -la <path to the VHOST configuration file>

amf@localhost $ 1s -la 000-default.conf

“FW-T=----- 1 ubuntu ubuntu 1402 Jun 26 11:10 000-default.conf

b. Here we can see that
o Owner - RW
o Group -R
o Other -<None>

c. Only granted to the owner of the web server process or to a user with system

privileges.
iv. With the proper privilege in the DUT, we can see the permission on the

configuration file.

a. Command used: Is -la <path to the VHOST configuration file>

amf@localhost $ 1s -la 000-default.conf

-rw-rw-r-- 1 ubuntu ubuntu 1402 Jun 26 11:10 000-default.conf

b. Here we can see that
o Owner - RW
o Group - RW
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o Other -R
c. Read and Write permission should not be given to the Other and to the Group
no write permission.
v. The Above step for Virtual Host should be done for every Vhosts file.

11.1.4. Test Observations: It should be ensured and verify that the relevant system
settings and configurations are correct to ensure fulfilment of the
requirement.

12. Test Case Result:

SI.No TEST CASE NAME PASS/FAIL Remarks
1 TC_ACCESS_RIGHTS_WEB_SERVER
_FILES
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2.11.10 TSTP for Evaluation of No Default Content

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.10
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

37.<ITSAR Section No & Name> Section 11: Web Server
38. <Security Requirement No & Name > 1.11.10: No Default Content
39.<Requirement Description: >  Default content (examples, help files, documentation,
aliases) that is provided with the standard installation of the web server shall be removed
4.0.Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.9
41.
42.DUT Confirmation Details:
Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info
¢ Command used: ifconfig —a (To find IP information and all interfaces)

B |mmP D[] ® GponONTWebConfigu... fg qterminal 1-30.... Ry Thunar 0333PM [ a2 0|lac

File Actions Edit View Help

pwd
clear
#ONT/system/shell>ifconfig -a

1.255 Ma:
0 Metric

Link encap:Ethernet HWaddr 00:1F
up RUNNING AS

queuelen:1000
54 (18.9 MiB) TX byt 3 (25.0 MiB)

thernet HWaddr 00

LTICAST MTU:1500
dropped: 0 o run :0
dropped:@ overruns:@ carrier:0

en:1000
© (0.0 B) TX bytes:0 (0.0 B)

t Hwaddr 00:00:00:00:00:00

0 192 5 Mask:255.255.255.0
run 10
runs:@ carrier:0

dropped:0 runs:0 frame:0
dropped: runs:0 carrier:@
c s txqueuelen:1000
RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)
Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

e The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer : R2.8.9.6

HONT/system>[

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|j

43.DUT Configuration

i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

0
S D & 1928125 x WS = () x

& O @ 1921681251 %o - O

Sign in to access this site

Autharization required by http//192.168.1.251
Your connection to this site is not secure

m Canel

iii. Verify the DUT information through device info

< c A\ Not secure  192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID 00142-00029-43
* Network Hardware Version: 02
# Advanced Software Version: R2.0.9.6
® Maintain Build Date: 2017-09-11
MAC Address 00-1F-E6-2B-B348
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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8‘ (im} [ Gpon ONTWeb Configuration X = -+
&

@) A Notsecure | 192.168.1.251/html/frame html & A e

GPON ONT
Network > WAN
WAN
= Status
@ Network
LAN _—
Internet Connection Type Static IP v
WAN j=a
DHCP ) )
+ Advanced IP Address Static IP 1 .2 10 |
* Maintain Subnet Mask PPPoE 255 (255 . 0 |
Default Gateway 192 | [188 ||z 1 |
DNS Server 1 192 [[1e8  |[2 (10 |
DNS Server 2 192 |[1e8  |[2 .1 |
| Apply | Refresh
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
*+ Network IP Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

44, Preconditions

i. The tester has administrative privileges
ii. A tester machine is available.
iii. Test environment with a Web Browser.

45.Test Objective: To verify that there is no default content on the web server, that is not
needed for web server operation, since such default content can be useful for an attacker.

46. Test Plan:
8.5 Number of Test Scenarios:
8.1.1 Check whether the webserver has any default content

8.1.2 Test Bed Diagram
A . @ &

| DUT (Management Port)
192.168.1.251
Test Machine
192.168.1. 49
—
E )
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8.6 Tools Required: Browser
8.7 Test Execution Steps
i. Power up the testbed
ii. The tester tries to access the Web Server in the browser.
iii. The tester should verify the Web-Server documentation to know the default
contents which gets installed along with the Web-Server installation.
iv. The tester manually verifies that the no default content is available.

47. Expected Results for Pass: No default content (examples, help files, documentation, aliases,
un-needed directories or manuals) has been found to remain on any Web server
component.

48. Expected Format of Evidence: Log files and screen shots of test executions.

49. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_NO_DEFAULT_CONTENT
11.1.2. Test Case Description: To verify that there is no default content on the web
server, that is not needed for web server operation, since such default content
can be useful for an attacker.
11.1.3. Execution Steps:
i. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and
go to the web address/IP of the DUT.
ii. URL: http://<IP address of DUT>
iii. The index webpage must show the DUT Content not the server default content.

172.18.0.8

DUT - WEB SERVER

iv. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to
the web address/IP of the DUT.

v. URL: http://<IP address of DUT>

vi. (NO Default content should be visible as shown below)
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Apache2 Default Page

Ubuntu  m=mm

This is the default welcome page used to test the correct operation of the Apache2 server after installation on
Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. IF
you can read this page, it means that the Apache HTTP server installed at this site is working properly. You should
replace this file (located at /var/www/html/index. html) before continuing to operate your HTTP server.

IF you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. IF the problem persists, please contact the site's administrator.

Ubuntu's Apache? default configuration is different From the upstream default configuration, and split into several
files optimized for interaction with Ubuntu tools. The configuration system is Fully documented in
Jusr/share/doc/apache2/README.Debian.gz. Refer ta this for the Full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2 - doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

|-- apache2.conf

| "--  ports.conf
|-- mods-enabled

| |-- *.load
| ‘-~ *_conf
|-- conf-enabled

| ‘-~ *_conf
|-- sites-enabled
| ‘-~ *_conf

s apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

. ports. conf is always included from the main configuration file. It is used to determine the listening ports for
incoming connections, and this file can be customized anytime.

s Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration Fragments, or virtual host
configurations, respectively.

+  Theyare activated by symlinking available configuration files From their respective *-available/ counterparts.
These should be managed by using our helpers a2enmod, a2dismod, a2ensite, a2dissite, and
a2enconf, a2disconf .See their respective man pages for detailed information.

= The binary is called apache2 and is managed using systemd, so to start/stop the service use systemctl
start apache2 and systemctl stop apache2, anduse systemctl status apache2and
journalctl -u apache2 tocheck status. systemand apache2ct can also be used for service
management if desired. Calling /usr/bin/apache2 directly will not work with the default configuration.

By default, Ubuntu does not allow access through the web browser to any file outside of these located in /var/www,
public_html directories (when enabled) and /usr/share (For web applications). IF your site is using a web document
root located elsewhere (such as in /srVv) you may need to whitelist your document root directory in
fetc/apache2/apache2. conf

The default Ubuntu document root is /var/www/html. You can make your own virtual hosts under fvar/www.

Please use the ubuntu-bug tool to report bugs in the Apache? package with Ubuntu. However, check existing bug
reports before reporting a new bug.

Please report bugs specific to modules (such as PHP and others) to their respective packages, not to the web server
itself.

vii. NOTE: Tester should check the root directory and all accessible directories by
the web server and ensure there are no examples, help files, documentation, or
aliases. Here there only the root directory is present, so we are only checking
that. Test is not complete without a thorough check of all directories present by

default.

viii. For example, the default directoris /var/www/htmlin httpd. As we can see only

index.html is present here

index.html

11.1.4. Test Observations: It should be ensured that Web Server Component should

not serve default content.

50. Test Case Result:

SI. No TEST CASE NAME
1 TC_NO_DEFAULT_CONTENT
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2.11.11 TSTP for Evaluation of No directory listings

Optical Network Terminal (ONT)- | ITSAR No: ITSAR403012311 | Clauseno2.11.11
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.11: No directory listings

2. <Security Requirement No & Name > 2.11.11: No Directory Listing

3. Requirement Description: Directory listings(indexing) / "Directory browsing" shall
be deactivated.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.10]

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info

e (Command used: ifconfig —a (To find IP infor
B mam P PF]| ® GponONTWebConfigu.. °@ qterminal C

mation and all inter

faces
0 @Thunar A

]

dot@kal
File Actions Edit View Help

pud
clear
#ONT/system/shell> onfig -a
bro L ernet HWaddr of

MULTICAS
e dropp
errors:0 dropped:0 overruns:0
euelen:0
(18.9 MiB) TX bytes:25065305 (23.9 MiB)

ap:Ethernet HWaddr 00:1F:E6:2
ING MULTICAST
errors:0 dropped:
errors:0 dropped:0 overrun
euelen:1000
54 (18.9 MiB) TX bytes:26

Ethernet Hwaddr 00:0
M

0 frame:0
ns:0 carrier:0
0 txqu
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWwaddr 00:0 0:00:00

inet addr:1 10 Bcast:19. 55 Mask:255.255.255.0
BROADCAST M C MTU:1500 Metr

RX packe rre @ dropped:0 ove ns:0 frame:0

TX packets: 0 dropped:@ overruns:@ carrier:0
collisions: 1len:1000
RX bytes:0 (0.0 TX bytes:0 (0.0 B)

ULTICAST MTU:1500 Metric:1
0 errors:0 dropped:0 overruns:0 frame:0
0 errors:0 dropped:0 overruns:@ carrier:0
0 txqueuelen:1000

(0.0 B) TX bytes:0 (0.0 B)

Link enc Hwaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

e The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer : R2.8.9.6

HONT/system>[

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion
System Config file : /etc/sys.cfg.alp
#ONT/system>|j

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

:‘ M &) 192168.1.251 x = g X

< O (@ 192168.1.251 Ay = - Ty

Sign in to access this site

Autharization required by http://132.168.1.251
Your connection to this site is not secure

Password | ----- | |

m o]

iii. Verify the DUT information through device info
¢« C A Notsecure 192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
VAN Statie Equipment ID 00142-00029-43
® Network Hardware Version: 02
# Advanced Software Version: R2.096
® Maintain Build Date: 2017-09-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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8‘ (im} [ Gpon ONTWeb Configuration X = -+

&« @] A Not secure 192.168.1.251/html/frame htm| & Ad o7
GPON ONT
Network > WAN
WAN
# Status
@ Network
AR Internet Connection Type Static IP v
WAN o
DHCP ) )
+ Advanced IP Address static 1P 1R 10 |
* Maintain Subnet Mask PPPoE 255 (255 . 0 |
Default Gateway 192 | [188 ||z 1 |
DNS Server 1 192 [[1e8  |[2 (10 |
DNS Server 2 192 |[1e8  |[2 .1 |
| Apply | Refresh
GPON ONT

Status > WAN Status

WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
" " Default Gais 192.168.2.1
+ Maintain =
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

6. Preconditions
i. The tester has administrative privileges
ii. A tester machine is available.

iii. Test environment with a Web Browser.

7. Test Objective: To verify that Directory listings / Directory browsing has been
deactivated in all Web server components.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Serve

8.2 Test Setup Diagram:
= "
| LI W

| DUT (Management Port)
192.168.1.251

Test Machine
192.168.1. 49
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed

ii. The tester tries to access the Web Server in the browser.

iii. The tester verifies that the Directory Listing/Indexing is disabled.

iv. The tester also scans the Web Server using a suitable tool (e.g. Nikto) to verify that

the Directory listing is not present.

9. Expected Results for Pass: Evidence that Directory listing / Directory browsing has
been deactivated in all Web server components.

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_NO_DIRECTORY_LISTINGS
11.1.2. Test Case Description: To verify that Directory listings / Directory browsing
has been deactivated in all Web server components.
11.1.3. Execution Steps:
i. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and

go to the web address/IP of the DUT.
a. URL: http://<IP address of DUT>
b. The Webpage must show Forbidden with a HTTP status code 403.

< C A& nNot

Forbidden

You don't have permission to access this resource.

Apache/2.4.55 (Ubunitu) Server at 172.18.0.8 Port 80

c. With the proper privilege in the DUT while accessing the Log file we can see
the following log info.
d. Command used: cat /var/log/apacheZ2/error.log

amf@localhost $ cat [var/log/apachez/error.log

[Thu May 25 06:16:02.813553 2023] [autoindex:error] [pid 12:tid 139864527857344] [client 172.18.0 82] AHB1276: Can

not serve directory /var/www/html/: No matching DirectoryIndex (index.html,index.cgi,index.pl,inde: index.xhtml,ind
ex.htm) found, and server-generated directory index forbidden by Options directive

server-generated directory index forbidden by Options directive

ii. The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to
the web address/IP of the DUT.
a.URL: http://<IP address of DUT>
b.(NO Directory listing/indexing should not be visible [as shown below])
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c A MNotsecure | 172.18.0.8

Name Last modified Size Description

[ cont/ 2023-05-25 05:51 -
configuration.conf 2023-05-25 05:50 15
image.png 2023-05-25 05:49 15
main.html 2023-04-26 21:58 10K
main.py 2023-05-25 05:49 15

Apache/2.4.55 (Ubuntu) Server at {72.18.0.8 Port 80

iii. The tester repeats the above steps to verify that directory listing is disabled for
all directories and subdirectories accessible by the web server.

11.1.4. Test Observations: It should be ensured that any path in the Web Server or
any Component of the Web Server should not allow Directory

Listing/Indexing.

12. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_DIRECTORY_LISTINGS
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2.11.12 TSTP for Evaluation of Web Server information in HTTPS
headers

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.12
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.11: Web Interface

2. <Security Requirement No & Name > 1.11.12: Web server information in HTTPS
headers

3. Requirement Description: The HTTPS header shall not include information on the
version of the ONU/ONT webserver and the modules/add-ons used.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.11]

4. DUT Confirmation Details:
Use the command line interface to get details of the machine on which test is conducted.

Use command to get Interfaces details
Use command to get Application No/Version No & Kernel Info

e (Command used: ifconfig -a (To find IP information and all 1nterfaces)
’Q [0 im P B []v| ® GponONTWebConfigu. oqlmmma\ -30.... i Thunar L]

dot@kali: ~

File Actions Edit View Help

pud
clear
#ONT/system/shell>ifconfig -a
bro 3 Eth et HWaddr 00:1F:E6:2B
251

Link encap:Ethernet HWaddr 00:
UP BROADCAST RUNNING MULTICAST

Link encap:Ethernet HWaddr 00:00
BROADCAST HULTICA:T MTU:1500

ts:0 errors:@ dropped:0 overruns:@ frame:0
TX packets:0 errors:0 dropped:@ overruns:0 carrier:@
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet H\laddr 00:00:00:00:00:00
2.10

0 overruns:@
(0.0 B)
:00:00:00:00
ricsd
ame
verruns:0 carrier:0
(0.0 B)

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1
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e The below screenshot shows the firmware version of the DUT

HONT/system>ontver
OntSwVer = R2.8.9.6
HONT/system>|]

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion
System Config file : /etc/sys.cfg.alp
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

-
2 D & 1928125 x  + = a
< O () 192.168.1.251 Ao o~

Sign in to access this site

Authorization required by http//192.168.1.251
Your connection to this site is not secure

Username  root

Password | ----- | |

m Cancel

iii. Verify the DUT information through device info

< c A\ Not secure  192.168.1.251/html/frame.html|

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
+ Advanced Software Version; R2.096
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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2" D [ Gpon ONT Web Configuration x +
< &) A\ Not secure 192.168.1.251/html/frame html| ird
GPON ONT
Network > WAN
WAN
= Status
@ Network
LA Internet Connection Type Static IP v
WAN
DHCP
+ Advanced IP Address Static P LIS .10 |
* Maintain Subnet Mask PPPoE 255 255 o |
Default Gateway 192 .[168 .[2 1 |
DNS Server 1 192 [1e8  |[2 10 |
DNS Server 2 192 188 |2 1 |
[ Apply | | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
+ Network

IP Address
= Advanced Subnet Mask
Default Gateway
DNS Server 1

DNS Server 2

* Maintain

6. Preconditions:

i. The tester has administrative privileges
ii. A tester machine is available.

iil.

Test environment with a Terminal.

192.168.2.10
255.255.255.0
192.168.2.1
192.168.2.10
192.168.2.11

7. Test Objective: To verify that HTTP headers do not include information on the version
of the web server and the modules/add-ons used.

8. Test Plan:

8.1 Number of Test Scenarios:

8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Server
8.2 Test-bed setup Diagram:

= :
| ____Liey}

;-

DUT (Management Port)
192.168.1.251
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Objective: To Verify that HTTP headers do not include information on the

version of the web server and the modules/add-ons used.
8.5 Test Execution Steps
i. Power up the testbed

ii. The tester tries to access the Header of Web Server.

iii. The tester manually verifies that HTTP headers do not include information on the
version of the web server.

iv. The tester will run some web scanning tools like Nikto, to get the detailed
information and verify that the HTTP headers do not include information on the
version of the web server.

9. Expected Results for Pass: Evidence that HTTP headers do not include information
on the version of the web server and the modules/addons used.

10. Expected Format of Evidence: Log files and screen short of test executions.

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: TC_NO_WEB_SERVER_HEADER_INFORMATION
11.1.2. Test Case Description: To verify that HTTP headers do not include

information on the version of the web server and the modules/add-ons used.
11.1.3. Execution Steps:

i. The tester shall open any terminal emulator and use the following command.
e Command used: curl -1 http://< IP address of DUT >
ashwini@ashwini-newslab
$ curl -I http://172.18.0.8
HTTP/1.1 200 OK

Date: Mon, 26 Jun 2023 11:10:13 GMT
server:

Last-Modified: Fri, 26 May 2023 11:37:56 GMT
"33-5fc972b14aceb”
: bytes
Content-Length: 51
Content-Type: text/html

e We can see that the HTTP headers do not include information on the version of the
web server and the modules/addons used.
ii. The tester shall open any terminal emulator and use the following command.

e Command used: curl -I http://< IP address of DUT >
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ashwini@ashwini-newslab
$ curl -I http://172.18.0.8
HTTP/1.1 200 OK
Date: Fri, 26 May 2023 11:45:35 GMT
Server: Apache/2.4.55 (Ubuntu)

Last-Modified: Fri, 26 May 2023 11:37:56 GMT
ETag: "33-5fc972bl4ac6b”

Accept-Ranges: bytes

Content-Length: 51

Content-Type: text/html

e We can see that the HTTP headers do include information on the version of the web
server and the modules/addons used.
o (This should not be present)
11.1.4. Test Observations: It should be ensured that the HTTP headers do not
include information on the version of the web server and the modules/addons
used.

12. Test Case Result:

SI. No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_WEB_SERVER_HEADER_IN
FORMATION
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2.11.13 TSTP for Evaluation of Web server information in error pages

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.13
PON family Broadband Equipment
ITSAR

<DUT Details: > Alphion AONT100C

<DUT Software Version:> R2.0.9.6

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 2.11.13 Web server information in error pages.

3. <Requirement Description: >ONU/ONT to have capability to log important Security
events. The audit logs may preferably be stored in non-volatile memory. If applicable
(for cyber-cafe, Public Data Office usage scenario) provision for secure log export
should exist and logs may capture unique System Reference such as website address,
[P Address, MAC address, hostname, login attempts etc.

[Reference: 1) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.6.1;
2) TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. Section 4.2.3.2.5]

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info
¢ Command used: ifconfig —-a (To find IP information and all interfaces)
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B (@B DF]| ® GponONTWebConfigu... f@ gterminal S 01-30... @ Thunar

File Actions Edit View Help

pud
clear
H#ONT/system/shell>ifconfig -a
bro Link encap:Ethernet HWaddr 0
inet addr:192.168.1.251 Bc
UP BROADCAST RUNNING MULTICAST MT
RX packe d: me:0
X packets 0 rier:0
collisions

RUNNING MULTICAST MT
dropped:@ overrun
dropped:0 overruns:@ car
1000
MiB) TX bytes: 663 (25.0 MiB)

HWaddr 00:00:00:00:00:00
MTU:1500 M 5
0 dropped:@
0 dropped:0
txqueuelen:1000
(0.0 B) TX bytes:0 (0.0 B)

rors:0 dropped:
Tors:0 dropped: erruns:0@ carrier:0
collisions: queuelen:1000
RX bytes:0 ( B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 00:0i
T MULTICAST MTU:1500 Met
errors:0 dropped r rame:0
Tors:0 dropped:@ rf carrier:0
queuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

The below screenshot shows the firmware version of the DUT

HONT/system>ontver

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine
ii. The Tester attempts to open GUI using IP address of the DUT and login DUT using

“root” account.
*° M & 121681251 X+

< C (D 192.168.1.251
Sign in to access this site
Authorization required by httpy//192.168.1.251

Your connection to this site is not secure

Usemame  root

Password | ----- |

m Cancel

iii. Verify the DUT information through device info
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&« (] A\ Notsecure  192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
# Advanced Software Version: R20.8.6
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Set the static IP address

(im] [ Gpon ONT Web Configuration x  +

<« @] A Not secure 192.168.1.251/html/frame htr

GPON ONT

Network > WAN

WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN e
DHCP
+ Advanced IP Address 158 i .10 |
+ Maintain Subnet Mask PPPoE 255 | 255 [0 |
Default Gateway 192 .|188 L2 1 |
DNS Server 1 192 .[168 |2 10 |
DNS Server 2 192 .| 168 L2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
*+ Network 1P Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

v. Example list of Web Server may be present as per (NMAP and OEM Documentation)

e Apache httpd
e Nginx
e Lighttpd
e Microsoft IIS and more

vi. Note: We have made this TSTP for Apache httpd Web Server the tester must verify for
the respective Web Server as mentioned in the OEM documentation.
a. For Apache httpd:

e Command used: apachectl -v (To get version information

amf@localhost $ apachectl -v
Server version: Apache/2.4.55 (Ubuntu)

Server built: 2023-03-08T16:32:34
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e Command used:
o apachectl -V | grep HTTPD_ROOT (To get the Root directory of apache2)
o apachectl -V | grep SERVER_CONFIG_FILE (To get the config file name)
o Using that we found the Apache config file is in:
"/etc/apache2/apache2.con

amf@localhost $ apachectl -V | grep HTTPD_ROOT
-D ="/etc/apache2"

amf@localhost $ apachectl -V | grep SERVER_CONFIG_FILE
-D ="apache2.conf"

e Command used: grep -1 “Server Signatures” /etc/apache2/apacheZ.conf (To
check Apache will suppresses the footer line which contain Server information in
error pages)

o The Server Signature directive allows the configuration of a trailing footer line
under server-generated documents (error messages, mod_proxy ftp directory
listings, mod_info output, ...).

o The Off setting, which is the default, suppresses the footer line. The On
setting simply adds a line with the server version number and Server Name
of the serving virtual host, and the EMail setting additionally creates a
"mailto:" reference to the Server Admin of the referenced document.

amf@localhost $ grep -I "ServerSignature" /etc/apache2/apache?.conf

off

o (Above result states that ServerSignatures should be set to off not anything
else)

6. Preconditions
i. The tester has administrative privileges
ii. A tester machine is available.
iii. Test environment with a Terminal.

7. Test Objective: To verify that error pages and error messages do not include
information about the web server.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Server
8.2 Test Setup Diagram:
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| — g.;-

I DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed
ii. The tester tries to access the Header of Web Server.
iii. The tester verifies that generated error pages and error messages do not include
information about the web server.
iv. Tester checks for any other Error case like 5XX, 4XX errors.
v. Tester checks for one more error scenario randomly.
vi. If the tester does not have access to the web server configuration files on the DUT,
then the test is to be performed for all the Http error scenarios (5XX, 4XX).

9. Expected Results for Pass: Evidence that generated error pages and error messages
do not include information about the web server.

10. Expected Format of Evidence: Log files and screenshots of test executions.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION
11.1.2. Test Case Description: To verify that error pages and error messages do not
include information about the web server.
11.1.3. Execution Steps:
i. The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and
go to the web address/IP of the DUT.
- URL: http://<IP address of DUT>/<random text>
- (Random text is used so that we can get the Http 404 error)
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ii.

1ii.

Not Found

The requested URL was not found on this server.

We can see that the error page does not include information on the version of
the web server and the modules/addons used.

The tester opens any Web Browser (Mozilla Firefox, Google Chrome) and go to
the web address/IP of the DUT.

a. URL: http://<IP address of DUT>/ <random text>

b

C.

. (Random text is used so that we can get the Http 404 error)
(NO Directory listing/indexing should not be visible)

Not Found

The requested URL was not found on this server.

Apache/2.4.55 (Ubuntu) Server at 172.18.0.8 Port 80

5 qa ™o

11.1.4.

. We can see that the error page does include information on the version of the

web server and the modules/addons used.

(This should not be present)

Tester checks for any other Error case like 5XX, 4XX errors.

Tester checks for one more error scenario randomly.

. If the tester does not have access to the web server configuration files on the
DUT, then the test is to be performed for all the Http error scenarios (5XX,
4XX).

Test Observations: It should be ensured that the error page does not include
information on the version of the web server and the modules/addons used.

12. Test Case Result:

Sl

.No | TEST CASE NAME PASS/FAIL | Remarks

1

TC_NO_WEB_SERVER_ERROR_PAGES
_INFORMATION
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2.11.14 TSTP for Minimized file type mappings (not there in Wi Fi)

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.14
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.11: Web Servers

2. <Security Requirement No & Name > 1.11.14: Minimized file type mappings (not
there in Wi Fi)

3. <Requirement Description:> File type or script-mappings that are not required for
ONU/ONT operation shall be deleted.
[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.13]

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info

e Command used: ifconfig —a (To find IP information and all interfaces
B @B D[] ® GponONTWebConfigu... fg qterminal R Thunar 0333eM [

File Actions Edit View Help

0
12 (18.9 MiB) TX byt

Link encap:Ethernet HWaddr 00:1F
INNING MULTICAST M =
d frame:0
carrier:0
txqueuelen:1000
62454 (18.9 MiB) TX bytes:26252663 (25.0 MiB)

rors:0 dropped:@ o 5
rrors:0 dropped:@ overruns:@ carrier:@
txqueuelen:1000
0 (0.0 B) TX bytes:0 (0.0 B)

thernet HWaddr 00:00:00:00:00:00
5

runs:@ frame:0
runs:@ carrier:0

Link encap:UNSPEC HWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

e The below screenshot shows the firmware version of the DUT
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1ii.

iv.

HONT/system>ontver
OntSwVer : R2.8.9.6

HONT/system>[

e The below screenshot shows the information of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|j

. DUT Configuration

The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

The Tester attempts to open GUI using IP address of the DUT and login DUT using
“root” account.

:' M & 192168.1.251 x =k = )

X

< C (D 192.168.1.251 P = - O

Sign in to access this site

Autharization required by http://192.168.1.251
Your connection to this site is not secure

m =]

Verify the DUT information through device info
& C A Notseeure 192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
AN Statee Equipment ID 00142-00029-43
® Network Hardware Version: 02
# Advanced Software Version: R2096
® Maintain Build Date: 2017-09-11
MAC Address 00-1F-E6-2B-B348
Current Time 2000-01-01 00:29:55

Set the static IP address
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a‘ (im} [ Gpon ONTWeb Configuration X = -+

&« @] A Not secure 192.168.1.251/html/frame htm|

GPON ONT
Network > WAN
WAN
= Status
@ Network
LAN _—
Internet Connection Type Static IP v
WAN j=a
DHCP ) )
+ Advanced IP Address Static IP 1 .2 10 |
* Maintain Subnet Mask PPPoE 255 (255 . 0 |
Default Gateway 192 | [188 ||z 1 |
DNS Server 1 192 [[1e8  |[2 (10 |
DNS Server 2 192 |[1e8  |[2 .1 |
| Apply | Refresh
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
*+ Network IP Address 192.168.2.10
+ Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

6. Preconditions

i. The tester has administrative privileges

ii. The web server is configured according to the manual
iii. The vendor must provide the list of necessary file types.
iv. A tester machine is available.

7. Test Objective: To verify that file type- or script-mappings that are not required have
been deleted.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Test Scenario for Apache
8.1.2 This test scenario is regarding Apache Web Server
8.2 Test Setup Diagram:

| DUT (Management Port)
192.168.1.251
Test Machine
192.168.1. 49
—
A
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8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed
ii. The tester manually verifies that the file type- or script-mappings that are not
required have been deleted.

9. Expected Results for Pass: Evidence that all file type- or script-mappings, that are not
required, have been deleted.

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_ZNO_WEB_SERVER_FILE_TYPE MAPPINGS
11.1.2. Test Case Description: To verify that file type- or script-mappings that are not
required have been deleted.
11.1.3. Execution Steps:
i. With the proper privilege in the DUT access the shell to see the file types that
are commented out.
a.Command used: grep -1 "AddType” <path of configuration file>

amf@localhost $ grep -I "AddType" /etc/apache2/apache2.conf
text/html .html

prs image/gif .gif

H# application/x-httpd-php .php

1 application/x-httpd-php .phtml

# application/x-httpd-php .php3

t text/javascript .js

# application/x-sh .sh

# application/x-csh .csh

i application/vnd.microsoft.portable-executable .exe

# application/x-perl .pl

# text/x-vb .vbe

# text/vbscript .vbs

b.Here we can see that the File type that has been added in the server using
AddType Directive.
c. The File Types have been commented out using “#”
d. The tester will compare the list by the Vendor and the output of the command
any filetype left the test case will fail.

ii. With the proper privilege in the DUT access the shell to see the which File types
are been removed.
a. Command used: grep —-I “RemoveType” <path of configquration file>
amf@localhost‘? grep -1 "RemoveType" [etc/apache2/apache2.conf
.gi

.php
.phtml
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b. (Here we can see that the unnecessary file types are removed using Remove

Type Directive)
11.1.4. Test Observations: Hence we verified that the unnecessary file types are

removed in the web server.

12. Test Case Result:

SI. No TEST CASE NAME PASS/FAIL  Remarks
1 TC_NO_WEB_SERVER _FILE_
TYPE MAPPINGS
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2.11.15 TSTP for Evaluation of Restricted file access

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.15
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

<Security Requirement No & Name > 1.11.15 Restricted file access

3. <Requirement Description: > Restrictive access rights shall be assigned to all files
which are directly or indirectly reside in the ONU/ONT webserver's document
directory. In particular, the ONU/ONT webserver shall not be able to access files which
are not meant to be delivered.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0 section 4.3.4.14]

N

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info

e Command used: ifconfig —-a (To find IP information and all interfaces
N mm P DF]v| * GponONTWebConfigu... ee 2025 3em O

''''' 0333 PM

'@ qterminal

Edit View Help

ethe

e The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer 2.8.9.6

HONT/system>|

e The belc_)w screenshot shows the infoymatign of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using [P address of the DUT and login DUT using
“root” account.

-
S D & 1w x  + = a X

< O @ 192188.1.251 o= - O

Sign in to access this site

Autharization required by http://192.168.1.251
Your connection to this site is not secure

Password | ----- |

iii. Verify the DUT information through device info
< C A Notsecure 192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
# Advanced Software Version: R2.0.96
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Set the static IP address
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3' o [ Gpon ONT Web Configuration X 4

&« @] A\ Not secure 192.168.1.251/htm|/frame html|

GPON ONT

Network > WAN

WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN Lot
DHCP
+ Advanced IP Address p——cE |2 10 |
+ Maintain Subnet Mask PPPoE 255 | 256  |[0 |
Default Gateway 192 |[188 |2 1 |
DNS Server 1 192 (168 | 2 10 |
DNS Server 2 192 .[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
* Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

6. Preconditions

Refresh

i. The tester has administrative privileges
ii. The web server is configured according to the manual

iii. A tester machine is available.

iv. Test environment with a Web Browser.

7. Test Objective: To test whether the restrictive access rights are assigned to all files
which are directly or indirectly in the web server's document directory and to verify
whether path traversal is made improbable.

8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1 Test Scenario for Apache: This test scenario is regarding Apache Web Server

8.2 Test Setup Diagram:
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| — g.;-

I DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed

ii. The tester verifies that access rights on the servable content (meaning directories
and files) is set to the following:
o The files are owned by the user that runs the web server;
o The files are not writable to others, except the web server's account;

iii. The tester verifies that the user running the web server is an unprivileged
account;(Refer the TSTP for clause 2.11.4 - No system privileges)

iv. For Operating Systems that have chrooted environments, the tester verifies that
the web server runs inside a jail or chrooted environment.

v. The tester then sets access rights such that only a particular directory and file are
accessible from port 80 of the server. Others will be denied.

9. Expected Results for Pass:
i. Name of user running the web server with the privileges of the account;

ii. Access rights of files and directories that the web server serves;
iii. Configuration that shows that the web server is in a chrooted environment

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: TC_RESTRICTED_FILE_ACCESS

11.1.2. Test Case Description: To test whether the restrictive access rights are
assigned to all files which are directly or indirectly in the web server's
document directory and to verify whether path traversal is made improbable.

11.1.3. Execution Steps:
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i. With the proper privilege in the DUT access the shell to see the owner and group
of the files and directories.
a. Command used: Is -la <path of the directory where the files are hosted>

amf@localhost $ 1ls -1la
total 20
drwxr-xr-x 1/ www-data www-data 4096 Jun 19 12:07 .

drwxr-xr-x 1 www-data www-data 4096 Apr 26 21:58 ..
drwxr-xr-x 2 www-data www-data 4096 Jun 19 12:08 cgi-enabled
-rw-rw-r-- 1 www-data www-data' 51 May 26 11:37 index.html

b. (Here we can see that both the owner and group of the files are of the www-
data that is a special User and Group under Apache)
ii. With the proper privilege in the DUT access the shell to see the owner and group
of the files and directories.
a. Command used: id

amf@localhost $ id
uid=1001(amf) gid=1001(amf) groups=1001(amf)

b. (Here we can see the USERID is 1001 and the USERNAME is amf)
¢. Command used: echo “ ” >> <path of the directory where the files are
hosted>/<any available file>

amf@localhost $ echo " " >> /var/www/html/index.html
bash: /var/www/html/index.html: Permission denied

d. (Here we can see that the permission is denied cause the user is not the same
user as the web server user.)
iii. With the proper privilege in the DUT access the shell to see the owner and
group of the files and directories.
a. Command used: ps aux | grep apache2

amf@localhost $ ps aux | grep apache2

181560 0.0 0.0 6836 5560 ? 13:50 0:00] ysoinjcnroot jcnroot/ntepa |usr/sbin/ -DFOREGROUND -k start
181561 0.0 0.0 6496 2964 ? 13:50  0:00] /sbin/chroot /chroot/httpd [lusr/sbin/ -DFOREGROUND -k start
181562 0.0 0.0 1997952 4108 ? 13:50 0:00 /sbin/chroot /chroot/httpd | usr/sbin/ -DFOREGROUND -k start
181563 0.0 0.0 1997952 4132 ? S 13:50 0:00] /sbin/chroot /chroot/httpd [usr/sbin/ -DFOREGROUND -k start
184505 0.0 0.0 6768 4740 ? s 14:03 0:00] /sbin/chroot /chroot/httpd |lusr/sbin/ -k start

184506 0.0 0.

184507 0.0 0.

0 1998248 5468 ? 14:03  0:00||/sbin/chroot /chroot/httpd [usr/sbin/ -k start

0 1998176 4520 ? 14:03  0:00| /sbin/chroot /chroot/httod usr/sbin/ -k start
anf 188296 0.0 0.0 17864 2528 pts/4 S+ 14:20 0:00 grep --colour=auto

b. (We can see every process starts with /sbin/chroot/ this shows that the
Apache server is running in chrooted environment.)
c. (Anything other than that the test case will fail)

iv. Additionally, Tester can set Document Root (root folder of web server as a new
folder For Example- var/www/secure with it's own html file - Tester will create
this directory and index.html inside it)

v. Then tester will ensure access rights are such that from port 80 externally only
index.html of var/www /secure is accessible. Nor is var/www/html accessible
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not is any other file in var/www/secure accessible. The settings are change in
vi /etc/apacheZ /sites-available/000-default.conf

<VirtualHost *:80>

# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating

# redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
#ServerName www.example.com

ServerAdmin webmaster@localhost

DocumentRoot /var/www/secure

# Adding another directory

Alias /secure /var/www/html

<Directory /var/www/html>

Options Indexes FollowSymLinks

AllowOverride All

Require all granted

</Directory>

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,

# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#LogLevel info ssl:warn

ErrorLog ${APACHE_LOG_DIR}/error.log

CustomLog ${APACHE_LOG_DIR}/access.log combined

# For most configuration files from conf-available/, which are

# enabled or disabled at a global level, it is possible to

# include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only

# after it has been globally disabled with "aZdisconf".

#Include conf-available/serve-cgi-bin.conf

</VirtualHost>

<Directory />

Order Deny,Allow

Deny from all

Options None

AllowOverride None

</Directory>

<Directory /var/www/secure>

# Deny first, then allow

Order deny,allow
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# Deny everyone from everything
Deny from all
<FilesMatch index\.html>
# but allow index.html
Allow from all
</FilesMatch>
</Directory>
vi. Then tester tries to access the files and except index.html of var/www /secure
everything should be inaccessible.

11.1.4. Test Observations: Hence we verified that the restrictive access rights are
assigned to all files which are directly or indirectly in the web server's
document directory.

&« (] O & 192.168.100.18 o 2 @® a

Welcome to the Secure Web Page

You don't have permission to access this resource.

Apache/2.4.41 (Ubuntu) Server at 192.168.100.18 Port 80

b. other_file in var/www/secure is inaccessible
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[SIl <03 Forbidden 3 -+

4]
qQ
® |
[
[

« C QO & 192.168.100.18
Ll Forbidden

You don't have permission to access this resource.

Apache/2.4.41 (Ubuntu) Server at 192.168.100.18 Port 80

c. index.html of var/ww/html also not accessible

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 TC_RESTRICTED_FILE_ACCESS
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2.11.16 TSTP for Execute rights exclusive for CGI/Scripting directory

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.11.16
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name >1.11.16 Execute rights exclusive for
CGI/Scripting directory

3. <Requirement Description: >If CGI or other scripting technology is used, the
associated CGI/script directory shall not be used for uploads.

[Reference: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.4.15]

4. DUT Confirmation Details:

Use the command line interface to get details of the machine on which test is conducted.
i. Use command to get Interfaces details
ii. Use command to get Application No/Version No & Kernel Info

e Command used: ifconfig —a (To find IP information and all interfaces
[ i BB []| ® GponONTWebConfigu... g gterminal 01-30.... @ Thunar

File Actions Edit View Help
pwd

frame:0
Tuns:0 carrier:0

3 (25.0 MiB)

uns:0 frame:0
erruns:0 carrier:@

:0 (0.0 B)

00
Mask:255.255.255.0

erruns:@ frame:0@
erruns:@ carrier:0

.0 B)
thernet HWad
LTICAST MTU:150
errors:0 droppe
X bytes:0 (0.0 B)

Link encal EC HwWaddr 00-00-00-00-AA-90-00-00-00-00-00-00-00-00-00-00
NOARP MTU:1476 Metric:1

e The below screenshot shows the firmware version of the DUT
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HONT/system>ontver
OntSwVer 2.8.9.6

HONT/system>|

e The belc_)w screenshot shows the infoymatign of the DUT

#ONT/system>custom
Customer Information

Customer Name : UUAP

Customer Full Name : Alphion

System Config file : /etc/sys.cfg.alp
#ONT/system>|

5. DUT Configuration
i. The Tester opens GUI (webpage) of DUT (192.168.1.251) in tester machine

ii. The Tester attempts to open GUI using [P address of the DUT and login DUT using
“root” account.

0
S D & 192188125 x WS = () x

& G © 1921681251 v o= - 0

Sign in to access this site

Autharization required by http//192.168.1.251
Your connection to this site is not secure

Username oot

Password | ----- |

m Canel

iii. Verify the DUT information through device info
< C A Notsecure 192.168.1.251/html/frame.html

GPON ONT

Status > Device Info

Device Info
@ Status
Device Info
WAN Status
Equipment ID: 00142-00029-43
* Network Hardware Version: 02
# Advanced Software Version: R20.96
® Maintain Build Date: 2017-08-11
MAC Address 00-1F-E6-2B-B3-48
Current Time 2000-01-01 00:29:55

iv. Setthe static IP address
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3' o [ Gpon ONT Web Configuration X 4

&« @] A\ Not secure 192.168.1.251/htm|/frame html|

GPON ONT

Network > WAN

WAN
+ Status
@ Network
LAN —_—
Internet Connection Type Static IP v
WAN Lot
DHCP
+ Advanced IP Address p——cE |2 10 |
+ Maintain Subnet Mask PPPoE 255 | 256  |[0 |
Default Gateway 192 |[188 |2 1 |
DNS Server 1 192 (168 | 2 10 |
DNS Server 2 192 .[188 |2 1 |
| Apply | Refresh |
GPON ONT
Status > WAN Status
WAN Status
@ Status
Device Info
WAN Status
Internet Connection Type Static IP
* Network 1P Address 192.168.2.10
* Advanced Subnet Mask 255.255.255.0
+ Maintain Default Gateway 192.168.2.1
DNS Server 1 192.168.2.10
DNS Server 2 192.168.2.11

Refresh

6. Preconditions

i.
ii.
iii.
iv.
V.

The tester has administrative privileges

A tester machine is available.

Test environment with a Terminal.

Test Environment with a Browser

If the web server is configured with CGI/Scripting on, this test applies

7. Test Objective: To test whether the web server only has execute permissions on the

CGI/Scripting directory.

8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1Test Scenario for Apache: This test scenario is regarding Apache Web Server

8.2 Test Setup Diagram:
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| — g.;-

I DUT (Management Port)
192.168.1.251

Test Machine
l 192.168.1. 49
e

8.3 Tools Used: Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor documentation.
8.4 Test Execution Steps
i. Power up the testbed
ii. The tester tries to access the Shell of Web Server.
iii. Consult the web server configuration to identify all directories used for CGI or
other scripting components.
iv. The tester manually checks the permission of the CGI directory and verifies it by
checking it in the browser.
v. The tester will run some web scanning tools like Nikto, to get the detailed
information and verify that the only executable CGI are working.
vi. The tester should ensure that the static content directory does not have execute
permissions to prevent it from executing scripts.
vii. The tester should create a test CGI script in the CGI directory to verify that it
executes correctly and also in the static directory to ensure it does not execute.

9. Expected Results for Pass: The web server is configured such that only the
CGI/Scripting directory has execute permissions in the web server
» NOTE: Generally, it is insufficient to set operating system permissions file rights to
avoid that the web server executes code from a particular location. If only operating
system access rights are used, additional documentation, e.g. a best practice guide or
0S manual, that this is sufficient should be provided.

10. Expected Format of Evidence: Log files and screenshots of test executions.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_EXCLUSIVE_EXECUTE_RIGHTS_FOR_CGI
11.1.2. Test Case Description: To test whether the web server only has execute
permissions on the CGI/Scripting directory.
11.1.3. Execution Steps:
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i. The tester shall open any terminal emulator to access the DUT shell and use the
following command.
a. Command used: Is -la <path of the CGI-BIN directory>/< available file
name>

amf@localhost $ 1s -la test.py
-rwxr-xr-x 1 www-data www-data 245 Jun 21 11:20 test.py

b. (Here we can see that owner of the file is allowed execution rights)

c. We will open any browser and verify the following

d. URL: http://<IP address of the DUT>/<CGI-BIN Directory>/<available file
name>

<« C A Notsecure | 172.18.0.8/cgi-enabled/test py

CGI Script Test Page

ii. The tester shall open any terminal emulator and use the following command.
a. Command used: Is -la <path of the CGI-BIN directory>/< available file
name>

amf@localhost $ 1ls -la test.py

-Tw-r--r-- 1 waw-data www-data 245 Jun 21 11:20 test.py

b. (Here we can see that owner of the file does not have execution rights)

c. We will open any browser and verify the following

d. URL: http://<IP address of the DUT>/<CGI-BIN Directory>/<available file
name>

Internal Server Error

The server encountered an internal error or misconfiguration and was unable to complete your request.

Please contact the server administrator at webmaster(@localhost to inform them of the time this error occurred, and the actions you performed just
before this error.

More information about this error may be available in the server error log.

Apache/2.4.55 (Ubuntu) Server at 172.18.0.8 Port 80

e. With proper authorization in the DUT we will access the DUT shell to view the
logs

amf@localhost $ c

[Wed Jun 21 11:24:27.784194 2023] [cgid:error] [pid 3150:tid 148511222773632] (13)Permission denied: AHE1241: exec of
enabled/test.py' f

f. (Here we can see the error permission denied when the executable bit is off)
iii. The tester should create two directories: one for CGI scripts and one for static
content. For example:
a. CGIdirectory: /var/www/cgi-bin
b. Static content directory: /var/www/static
c. Command: $sudo mkdir -p /var/www/cgi-bin
d. $sudo mkdir -p /var/www/static
iv. The tester should set execute permissions on the CGI directory to ensure that
CGI scripts can run. This can be done with: sudo chmod 755 /var/www/cgi-bin
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Vi.

vil.
viii.

iX.

X.

Xi.

Xii.

The tester should ensure that the static content directory does not have execute
permissions to prevent it from executing scripts. This can be done with:
sudo chmod 644 /var/www/static

The tester should configure Apache to allow CGI script execution in the CGI
directory.

Ensure that the CGI module is enabled: sudo aZenmod cgi

Modify the Apache configuration file: sudo vi /etc/apacheZ /sites-available/000-
default.conf

Following should be in between: <VirtualHost *:80></VirtualHost *:80>
tags

Alias /cgi-bin /var/www/cgi-bin
<Directory "/var/www/cgi-bin">
Options +ExecCGI

AddHandler cgi-script .cgi
Require all granted

</Directory>

Alias /static /var/www/static

The tester should create a test CGI script in the CGI directory to verify that it
executes correctly. For example:

>sudo bash -c 'cat > /var/www/cgi-bin/test-script.cgi <<EOL

>#!/bin/bash

>echo "Content-type: text/html"

>echo""

>echo "<html><head><title>Test Script</title></head><body>"

>echo "<h1>CGI Script Executed Successfully</h1>"

>echo "</body></html>"

>EOL

>sudo bash -c 'cat > /var/www /static/test-script.cgi <<EOL

>#!/bin/bash

>echo "Content-type: text/html"

>echo ""

>echo "<html><head><title>Test Script</title></head><body>"

>echo "<h1>CGI Script Executed Successfully</h1>"

>echo "</body></html>"

>EOL

Make both the test script executable with:

sudo chmod 755 /var/www/cgi-bin/test-script.cgi

sudo chmod 755 /var/www/static/test-script.cgi

The tester should restart Apache to apply the changes: sudo systemctl restart
apache2

The tester should verify the setup by visiting the following URL in a web
browser:

http://localhost/cgi-bin/test-script.cgi

http://localhost/static/test-script.cgi

11.1.4. Test Observations:
i. When the executable bit is on, the CGI script run with no error.
ii. When the executable bit is set to off, the CGI script gave a 500 error.
iii. For step 3 onwards:
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http://localhost/cgi-bin/test-script.cgi

iv. For CGI-BIN directory:

$\ [l Testscript < [
« =2 C O O localhost ] 2 ® a1 =
| @ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share x
D CGI Script Executed Successfully
L3
v. For STATIC Directory:
** [a] 403 Forbidden X
w 2 @ & =

. c QO O localhost

‘ © Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share X

D Forbidden

You don't have permission to access this resource.

@ m,éﬂ (Ubuntu) Server at localhost Port 80

12. Test Case Result:

SI. No | TEST CASE NAME PASS/FAIL Remarks
1 TC_EXCLUSIVE_EXECUTE_RIGHTS_
FOR_CGI
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Section 12: Other Security requirements

2.12.1 TSTP for Evaluation of No System / Root Password Recovery

Optical Network Terminal (ONT)-PON ITSAR No: ITSAR403012311 | Clause no:2.12.1
family Broadband Equipment ITSAR

<DUT Details: > Syrotech SY-GPON-1110-WDONT (HGU)

<DUT Software Version:> 1.0.38-230104

<Digest Hash of 0S>DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 12: Other Security requirements

<Security Requirement No & Name > 2.12.1 No System / Root Password Recovery

3. <Requirement Description: > No provision shall exist for ONT/ONU System / Root
password recovery. In the event of system password reset (e.g., through press of Hard-
reset button), the entire configuration of the ONT/ONU shall be irretrievably deleted

N

4. DUT Confirmation Details:
Use the command line/GUI interface to get details of the machine on which test is
conducted.

i. Use GUI to get Application No/Version No & hardware Info

ii. The below screenshot shows the firmware version of the DUT

A\ Notsecure  192.168.1.1

syRotech

Status | = e

Device Information | WAN Connection Info | User Information | VOIP Information | Remate Management Status

Device Basic Info
Device Model HGU

Device ID 8014A8-F32428014A8000000
Hardware Version STD-ONU

SoftWare Version 1.038-230104

Serial No RTKG11111111

l;

445




Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON

LAN 2 Port(s) Physical LAN1, LAN2
FXS 1 Port(s) Physical FXS

GUI - Man-Machine Syrotech

5. DUT Configuration:

i.

The DUT (IP:192.168.1.1) is connected with Lab’s Testing Machine
(IP:192.168.1.2) via LAN2.

Status

Gateway Info:
[P Address  [192 18511 |
|MAC Address|3014a8000000 |

Receive/Send Info:

PORT 1| 43 | 7002 | 0© 0 136 [ 13186] 0 0
||F'DRT,2| 1411 [199188) o | o | 1298 [ass7es| o | o |
1

LAN Detect Status:

LANT FAIL
[ Lanz | PASS |
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ii. DUT is pre-configured with SSID (FTTH-210F) having Key “12345678".

syRotech

Network e

WLAN Security Settings

Gateway Name: HGU

Application Management Diagnose Help

| SSID Type:

FTTH-210F v

Authentication Mode:
WPA Cipher Suite:
WPA2 Cipher Suite:

(O Enterprise (RADIUS) ® Personal (Pre-Shared Key)
ETe [Jaes
CIip E aes

Group Key Update Timer: ‘86400

Pre-Shared Key Format:

Pre-Shared Key: [aeeeees

Apply Changes

iii. DUT is pre-configured with Boa as a webserver having 0.93.15 version.

& C [ & Notsecure | 19216811

. w <& 2 Network <%
syRotech IP0 A H S O » ® O + ® x
B ® @ = Q [ Presenelog () Disablecache Nothotting ® 23 T I3
F Filter O iwvert | [ Hide data URLs [ Hide extension URLs
Status Network U R PR R LU Al Fowch MR Doc | €SS JS  Font Img  Moedia  Manifest WS Wasm  Other [ Blocked response cookies
O Blocked requests [ 3rc-party requests
I om %m e om % @m M mm s wme 1
Device Basic Info
Device Model HGU -
e o ame X Mesders Preview Response Intator Timing
Hardware | !:@‘u'“"‘ v General
Version STD-ONU B commonijs 1)
Request URL: PH/192.168.1.1/
SoftWare B teft_en.html
1.0.38-230104 Request Method: GET
Version @ commonjs
SerialNo  RTKG1ITIIN @ uLotit - @000k
LS Remote Address: 192.168.1.1:80
© top_enasp Referrer Policy: strict-ongin-when-cross-ongin
B commonys
[ background_top_en.gif » Response Headers Ooaw
[ bar_top.gif Connection: close.
Bu Content-Length: 1462
D statym Content-Type: text/htmi
© commonjs
Date: Thu, 01 Jan 1970 0331:38 GMT
Last-Modifed: Wed, 04 Jan 2023 0856:13 GMT
s
¥ Request Headers [ Raw
Accegr:

D ot B @ -

e
exchangev=b3,q=07

gzip, deflate
en-USenq=09,en-iN:g=03

Accept-Encoding:
12 requests 180 k8 transfered 18! Accept-Language:

6. Precondition: OEM documentation is required to verify the presence and
functionality of password recovery options for the Device Under Test (DUT). This
includes determining if password recovery is possible after a DUT reset and clarifying
the specific password reset features available (if any).

7. Test Objective: To ensure that there is no system/root password recovery present

in the DUT.

8. Test Plan:
8.1 Number of Test Case Scenarios : 2

8.1.1 Test Case 01: Verify that the DUT does not have System/Root password

recovery

8.1.2 Test Case 02: Verify that the DUT does not have configured Password
/Configuration after resetting DUT via CLI/GUI Mode

8.2 Test Setup Diagram
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DUT : Digisol ONT PC1

el' Ethernet Connection

4

/4

Port: LAN 2 0S: Windows 11

IPv4: 192.168.11 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used:- CLI/GUI of DUT
8.4 Test Execution Steps
a. For TC 8.1.1: Verify that the DUT does not have System/Root password recovery

i. Login to the DUT

ii. Saveall the current DUT configuration by navigating to Management > Device
Management > Config File management and click on SaveCurrDef.
Download to your local tester machine

iii. Check the System/Root password in the DUT configuration file

b. For TC 8.1.2 Verify that the DUT does not have configured Password
/Configuration after resetting DUT via CLI/GUI Mode

i. Launch the Browser and enter the DUT’s IP address (e.g., 198.168.1.1). And
enter the username admin and password Syro@43210$ in the login page.

ii. To change the current user account password refer to precondition

iii. To set the firewall Level high to Low in IPv4 refer to precondition.

iv. To verify WLAN Basic Configuration after reset, Set the DUT WLAN Basic
Configuration refer to precondition

v. To verify WLAN Security Configuration after reset, Set the DUT WLAN Security
Configuration refer to precondition

vi. To verify all Configuration after reset, Save the current DUT configuration.
navigate Management > Device Management > Config File management and
click on SaveCurrDef

vii. Reset the DUT for the default configuration check. There is no option in DUT to
reset the password, so to reset the password we need to reset DUT to the factory
default.

viii. The DUT prompts for password login, post reset. Provide old password (admin
- Default password “Syro@43210$” for DUT) and new password (Syro@123).
Click on Save.

ix. To verify the configuration change to defaults after reset, navigate to Security >
Firewall > Firewall Level

x. To verify the configuration change to defaults after reset, navigate to Network >
WLAN > WLAN Basic

xi. To verify the configuration change to defaults after reset, navigate to Network >
WLAN > WLAN Security

9. Expected Results for Pass:
i. There should not be password recovery option available in the DUT
ii. There should not be configured configuration available in the DUT after reset
13.1.22.
10. Expected Format of Evidence: - Screenshots of CLI
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11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: 8.1.1
11.1.2. Test Case Description: Verify that the DUT does not have System/Root
password recovery
11.1.3. Execution Steps:
i. Verify that the DUT does not have System/Root password recovery
a. Login to the DUT
b. Save all the current DUT configuration by navigating to Management >
Device Management > Config File management and click on SaveCurrDef.
Download to your local tester machine
c. Check the System/Root password in the DUT configuration file

11.2 Test Case Number: 02
11.2.1. Test Case Name: 8.1.2

11.2.2. Test Case Description: Verify that the DUT does not have configured
Password /Configuration after resetting DUT via CLI/GUI Mode
11.2.3. Execution Steps:
i) Launch the Browser and enter the DUT’s IP address (e.g., 198.168.1.1). And
enter the username admin and password Syro@43210$ in the login page.

A\ Notsecure | 192.168.1.1/admin/login_en.asp

Sy@@tecﬁ

Ly Let s /Fber ...

Figure: Login the DUT.

ii) Change the current user account password, refer to precondition

iii) Set the firewall Level from high to Low in IPv4 refer to precondition

iv) Set the DUT WLAN Basic Configuration refer to precondition

v) Setthe DUT WLAN Security Configuration refer to precondition

vi) Save all the current DUT configuration by navigating to Management >
Device Management > Config File management and click on SaveCurrDef
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Config Management

You can upload and down Ioad config file
Download

Save current as default

You ca

load and down load config file

ca

o default
You can cancle the seif custome default config file

CancleCustDef

Upload: Upload custom config file. Configuration will be covered by reseting to default.
Upload As Default: Upload custom config file as default setting

Devics will auto reboot after upload success. If not, reboot Device to take sffect.

Choose File | No file chosen Upload

Choose File | No file chosen Upioad As Default

Save the current DUT configuration.

vii) Reset the DUT for the default configuration check. There is no option in DUT
to reset the password, so to reset the password we need to reset DUT to the
factory default.

Management

User Managsment | Device Management | Maintain

\e Configuration -- Restore Factory Default

Reset Router to Factory Default

[ Restore factory default | |«——@)

Configuration -- Reset Button Control

Reset the DUT.

viii)The DUT prompts for password login, post reset. Provide old password
(admin - Default password “Syro@43210$” for DUT) and new password
(Syro@123). Click on Save.

It is recommended to change your default password for this device for security and safety reasons.

1. The password must contain at least 6 characters.
2: The password must contain at least two of the following combinations

3:0-9, az, A-Z, Special characters (. _/ @1~#$%""()+=7)

o] ]—©

|New Passwd: ‘ |H
| Confirm Passwd:‘ ”4‘—0

9 [T ] carel

Set password after DUT reset.
11.2.4. Test Observation:

i. TestCase01: Not Tested

ii. Test Case02: After factory reset, the DUT does not have any previously configured
settings in the DUT. DUT requires password change after login with default user.
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12. Test Case Result:

S.No TEST CASE NAME
1 8.1.1
2 8.1.2

PASS /FAIL
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2.12.2 TSTP for Evaluation of Secure System Software Revocation

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311
family Broadband Equipment ITSAR

Clause no:2.12.2

<DUT Details: > Syrotech SY-GPON-1110-WDONT (HGU)
<DUT Software Version:> 1.0.38-230104
<Digest Hash of OS> DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 12: Other Security requirements
. <Security Requirement No & Name > 2.12.2 Secure System Software Revocation

N

3. <Requirement Description: > Once the ONU/ONT software image is legally updated/
upgraded with New Software Image, it shall not be possible to roll back to a previous
software image. In case roll backis essential, it shall be done only by the administrator
with appropriate nonrepudiation controls. ONU/ONT shall support a well-established
control mechanism for rolling back to previous software image

4. DUT Confirmation Details:

i. Use the command line/GUI interface to get details of the machine on which test is

conducted.

ii. Use GUI to get Application No/Version No & hardware Info
The below screenshot shows the firmware version of the DUT

A\ Notsecure  192.168.1.1

syRotech

Device Informaion | WAN ConnectionInfo | User Information | VOIP Information |  Remate Management Status

Device Basic Info

Device Model

HGU

Device ID

8014A8-F32428014A8000000

Hardware Version

\STD-ONU

SoftWare Version

1.0.38-230104

Serial No

RTKG11111111

I
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PR PON LOS LANZ LANI FXS  Sair Wi

cTteck

\

o N (e

@
——
Interfaces |[No.of Ports [Interface Type |Interface Name
PON 1 Port(s) Physical PON
LAN 2 Port(s) Physical LAN1, LAN2
FXS 1 Port(s) Physical FXS
GUI - Man-Machine [Syrotech

5. DUT Configuration:

i.

The DUT (IP:192.168.1.1) is connected with Lab’s Testing Machine (IP:192.168.1.2)

via LANZ2.
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Gateway Name: HGU

Application Management Diagnose Help
Status

Gateway Info:
WLAN Interface Information i Address  [192.168.1.1 |
|MAC Address|3014a8000000 |

LAN Interface Information
Receive/Send Info:

PORT_2| 1411 |190188) 0 [ 0 [ 1298 |435765) 0 | o0 |
1

LAN Detect Status:

LAN1 FAIL
| LAz | PASS |

ii. DUT is pre-configured with SSID (FTTH-210F) having Key “12345678".
syRotech

Lets Fher ..

Gateway Name: HGU

Status Application Management Diagnose Help
Network

WLAN Security Settings
| SSID Type: FTTH-210F +
Encryption: | WPA2 Mixed v

Autt i Mode: (@] ise (RADIUS) @ personal (Pre-Shared Key)
WPA Cipher Suite: ETp [aes
WPA2 Cipher Suite: Ctip B aes

Group Key Update Timer: ‘86400 ‘

Pre-Shared Key Format:

Pre-Shared Key: ‘ ........ | ‘

Apply Changes

iii. DUT is pre-configured with Boa as a webserver having 0.93.15 version.
& C | A Notsecure | 19216811 A O = @ |

sy'l-{gt_qcb_ PO Qo ¢ Bk w2 G O + - @ X
s . ® @ =© Q [ Peseneiog [)Dissblecache Nomvotting ¥ 73 T & b

[ L ST Logout |

Status Network  Security Application Management Diagnose

= Filter O invert | [ Hide data URLs O Hide extension URLs
LUUHN Al FotchXHR  Doc | €SS JS Font Img Media Manifest WS Wasm Other [ Blocked response cookies
O Blocked requests [ 3rd-panty requests

10ms 20ms 0ms o S0 o Toms 0ms ©m Wm0
Device Basic Info_
Device Model HGU
Device ID | 8014A8.F32428014AB000000 Name X Headers Preview Response  Initiator Timing  Cookies
Hordware | : dSeaty v General 4
Vorion | [STO-ONU B commonjs
| | Request URL: hitp://192.168.1.1/
SoftWare | B left enhem!
1038230104 Request Method: G
Version B commonjs
SerialNo  |RTKGIM11M11 B vo4git S Pt R0k
| s Remote Address: 192168.1.1:60
B top_enasp Referrer Policy: strict-onigin-when-cross-onigin
commonys.
[ background_top_en.gif v Response Headers CIRaw
[ bartopait Connection: close
Buosgt Content-Length: 1462
i e ¥
B status_device_basic_info_enasp Content-Type: sttt
© commonjs
Date: Thu, 01 Jan 1570 03:31:38 GMT
Last-Modified: ‘Wed, 04 Jan 2023 08:56:13 GMT
Server: B0a/093.15
v Request Headers ClRaw
Accept: xt/htmi,

P +/q=08,
exchangev=b3q=07
Accept-Encoding: gaip, deflate
12 requests 18.0 k8 transferred 18! Accept-Language: en-USeng=09,enN:g=08 E

6. Precondition: OEM documentation is needed for how to perform software revocation
in the DUT. OEM should provide previous releases of DUT software.

7. Test Objective: To ensure that once DUT software update/upgrade is over, it's not
possible to revoke to previous version of DUT software. If software revocation
possible, it should be authenticated and secure manner.
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8. Test Plan:
8.1 Number of Test Case Scenarios: 1

8.1.1 Verify if it is not possible to roll back to the previous version of the exploitable
software image and if possible to rollback, ensure that this action can only be
performed by an admin user with secure manner.

8.2 Test Setup Diagram: <DIGISOL/Syrotech>

DUT : Digisol ONT PC1

(4

el' Ethernet Connection

/

Port: LAN 2 0S: Windows 11
IPv4:192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used:- CLI/GUI of DUT
8.4 Test Execution Steps
i. Positive Testcase:

a. Log into the DUT with a high-privilege user account and navigate to the manual
upgrade section. Attempt to upload the deprecated or older version of firmware.

b. Ensure that the high-privilege user account can perform this action and
successfully rollback to the older exploitable firmware version.

ii. Negative Testcase :

a. login DUT with a low-privilege user account and navigate to the manual upgrade
section in Management section. Attempt to upload the deprecated or older version
of firmware.

b. Verify if the low-privilege user account can perform this action.

9. Expected Results for Pass: If software revocation possible, it done through admin
level user only with secure manner

10. Expected Format of Evidence: Screenshots of CLI/GUI

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: 8.1.1
11.1.2. Test Case Description: Verify if it is not possible to roll back to the previous
version of the exploitable software image and if possible, to rollback, ensure
that this action can only be performed by an admin user with secure manner.
11.1.3. Execution Steps:
i. Positive Testcase:

a. Loginto the DUT with a high-privilege user account with username as admin
and password as admin123 and navigate to the manual upgrade section in
Management section. Attempt to upload the deprecated or older version of
firmware.
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b. To verify the High-level privilege user can perform this rollback action,
navigate management > Device manage> Upgrade Image, then click on
“Browse” upload The firmware file.

O & 192.168.1.1

e_. Upgrade Image

®
DIGISOL ¢

Status Network Security Application Diagnostics Help

Management
User Manage Log File  Maintain
2

Commit/Reboot Upgrade Image

This page allows you upgrade the firmware to the newer version. Please note that do not power off the device during the upload because this make the
system unbootable

Browse... | No file selected. <—°
B
0 —[lmea ] s

Load Default

Timely Reboot

Config File

Figure: Check if low privilege user can upgrade/downgrade firmware.

ii. Negative Testcase :
a. Log out DUT and login with a low-privilege user account with username as
user and password as user123 and navigate to the manual upgrade section
in Management section. Attempt to upload the deprecated or older version of

firmware.
b. Verify if the low-privilege user account can perform this action

®
DIGISOL —
Status Network Securi Management Hel
Management < E
User Manage Device Manage ‘
Access Control - Password o

User Manage

Old Password: sesense
New Password:

Confirm Password:

Apply Changes

Check if low privilege user can upgrade/downgrade firmware.

11.1.4. Test Observation: The tester verified that the low privilege users do not have the
right to upgrade/ downgrade firmware of the DUT.

12. Test Case Result:

Sl. No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1 Tested
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2.12.3 TSTP for Evaluation of Software Integrity Check - Boot

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311
family Broadband Equipment ITSAR

Clause no:2.12.3

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical

Network Terminal (ONT) - PON family Broadband Equipment
<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3: Software Security

N

. <Security Requirement No & Name > 2.12.3 Software Integrity Check - Boot

3. <Requirement Description: > The ONU/ONT shall verify the integrity of software
component(s) at boot time by comparing the result of a standard cryptographic hash
generated strictly using the secure cryptographic controls prescribed in Table1 of the
latest document “Cryptographic Controls for Indian Telecom Security Assurance

Requirements (ITSAR)” only to the expected reference value.

4. DUT Confirmation Details:

i. Use the command line/GUI interface to get details of the machine on which test is

conducted.
ii. Use GUI to get Application No/Version No & hardware Info
The below screenshot shows the firmware version of the DUT

< 5 C | O & 9216811

) Import bookmarks.... #) Getting Started % New Tab

DIGISOL

Status Network Security Application Management Diagnostics Help
Device info WANInfo Userinfo Voipinfo Remote Manage Info

Status

Firmware Version
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Interfaces

No.of Ports

Interface Type

Interface Name

PON

1 Port(s)

Physical

PON

LAN

2Port(s)

Physical

LAN1, LAN2

5. DUT Configuration:
i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.

[=] ‘ DG-GR682TAC

Status

WLAN Info

LAN Info

« = C QO @& hitpsyf192.168.1.1

x + ~
v @ @en S e o TR W
®
DIGISOL
Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
Device Info
IP Address 192.168.1.1
MAC Address 00177caalB9e
LAN Port Status
Interface State Speed Mode
Port_1 down = =
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 636909 0 0
Port_2 784 171280 o o 204454 o o
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
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ii. HTTPS is enabled.

= DG-GRE821AC % + ~ - o >
<« C O 8 =2 192.168.1.1 * L @ H £ @ P& T B =
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
o This page configures the access control of common ports on the upstream and downstream directions; If you need to control other ports, please
IP/Port Filtering configure on the page of port filter
Service-Name LAN WAN Port Remote Host
Common Filtering Telnet 23
Ftp 21
Http 30
HTTPS 443

Ping

Submit

Web for Mobile

iii.

DUT is pre-configured with BOA as a webserver having (0.93.15) version.

£} aravind@Aravind_V: ~ *® +

:$ lcurl https://192.168.1.1 ——insecure -1
HTTP/1.0 200 OK
Date: Thu, 81 Jan 1970 80:11:50 GMT
Server: Boa/0.93.15
Connection: close
Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, 09 Dec 2022 85:59:34 GMT
X-Frame-Options: SAMEORIGIN

=% |

iv. Configure the NTP server ip address in the ONT GUI
6. Precondition: OEM should provide the document related to DUT boot process.

7. Test Objective: Verify that DUT is validate the hash of software image when booting

8. Test Plan:
8.1 Number of Test Case Scenarios: 1

8.1.1 Verify the DUT software performing a cryptographic checksum during the
booting stage.

8.2 Test Setup Diagram

DUT : Digisol ONT

PC1

y S

e Ethernet Connection E] ’
y—

% y—
Port: LAN 2 0OS: Windows 11
IPv4:192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: - DUT GUI/CLI (boot log),
8.4 Test Execution Steps

459




a. TC 8.1.1 Verify the DUT software performing a cryptographic checksum during
the booting stage.

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (https://192.168.1.1) in the address bar. Then, enter
the username admin and password Digisol@321 in the login dialog box.

ii. To verify the current running firmware version, navigate to status > Device
Basic info and find firmware version.

iii. Navigate to Management > Device Manage > Commit and Reboot, and click
commit and reboot, wait for the DUT to complete the reboot process.

iv. After rebooting the DUT and verifying the software boot log, comparing the
result of measurements such as cryptographic hashes or GRC to ensure the DUT
meets the expected reference hash values.

9. Expected Results for Pass: DUT software image hash verification at booting time
10. Expected Format of Evidence: screenshot of DUT CLI/GUI

11. Test Execution:
11.1 Test Case Number: 01
11.1.1. Test Case Name: 8.1.1
11.1.2. Test Case Description: Verify the DUT software performing a cryptographic
checksum during the booting stage.
11.1.3. Execution Steps:

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (https://192.168.1.1) in the address bar. Then, enter the
username admin and password Digisol@123 in the login dialog box.

ii. To verify the current running firmware version, navigate to status > Device Basic
info and find firmware version - as shown in figure 4.1.6.1.

(5] | DG-GR6821AC x| + ~ - (m]

< C O b heps//192.168.1.0 9L e n S e PR T B8 ©

? DIGISOL

Status Status Network Security Application Management Diagnostics  Help
Device Info WAN Info Userinfo Voip Info Remote Manage Info

Device Basic Info Device Info

Device model DG-GRE821AC
Device SH 122451CEF022376DE2
Hardware Version 4.2E1

Firmware Version V2.1.08-240402 | ‘—o

PON SIN GPONO0376DE2

Uptime 6 min
CPU Utilisation 0%

Memory Utilisation 33%

Verify the current running firmware version.
iii. Navigate to Management > Device Manage > Commit and Reboot, and click
commit and Reboot, wait for the DUT to complete the reboot process- as shown
in figure 4.1.6.2.
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(=] DG-GRE821AC = + ~ — o =

<« Cc O & == 19216811 * @ L @ @ = @ Pk T B ©® =

®
DIGISOL
Status Network Securi Application | Management | Diagnostics Hel
Managoment . S 0 2

User Manage Log File  Maintain l

CommitReboot Commit and Reboot

This page is used to commit changes to system memory and reboot your system.

Commit and Reboot: Gommitand Reboot ‘—9

Timely Reboot
Upgrade Image

Load Default

Config File
[  DG-GRES2IAC X |+ ~ = [m] X
« C O & nips//192.168.1.1 g Lo n 2 e @k T B © =
@
DIGISOL
Status Network Securi Application Management Diagnostics Hel,
Management ty PP 9 9 P
User Manage Device Manage LogFile Maintain
Commit/Reboot | Device Resetting, please wait ... 68

Timely Reboot

Upgrade Image

Load Default

Config File

To verify the cryptographic checksum during booting commit and reboot the DUT.
iv. Afterrebooting the DUT and verifying the software boot log, comparing the result
of measurements such as cryptographic hashes or GRC to ensure the DUT meets
the expected reference hash values.
v. The below figure shows the DUT not verifying the hash of software

Manufacturer:DIGISOL;

ProductClass :DG-GREB21AC
Seriallumber:1CEF@3-123451CEFO3376DE2;
IP:192.168.1.1;

HWVer:4.2E1;

SWWer:V2.1.088-240403;

1970-01-01 :38 [Motice] systemd: eth@ down

1970-01-01 38 [Warning] kernel ->rt18192cd_close
1970-81-81 :38 [Warning] kernel ror Flag: @xffffo008
1976-01-01 :38 [Notice] systemd: wlan@ down

1970-01-01 :38 [Notice] systemd: wlan® 5G down
1970-01-01 38 [Warning] kernel; rtl8192¢d close-----

[1970-01-01
1970-01-01

:38 [Warning] kernel: TAPIdxs reboot motifier called
:38 [Emergency] kernel: reboot: Restarting system

1970-01-01 738 [Warning] kernel: STopHW Succeed

1970-81-81 :38 [Warning] kernel: System restart.
1970-01-01 O 111 [Notice] systemd: br® down
1970-01-01 @ [Notice] systemd: br@ down
1970-01-01 8 [Motice] systemd: eth® down
1970-01-01 @ [Notice] systemd: eth®.2 down
1978-81-01 B [Motice] systemd: eth®.2 down
1970-01-01 O [Motice] systemd: br@ down
1970-01-01 © [Warning] kernel: port @ assign to ethd.2
1970-@1-01 8! [Warning] kernel: eth8.2 -» @x1
1970-91-01 80: [Notice] systemd: eth®.3 down
1970-01-01 00: [Motice] systemd: eth@.3 down
1970-01-01 @ [Warning] kernel: port 1 assign to eth@.3
1970-01-01 @ 2 [Warning] kernel: eth8.3 -> @x2

[ 2 [Notice] systemd: eth® down

o 2 [Notice] systemd: eth® down
1970-01-01 B 112 [Motice] systemd: br@ down
1976-01-01 @ :12 [Warning] kernel: re8670_open 3963
1978-81-01 B 112 [Motice] systemd: eth® up

13_1_23_ 1970-01-01 ©0:00:12 [Notice] systemd: brd up

12. Test Observation: Not tested
13. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1 Tested
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2.12.4 TSTP for Evaluation of Unused Physical and Logical Interfaces
Disabling

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.12.4
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 12: Other Security requirements

2. <Security Requirement No & Name > 2.12.4 Unused Physical and Logical Interfaces
Disabling

3. <Requirement Description: > The ONU/ONT shall support the mechanism to verify
all the physically accessible interfaces. Physically accessible Interfaces (including LAN
ports) which are not under use shall be disabled by configuration so that they remain
inactive even in the event of a reboot.

4. DUT Confirmation Details:

i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT

DIGISOL

Status Network Security Application Management Diagnostics Help

Status
Device Info WANInfo Userinfo Voipinfo Remote Manage Info
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Interfaces | No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:
The DUT is connected to LAN 2 - with the Lab’s Testing Machine.

L.
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= DG-GR68Z1AC x +
« C O & hups/192.168.1.1 bd L e s S o T & @
®
DIGISOL
eros Status Network Security Application Management Diagnostics Help

Device Info WAN Info Userinfo Voip Info Remote Manage Info

WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caa0boe

LAN Port Status

Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex

Send and Recv

Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 636909 0 0
Port_2 784 171280 0 0 608 204454 0 o

Active DHCP Clients

Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
(=] DG-GREB21AC b + ~ = m] =
<« C O R == 19216811 * L @ n S @ ¥ r & ® =
®
DIGISOL
Status Network Security Application Management Diagnostics Help

Securi
ty WAN Access Firewall MAC Filtering IP/Port Filtering

access control of common ports on the upstream and downstream directions; If you need to control other ports, please
portfilter.

IP/Port Filtering

Service-Name LAN WAN Port Remote Host
Common Filtering E 23
Fip 21
Hitp 80
HTTPS 443
Ping
Submit

Web for Mobile

DUT is pre-configured with BOA as a webserver having (0.93.15) version.

iii.

© aravind@Aravind_V: ~ X +

: $ curl https://192.168.1.1 —insecure -I
HTTP/1.0 208 OK
Date: Thu, 81 Jan 1970 80:11:50 GMT
Server: Boa/0.93.15
Connection: close

Content-Type: text/html

Content-Length: 2023

Last-Modified: Fri, @9 Dec 2022 05:59:34 GMT
X-Frame—-Options: SAMEORIGIN

o
6. Precondition: OEM document regarding disables the unused ports.

7. Test Objective: To verify that DUT have option to disable the unused interfaces and
it even disabled after rebooting of DUT.

8. TestPlan:
8.1 Number of Test Case Scenarios: 1
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8.1.1Verify that the DUT have option to disable the unused interfaces
8.2 Test Setup Diagram

DUT : Digisol ONT PC1

4

e|' Ethernet Connection

/

Port: LAN 2 0OS: Windows 11
IPv4:192.168.1.1 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used:- Web browser (For access GUI of DUT)
8.4 Test Execution Steps

a. TC 8.1.1 Verify that the DUT have option to disable the unused interfaces

i. To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the

username admin and password admin123 in the login dialog box.

ii. To verify the status of Physical ports, navigate to the Diagnostic > Self diagnostic.

Start Diagnostic.
iii. Disable the unused interfaces in the DUT

of DUT
10. Expected Format of Evidence: Screenshots of GUI, log
11. Test Execution:

11.1 Test Case Number: 01
11.1.1. Test Case Name: 8.1.1

Expected Results for Pass: Disabled interfaces should not be enabled after reboot

11.1.2. Test Case Description: To verify that DUT have option to disable the unused

interfaces and it even disabled after rebooting of DUT.
11.1.3. Execution Steps:

i.To log into the web interface of the router, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the

username admin and password admin123 in the login dialog box.

ii. To verify the status of Physical ports, navigate to the Diagnostic > Self diagnostic.

Start Diagnostic - as shown in below figure
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G A Notsecure 192.168.1.1 s Incognito (3)

® 2
DIGISOL
Diagnostics Status Network Security Application Management Help

Network Diagnostics  Loopback Detect  Port State | SelfDiagNose.

Module Info

(== -—O

SelfDiagNose descriptidy

SelfDiagNose

SelfDiagNose description

AP Detect

AP Detect

Iperf Test

Iperf Test.

Self-diagnosis

Port Diagnosis
pormal JPort{1] up
TPort{2] down

PON Diagnosis [} . o
error JPon not linked

e Optical power is abnormal [ne_power: -inf dBm] [tx-power: 2:15 dBm]
LAN Config Diagnosis
[rormal IThe lan configuration diagnsis is normal
System Status Diagnosis
normal IThe system status diagnosis is normal

Download Log

Serial Log Download

Clear Serial Log

Download Log

Pon Debug Status
The Pon process will output debug msg to the serial log

Enabling Pon Debug affects system performance.
Disable Pon Debug when it is nat needed

iii. Inert ethernet cable in LAN1, LAN2, PON interface - as shown in figure 4.1.6.3.

T [

iv. To verify the status of Physical ports (after utilizing every port), navigate to the
Diagnostic > Self diagnostic. Start Diagnostic - as shown in figure 4.1.6.4.
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Diagnostics Start

Download Lag

Serial Log Download

v. Click on Reboot.

vi. Post reboot, log into the web interface of the router, open a web browser and
enter the default gateway address (192.168.1.1) in the address bar. Then, enter
the username admin and password admin123 in the login dialog box.

vii. To verify that the status of ports remains same i.e. enabled, navigate to the

nostic - — as shown in fi

Diag

Serial Log Download

ure 4.1.6.5.

11.1.4. Test Observation:
i. The DUT have the option to show the status of the interfaces
ii. The DUT does not have option to configure the unused interface in the DUT

12. Test Case Result:

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1

8.1.1
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2.12.5 TSTP for Evaluation of No Default Profile

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.12.5
family Broadband Equipment ITSAR

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT) - PON family Broadband Equipment

<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 12: Other Security requirements
2. <Security Requirement No & Name > 2.12.5 No Default Profile
3. <Requirement Description: > No pre-defined user accounts other than Admin / Root
user account would be available
4. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT

DIGISOL -

Status Network Security Application Management Diagnostics Help

Status
Device info WANInfo Userinfo Voipinfo Remote Manage Info

Firmware Version
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Interfaces No.of Ports Interface Type Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.
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[ | DG-GREBIAC X |+ ~ =
« C O A hipsy//192.168.1.1 % 9L o0 S e P T3 ®
®
DIGISOL
Status Status Network Security Application Management Diagnostics  Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 182.168.1.1
LAN Info MAC Address 00177caa069e
LAN Port Status
Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 536909 0 0
Port_2 784 171280 0 0 608 204454 0 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
(5] | DG-GR6821AC x|+ v = m} X
« C O & & 19216811 * @ L e H S e &R T & © =
®
DIGISOL
S Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
L ommon ports on the upstream and downstream directions; If you nee: ontrol other ports, please
IP/Port Filtering
Service-Name LAN WAN Port Remote Host
Commoeon Filtering Telnet 2
Fip 21
Hitp 80
HTTPS 443
Ping
Submit
Web for Mobile
iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.

@) aravind@Aravind_V: ~ x A

: $ [curl https://192.168.1.1 —insecure -1
HTTP/1.0 200 OK
Date: Thu, 81 Jan 1970 00:11:50 GMT
Server: Boa/0.93.15
Connection: close
Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, €9 Dec 2022 05:59:34 GMT
X—Frame—Options: SAMEORIGIN

1%

6. Precondition: OEM document regarding predefined accounts on the DUT.

7. Test Objective: To verify the presence of any predefined accounts on the DUT, check

both the CLI and GUI interfaces.
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8. Test Plan:
8.1 Number of Test Case Scenarios : 1

8.1.1 To verify the presence of any predefined accounts on the DUT, check both the
CLI and GUI interfaces.
8.2 Test Setup Diagram

DUT : Digisol ONT PC1

m

7

el' Ethernet Connection

I-I
Port: LAN 2 0OS: Windows 11
IPv4:192.168.11 IPv4 Address: 192.168.1.10
IPv6: fe80:2::1 IPv6 Address: fe80:2::5
Default Gateway: 192.168.1.0 Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.0

8.3 Tools Used: - Web browser (For access GUI of DUT), SSH client (CLI of DUT)
8.4 Test Execution Steps
a. TC8.1.1 To verify the presence of any predefined accounts on the DUT, check both
the CLI and GUI interfaces.
b. GUI:
i. Resetthe ONT by physically pressing the reset button.

ii. Tologinto the web interface of the ONT, open a web browser and enter the default
gateway address (192.168.1.1) in the address bar. Then, enter the username
admin and password admin123 in the login dialog box.

iii. Navigate to the Management tab > Device manage >Config file. Obtain the DUT's
configuration file by clicking the download button.

iv. Verify that there is presence of any predefined accounts on the DUT, open notepad
and locate if any predefined account.

c. CLIL
i. Resetthe ONT by physically pressing the reset button.
ii. To log into the CLI of DUT, open putty enters IP address 192.168.1.1 in hostname
field, select connection type “telnet” and click on “Open”.
iii. Login into DUT by entering Username “admin” and password “admin123”.
iv. Enter the following command to access DUT configuration file,
e enterlinuxshell
e cd /var
o Is
e cd /config
o Is

v. Verify that presence of any predefined accounts on the DUT, by entering following
command:
e catlastgood.xml | grep ssh

e catlastgood.xml | grep ftp
e catlastgood.xml | grep admin
e catlastgood.xml | grep user

471




9. Expected Results for Pass: Default accounts should not be present in the DUT other
than admin or root accounts

10. Expected Format of Evidence: Screenshots of GUI/CLI, log

11. Test Execution:
11.1 Test Case Number: 01

11.1.1. Test Case Name: 8.1.1

11.1.2. Test Case Description: To verify the presence of any predefined accounts on
the DUT, check both the CLI and GUI interfaces.
11.1.3. Execution Steps:
a. GUI:

i. Resetthe ONT by physically pressing the reset button.

ii. To log into the web interface of the ONT, open a web browser and enter the
default gateway address (192.168.1.1) in the address bar. Then, enter the
username admin and password admin123 in the login dialog box. - as shown
in figure 4.1.6.1.

Password: BEETTIT U
t2usg

DIGISOL

Figure 4.1.6.1: Login using default credentials.

iii. Navigate to the Management tab > Device manage >Config file. Obtain the

DUT's configuration file by clicking the download button. - as shown in figure
4.1.6.2.

@
DIGISOL
Status  Newwork  Security @ mpphemriore] Management [lagnostics  Hel
Management Y 9 9 P

User Manage Device Manage Log File Maintain

Commit/Reboot Current Configuration Management ©
You can upload and down load config fil
Timely Reboot a

Upgrade Image

Load Default (

after upload success. If nof
as default
Config File -a.‘ el self custorn default
You can cancel the self custormn default config file

| Cancel self custom default |

Upload Confi

[ Browse... | Na file selected. | Upload |

[ Browse... | N file selected. | Upload As Default |

Figure 4.1.6.2: download config file
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iv. Open notepad, to verify that there is presence of any predefined accounts on
the DUT.
b. CLI:

i. Resetthe ONT by physically pressing the reset button.

ii. To log into the CLI of DUT, open putty enters IP address 192.168.1.1 in
hostname field, select connection type “telnet” and click on “Open”. - as shown
in figure 4.1.6.3.

B PuTTY Configuration 7 >

Category:
T--Session Basic options for your PuTTY session

i--Terr:iﬁg:ng Specify the destination you wantto connectto

- Keyboard o_r_._ Host Mame (or IP address) Port

- Bell 192.168.1.1 23
- Features

— - WWindow

- Appearance
- Behawviour
- Translation Load. save or delete a stored session
+- Selection
L Colours
— - Connection
- Data Default Settings Load
— Proxy tont

+-SSH Save
- Sernal

- Telnet Delete
- Rlogin

- SUPDUP

Connection type:

la'Otheer: Telnet ~

Saved Sessions

Close window on exit:
) Always ) Never ) Only on clean exit

About Help e—"l | Open | | Cancel

Figure 4.1.6.3: Access CLI by using Putty
iii. Login into DUT by entering Username “admin” and password “admin123”-
as shown in figure 4.1.6.4.
iv. Enter the following command to access DUT configuration file, - as shown in
figure 4.1.6.4 and figure 4.1.6.5.
e enterlinuxshell

e cd /var
o Is
e cd /config

EE

Figure 4.1.6.4: Login credentials and steps to access config file
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Figure 4.1.6.5: steps to access config file
v. Verify that presence of any predefined accounts on the DUT, by entering

following command:

e catlastgood.xml | grep ssh

e catlastgood.xml | grep ftp

e catlastgood.xml | grep admin

e catlastgood.xml | grep user

A. GUIL:
Predefined user accounts other than Admin / Root user account were present
in the DUT.

1.

=] httpsscan

File Edit

<value
<value
<value
<value
<value
<value
<value
<Vvalue
<value
<value
<value
<value
<value
<value
<value
<value
<value
<value
<value
<value
<value
<value
<value
<value
<Value
<Value
<Value
<Value
<Value
<Value

Scan_6.1.txt

View
AVOLUT NamE— FRUVAINLE JLUMNUAN JNMF UDCR vaiuc—

Name:

"PROVINCE_SICHUAN_TFTP_PASSWD" Valu

Name="PROVINCE_SICHUAN_TFTP_USER" Vvalue=

Name:

ROVINCE_SICHUAN_SSH_PASSWD" Value:

CEEN P

ROVINCE_SICHUAN_SSH_USER" Value="e8ssh"/>

ON_CUSTOM_SDK" Value=
MCI_LOGFILE_MASK" value="8"/>

MCI_TM_OPT" Value=
MCC_VER" Valu

MCI_SW_VER2" Value="Vv3.2.62-221128"/>
"V3.2.02-221128"/>

LAN_MANU_TAG
LAN_MANU_MODE
LAN_CFG_TYPE" Valu
TK_IGMP_TAGDECISION" Val
TK_IGMP_VIDTYPE" Valu
TK_IGMP_DROPV1" Valu
TK_IGMP_DBGEN" Value=
MCI_VEIP_SLOT_ID" Value
MCI_FAKE_OK" Value="1

MCI_VENDOR_PRODUCT_CODE" Value="0"/>

USTOM_ME" Value="262144"/>
STOM_MCAST" Value="0"/>
MCI_CUSTOM_RDP"

USTOM_BDP

DUTlog_12.5.txt
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=] http: Xt L_6.1.tx xt lastgood (5).xml

File Edit View
SVALUE NENIES LWPIF LUNIKEY USERNAME  Vdiues= 1uns /2
<Value WM NFORM TIME" valu e"/>
<Value Nam N M " value="43280"/>
<Value Name
<Value Nam M | alu admin"/>
<Value Name: WM CS M u admin”/>
<Vvalue Nam alu http://devacs.edatahome.com:9@9@/ACS-server/A
<Value N WM "http://devacs.edatahome.com:9098/ACS-server/ACS" />
<Value
<value value="1"/>
<Value N u 55 " valu />
<Value |
<Vvalue PROVINCE_SICHUAN_FUNCTION MASK" Value
<Value Na PROVINCE SICHUAN RESET PA: ORD" Value="SCDX189"/>
<Value Na igisol@321#"/>
<Value
<value Na SYSLOG ¢ alue="0"/>
<Value N SYSLO u 9.0.0"/>
<Value
<value
<value
<Value o |
<Vvalue WIFI_MAP_DEVICE_NAMI
<value Na WIFI_MAP_CONFIGURED BAND" Value:
<Value N WIFI_MAP_CONTROLLER" Valu
<value Na WIFI_STA_CONTROL™ valu
<value N WLAN_BANDST_STALOADTHRESHOLD2G" Value
<Value Na WLAN_BANDST_STEERINGINTERVAL" Valu
<value Na WLAN_BANDST CHANNELUSETHRD" Value
<value WLAN_BANDST_RSSTHRDLOW" Valu
<value Na WLAN_BANDST RSSTHRDHIGH" Value=
<Value N WLAN_BANDST_ENABLE" Value="
<value
<Value

<value Na WLAN1_QoS" Value=
<value JLANT_VAP3_ITF
<value

E 58 g ct lastgood (5).xml

File Edit View
<Value "QOS_UPRATE" Valu

<value N "DIFFSERV_PHBCLAS

<Value N S_DIFFSERV" Value

<Value

<value N R_STP_ENABLED"

<Value N "BR_AGEING_TIME" u 300" />
<Value N u odem/Router™/>
<Value K ] SCR" valu stem Description"/>
<Value

<Value "INIT_LINE"

<Value Na "DEVICE_TYPE"

<Vvalue

<Vvalue

<Value

<Value

<Value

<value Na CF_IN_ACTION" V,

<value Na ACF_OUT_ACTIO

<value Na "IPF_IN_ACTIO

<value Na "IPF_OUT_ACTI

<value Na "RIP_VERSION

<value Na "RIP_ENABL

<Value Na "ADSL_OLR" Value

<Value Na E" Valu

<Value value="17

<Vvalue

<Vvalue "DNS2" Value

<Value Na "DNS1" Value="@

B. CLI:
i. Predefined user accounts other than Admin / Root user account were present in
the DUT.
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11.1.4. Test Observation:

i. The DUT have the predefined accounts other than admin/root accounts in CLI
ii. The DUT does not have option to configure the unused interface in the DUT

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1 FAIL
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Section 13 Specific Requirement

2.13.1 TSTL Report for Evaluation Registration with ONT

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311

Clause no:2.13.1

family Broadband Equipment ITSAR

Applicant Name: SyroTech

Application Number: GE-BE-1103240001

DUT Details: GPON-ONT

TSTL Document ID: GE-BE-1103240001 v001
DUT Make: SyroTech

DUT Model no: SY-GPON-2010-WADONT

DUT Serial Number: 5447E8-123455447E8541A97
DUT Software Version: V 3.2.02-231205
Applicable ITSAR: ONT ITSAR403012311
Version No: 1.0.1

OEM Supplied Document list: NA

1. <ITSAR Section No & Name> Section13: Specific Requirement
2. <Security Requirement No & Name > 2.13.1 Registration with ONT
3. Requirement Description: The ONT must support transmitting serial No,
registration ID, logical ONU ID, credentials for mutual authenticating with OLT
OLT should support this mutual authentication

1.

ii.

Pre-shared secret A compliant G-PON system shall support a pre-shared secret key
(PSK) that is associated with a particular ONU and is stored at that ONU and in the
operator infrastructure. On the operator side, the pre-shared secret for a particular
ONU might be stored in the physically connected OLT, or at a central server that the
OLT accesses during authentication. The PSK is a 128-bit value. It may be
provisioned into the ONU and into the operator infrastructure in any manner that
satisfies these requirements.

Master session key OLT and ONU may execute a mutual authentication procedure,
in the course of which both the OLT and the ONU compute the 128-bit master
session key (MSK), a session-specific shared secret. Whenever the ONU is
successfully authenticated MSK is used to encrypt data encryption keys that are
transmitted upstream. For the duration of the execution of the secure mutual
authentication procedure, the OLT refrains from initiating data encryption key
exchanges. OLT and ONT mutually authenticate based on pre-shared key or master
session key.

[Reference Annex B Enhanced security capabilities 9.13.11 of ITU-T G.988]

4. DUT Confirmation Details:
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®
DIGISOL

Status Network Security A Diagnostics Help

Status ) E R
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
Device Basic Info Device Info
Device model DG-GR8821AC
Device SN 123451CEF03376DE2
Hardware Version vaz
Firmwiare Version V2.1.08-230602
PON SIN GPOND0376DE2

5. DUT Configuration
i. The DUT (IP:192.168.1.1) is connected to the Lab’s Testing Machine (IP:192.168.1.2)
via LANZ.
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[=] DG-GRE821AC kS + ~ - [m]
« C O G hips//192.168.1.1 r 9 r @ n 5 @ K- r & o

®
DIGISOL

Status Network Security Application Management Diagnostics Help
Device Info WANInfo Userinfo VoipInfo Remote Manage Info

Status

WLAN Info Device Info
1P Address 192.168.1.1
LAN Info MAC Address 00177caa069e

LAN Port Status

Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex

Send and Recv

Interface: Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped

Part_1 2079 467487 0 0 2204 636909 0 0

Port_2 784 171280 0 0 608 204454 0 0

Active DHCP Clients

Device Type. MAC Address IP Address Lease Time

Diorioni

ii. HTTPS and SSH is enabled.

= DG-GRG821AC x aF v - O X
= G O & o 19216811 DAs © g N =
®
DIGISOL
. Status Network Securit Application Management Diagnostics Hel
Security . — = = =

WAN Access Firewall MAC Filtering IP/Port Filtering

This page configures the access control of common ports on the upstream and downstream directions; If you need to control other ports, please configure on

IP/Port Filtering the page of port il

Service-Name LAN WAN Port Remote Host
Common Filtering Telnet »
Ftp 21
Hitp 80
HTTPS 443
Secure Shel(SSH) 22
Titp
Ping

iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.

@ aravind@aAravind_V: ~ X +

1 $ curl https://192.168.1.1 —insecure -I
HTTP/1.0 200 OK
Date: Thu, 01 Jan 1970 00:11:50 GMT
Server: Boa/0.93.15
Connection: close
Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, 09 Dec 2022 05:59:34 GMT
X-Frame—-Options: SAMEORIGIN

: 8|

6. Pre-Condition: OEM shall documentation stating the supported access methods into
DUT

7. Test Objective: To verify that minimum two of the above authentication attributes
shall be mandatorily combined for protecting all the accounts from misuse and for
local access and machine accounts, at least one authentication attribute shall be
supported
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8. Test Plan
8.1 Test Cases: To verify ONT must support transmitting its serial number, registration

ID, logical ONU ID, and credentials for mutual authentication with the OLT, which
should support both pre-shared keys (PSK) and master session keys (MSK) for
secure mutual authentication.

8.2 Test Bed Diagram

DUT : DIGISOL (DG-GR6821AC)

PC2
y
IP: 192.168.8100 Optical connection e Ethernet Connection D]l
GEPON OLT OoLT _"
Uplink port GE8 WAN LAN1 [

LAN:192:168.11
0S: Windows 11
IP Address: 192.168.1.10
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

o
(o]
-

0S: Windows 11

IP Address: 192.168.8.101
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.8.100

Ll

-

!

8.3 Tools Required

9. Expected Results for Pass

1.

ii.

iii.
iv.

Vi.

vii.

To capture the traffic (data encryption) between ONT and OLT, enable the OMCI
logs

To log into the web interface of the OLT, open a web browser and enter the default
gateway address (192.168.8.100) in the address bar. Then, enter the username
admin and password Xpon@0I1t9417# in the login dialog box.

Physically connect the ONT to the OLT over PON port.

To enforce authentication between OLT and ONU for registration, log into the web
interface of the ONT, open a web browser and enter the default gateway address
(192.168.1.1) in the address bar. Then, enter the username admin and password
admin123 in the login dialog box.

Navigate to Network > LOID register, to create a new LOID, provide the LOID name
as Deltaphi and password as admin123.

To add a LOID in the OLT, navigate to Authentication > LOID List, ONU LOID select
for PON1 as add LOID username Deltaphi and password admin123 and submit

To verify if the registration of the ONU is done with the ONT (post enforcing
authentication) and check the connection status in the OLT, navigate to ONU
configuration > ONU list > set Port ID as PON1 > Refresh.

viii. Verify that the ONU sends its serial number, registration ID, and logical ONU ID with

credentials to the OLT, and that the DUT supports mutual authentication with a pre-
shared key and encryption using the master session key.

10. Expected format of evidence

11. Test Execution
11.1 Test Case Number: 1
11.1.1. Test case Name: To verify ONT must support transmitting its serial number,

registration ID, logical ONU ID, and credentials for mutual authentication with
the OLT, which should support both pre-shared keys (PSK) and master session
keys (MSK) for secure mutual authentication.
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11.1.2. Test Case Description: To verify ONT must support transmitting its serial
number, registration ID, logical ONU ID, and credentials for mutual
authentication with the OLT, which should support both pre-shared keys
(PSK) and master session keys (MSK) for secure mutual authentication.

11.1.3. Tool Used: Manual

11.1.4. Execution Steps:

i. To capture the traffic (data encryption) between ONT and OLT, enable the OMCI
logs. Refer precondition.

ii. To log into the web interface of the OLT, open a web browser and enter the
default gateway address (192.168.8.100) in the address bar. Then, enter the
username admin and password Xpon@01t9417# in the login dialog box.

iii. Physically connect the ONT to the OLT over PON1 port-

iv. To enforce authentication between OLT and ONU for registration, log into the
web interface of the ONT, open a web browser and enter the default gateway
address (192.168.1.1) in the address bar. Then, enter the username admin
and password admin123 in the login dialog box.

v. Navigate to Network > LOID register, to create a new LOID, provide the LOID
name as Deltaphiand password as admin123, apply changes- as shown in figure

(=) OLT Web Management Interfface X DG-GREB21AC x + ~ - [m] X
« 5 ¢ Ofa = o e | * 9L o So®P®s T 9 =
® R
DIGISOL o
Status Network Security Application Management Diagnostics Help

Network
Internet  Bind Seftings, LAN 5G 24G |TR069 | QoS Time Route

ACS Server LOID Config &

The logical ID function is used far the registration and distribution of the new device,please do not change tRestartthe gateway If changing the logical
ID causes business to malfunction.

CA Certificate

LoID: Deftaphi
e—. LOID Register . '—o
Passwort d: admin123 |show|

PWD Register ——

vi. To add a LOID in the OLT, navigate to Authentication > LOID List, ONU LOID
select for PON1 as add LOID username Deltaphi and password admin123 and
submit -as shown in figure 4.1.6.3
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E] OLT Web Management Interface X DG-GR6821AC X + ~

« C O & 1921688100/ )

D IGI SOL I

Authentication Mode ~ MAC List t—o
ONU LOID
OLT Configuration

ONU list

OLT Information

Add LOID

Authentication
Rogue ONU Password adminl23

Profile Configuration 4—6

System Configuration

ONU LOID Authentication Table
Index LOID Password Delete

1 Deltaphi admin123 [T}

Clear || Refresh

Figure no. 4.1.6.3: Configuring the LOID in the OLT
vii. To verify if the registration of the ONU is done with the ONT (post enforcing
authentication) and check the connection status in the OLT, navigate to ONU

configuration > ONU list > set Port ID as PON1 > Refresh - as shown in figure
4.1.6.4

= OLT Web Management Interface X DG-GR6821AC x + ~ - o x

192.168.8.100/action/main html g L on $e P T8 9 =

«
D IG I SOL Status ONUlist Save Logout

(eIl B8 ONUStatus OPMDiag ONUBasic  ONU Statistics ~ Confirm ONU ~ ONU Scheduled Reboot

OLT Information
ONU Authentication Information
OLT Configuration
ONU Configuration Port ID | PON1 v ||Refresh
ONU list ONU Type | Authentication v_\ Deregister | | Reboot | | Unauth || Delete Offline
e, MAC (HH:HH:HH:HH:HH:HH) | Search
T ] Description Search |Fuzzy Search
pgrade
Auto Unauth
Rogue ONU ONU (60-604800s or no set) | submit
Profile Configuration Online 1 ONUs / Total 1 ONUS
System Configuration Auth Auth | Loid/
ONU ID Status | MAC Address Description | RTT(TQ) | Type Flag |EXhange |yode  |password Action
EPONO/1:2 | Oniline | 00:17:7C:AA:06:9E | N/A 98 2GE+1POTS+WIFi At |Finish  [Loid | DGoPry | Config Macinfo Brofle Dercaister

Figure no. 4.1.6.4: Registration verifying in the OLT
viii. Verify that the ONU sends its serial number, registration ID, and logical ONU
ID with credentials to the OLT, and that the DUT supports mutual
authentication with a pre-shared key and encryption using the master session
key.
» Note: The OEM should provide documentation required for the master session
key (MSK) and confirm that DUT supports mutual authentication using a pre-
shared key and encryption with the master session key.

11.1.5. Evidence Provided:
a.Screenshot from OLT after ONU registration below:
i. Serial number - GPON006376DE2
ii. Registration ID - MONU
iii. Logical ONU ID - 00177caa069e
iv. Credentials - Deltaphi/admin123
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(5] | OLTWebManagement Interface X = +

<« C O 8 192.168.8.100/action/mainhtml

DIGISOL

OLT Information

Status ONUlist Save Logout

SAEEN  Alarm

Alarm Log Table

Threshold Alarm  Syslog Server  Syslog Server IPV6  Save Syslog

OLT Configuration

Select Counts 200
ONU Configuration Alarm Type (AL v

System Configuration v

Download Log | txt

em Lo No.1 Page/Total 2 Page 20 Item per page/Total 21 Item  First, Previous, Next, Last Clear All  Refresh
Device Management No. |Time Level |Event Message
Lol arErEnE 1 |1999/12/31 00:08:00 | major | ONU AUTH Success | PON 0/1 ONU 1 1C:EF:03:37:6D:E2.
SNMP 2 | 1999/12/2100:07:59 | major [PON LOS Recovery  |PON 071 Link-Up
':):’:P 2 |1999/12/31 00:07:59 | major | ONU Register PON 0/1 ONU 1 llid 0 1C:EF:03:37:6D:E2.
e 4 [1999/12/31 00:07:33 | major | ONU Deregister PON 0/1 ONU 1 llid 0 1C:EF:03:37:6D:E2 MPCP TIMEQUT.
= 5 [1999/12/3100:07:31 | major |PON LOS PON 0/1 Link-Down
Mirror 6 |1999/12/31 00:06:44 | major | ONU DEAUTH Success | PON 0/1 ONU 3 00:17:7C:AA:06:9E.
Login Management 7 [1999/12/31 00:06:44 | major | ONU DEAUTH Success | PON 0/1 ONU 2 00:17:7C:A9:D0:6E.
SsH & |1999/12/31 00:06:03 | major | ONU Finish PON 071 ONU 1 1C:EF:03:37:6D:E2.
Diagnose o [1999/12/31 00:06:00 | major | ONU AUTH Success | PON 0/1 ONU 1 1C:EF:03:37:6D:E2.
Tacacs+ 10 |1999/12/31 00:06:00 | major | ONU Register PON 0/1 ONU 1 llid 0 1C:EF:03:37:6D:E2.
Radius 11 |1999/12/21 00:06:00 | major | PON LOS Recovery PON 0/1 Link-Up
Dot 12 |1999/12/21 00:05:59 | major | PON LOS. PON 0/1 Link-Down
13 |1999/12/21 00:05:59 | major | PON LOS Recavery | PON 0/1 Link-Up
14 |1999/12/31 00:05:59 | major | ONU Deregister PON 0/1 ONU 1 llid 0 1C:EF:03:37:6D:E2 MPCP ONU initiates DEREG.
15 |1999/12/31 00:05:59 | major | PON LOS PON 0/1 Link-Down
16 |1999/12/31 00:05:59 | major | PON LOS Recovery | PON 0/1 Link-Up
17 |1999/12/31 00:05:59 | major | ONU Register PON 0/1 ONU 1 llid 0 1C:EF:03:37:6D:E2.
18 |1999/12/31 00:05:58 | major | PON LOS PON 071 Link-Down
19 |1999/12/31 00:05:58 | major | PON LOS Recovery | PON 0/1 Link-Up
20 | 1999/12/31 00:05:58 | major | ONU Deregister PON 071 ONU 1 llid 0 1C:EF:03:37:6D:E2 MPCP ONU initiates DEREG.
E] OLT Web Management Interface x DG-GRE821AC X + - a
« 192.168.8.100/action/main s L @ H =5 @ J ) oy TS ©
@
D I GI SOL Status ONUlist Save
ONU Status ~ OPMDiag  ONUBasic  ONU Statistics ~ Confirm ONU ~ ONU Scheduled Reboot
OLT Information
OLT Configuration Bandwidth Port VLAN QoS IGMP VoIP SIP  POTS Alarm WAN  WiFi  DHCP Server EPON 0/1:3 00:17:7C:AA:06:9
ONU Configuration MAC Info  Security Tr069 Misc  Advance Go Back
ONU Basic Information
Authentication
S Descripton [ |ubm
Eomiciny Basic Information
Profile Configuration Vendor ID MONU Model ID Haz23
St SO LTt ONU 1D 00177c33069¢ | Hardware Version va.1

Software Version V3.2.02-221128 Firmware Version Tz 00 &b 2k

14:49:39
Optical Module Information
Temperature 37.05 °C |Supplv Voltage |3.27 v
Bias Current 9.80 mA |Transm\t Power | 1.60 mW (2.04 dBm)

Receive Power 0.53 mW (-2.73 dBm)

CAP2 Information

ONU Type HGU Multi LLID unsupport
Protection Type unsupport PONIF Count 1

Slot Count 0 Interface Type Count 5

Interface Type Port GE(2); FE(O); POTS(1); USB(0); WLAN(2);

VoIP Information

MAC Address 00:17:7C:AA:06:9E |Pmtncn| Support |SIP

Software Version V3.2.02-221128 |Snﬁware Time |20221125144306

User Count 1

DIGISOL

ONU Status  ONU Optical Information ~ ONU Version Information ~ ONU Manual Add ~ ONU Allowlist ~ ONU Statistics
OLT Information Detail Information PR
OLT Configuration [Submit | Back|
Shivlconfiaiiation Description e TCONT number: 31
Main software version V2.1.08 GEM port number: 127
ONU AutoLearmn standby software version |v2.1.08 Total priority queue number: 127
ONU Upgrade Vendor ID: MONU up priority queue number: 103
Rogue ONU Version 4.2E1 down priority queue number: 24
ONU Comman Service SN GPONOO376de2 Traffic scheduler number: 31
Profile Configuration Admin Status: unlock Traffic management option: priotity&rate controlled
System Configuration Battery monito false Total UNI number. 4
Security mode: aes Chip info: 2
Product code: 0 40GE number: 0
Total priority queue num: | 127 25GE number: 0
Total traffic schedule num: |31 10GE number: 0
Traffic management option: | prictity&rate controlled SGE number: 0
Operate status: enable 2.5GE number: [
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< C O fbr

DIGISOL'

OLT Information
OLT Configuration
ONU Configuration

ONU list

Authentication
Upgrade
Rogue ONU
Profile Configuration
System Configuration

(5] | OLTWeb Management Interface X

DG-GR6821AC

tps://192.168.8.100/a

ONU Status ~ OPM Diag

ONU Authentication Information

Port ID
ONU Type
MAC
Description

Auto Unauth
ONU

| PON1
| Authentication

Online 1 ONUs / Total 1 ONUs

ONU Basic

« || Refresh

« || Deregister || Reboot || Unauth | | Delete Offline
(HH:HH:HH:HH:HH:HH)
Search| Fuzzy Search

I:I(ﬁn-ﬁmamls or no set) | submit

ONU Statistics

~ = [m] kS

@H S o0 P T® ©

Status  ONUlist Save Logout

Confirm ONU ~ ONU Scheduled Reboot

Search

Auth auth [ Loid/

ONUID |Status |MAC Address Description | RTT(TQ) | Type Fag |E<hange | yode | password Action
N R Dettaphi/ Config Maclnfo Profile Deregister
EPONO/1:2 | Online | 00:17:7C:AA:06:9E | N/A 98 2GE+1POTS+8WiFi | Auth | Finish Loid | gmimi23 e Lt

(. RegisterationOMCllog.pcapng

File Edit Vie

d_o
Send_g@
Send_o@

d_ee

s
@0), Dst: Receive 0@ (

- ONT Data

rved - ONT Data
uite Value Change - Reserved for future standardization
ed - ONT Data
ed - ONT Data
ite Value Change - Reserved for future standardization
- =xxTppx*x (g)
- xxxTppx*x (@)
- ONT Data
- Reserved for future standardization
()
- ONT Data
- Reserved for future standardization
- =xxTppx*x (g)
- =xxTpprrx (g)
- ONT Data
i o Change -
ed = DNT Data

(4355)

(4356)

(4355)

(4356)

Reserved for future standardization

e Fake IF, rm;mr from Hex Dump, id @
)

» Note: The OMCI logs captured on the DUT are transmitted in a Wireshark-
compatible format. However, we are unable to interpret or decode these logs.
To obtain the encryption and authentication keys used by the OLT and ONT

during registration and properly analyze the OMCI logs,

documentation is necessary

11.1.6.

the OEM's

Test Observation: The tester observed that the ONT was transmitting its
serial number, registration ID,

logical ONU ID, and credentials while

performing mutual authentication with the OLT.
a. OEM dependent is required for the following points:

i. To check the data encryption between OLT and ONT, analysis of OMCI logs is

required.

» Note: The OEM should provide documentation explaining the process to

convert the OMCI logs from hex dump format to binary data, which is the

actual format required for a PCAP file to analyze the cryptographic controls

used in the DUT during key exchange.

ii. The OEM should provide documentation detailing how the ONT and OLT

mutually authenticate, compute a 128-bit master session key (MSK), and
exchange session-specific shared secrets and data encryption keys.
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12. Test Case Result: The ONT transmitted credentials during mutual authentication
with the OLT. OEM-dependent documentation is required for converting OMCI logs
to binary for PCAP analysis and for details on the session key and shared secrets
exchange.

Note: OMCI logs are OEM proprietary. hence required OEM support to decode
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2.13.2 TSTL Report for Evaluation Secure data Communication on
wireless media (Ex: Wi-Fi) for ONT

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.13.2
family Broadband Equipment ITSAR

Applicant Name: SyroTech

Application Number: GE-BE-1103240001

DUT Details: GPON-ONT

TSTL Document ID: GE-BE-1103240001 v001
DUT Make: SyroTech

DUT Model no: SY-GPON-2010-WADONT

DUT Serial Number: 5447E8-123455447E8541A97
DUT Software Version: V 3.2.02-231205
Applicable ITSAR: ONT ITSAR403012311
Version No: 1.0.1

OEM Supplied Document list: NA

1. <ITSAR Section No & Name> Section 13: Specific Requirement

2. <Security Requirement No & Name > 2.13.2. Secure data Communication on
wireless media (Ex: Wi-Fi) for ONT

3. Requirement Description: ONU/ONT should support, WPA2- PSK or later version
with AES standard in wireless networks which has strong encryption for Wi-Fi
standard

4. DUT Confirmation Details:

®
DIGISOL ==

Status Network Security Application Management Diagnostics Help
Device Info WANInfo Userinfo VoipInfo Remote Manage Info

Status

Device Basic Info Device Info

Device model DG-GRE821AC
Device SN 123451CEF03376DE2
Hardware Version V42

Firmware Version V2.1.08-230602

PON SIN GPOND0376DE2
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5. DUT Configuration
51.The DUT is configured with authentication credentials mentioned in DUT Confirmation
Details.
52.The DUT (IP:192.168.1.1) is connected to the Lab’s Testing Machine (IP:192.168.1.2) via
LAN2.

Gateway Name: HGU

Status urit Diagnose

Help

nfo:
WLAN Interface Information [P Address  [192 18811
[MAC Address[so14a8000000 |

LAN Interface Information
Receive/Send Info:

PORT_1 43 7002 o 0 136 13196 0 0
|lPorT_2[ 1411 [19s188] o | o | 1288 [435765) o [ o |
L

LAN Detect Status:

LANT FAIL
| Lanz | FASS |

53.DUT is pre-configured with SSID (FTTH-210F) having Key “12345678".
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syRotech

Lets Faber ..

Gateway Name: HGU

Application Diagnose

Help

WLAN Security Settings

| SSID Type: FTTH-210F ~
Encryption: | WPA2 Mixed v

Authentication Mode: (@] Enterprise (RADIUS) ® Personal (Pre-Shared Key)
WPA Cipher Suita: ETp [Jaes

WPA2 Cipher Suite: CTkip AES

Group Key Update Timer: |86400 |

Pre-Shared Key Format:

Pre-Shared Key: [eeeens | |

Apply Changes

54. DUT is pre-configured with Boa as a webserver having 0.93.15 version.
syRetech

Status fppication

Device Basic Info
Device Basic Information Device Model HGU
Device ID 8014A8-F32428014A8000000
Hardware Versi D-ONU
Software Version |2.1.02-220505
Serial No RTKG 11111111
f€ L[  Elements Console  Sources  MNetwork  Performance  Memory  Application  Security Lighthouse  Recorder J§
@ @ Y Q ([OPreservelog [0 Dissblecache Nothrotting ¥ & 1 &
Filter O Invert [ Hide data URLs [ Hide extension URLs Al | Fetch/XHR || JS || €SS || Imo || Media || Font | Doc | WS || Wasm || Manifest| Other | (J Blocked response cookies () Blocked requests [J
s 100ms 150ms 200ms 250ms 200ms 3sams a0 ms asoms soams 550l
= — |
Name X Headers Preview Response  Initiator  Timing
B 192168.1.1 ¥ General
“““““““ ® Request URL: hittp://192.168.1.1/
(& left_en.htm Request Method: GET
ﬂﬂﬂﬂﬂﬂﬂ s Status Code: @200 OK
U _o4.gif Remote Address: 192.168.1.1:80
() top_enasp Referrer Policy: strict-origin-when-cross-origin
cccccccc js
background._top_engif ¥ Response Headers OJRaw
close
1462
text/html
Th, 01 Jan 1970 00:41:30 GMT
Last-Modified: Thu, 05 May 2022 09:25:33 GMT
Server: E03/093.15
¥ Request Headers OJRaw
Accepts text/html appli image/jxlimage/avifimag: i 7/%:9=08,appli
Accept-Encoding geip, deflate

6. Pre-Condition: OEM shall documentation stating the supported access methods into
DUT

7. Test Objective: To verify that minimum two of the above authentication attributes
shall be mandatorily combined for protecting all the accounts from misuse and for local
access and machine accounts, at least one authentication attribute shall be supported

8. Test Plan

8.1 Test Cases: To verify that the DUT supports WPA2-PSK or later version with AES

standard in wireless networks which has strong encryption for Wi-Fi standard
8.2 Test Bed Diagram
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DUT : Syrotech ONT PC1

b

ell Ethernet Connection

—’
A—

Port: LAN 2 OS: Windows 11

IP: 192.168.1.1 IPv4 Address: 192.168.1.2

IPv6 Address: fe80:2::5
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

8.3 Tools Required

9. Expected Result for pass
i. To reset the DUT, long-press the physical rest button on the DUT.
ii. Open a web browser and enter the default address (192.168.1.1) in the address bar
and enter the username ‘admin’ and password ‘Syro@43210$’ in the login page.
iii. To verify that DUT supports WPA2-PSK with AES as default per standard, Navigate
to Network > WLAN > WLAN Security.

10. Expected format of evidence: The DUT uses the standard WPA2-PSK with AES

11. Test Execution

Test Case Number Test case name

01 To verify that the DUT supports WPA2-PSK or later version
with AES standard in wireless networks which has strong
encryption for Wi-Fi standard

11.1.1.Test Case Description: To verify that the DUT supports WPA2-PSK or later
version with AES standard in wireless networks which has strong encryption for
Wi-Fi standard
11.1.2.Execution Steps
i. To reset the DUT, press the physical rest button on the DUT.
ii. Open a web browser and enter the default address (192.168.1.1) in the address
bar and enter the username ‘admin’ and password ‘Syro@43210%’ in the login
page - as shown in figure 4.1.6.1.

A Notsecurd] 1921684170 % 0O 0O

Figure 4.1.6.1 - Login page of DUT.
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iii. To verify that DUT supports WPA2-PSK with AES as default per standard,
Navigate to Network > WLAN > WLAN Security - as shown in figure 4.1.6.2.
syRetech

Gateway Name: HGU

— 1 Appiication Management Diagnose Help

Network

WLAN Security Settings

SSID Type: FTTH-210F v

Encryption: [WPA2 Mixed v o
Authentication Mode: [e] (RADIUS) ® Personal (Pre-Shared Key)

WPA Gipher Suite: ke D aes

WRPA2 Cipher Suite: Ctkr B aes {

Group Key Update Timer: | 86400 ]

Pre-Shared Key Format. [ Passphrase ~

Fre-Shared Key~ B

Apply Changes

Figure 4.1.6.2 - Default encryption setting of DUT.

11.1.3.Evidence Provided: DUT supports WPA2- Mixed with TKIP (lower end
encryption protocol) and AES (higher end encryption protocol) both as default.

syRotech

Gateway Name: HGU

Help

Management Diagnose

Application

Network

WLAN Security Settings
SSID Type: FTTH-210F v
Encryption: | WPAZ Mixed v

Authentication Mode: O Enterprise (RADIUS) ® Personal (Pre-Shared Key)
WPA Cipher Suite: ETe CaEs

WPA2 Cipher Suite: CITkip B AES

Group Key Update Timer: | 86400 |

Pre-Shared Key Format

Pre-Shared Key: [

Apply Changes

11.1.4.Test Observation: The tester observed, that the DUT supports WPA2-Mixed with
TKIP (lower end encryption protocol) and AES (higher end encryption protocol)
both as default, not as per ITSAR, hence the testcase failed.

12. Test Case Result

SL.No TEST CASE NAME PASS/FAIL  Remarks
1 DUT supports WPA2-PSK
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2.13.3 TSTP for Evaluation of MAC address filtering

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 Clause no:2.13.3
family Broadband Equipment ITSAR

<DUT Details: > Alphion AONT100C

<DUT Software Version:> R2.0.9.6

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 13: Specific Security Requirements

2. <Security Requirement No & Name > 2. 13.3: MAC Address Filtering

3. <Requirement Description: ONT/ONU should have capability for MAC address
filtering, access is granted to matched address only.

4. DUT Confirmation Details:

5. DUT Configuration

o0

............

............

6. Preconditions
i. OEM document regarding blacklisting and whitelisting of terminal device based upon
their MAC address.
ii. The tester has administrative privileges

7. Test Objective: To verify the whitelisting configuration of DUT.
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8. Test Plan
8.1. Number of Test Scenarios
8.1.1.Testing of whitelisting of MAC address
8.2. Test Bed Diagram

DUT : DIGISOL (DG-GR6821AC)
PC1
A W
/ Lap,.
IP: 192.168.1.33 Lry, Wy
Iy Yisoy PC
MAC: 60:45:2e:4d:0b:98 ’ Iy Iy '
p—>>;
/y _A—
| —] Ity / .
e Ethernet Connection
=y F—
N AN A—
W \ 0S: Windows 11
pC2 Wb g Link-local IPv6 Address: fe80::6e6b:94b0:a490:8391%10
WY R AY IP Address: 192.168.1.19
1P:192.168.1.36 @ \\\\ W Subnet Mask: 255.256.255.0
MAC: bc:6e:e2:b1:76:be p " Default Gateway: 192.168.1.1
4

8.3.Tools Required: Any web browser
8.4. Test Execution Steps

i. Tester shall enable MAC filtering feature and use whitelist for MAC address filtering.

ii. Tester will whitelist PC1 MAC Address. (Consequently, by default PC2 gets blacklisted)
iii. Try to access the DUT from PC1 and PC2.

9. Expected Results: PC1 should be able to access DUT while PC2 should not be able to access
DUT.

10. Expected Form of Evidence: The screenshots of the web browser from where DUT
is being access and after black listing DUT is not responding.

11. Test Execution
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_WHITELIST_MAC
11.1.2. Test Case Description: To verify the whitelisting configuration of DUT.
11.1.3. Execution Steps:
55. To verify that the PC1 is able to access the DUT, on system navigate to WIFI and enter the
credentials

< Wi-Fi

7z Digisol

Connected, secured

Disconnect

PC1 connected to DUT via WIFI
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192.168.1.1

ol Wi Stat.
Camere} Network Connecton Details
o alve
G toperty Val
Connection-specific DNS 5. hgu_lan
1Py Connectity: Intemet Descripbon Intsl(R) WrFi 6E AX211 160MHz
IPv6 Connectity: Ho network access [Physical Address G045 2E40 085 |
Media State: Enabled DFCP Enabled s
Ssi: Digisol Pvé Address
Duration: 00:02:33 TPv4 Subnet Mask
Speed: 780.0 Mbps Lease Oblained 02 August 2024 14.08.43
Lease Expires 02 August 2024 141117
Shonalquley- P4 Defaul Gateway 19216811
Detais... Wireless Properties SDICE Server 18216811
P4 DNS Server 19216811
Actwity Pud WINS Servar
- NetBIOS over Tepip Enabl. Yes
s — NN — oo
o |
Bytes: 231,835 523,018
Disconnect
Wrroperses | Wpoisale | Diagnose
Close
Close

PC1 able to access DUT via WIFI
To verify that the PC2 is not able to access the DUT, on system Navigate to WIFI and enter
the credentials

< Wi-Fi

= Digisol
No internet, secured

1Pv4 Connectmty:
1Pv6 Connectivry:

Wy rroperties | %y Disable

Wo network access
Wo network access

Diagnose

Disconnect

PC2 Connected to the DUT via WIFI

General DHCP Enabled Yes

« The site could be temporarily unavailable or too

« If you are unable to loa

« If your computer or ry
web.

check your computer

ed by a firewall or proxy

Network Connection Details

Propery Value.

IPv4 Defaull Gateway
IPv4 DNS Server
1Pv4 WINS Server

e
e e NemGSowwTogtn Yo
=2 o Unkoon oA GBS T 150018

‘ ot Dataun Goeny
Spaad. 9662 by IPvE DNS Servers fecO00 M 1%1
i focd 00 241
aettom

ncowy Unable to connect
o e e Firefox can't establish a connection to the server at 192.168.1.1.

No internet, secured

DELTAPHI24

LabNet-24

Misskshitija

Lo e

More Wi-Fi settings

PC2 not able to Connect DUT via WIFI
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11.1.4. Test Observations: PC1 is able to access DUT while PC 2 is not able to access
11.1.5. Evidence Provided: Screenshots of the DUT info page, when DUT was
accessed from a MAC filtered device.

12. Test Case Results

Sl. No TEST CASS NAME PASS/FAIL Remarks
1 TC_WHITELIST_MAC
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2.13.4 Configuration and management of ONTs (Using OMCI/TR69
protocols)

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 Clause no:2.13.5
family Broadband Equipment ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 13: Specific Requirement

2. <Security Requirement No & Name >2.13.4 Configuration and management of ONTs
(Using OMCI/TR69 protocols)

3. <Requirement Description:> Remote configuration management, fault management,
performance management & security management of ONT/ONU shall comply mutual
authentication & encryption of the management traffic using Secure cryptographic
controls prescribed in Tablel of the latest document of “Cryptographic Controls for
Indian Telecom Security Assurance Requirements (ITSAR)”.

4. DUT Confirmation Details:

DIGISOL

Status Status Network Security Application Management Diagnostics Help
by

Device Info WAN Info UseriInfo VoipInfo Remote Manage Info

Device Basic Info Device Info

Device model DG-GR6821AC
Device SN 1234500177CAADBIE
Hardware Version \Z8|

Firmware Version V3202-221128

PON S/N ‘GPONOOAAOBIE
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5. DUT Configuration
i. The DUT (IP:192.168.1.1) is connected to the lab's testing machine via LAN1 and to
the OLT via fiber cable on PON Port.

]
DIGISOL
rk

Status Status Netwo! Security Application Management Diagnostics Help
Device Info  WAN Info  Userinfo Voipinfo Remote Manage Info
WLAN Info Device Info
IP Address 192.188.1.1
Lrime MAC Address 1e2f03378de2

LAN Port Status

Interface State Speed Mode
| Port_1 up 1000 M Full duphex |
Port_2 down - -

Send and Recv

Interface Receive Send
Packets Bytes Errors Dropped Packsts Bytes Errors Dropped

Part_t 4011 530331 0 0 4474 1641937 0 0

Part_2 0 0 0 0 0 0 0 0

Active DHCP Clients

Device Type MAC Address 1P Addrass Lease Time
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ii. DUT is pre-configured with BOA as a webserver and its version 0.93.15.

« G AMNotseowe 19216811

DIGISOL fa

status Metwork Security  Application Management Diagnostics  Help

6. Preconditions
i. ONT/ONU is connected to the network and can communicate with the OLT (for
OMCI) or ACS (for TR-069).
ii. Management protocols (OMCI/TR-069) are enabled.
iii. The ONT supports mutual authentication and encryption using cryptographic
controls.
iv. Access to ONT/ONU CLI or Web Interface for log collection.

7. Test Objective: To verify Secure Remote Configuration, Fault Management, and
Performance Management of ONT/ONU with Mutual Authentication and Encryption.

8. Test Plan
8.1. Number of Test Scenarios
8.1.1 Testing the mutual authentication Remote management protocol testing
(TRO69/0MCI) and testing the ciphers used for encryption of traffic between
OLT and ONT.
8.2. Test Bed Diagram

DUT : DIGISOL (DG -GR6821AC)

PC1
IP: 192.168.8.200 1
PON Port: PON 1 PRp gl Optical connection GPON 1:2 e Ethernet Connection D]
HTTPS: Enabled r—""
A/

Pl g LAN1

Digisol ONT 0S: Windows 11

LAN: 192.168.11 IP Address: 192.168.1.6
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

o
(o]
[N

0S: Windows 11

IP Address: 192.168.8.10
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.8.100

mi

\I

-
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8.3.Tools Required: Network logger, Browser
8.4. Test Execution Steps
i. Initiate a remote management session between the ACS (for TR-069) / OLT (for
OMCI) and the ONT.

ii. Verify that the ONT and the server exchange certificates for mutual authentication.
iii. Checklogs on ONT for authentication details:

9. Expected Results:
i. Remote Configuration of ONT should applies changes securely.
ii. Fault Management of ONT should generate fault alarms.
iii. For performance monitoring ONT should report correct usage.
iv. Security Authentication in ONT should enforce mutual authentication.

10. Expected Form of Evidence: Screenshots or log files.

11. Test Execution
11.1 Test Case Number: 01
11.1.1. Test Case Name: TC_CONFIG MGMT
11.1.2. Test Case Description: Verifying the protocol used for remote management
of the DUT and its mutual authentication
11.1.3. Execution Steps: Check Secure remote configuration, fault management and
performance management:
i) Remote configuration:
1. Connect PC1 to the ONT and PC2 to the OLT, ensuring the ONT and OLT are
connected via an optical cable.
2. OMCI Configuration for ONT refer the pre-condition.
3. On PC2 access the OLT’s for remote configuration, Navigate to > config > WIFI
SSID configuration > enter name admin and share key 12345678 and submit
- as shown in figure 4.1.6.1 and 4.1.6.2

B  oowebm Interf, + v - 8 X
« o] O G hitps//192.168.8.200 g @ & & a =
D I G I 5 D L = Log Status ONUist  Logout
LTI ONU Status  ONU Optical Information  ONU Version Information  ONU Manual Add  ONU Allowlist ~ ONU Statisties
OLT Information ONU Authentication Information
OLT Configuration
Part ID PON1
ONU Configuration
Sexch ode
ONU AutoFind Search Info Search
ONU AutoLeam ONU Count 1/1
ONUUpg e’ Delete All | Dslete Offine| | Refresh
Rague ONU
— [onum [status | Descrption | Made |profile | Mode [nfo [ action
ONU C E
Ommon Sensce [GPono/1:3 ] online | GPONO/1:3[H423 | default[sn | GPoPoDagdose [fonfio Peactivate Delete Modify Optcallnfo Detailinfo Reboot
Profile Cor i
System Configuration

Figure No. 4.1.6.1: Changing ONU configuration
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file:///D:/Riddhi/NCCS/ONT/Deltaphi/D76003_13.4%20Configuration%20and%20management%20of%20ONTs%20(Using%20OMCI,TR69%20protocols)/D76003-TR-13.4-PON-ONT-V1.2.docx%23ONT

() | OLTWeb Management Interface X | +

bl
(G
e
12}
[
i

¢« 3> C QO & o hitpsy//192.168.8200/action/main.html

®
IO ONUStatus  ONU Optical i ONU Version i ONU Manual Add  ONU Allowlist ~ ONU Statistics.
OLT Information ) . . . .
Tcont Gemport  Service  Service Port  PortVian  Multicast  Port  IpHost IGMP  MAC  WAN  DHCP Server  Bind Mode VOIP  SIP POTS Misc Misc2 TROG9  Security

OLT Configuration
ONU Configuration

Loopback Detection  H.248  MAC ACL
WiFi Switch Configuration (PON:1 ONU:3)

ONU AutoFind WF Status [enable e swws enable v

ONU AutoLeam WIEIETE [Fec v wiFl Acea |FCC v

ONU Upgrade Wifi0 Standard |802.11ac-A/N/AC  ~ | it standard 802.11bgn v

Rogue ONU WiFi0 Channel | auto e — 0 (ETSI/SPAIN/RUSSIAN/CN/World-wide:0-13;FCC/IC/NCC:0-11;FRANCE:0,10-13; MKK/MKK1/MKK2/MKK3/

Global:0-14;ISREAL:0,3-13;0:auto)

ONU Common Service WiFi0 Transmit Power 20 (0-20dBm)
Profile Configuration WiFi0 Channel Width | 80 MHz | WiFiL Transmit Pawer |20 (0-20dBm)
System Configuration WiFi0 EasyMesh Staws [disable v | Winil Channel Width {20 MHz )
Submit.
WiFi SSID Configuration
SSID SSIDL(WIFIO) v
tome EETE— )
WiFi Status enable v

Hide Status disable >
Network ion | WPAPSK/WPA2PSK  +
Encrypt Type | TKIP-+AES ~

Shared Key FI
[sue | @) -

Figure No. 4.1.6.2: Changing ONU WIFI configuration
. Verify the configuration using the Network Logger tool by checking the
normal logs - as shown in figure 4.1.6.3

o~

B3 Netwerk Legger

NetWork Logger

o Comm | =

Config Server IP

192 168 . 1 . 1

Connect

ail

Capture

¢
§

ul

Figure No. 4.1.6.3: Verify in network logger tool as per the changes.

ii) Fault management:
1. To simulate fault, disconnect the optical cable from the ONT - as shown in

figure 4.1.6.4

499




Figure No. 4.1.6.4: Disconnect the cable and simulate fault

2. Verify in normal log in network logger tool — as shown in figure 4.1.6.5

€3 Network Logger - o %

NetWork Logger

Input Command ‘ | j Send

[lbvs_omciapi-wifivsOmciWifiCfgGet,255] wlan_idx = 1

[libvs_omciapi-wifivsOmciWifiCfgGet,382] Entry wlanBand = 11

ENTER CONFIG_USER_RTK_MULTI_AP GET

[libvs_omciapi-wifivsOmciWifiCfgGet,523] mib_get map_ctrl = 0!

192 .168. 1 . 1 [lbvs_omciapi-wifivsOmciWifiCfgGet,255] wlan_idx =1
[libvs_omciapi-wifivsOmciWifiCfgGet,382] Entry.wlanBand =11
ENTER CONFIG_USER RTK_MULTI_AP GET

Config Server [P

[lbvs_omciapi-wifivsOmciWiiCfgGet,523] mib_get map_ctrl = 0!
[0]ssid = admin
Disconnect [RTM_OMCT] OMCT configuration is completed!
‘Auto channel choose ch:3
[SMUX] nas0_0 carrier off 11!
[RTM_OMCI] Line change from O5 to 06 |

TM OMCI] Line change figen O6 to O1 !
sop o | [t rckaed e )
[RTM_OMCI] Line change from O1 to O2 |

Cancel [RTM_OMCT] Line change from O2 to O3 !
[RTM_OMCI] Line change from O3 to 04 !

Figure No. 4.1.6.5: Verify in the network logger tool.

iii) Performance Management
1. Configure performance management settings on the OLT from PC2 as a pre-
condition
2. On PC1, open the Net Logger tool and simulate laser on/off using the specified
command - as shown in figure 4.1.6.6.
e gpon set tx-laser force-on
e gpon set tx-laser force-off
e gpon set tx-laser normal
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file:///D:/Riddhi/NCCS/ONT/Deltaphi/D76003_13.4%20Configuration%20and%20management%20of%20ONTs%20(Using%20OMCI,TR69%20protocols)/D76003-TR-13.4-PON-ONT-V1.2.docx%23OLT
file:///D:/Riddhi/NCCS/ONT/Deltaphi/D76003_13.4%20Configuration%20and%20management%20of%20ONTs%20(Using%20OMCI,TR69%20protocols)/D76003-TR-13.4-PON-ONT-V1.2.docx%23OLT

[ &5 Network Logger = ] %

NetWork Logger

Figure No. 4.1.6.6: Simulate on/off the laser
3. Verify performance management in the OLT log - as shown in figure 4.1.6.7

]  OLT Web Management Interface X |+ v -
« > C O & hitps//192.168.8200/action/main html Ty @ +x & B

DIGISOL

IEEEX™E Aamm Threshold Alsrm Syslog Server  Sysiog Server [PvS

OLT Information Alarm Log Table
OLT Configuration e |
un

ONU Configuration Mompe ]

Prfie e —

System Configuration ?:;nlwd Llog (g =

. Download Log

Device Management No.1 Page/Total 1 Page 10 Item per page/Total 10 Item _ First, Previous, Next, Last  No 1 1Go  ClearAll  Refresh
User Management
SNMP
fa [+ |2028132127 12:06:57 | mojor_|ON e PN /2 0W0 3o Groronanase |
DNS
T (5 La02st32127 12:06:25 | mojor_|oN oftme por 75 oWy 3 50 GroPOOSSOBE |
FAN
o 5 [2026/12127 12:05:31 [ major | PON T igh PON 0/1 3693 € sbove rsnad 000 |
Logn Management .
et Securty (2026112127 12:05:38 [ maror_|PON Tk B i PON 0/ £1.47 s sbove reshod 000 mA_|
ssH
gnose [oLs02st52727 11:59:11  mojor|usr Logn User acrrlogged o 192.168.8.205 o wed |
Tacacs+
Radius
Power

Figure Verify in OLT, ONT performance is recorded.

11.1.4. Evidence Provided:
i. Remote configuration:
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BB Network Logger — [m]

NetWork Logger

faprt Command = | = [Send |

Config Server IP

192 168 . 1 _ 1

Connect

Capture

plel e

ii. Fault management:

&3 Network Logger - [u] ®

NetWork Logger

pnmeammand: ” -l |5€nd|

Config Server IP

192.168. 1 . 1

Conniect

Capture

e

iii. Performance Management:

(5] | OLT Web Management Interface % | + ~ - fal

« > C QO A hiips://192.168.8.200/action/main htmi Ad @ & & B

ocisod I
| sy o0 |

Alarm  Threshold Alarm  Syslog Server  Syslog Server IPv6

OLT Information Alarm Log Table
OLT Configuration s [ |
un
ONU Configuration P —
Profle Configuration [ —
System Configuration _I?:p:nhad Log O
, Download Log
Device Management )
No.1 Page/Total 1 Page 10 Item per page/Total 10 Item  First, Previous, Next, Last  NoJ1  Go  Clear All  Refresh
User Management
SHMP
s [+ (2020712727 12:06:57 | mojor_|ony i PON /1 0N 33 GPOPODRSOBe |
DNS
S [5_[20ast12127 12:06:25 mojor_|oN Ot PON 075 0N 3 o0 GooPOORSHOSe |
FAN
e 5 [2026/12/27 12:05:3 [ mojor | PON Tmp i PON 0/1 339 C sbove thresnad 000 ¢ |
Login Management .
et securty
SSH
lopose [5 (2028112727 11:59: 11 mosor_|Usr Lo Use admr ogged o 152,160,206 ovweb |
Tacacs+
Radius
Power

Note:

All configuration and management are logged in ONT's OMCI logs. The OLT

authenticates the ONT by retrieving Prikey1 and Prikey2, while the ONT authenticates
the OLT it’s not showing in the log OEM need to provide.
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&5 Network Logger

NetWork Logger

(BT ob s EL LR [orep i "key” /tmp/omcilog.parf] i 1

Coufig Server IP Concatenate FILEs and print them to stdout
#
,m # grep -i "username” /tmp/omeilog par
[136.202] 0x0460 VsLoginConfiguration Set(0x0000,Login_username 1=0x61646d69620000000000000000000000000000000000)
[136.209] 0x0463 VsLoginConfiguration Set(0x0001,Login_username 1=0x75736572000000000000000000000000000000000000)
[192 802] 0x046b VsLoginConfiguration Set(0x0000 Login_username 1=0x61646d696e0000000000000000000000000000000000)}
[192.808] 0x046¢ VsLoginConfiguration Set(0x0001.Login_username1=0x75736572000000000000000000000000000000000000)
Disconnect #
# grep -i "key” Amplomcilog par

135.918] 0x045d VsPriAuth Get(0x0000.Prikeyl)

135.919] 0x045d VsPriAuth GetRsp(0x0000,Result=0x0,Prikey1=0xb3 10643960499 1f7603130bTale3c80676667fa331)

135 .928] 0x045e VsPriAuth Get(0x0000, Prikey2) e
Stop Cap 135 929] 0x045e VsPriAuth GetR sp(0x0000,Resuli=0x0_Prikey2=0x380931306137106d6fce)
%0468 VsPriAuth Get(0x0000 Prikevl)
Cancel [192.590] 0x0468 VsPriAuth GetRsp(0x0000,Result=0x0, Prikey1=0xd33b64796ad48458£3673130fffd0e2d947e66Tfd3bb)
[192.599] 0x0469 VsPriAuth Get(0x0000,Prikey2) o
H [192.600] 0x0469 VsPriAuth GetRsp(0x0000,Result=0x0, Prikey2=0x33993a006f37d0656f3)
#

plel e

11.1.5. Test Observations:
i.All configuration and management are logged in ONT's OMCI logs. The OLT
authenticates the ONT by retrieving Prikeyl and Prikey2, while the ONT
authenticates the OLT it's not showing in the log OEM need to provide.
ii. There is only one-way authentication, with no mutual authentication. The OEM
must specify the encryption method used in the OMCI logs.

11.1.6. Evidence Provided: screenshots or Web GUI
12. Test Case Results

SI. No TEST CASS NAME PASS/FAIL Remarks
1 TC_CONFIG_MGMT OEM Dependent
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2.13.5 TSTP for IGMP Filter

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.13.5
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 13: Vulnerability Testing Requirements

. <Security Requirement No & Name > 2.13.5 IGMP Filter

3. <Requirement Description:> The ONT must be able to filter upstream IGMP requests
based on white and black lists of multicast groups (defined by both source and
destination IP address and placed by the OLT through appropriate OMCI messages) that
will allow subscribers to request only multicast streams from the white list or any

N

multicast stream except from the black list.
Reference clause 134 of ETSI TS 102 973 V1.1.1 (2008-09)

4. DUT Confirmation Details:

DIGISOL .

Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo  Voip Info Remote Manage Info

Status

Device Basic Info Device Info

Device model DG-GRB821AC
Device SN 123451CEF03376DE2
Hardware Version V42

Firmware Version V2.1.08-230602

PON SIN GPON0D3TEDE2
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- <4
» DIGISOL \ y

PWR PON LOS WAN LANT LANZ 24G 5G PHONE

5. DUT Configuration
Note: “The provided configuration is an example serves as a reference point for when
such functionality becomes available.”

i. The DUT (192.168.1.1) is connected to the Tester Machine’s via LAN2 interface.

(=] DG-GR6821AC

<« C O & hitpsi/192.168.1.1 bxd L eon S e N r o o
®
DIGISOL
Status Status Network Security Application Management Diagnostics Help

Device Inffo WAN Info Userinfo VoipInfo Remote Manage Info

WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caa0s9e

LAN Port Status

Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex

Send and Recv

Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 636909 0 0
Port_2 784 171280 0 0 608 204454 0 0

Active DHCP Clients

Device Type MAC Address IP Address Lease Time

wWiah for Dol

ii. HTTPS is enabled.
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(3 | DG-GReZIAC X |+ v - O X
« C O & == 13216811 * L e n e T3 ® =
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
o This page configures the access control of common ports on the upstream and downstream directions; If you need to control other ports, please
IP/Port Filtering configure on the page of port filter.
Service-Name LAN WAN Port. Remote Host
Common Filtering Telnet 7
Fip 21
Hitp 80
HTTPS 443
Ping
Submit
Web for Mobile

iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.

€ aravind@Aravind V: ~ X ==

: % [curl https://192.168.1.1 —insecure -I
HTTP/1.0 200 OK
Date: Thu, 01 Jan 1970 00:11:50 GMT
Server: Boa/0.93.15
Connection: close
Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, 09 Dec 2022 ©5:59:34 GMT
X-Frame—-Options: SAMEORIGIN

e

6. Preconditions: OEM document is required which will provide the detailed
configuration and management of OMCI (ONT management and control interface)
message format and handling procedures.

7. Test Objective: To verify filtering of IGMP packets according to configured
blacklist/whitelist

8. Test Plan
8.1. Number of Test Scenarios
8.1.1. To verify that DUT filters upstream igmp request based on White and Black list

of multicast group placed by OLT through OMCI messages.
8.2. Test Bed Diagram

DUT : DIGISOL (DG-GR6821AC)

PC1
—
Optical connection e Ethernet Connection D]'
OLT yi >
——
—

WAN LAN1
IP: 192.168.8.100 LAN: 192.168.1.1
GEPON OLT OS: Windows 11
Uplink port GE8 IP Address: 192.168.1.10

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1
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8.3.Tools Required: Firefox Browser
8.4. Test Execution Steps

i. The tester configures the backlisting of the multicast groups in the OLT.

ii. The tester then connects the ONT with the OLT via optical terminal.

iii. Tester than checks the active devices list in the OLT. Tester sends the IGMP
packets to the OLT.

iv. If the status of the ONT is active than device is whitelisted for multicast group
otherwise its in the backlisted group.

9. Expected Results: Tester should ensure filtering of IGMP packets according to configured
blacklist/whitelist

10. Expected Form of Evidence: Screenshots

11. Test Execution
11.1 Test Case Number: 01
11.1.1. Test Case Name: FILTER_IGMP_PACKET
11.1.2. Test Case Description: To verify that the DUT correctly filters upstream
IGMP requests based on whitelist and blacklist configurations for multicast
groups set by the Optical Line Terminal (OLT) via OMCI messages.
11.1.3. Execution Steps:

i.  Login into OLT.

ii. Configure the OLT with a whitelist and blacklist of multicast groups.

iii. Ensure that the whitelist and blacklist include both source and destination IP
addresses.

iv. Configure OMCI messages to send the whitelist and blacklist information to
the DUT.

v. Configure DUT to receive and correctly interpret the OMCI.

vi. Generate IGMP requests for both whitelisted and blacklisted multicast groups.

vii. Verify thatthe DUT, Allows IGMP requests for multicast groups in the whitelist
and Denies IGMP requests for multicast groups in the blacklist.

» Note: The OLT does not support the creation of whitelists and blacklists for IGMP
multicast group filtering. Additionally, the ONT’s IGMP configuration via OLT only
includes IGMP snooping but lacks the ability to filter multicast groups based on
predefined lists. Consequently, the OLT cannot instruct the ONT to filter IGMP
requests using OMCI messages based on whitelist and blacklist criteria.

11.1.4. Test Observations: Case 1:

i. The OLT does not support the creation of whitelists and blacklists for IGMP
multicast group filtering.

ii.Additionally, the ONT’s IGMP configuration via OLT only includes IGMP
snooping but lacks the ability to filter multicast groups based on predefined
lists.

iii. Therefore, the OLT cannot instruct the ONT to filter IGMP requests using

OMCI messages based on whitelist and blacklist criteria.
11.1.5. Evidence Provided: Tester should attach output screenshots. (Here DUT is

not having this functionality)
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12.Test Case Results

Sl. No TEST CASS NAME

1

FILTER_IGMP_PACKET

PASS/FAIL
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2.13.6 TSTP Evaluation for SSID Scanning

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.13.6
PON family Broadband Equipment
ITSAR

<DUT Details: > SyroTech

<DUT Software Version:>V 3.2.02-231205

<Digest Hash of OS>

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 13: Specific Requirement.

2. <Security Requirement No & Name > 2.13.6 SSID Scanning

3. <Requirement Description: > The ONT/ONU shall not disclose sensitive
information, PIN details on SSID scan / attack techniques. It needs to provide disguised
feedback to users on unsuccessful attempts without revealing a reason for failures.
Option to hide / unhide SSID on user selection is an essential feature.

4. DUT Confirmation Details:

£ D 0wy x | 4 - o x
5 A Notsecure | 19216811 o= @ R - O
syRotech o a
Status Network Securi A Di Hel e
Status vy P
Devicelnfo WANInfo Userinfo Voipinfo Remote Manage Info -
i
Device B i =
o
Device mods! WADONT &
Device SN
Hardware Vors
Firmware Versi
PON S
£ M Nk
&« C A Notsecure | 19216211 o= @ |/ -~ O
tech Lsgot B
i/ : .
Status status Network Security  Application Management Diagnostics  Help
evice Info  WAN Info  Userinfo  Voip Info Remote Manage Info -
1
Device Basic Info D i
(-]
Devic a
Devic
Harah w
o
PON i
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€ C r'y 192.168.1.1

tech
Status Network
Network
Internet  Bind Settings  LAN
Py LAN Settings
IPvE
1P Adaress:
IPvG DHCP
Subaet Mas:
RA Disable OHCP Server

Enable DHCP Server
Stant P Agaress.

End 1 Adaress:

OHCP Mask

Lease Time

LAN DN Mode

Primary 1P DN:
Secondary P ONS:

Enable DHCP Server Relay

OHCP server®

Edit Reserved 1P Address

Asply Changes

Security Application Management Diagnostics
5G 24G TR0G9 QoS Time Route

[Logau

Help

Below Screenshot is IP address of DUT Test Machine:

B windows Powershell

Windows PowerShell

Copyright (C) Microsoft Corporation.

ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\GRL MAS> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPv6 Address. . .

Link-local IPvé Address .

IPvl Address.

Subnet Mask .

IPvi} Address.

Subnet Mask . o

Default Gateway .

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPv6 Address .

IPvi Address.

Subnet Mask .

Default Gateway .

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix
Link-local IPv6 Address .

IPvi Address.

Subnet Mask .

Default Gateway .

Ethernet adapter Ethernet u:

Connection-specific DNS Suffix
Link-local IPvé Address .

IPvU Address.

Subnet Mask .

Default Gateway .

Ethernet adapter Ethernet

Connection-specific DNS Suffix
Link-local IPvé Address .

IPvl Address.

Subnet Mask . o

Default Gateway .

Ethernet adapter Ethernet 6:

Connection-specific DNS Suffix
Link-local IPv6é Address .

IPvi} Address.

Subnet Mask . o

Default Gateway .

2001:db8::2

fe80: :f15:48d0:ec20: 8580%5
192.168.1.22

255.255.255.0

: 192.168.3.1
: 255.255.2048.0
: 2001:db8::1

fe80: :828b:589b:918f:89%ec%15

192.168

255.255.255.0

fe80: : f620:5e07:cb37:86aa%l

192.168.100.2
255.255.255.0

: feB0::e92b:leeb:17bc:293a%25
: 192.168 oL
255.255.255.80

fe80::1042:cbl2:2604:U10e%20

169.254.19.174

255.255.0.8

fe80: :be98:ec2f:dlcc:6198%2

192.168.169.2

255.255.255.8

Additionally, to ensure the connectivity between the DUT and the test machine, a ping test
is conducted. This test verifies the ability to test machine to communicate with the DUT
over the Ethernet connection by sending ICMP echo requests and receiving ICMP echo
replies. A successful ping indicates that the network connection is established and
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functioning properly, enabling further testing and data transfer between the DUT and the
test machine.
PS C:\Users\GRL MAS> ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<lms TTL=64
Reply from 192.168.1.1: bytes=32 time<lms TTL=6l
Reply from 192.168.1.1: bytes=32 time<lms TTL=6l
Reply from 192.168.1.1: bytes=32 time<lms TTL=6l

Ping statistics for 192.168.1.1:

Packets: Sent = U4, Received = U4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = B8ms, Maximum = @ms, Average = Bms
PS C:\Users\GRL MAS=>

5. DUT Configuration:
i. DUT is configured with SSID Name (Syrotech) and SSID Key (Delta@00).

ii. DUT (192.168.1.1) is connected to the Testing machine (192.168.1.2) via WI-FIL.
syRotech

Network “"“" - o

Logout

Internet | Binding | LANIPAddress | WLAN | Remot= | LOID Configuration | QoS | Time

WLAN Security Settings

|ssomee |
Encryption: | WPA2 Mixed v

Authentication Mode: ':'Enterprise (RADIUS) @ Personal (Pre-Shared Key)
WPA Cipher Suite: TKIP [ AES
WPA2 Cipher Suite: Orxip AES

Group Key Update Timer: ‘BGAUD ‘

Pre-Shared Key Format: | Passphrase v
1
Pre-Shared Key I

| Apply Changes |

iii. DUT is pre-configured with boa as a webserver and its version 0.93.15.
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Referrar Policy:

syRetech

VOIF Information

Remote Management Status.

Device Basic Info

Device Model

HGU

Device ID

2014A8-F32428014A8000000

Hardware Version|

'STD-ONU

Software Version

3.1.02-220505

strict-origin-when-cross-origin

v Response Headers ORaw
bar_top.gif Connection: close
UL_03.gif Content-Length: 1462

5 status_device_basic_info_enasp  Content-Type: text/tml

Serial No RTKG111111
f§ [0  Elements Console Sources  Network  Performance  Memory  Application  Security Lighthouse  Recorder &4
® @ Y Q Orreservelog [ Dissble cache Nothrottling ¥ % @ L &
Filter (O Invert [0 Hide data URLs [ Hide extension URLs ANl | Fetch/XHR || JS || €SS || Img || Media || Font || Doc | WS || Wasm || Manifest | Other | [ Blocked response cookies [ Blocked requests [
100 ms 150ms 0 250ms 0m 38 ms a0 ms 50 s s
=] | .
Name X Headers Preview Response Initiator  Timing
B 1921621 ¥ General
cemmenjs Request URL. http://192.168.1.1/
i) Request Method: GeT
commenys Status Code @000k
ULodgif Remote Address: 192.168.1.1:80

commongs Date Thy, 01 Jan 1870 00:41:30 GMT
Last-Modified: Thy, 05 May 2022 09:25:33 GIMT
[5erver: B0a/0.93.15
v Request Headers OJRaw
Accept text/ntm zpplication/htm|~xml spplication/xmlq =0.8mage/i,image/avifimage/webp */=0.8 application/signed-exc
Accept-Encoding: gip, defiste

6. Preconditions
13.1.24.  The tester should have the Privileges to log in to the DUT.
i. The tester should have all the system resources access.

13.1.25.  The OEM should provide document on how to enable the option to hide
SSID from the DUT

7. Test Objective: To ensure that The ONT shall not disclose sensitive information, PIN
details on SSID scan / attack techniques. It needs to provide disguised feedback to users

on unsuccessful attempts without revealing of reason for failures. Option to hide / unhide
SSID on user selection is an essential feature.

8. Test Plan:
8.1 Number of Test Scenarios

8.1.1 Verify that the DUT does not disclose any sensitive information, PIN details on
SSID scan/ attack techniques.

8.1.2 Verify that the DUT does not provide the reason for failure while incorrect login
attempts on SSID.

8.1.3 Verify that the option to hide/unhide SSID is available in the DUT.
8.2 Test Setup Diagram:
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DUT : Syrotech (SY-GPON-1110-WDONT)

PC1
/7
WIFI Connection E]l
y——

e.‘IIIIIIIIIIIIIIIIIIIIIIIIIIIII=’

0S: Windows 11

Port: WLAN Link-local IPv6 Address: fe80::6e6b:94b0:a490:8391%10
IP: 192.168.1.1 IP Address: 192.168.1.2
SSH enabled

Subnet Mask: 255.255.255.0

HTTPS enabled Default Gateway: 192.168.1.1

8.3 Tools Used: airgeddon,
8.4 Test Execution Steps
i. CASE I: Verify that the DUT does not disclose any sensitive information, PIN details
on SSID scan/ attack techniques.

1. To check if DUT has any protection mechanism for Key (Password) Disclosure,
navigate through terminal, launch the tool Airgeddon by entering following
command: “/airgeddon.sh”

2. To capture BSSID of the DUT, select the following option as follows and copy the
bssid. Interface to work with option select: 2 (WLANOmon interface)
in option  for  menu select: 2 (Enable Monitor =~ Mode)
in option for menu select: 6 (PMKID/Handshake tool menu)
in option for menu select: 6 (Capture Handshake)

3. To check if any sensitive information has been disclosed (Password (PSK)),
navigate through terminal, enter following command: wifite -bssid <DUT SSID>
(copied from the previous tool)

ii. CASE II: Verify that the DUT does not provide the reason for failure while incorrect
login attempts on SSID.
1. Enter incorrect SSID credentials and verify that the DUT does not provide the
reason of failure.

iii. CASE III: Verify that the option to hide/unhide SSID is available in the DUT.
1. Launch the tool wifite in terminal and enter the following command to scan the
network and ensure that the SSID is “not hidden”.
2. Refer to precondition and configure the DUT to hide SSID.
3. Launch the tool wifite in terminal and enter the following command to scan the
network and ensure that the SSID is “hidden”. “wifite --clients-only”

9. Expected Results for Pass:
a. The tester checks and verifies the following on the DuT:
i. The Dut shall not disclose sensitive information, PIN details on SSID scan / attack
techniques.
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ii. The DuT needs to provide disguised feedback to users on unsuccessful attempts without
revealing of reason for failures.

iii. Option to hide / unhide SSID on user selection as an essential feature should be present
on DUT.

10. Expected Format of Evidence: screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1.Test Case Name: Verify that the DUT does not disclose any sensitive
information, PIN details on SSID scan/ attack techniques.
11.1.2.Test Case Description: Ensure that the DUT does not reveal any
sensitive information or PIN details during SSID scan/attack techniques.
11.1.3.Execution Steps:
i. Launch the tool airgeddon by entering the following command in terminal sudo
airgeddon
ii. To Capture the BSSID of the DUT enter the following option as follows and copy
the bssid - as shown in figure Interface to work with option select:2 (wlan0)

kali@kali: ~

eth@ te
wlan@ Chi ) ros Communications AR9271 802.11n

*Hint
rgeddon/wiki/Car Chipsets

Figure Select the wlan0 interface
in option for menu select: 2 (Enable Monitor Mode)

lali@kali: ~

Twin att

menu
1]
cks menu

dits / onsorship mentions
menu

rgeddon/wiki/Options

Figure- Select interface monitoring mode.
in option for menu select: 6 (PMKID/Handshake tool menu)
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kali@kali: ~

r network interface
in mon r mode
e in ma ed mode

S menu
/PMKID tools menu
PA/WPA2 d pt menu

menu
5 menu
0. ter icks menu

11. About & Credits / Sponsorship mentions
12. Options and lan ge menu

*Hintx

> sl

Figure- Select handshake menu.
in option for menu select: 6 (Capture Handshake)

kali@kaliz ~

Select an option from menu:

to main menu
another network inter
Put interface in monitor mode
in managed mode
(monitor mode needed)

ture PMKID
ture Handshake

ean/optimize Handshake file

Figure- Capture the handshake.

Exploring for targets

24-01-03 04:42

#Data, #/=

Figure- Capture BSSID of the Network.
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iii. In terminal launch the tool wifite and enter the following command to scan the
network for sensitive information - as shown in figure
“wifite --bssid 80:14:A8:00:00:00 (copied from the previous tool)”

/home /kali
80:14:A8:00:00:00

a wireless auditor by derv82
maintained by kimocoder

targeting BSSID

Using already in monitor mode

[+] Scanning. Found target(s), client(s). Ctr C when ready

( )

[+] (1/1) Starting attacks against ( )
| ( ) i ] Timeout after
) - ] T fter

) = [ PINs:1]

) t t

(
(
(

( ) : Discovered new client:
( ) : Listening. (clients:1, deauth: , timeout: )

1 Finished attacking target(s). exiting

Figure- Sensitive Information revealed

11.2 Test Case Number: 02
11.2.1. Test Case Name: Verify that the DUT does not provide the reason for failure

while incorrect login attempts on SSID.
11.2.2. Test Case Description: Ensure that the DUT does not disclose the cause of

failure during unauthorized login attempts on the SSID.

11.2.3. Execution Steps:
i. Enterincorrect SSID credentials (ex. password) and ensure that the DUT does not

provide the reason of failure - as shown in figure

& Wi-Fi [ @)

“=a Syrotech
Secured

Enter the network security key

You can also connect by pushing the button
on the router.

Next Cancel

ii. DUT reveals the reason behind failure to connect WI-FIL.
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& Wi-Fi [ @)

’/;.:a\ Syrotech
Secured

Enter the network security key

The network security key isn't correct. Please
try again.

Cancel

11.3 Test Case Number: 03

11.3.1.

11.3.2.

11.3.3.
L.

Test Case Name: Verify that the option to hide/unhide option is available in
the DUT.
Test Case Description: To ensure there is option to hide / unhide SSID on user
selection as is an essential feature on the DUT Execution
Execution Steps:
Launch the tool wifite in terminal and enter the following command to scan the
network and ensure that the SSID is “not hidden”. - as shown in figure

already in monitor mode

ESSID CH ENCR PWR WPS CLIENT

[+] Select target(s) ( ) separated by commas,
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Figure- Result of wifite tool scan.

ii. To log into the web interface of the DUT, open a web browser and enter the
default gateway address (http://192.168.1.1) in the address bar. Then, enter
the username admin and password Delta@00 in the login dialog box.

iii. To hide SSID of the DUT Navigate to Network > WLAN > On WLAN Basic Tick

mark the disabled Broadcast option and click on apply change to save the
changes in the DUT.

syRotech

Network

This page is used to configure the paramsters for WLAN clients which may connect

to your Access Point. Here you may change wireless encryption settings as well as
wireless network parameters

[ Disable WLAN Interface

[ Block WLAN Access to Web

Band
Mode [AP~]

SsID |Syrmech

Block Relay: O

WM

86l

Channel Width 40MHz v
Channel Number:

Current Channel: 1
Radio Power (%) 100% +
Client Number

Associated Clients: | Show Active WLAN Clients |

Apply Changes \ ‘—e

iv. Launch the tool wifite in terminal and enter the following command to scan the
network and ensure that the SSID is “hidden” - as shown in figure
“wifite --clients-only”

/home/kali

a wireless auditor by derv82
maintained by kimocoder

already in monitor mode

ESSID CH ENCR PWR WPS CLIENT

] Scanning. Found target(s), client(s). Ctrl+C when ready [

Figure Result of wifite tool scan.

11.3.4. Test Observations:
i. TCO1: We observed that the DUT does not disclose any sensitive information, PIN

details on SSID scan/ attack techniques.
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ii. TC 02: We observed by passing on the wrong credentials DUT reveals the reason
behind failure to connect WI-FI.
iii. TC 03: We observed that on the CPE there is a feature to hide and unhide the SSID.

12. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL (Please see
Note Below)
1 Verify that the DUT does not disclose any | Pass

sensitive information, PIN details on SSID
scan/ attack techniques
2 Feature to hide /unhide the SSID. Pass

3 The unsuccessful attempt to SSID disclose Fail
any information or not.
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2.13.7 TSTP for Password Change for User Facility

Optical Network Terminal (ONT)- ITSAR No: ITSAR403012311 | Clause no:2.13.7
PON family Broadband Equipment
ITSAR

<DUT Details: >

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical
Network Terminal (ONT)-PON family Broadband Equipment- V1.0.1

<ITSAR Version No:> ITSAR403012311 and Version: 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 13: Specific Requirement

2. <Security Requirement No & Name > 2.13.7 Password Change for User Facility

3. <Requirement Description:> 1st Installation /Factory Reset ONT/ONU shall change
of authentication attribute (eg: - password) on 1st installation configuration or on
factory reset conditions. If a password is used as an authentication attribute, then the
ONT shall provide a function that facilitates the user to change his password at any
time. However, the ONT shall not allow the previously used passwords up to a certain
number (Password History).

4. DUT Confirmation Details:

L PO R & C°

5. DUT Configuration: - No additional configuration required to meet the clause
requirement.

6. Preconditions
i) OEM shall provide documentation which describes that DUT enforce password
change on 1st installation.
ii) OEM shall provide documentation which describes that DUT provide a function that
facilitates the user to change his password at any time.
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iii) OEM shall provide confirmation that DUT shall not allow the previously used
passwords up to a certain number (Password History).

7. Test Objective: To verify the change of authentication attribute on 1st
installation/factory reset.

8. Test Plan
8.1. Number of Test Scenarios
8.1.1 The Tester verify that the DUT allow user to change his password at any time.

i. The Tester verify that DUT enforce password change after initial login.

ii. The Tester verify that DUT enforce password change based on password
management policy.

iii. The Tester configures the limit of previously used passwords (Password History)
on DUT as per criteria mentioned in ITSAR requirement.

iv. The Tester verify that limit of previously used password is working or not.
(Positive and Negative scenarios).

8.2. Test Bed Diagram

DuT
182 168.1.1

1
J
—
Test Machine
192.168.1.22

8.3.Tools Required: CLI/GUI Interface of DUT
8.4. Test Execution Steps:
i. Factory Reset the DUT
ii. Post Reset Verify if the DUT enforces password change
iii. Access te DUT with updated credentials.
iv. Attempt to change the Password again
v. Set previously used password which exists in configured password history.

9. Expected Results: DUT should be able to change the authentication attribute on 1st
installation/factory reset.

10. Expected Form of Evidence: Output screenshots.
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11. Test Execution
11.1 Test Case Number: 01
11.1.1 Test Case Name: change_password_any_time.
11.1.2 Test Case Description: The Tester verify that the DUT allow user to change
his password at any time.
11.1.3 Execution Steps:
i. The tester login the DUT’s Web GUI (192.168.1.1) in web browser of the test

machine (192.168.1.101) account “admin” with using the respective
authentication attribute (Syro@43210$) through Web Interface.

O D re vsimikgess x — o x
& G A Wotsere | bupe//192168 ) = @ % & - O
q
L4
o
1
O
&
4

C A i 0¢ 8 L

iii. Tester tried to update the password.
yRotech

Management
Jser M Manage  LogFlle Ml
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http://192.168.1.1/

iv. The Tester updated the password as “admin@123” and tried to login the DUT.
v. Tester observed that tester able to login the DUT.
vi. Tester observed and verified that DUT can allow the User can change/update the

password.

O | O 12wtesnivognae x4

¢« C A L D ® = o
L4
p
[
&

syRotech

11.1.4 Test Observations: Tester observed that DUT allow user to change password.
11.1.5 Evidence Provided: Screenshots are attached above.

11.2 Test Case Number: 02
11.2.1 Test Case Name: change_password_after_initial_login.
11.2.2 Test Case Description: The Tester verify that DUT enforce password change
after initial login.

11.2.3 Execution Steps:
i. The tester login the DUT’s Web GUI (192.168.1.1) in web browser of the test

machine (192.168.1.101) account “admin” with using the respective
authentication attribute (password) through Web Interface.
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http://192.168.1.1/

B O 192168 laominoginase X b

=] x
« G A Notsecure | tps://192.168.1.1/adm ¢ 5 &£ - O
Q
L4
-
F
]
-1
=
dmin +
O D + - e x
G A = 1 m ¢ 9 R 8 o
It is recommended to change your default password for this device for security and safety reasons. Q
1 The password must contain at least 6 characters v
2: The password must Input Max 16 charactors -
3 The password must contain at least two of the following combinations:
"
4:09, a2, A-Z, Special characters (_/ @ 1~#$%"*()+=7)
(<]
o
a
“
Cancel

ii. The Tester observed DUT have enforced password change after initial login.

11.2.4 Test Observation: The Tester observed DUT have enforced password change
after initial login.

11.2.5 Evidence Provided: Screenshots are attached above

11.3 Test Case Number: 03
11.3.1 Test Case Name: password_change_management_policy.
11.3.2 Test Case Description: The Tester verify that DUT enforce password change

based on password management policy.
11.3.3 Execution Steps:

i. The tester login the DUT’s Web GUI (192.168.1.1) in web browser of the test machine

(192.168.1.101) account “admin” with using the respective authentication attribute
(password) through Web Interface.

B x|+
> A

YRotech

ks Sutus  Nework  Secury  Application Management Diagnostics Help
MANo Useriefo Vopinfs Remcts Mansge of
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http://192.168.1.1/

ii. The Tester observed DUT can allow to user change password.

Management

iii. The Tester observed that DUT have enforce feature password management policy but
not proper configured
iv. The Tester observed that DUT support any of the two combinations as mentioned
above (lower case , numbers and length 6 characters).
11.3.4 Test Observation: The Tester observed that DUT support two combinations
(lower case, upper case, numbers and length 6 characters to max 32 characters).
11.3.5 Evidence Provided: Screenshots are attached above

11.4 Test Case Number: 04
11.4.1.Test Case Name: password history
11.4.2. Test Case Description: The Tester configures the limit of previously used
passwords (Password History) on DUT as per criteria mentioned in ITSAR
requirement.
11.4.3.Execution Steps:
i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of the test
machine (192.168.1.22) account “admin” with using the respective authentication
attribute(password) through Web Interface.

ii. The Tester observed that DUT can allow user to change the password
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o g

iii. The Tester observed during password change that DUT doesn’t have feature to
configure the limit of previously used passwords (Password History).

iv. Tester set/updated the password “Syro@43210$” and tried to login the DUT again.

v. Tester didn’t see any password history while changing the password.

B O 21t liadminioginase + - @ x
€ O A totseane | hapsI921581 . G-
Q
&
a|
i
o
&
w
admin
' o

Status

vi. Tester successfully logged in the DUT.

11.4.4. Test Observation: The Tester observed during password change that DUT
doesn’t have feature to configure the limit of previously used passwords
(Password History).

11.5 Test Case Number: 05
11.5.1 Test Case Name: password history
11.5.2 Test Case Description: The Tester verify that limit of previously used password
is working or not. (Positive and Negative scenarios).
11.5.3 Execution Steps:
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i. The tester login the DUT’s Web GUI (http://192.168.1.1) in web browser of the
test machine (192.168.1.22) account “admin” with using the respective
authentication attribute(password) through Web Interface.

TI0 O vt x SN x|+

s Status Network Security  Application Management Diagnostics  Help
o fo WANIfo Userinfo Voipinfo  Remote Manage info

ii. The Tester observed that DUT can allow user to change the password

PN x | @ veva |
€ C a

syRotech

Status Network Securit Application Management Diagnostics Hely
Management R 0 0 g

UserManage  Access ssword

iii. The Tester observed during password change that DUT doesn’t have feature to
configure the limit of previously used passwords (Password History).
iv. Tester set/updated the password “Syro@43210$” and tried to login the DUT

again.
O [ 15280 Vadmindognase X | =+ - o X
& O A Notsecure | hups//192.168.1.1/admin/loginasy [ z g - O
Q,
L4
|
I
[
&
]

Password: | @ESTEIEATERS

Sy’RQtQCh gty CTEETS
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http://192.168.1.1/

tech

v. The Tester observed during password change that DUT doesn’t have feature to
configure the limit of previously used passwords (Password History).

11.5.4 Test Observation: The Tester observed during password change that DUT
doesn’t have feature to configure the limit of previously used passwords

(Password History).

12. Test Case Results

SI. No TEST CASS NAME PASS/FAIL Remarks
1
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2.13.8 TSTP for Evaluation of Key exchange mechanism

family Broadband Equipment ITSAR

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311 | Clause no:2.13.8

<DUT Details: > DIGISOL DG-GR6821AC
<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical

Network Terminal (ONT) - PON family Broadband Equipment
<ITSAR Version No:> 1.0.0
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 13 Specific Requirement
2. <Security Requirement No & Name > 2.13.8 Key exchange mechanism

. <Requirement Description: > The data encryption between the OLT and ONT shall
use Secure cryptographic controls prescribed in Tablel of the latest document of
“Cryptographic Controls for Indian Telecom Security Assurance Requirements
(ITSAR).

The keys generated during this process must be unpredictable.

. DUT Confirmation Details:
i. Use the command line/GUI interface to get details of the machine on which test is
conducted.
ii. Use GUI to get Application No/Version No & hardware Info
The below screenshot shows the firmware version of the DUT

€ 5 C O & s

) Import bookmarks.. # Getting Started  #3 New Tab

DIGISOL =

Status Status Network Security Application Management Diagnostics Help

Device Info WANInfo Userinfo VoipInfo Remote Manage Iinfo

Device Basic Info Device Info

Device model DG-GREBZ1AC
Device SN 123451CEF03376DE2
Hardware Version 4281

Firmware Version V21.08-240403

PON SIN GPONOO3TEDEZ
Uptime 45 min

CPU Utilisation 0%

Memory Utilisation 33%
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Interfaces No.of Ports Interface Type | Interface Name
PON 1 Port(s) Physical PON
LAN 2Port(s) Physical LAN1, LAN2

5. DUT Configuration:

i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.
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= DG-GR6821AC ks + ~ — O
« C O G hitpsy/192.168.1.1 T 9L e n S e $F R T &% ©
®
DIGISOL
YT Status Network Security Application Management Diagnostics Help
Device Info WAN Info Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 182.168.1.1
LAN Info MAC Address 00177caalbde
LAN Port Status
Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex
Send and Recv
Interface Receive Send
Packets Bytes Errors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 o 0 2204 636000 o 0
Port_2 784 171280 o 0 608 204454 o 0
Active DHCP Clients
Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
5] | DG-GR6821AC x | + ~ - ] be
« G O R == 19216811 * @ L @ Hn S @ ¥ K T % @ =
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help
WAN Access Firewall MAC Filtering IP/Port Filtering
. . ccess control of commaon ports on the upstream and downstream directions: If you need ta control other ports, please
IP/Port Filtering i filter
Service-Name LAN WAN Port Remote Host
Commoeon Filtering — 23
Fip 21
Hitp 80
HTTPS 443
Ping
Submit

Web for Mobile

DUT is pre-configured with BOA as a webserver having (0.93.15) version.

iii.

X 4+
:$ curl https://192.168.1.1 ——insecure -1

@) aravind@Aravind_V: ~

HTTP/1.0 200 OK
Date: Thu, 81 Jan 1970 00:11:50 GMT

Server: Boa/0.93.15
Connection: close

Content-Type: text/html

Content-Length: 2023
Last-Modified: Fri, €9 Dec 2022 05:59:34 GMT

X—Frame—Options: SAMEORIGIN

1%

iv. Connect ONT to PC, open the network logger application and verify is connected -
enter the following command

e admin
e adminl123
e enterlinuxshell
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v. Reset the mib and set the logfile, enter the following command

e omcicli mib reset
e omcicli set logfile 7 Oxffffffff

Ic Network Legger

NetWork Logger

Config Server IP

[192 1681 .1

Connect

Stop Cap

plEL R

@ Network Logger E——
NetWork Logger
o [t
| Comfig Server B
[192.168. 1 .1
vi. Then physically connect the ONU to the OLT over PON2 port and grep the OMCI log
key.

vii. Then verify the OMCI logs, keys generated during this process must be
unpredictable. grep -i "key" /tmp/omcilog.par

63 Network Logger

NetWork Logger

‘ HCommand: lerep -i "key" /mp/omeilog.pardllll 1

Config Server IP

192 168 . 1 1

Connect

g

PlEEEIL

6. Precondition: OEM document regarding key generation (OMCI log) in the DUT.

7. Test Objective: To verify that data encryption between the OLT and DUT(ONT) shall
use Secure cryptographic controls prescribed in Tablel of the latest document of
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“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)
and the keys generated during this process must be unpredictable.

8. Test Plan:
8.1 Number of Test Case Scenarios: 2
8.1.1 To verify that the data encryption between the OLT and DUT(ONT) shall use
secure cryptographic controls.
8.1.2 To verify the keys generated during this process must be unpredictable.
8.2 Test Setup Diagram

DUT : DIGISOL (DG-GR6821AC)

PC
A
Optical connection e Ethernet Connection E]l
OLT

H
WAN LAN1
A—;
GEPON OLT LAN:192.168.11 _
Uplink port GE8 0S: Windows 11
Interface: PON 2 IP Address: 192.168.1.2

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1

8.3 Tools Used: - Web browser (For access GUI of DUT), Network logger
8.4 Test Execution Steps
a. To verify that the data encryption between the OLT and ONT shall use secure
cryptographic controls.

i. Then verify the OMCI logs, data encryption between the OLT and ONT shall use
secure cryptographic controls.
grep -i "key" /tmp/omcilog.par
b. To verify keys generated during this process must be unpredictable.

i. To capture the traffic (data encryption) between ONT and OLT, enable and
start the OMCI logs.

ii. To log into the web interface of the OLT, open a web browser and enter the
default gateway address (192.168.8.100) in the address bar. Then, enter the
username admin and password Xpon@01t9417# in the login dialog box.

iii. Physically connect the ONU to the OLT over PON port.

iv. To check the connection status, navigate to ONU configuration > ONU list > set
Port ID as PON2 > Refresh. By default, the authentication is disabled, and
connection is established without any key exchanges for authentication.

v. To enforce authentication between OLT and ONU for registration, log into the
web interface of the ONT, open a web browser and enter the default gateway
address (192.168.1.1) in the address bar. Then, enter the username admin
and password admin123 in the login dialog box.

vi. Navigate to Network > LOID register.

vii. To create a new LOID, provide the LOID name as Deltaphi and password as
admin123.

viii. To add a LOID in the OLT, navigate to ONU configuration > Authentication >
LOID List.
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ix. PortID: PON2
X. LOID: Deltaphi
xi. Password: admin123

xii. Navigate to ONU configuration > Authentication > Authentication mode.
xiii. Set Auth Mode: for PON2 as LOID and submit - as shown in figure

xiv. To verify if the registration of the ONU is done with the ONT (post enforcing
authentication) and check the connection status in the OLT, navigate to ONU
configuration > ONU list > set Port ID as PON2 > Refresh.

xv. Analyse the OMCI logs, keys generated during this process must be
unpredictable - run the following command.

xvi. To verify random key generation, connect and disconnect three times ONT to
OLT and check in OMCI log.

9. Expected Results for Pass: Communication between ONT and OLT should be
encrypted as per crypto control ITSAR Generated key should not be predictable

10. Expected Format of Evidence: - Screenshots of GUI, log

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Name: 8.1.1
11.1.2 Test Case Description: The tester verifies that the data encryption between the

OLT and ONT shall use secure cryptographic controls.

11.1.3 Execution Steps:
i. Then verify the OMCI logs, data encryption between the OLT and ONT shall use
secure cryptographic controls - as shown in figure grep -i "key" /tmp/omcilog.par

& Network Logger

Config Server IP

192 168 . 1 . 1

Disconnect

Capture

&

bbbl

BULKCOM

TEST

Input Command -

NetWork Logger

devSn=GPOP00ASDOSE, Privkey=vsomomeivalid

grep -i "key" /tmp/omeilog par
[264.817] 0x03 b VsPrAnth Get(0x0000 Prikey])

[264.818] 0x03et{ VsPriAuth GetRsp(0x0000 Result=0x0 Prikey 1=0xb31064386e0499¢ 1£7603130b7al e3c806766672331)
[264.826] 0x03ec| VsPriAuth Get(0x0000 Prkey2)
[264.827] 0x03ec| VePriAuth GetRsp(0x0000 Result=0x0 Prikey2=0x380931306137106d7fc0)

[349.117] 0x03f0 ¥sPriAuth Get(0x0000 Prikeyl)

[349.118] 0x03f0 [V sPriAuth GetRsp(0x0000 Result=0x0 Prikey1=0xd33b64796ad484 583673 13 0ffFd0e2d94 Te66 Td3bb)
[349.127] 0x03f1 [VsPriAuth Get(0x0000 Prikey2)
[349.128] 0x0311 [VsPriAuth GetRsp(0x0000 Result=050 Prikev2=0x339932006£37d065 7301

[769.132] 0x03f5 VsPriAuth Get(0x0000 Prikey])

[769.133] 0x0365[VsPriAuth GetRsp(0x0000 Result=0x0 Prikey1=0xb37661496614cbac9673 1906435a3080ed 7066 7#63af)
[769.142] 0x0366[VsPriAuth Get(0x0000 Prikey2)
[769.143] 0x0386[V sPriAuth GetRsp(0x0000,Result=0x0, Prikey2=0x33293d906b379065740)

[791.132] 0x03fa VsPriAuth Get(0x0000, PrikeyT)

[791.134] 0x03fa VsPriAuth GetRsp(0x0000 Resnlt=0x0 Prikey1=0x83b661996f045101fb663 1b00cde6c4356 7766 7fc3ce)
[791.142] 0x03fb VsPriAuth Get(0x0000 Prikey2)

[791.144] 0x03fb VsPriAuth GetRsp(0x0000 Result=0x0 Prikey2=0x32093b606f3770667£70)

[864.994] 0x03ff VsPriAuth Get(0x0000 Prikey1)

[864.995] 0x03ff VsPriAuth GetRsp(0x0000,Result=0x0 Prikey1=0xb3a265796b743c99b86531401c023699cd7d667f4352)
[865.004] 0x0400 VsPriAuth Get(0x0000 Prikey2)

[865.005] 020400 VsPriAuth GetRsp(0x0000 Result=0x0 Prikey2=0x3ed93790693 78066 7{30)

#
# [RTM_OMCI] OMCI configuration is completed!

11.1.4 Test Observation: Communication between DUT(ONT) and OLT keys are
encrypted
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11.2 Test Case Number: 02
11.2.1 Test Case Name: 8.1.2
11.2.2 Test Case Description: Verify that the code signing certificate associated with the
upgrade package is valid and not expired.
11.2.3 Execution Steps:

i) To capture the traffic (data encryption) between ONT and OLT, enable and start
the OMCI logs in the OLT.

ii) To log into the web interface of the OLT, open a web browser and enter the
default gateway address (192.168.8.100) in the address bar. Then, enter the
username admin and password Xpon@0OIt9417# in the login dialog box.

iii) Physically connect the ONU to the OLT over PON port.

iv) To check the connection status, navigate to ONU configuration > ONU list > set
Port ID as PON2 > Refresh. By default, the authentication mode is disabled, and
connection is established without any key exchanges for authentication - as
shown in figure

G
[oa

Figure No. Check ONT-ONU connection status.

(5] | OLTWebManagement Interface X | DG-GR6821AC x o+

C O & 192.1688.100/a ain.html

D|G|SU|._

Authentlcatlon UGG MAC List  LOID List

OLT Information ONU Authentication

OLT Configuration Port ID Auth Mode
ONU Configuration PON1 [Disable v
ONU list —
T e oo
Upgrade PONZ |%_\
Rogue ONU PON4 [Disable ]

Profile Configuration Submit

System Configuration

Figure No. Check ONT-ONU default authentication state for PON.

v) To enforce authentication between OLT and ONU for registration, log into the
web interface of the ONT, open a web browser and enter the default gateway
address (192.168.1.1) in the address bar. Then, enter the username admin and
password admin123 in the login dialog box.

vi) Navigate to Network > LOID register.

vii) To create a new LOID, provide the LOID name as Deltaphi and password as
admin123. - as shown in figure
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A\ Notsecure  192.168.1.1

DIGISOL

Status Network [~—ecurit Application Management Diagnostics|
Network y PP g g

Internet Bind Settings LAN 5G 24G TR069 QoS Time Route

ACS Server LOID Config
5 The logical ID function is used for the registration and distribution of the new device, please do not change it.Restart the gateway if changi
CA Certificate causes business to malfunction.

LOID Register LoID:
Password: e 9
PWD Register

Apply |« —Reset @)

Figure No. Configuring LOID and password for ONT

1. To add a LOID in the OLT, navigate to ONU configuration > Authentication > LOID
List. - as shown in figure

e PortID: PON2
e LOID: Deltaphi
e Password: admin@123

e  htps)//192.168.8.100,

R
I G I S OL Authentication Mode ~ MAC List _

OLT Information ONU LOID
OLT Configuration
oo —©
ONU Co¥iguration
ONU I Add LOID
B Lo ~—0
Upgrade Password admin@123]
Rogue ONU
[2dd[1—@
Profile Configuration
System Configuration ONU LOID Authentication Table
Index LOID Password Delete ._e
1 Deltaphi admin@123 i
Clear || Refresh

Figure No.: Setting LOID details for OLT.
2. Navigate to ONU configuration > Authentication > Authentication mode.
e Set Auth Mode: for PON2 as LOID and submit - as shown in figure
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Notsecure ~ https://192.168.8.100,

R
I G I S DL Authentication Mode

OLT Information ONU Authentication
OLT Configuration

onU Conﬁgt?ion Port ID Auth Mode
ONU list PON1 Disable v
prrrr— o | o |9
Upgrade PON3
Rogue ONU oNa T
Profile Configuration 'l — I n

System Configuration

Figure No.: Set Authentication mode to LOID.

3. To verify if the registration of the ONU is done with the ONT (post enforcing
authentication) and check the connection status in the OLT, navigate to ONU
configuration > ONU list > set Port ID as PON2 > Refresh, remove the Optical cable

and connect again 2 time - as shown in figure

Status  ONU list

L
IGI S DL ONUStatus OPMDiag ONU Basic ONU Statistics  Confirm ONU  ONU Scheduled Reboot

OLT Infermation ONU Authentication Information
OLT Configuration
Port ID PONz ][ Refiesh
ONU Configuration ONU Type Authentication ~ | Deregister | | Reboot || Unauth || Delete Offline
mac (HH:HH:HH:HH:HH:HH) | Searl

Authentication Description Search | | Fuzzy Search

Upgrade Auto Unauth ONU (60-604800s or o set) | submit

e Online 1 ONUs / Total 1 ONUs
Biollie c°"ﬂg'"m‘?" [omutD [ status [Mac Address [ Description [RrT(TQ) [ Type [ Auth Flag [Exchange | Auth Mode | Loid/Password [Action |
System Cenfiguration [EPoNOz2:a | orine | 1c-EF-03:37:60:€2 | WA [os |ace+iporsiewir|amn [Finsh Lo | Dettaphitadmin@123 | config. Maclnfo Profile Dercgister Reboot Unauth|

Figure No. Check ONT-ONU connection status.
4. Analyse the OMCI logs, keys generated during this process must be unpredictable
- run the following command.
grep -i "key" /tmp/omcilog.par
5. To verify random key generation, connect and disconnect three times ONT to OLT

and check in OMCI log.

11.2.4 Test Observation: Comparing the three keys generated by the DUT(ONT), they
are unpredictable

12.Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1
2 8.1.2
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2.13.9 TSTP for Evaluation of of Rogue detection

Optical Network Terminal (ONT)-PON | ITSAR No: ITSAR403012311
family Broadband Equipment ITSAR

Clause no:2.13.9

<DUT Details: > DIGISOL DG-GR6821AC

<DUT Software Version:> V2.1.08-240403

<Digest Hash of OS> DC5E1F822E3B838B7546D77DE8116648AAF
DOCA4F823AEAE417EA1F8D6114B8E

<Digest Hash of Configuration> xxxx

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/PON CPEs/Optical

Network Terminal (ONT) - PON family Broadband Equipment
<ITSAR Version No:> 1.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 13 Specific Requirement
2. <Security Requirement No & Name > 2.13.9 Rogue detection

. <Requirement Description: > The ONU should have the capability to monitor its own

behaviour and autonomously turn off the laser if a fault condition is detected. This
capability would serve as a secondary measure in the event that the primary method
to turn off the laser via the OLT is not possible. 1) The ONU should turn its laser off if it
detects rogue behaviour in order to prevent possible harm to the PON. 2) The ONU
should attempt to send a message to the OLT to indicate why the ONU is going out of
service.
The ONU transmitter default state (e.g., at installation) should be in the "off" position.
This is a precaution to prevent, for example, cases where there is a failure to prevent
the transmitter from being shut off, resulting in potential rogue behaviour. Reference:
ITU-T Rec, Series G Supplement 49 (02/2011) Rouge Optical Network unit (ONU)

Reference: ITU-T Rec, Series G Supplement 49 (02/2011) Rouge Optical Network unit

(ONU)

4. DUT Confirmation Details:

Use the command line/GUI interface to get details of the machine on which test is

conducted.
i. Use GUI to get Application No/Version No & hardware Info
The below screenshot shows the firmware version of the DUT
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DIGISOL -

Status antus C Dii d Help
Device Info WANInfo Userinfo Voipinfo Remote Manage Info
Device Basic Info Device info
Device model DG-GRB621AC
Device SN 123451CEF0337EDE2
Hardware Version 4261
Firmware Version V21.08-240403
PON SN GRONODATEDE2
Uptime: 45min
CPU Utilisation 0%
Memory Utilisation 3%

Interfaces No.of Ports Interface Type Interface Name

PON 1 Port(s) Physical PON

LAN 2Port(s) Physical LAN1, LAN2
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5. DUT Configuration:
i. The DUT is connected to LAN 2 - with the Lab’s Testing Machine.

(] DG-GREEZ1AC x ar

DIGISOL

Status Network Security Application Management Diagnostics  Help

Status
Device Info WANInfo Userinfo VoipInfo Remote Manage Info
WLAN Info Device Info
IP Address 192.168.1.1
LAN Info MAC Address 00177caa069e

LAN Port Status

Interface State Speed Mode
Port_1 down
Port_2 up 1000 M Full duplex

Send and Recv

Interface Receive Send
Packets Bytes Erfors Dropped Packets Bytes Errors Dropped
Port_1 2079 467487 0 0 2204 636909 0 0
Port_2 784 171280 0 0 608 204454 0 0

Active DHCP Clients

<« C O & hips//192.168.1.1 ¥ Lo S 8 & & T

Device Type MAC Address IP Address Lease Time
ii. HTTPS is enabled.
(5] | DG-GRG821AC x4+ ~ - O
« C QO /] = 192.168.1.1 * L @n S @ & T B
®
DIGISOL
Security Status Network Security Application Management Diagnostics Help

WAN Access Firewall MAC Filtering IP/Port Filtering

This page configures the access control of common ports on the upstream and downstream directions; If you need to control other poris, please

IP/Port Filtering configure on the page of port filter
Service-Name LAN WAN Port Remote Host
Common Filtering Telnet e
Fip 21
Hitp 80
HTTPS 443
Ping

Submit

le

Web for Mob

iii. DUT is pre-configured with BOA as a webserver having (0.93.15) version.
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© aravind@Aravind_v: ~ X + -

:$ [curl https://192.168.1.1 —insecure -I

HTTP/1.8 208 OK

Date: Thu, 81 Jan 1970 00:11:50 GMT

Server: Boa/0.93.15

Connection: close

Content-Type: text/html

Content-Length: 2023

Last-Modified: Fri, 09 Dec 2022 05:59:34 GMT
X-Frame—-Options: SAMEORIGIN

1~% |

6. Precondition: The OEM should provide documentation explaining the behavior of
the ONU in rogue conditions.

7. Test Objective: To verify that DUT have mechanism that detect rogue state(unstable)
by itself.

8. Test Plan:
8.1 Number of Test Case Scenarios: 4
8.1.1 ONT PON port should be turn off by itself, if unstable condition (autonomously
ONT) detected.

8.1.2 ONT should send alert to the OLT regarding service reachability
8.1.3 ONT transmitter should be turned off by default (factory reset)
8.2 Test Setup Diagram

DUT : DIGISOL (DG -GR6821AC)
PC2

IP: 192.168.8.200

A
PON Port: PON 1 PRap dl Optical connection GPON/ 1:2 e Ethernet Connection D]'
HTTPS: Enabled

P =¥y -~ =

A/

Digisol ONT
LAN: 192.168.11

0S: Windows 11

IP Address: 192.168.1.6
Subnet Mask: 255.255.255.0
PC1 Default Gateway: 192.168.1.1

0S: Windows 11

IP Address: 192.168.8.10
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.8.100

m

-

\|

8.3 Tools Used:- Web browser(For access GUI of DUT), logs
8.4 Test Execution Steps
a. Verify that ONT PON port should be turn off by itself, if unstable condition
(autonomously ONT) detected.
1) Login to the DUT(ONT)
2) Forcefully turn on the laser on the connected ONT port
3) Check the ONT automatically turn off the laser light or not

b. ONT should send alert to the OLT regarding service reachability
1) Login to the DUT(ONT)
2) Forcefully turn on the laser on the connected ONT port
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3) Check the ONT sending alert to the OLT regarding ONT unreachability

c. ONT transmitter should be turned off by default (factory reset)
1) Perform factory reset on the DUT(ONT)
2) Check the status of PON port (ON or OFF)

9. Expected Results for Pass:
i. ONT PON port should be turn off by itself, if unstable condition detected
ii. ONT should send alert to the OLT regarding service reachability
iii. ONT transmitter should be turned off by default (factory reset)

10. Expected Format of Evidence: Screenshots of GUI, log

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: 8.1.1
11.1.2 Test Case Description: ONT PON port should be turn off by itself, if unstable
condition detected
11.1.3 Execution Steps:
i. Tologinto the web interface of the ONT, open a web browser

ii. Try to forcefully turn on the PON port on the DUT
iii.Check the DUT behavior after, either DUT turn off the PON port or not in the

DUT
11.1.4 Test Observation: The testcase is “Not Tested.”

11.2 Test Case Number: 02
11.2.1Test Case Name: 8.1.2
11.2.2Test Case Description: ONT should send alert to the OLT regarding service
reachability
11.2.3Execution Steps:

i. Tologinto the web interface of the ONT, open a web browser
ii. Forcefully turn on the laser on the connected ONT port

iii. Check the ONT sending alert to the OLT regarding ONT unreachability

11.3 Test Case Number: 03
11.3.1. Test Case Name: 8.1.3
11.3.2. Test Case Description: ONT transmitter should be turned off by default
(factory reset)
11.3.3. Execution Steps:
i. Tologinto the web interface of the ONT, open a web browser

ii. Perform factory reset on the DUT(ONT)
iii. Check the status of PON port (ON or OFF)
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12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 8.1.1 Not tested
2 8.1.2 Not tested
3 8.1.3 Not tested
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